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Active Directory48isi 782 & B FiKerberosEizg o A5 ~ AJLUER 22 MRE) e TBHEREI) RE
LENTLMV2BEE% ©

TER
1. FBFHITTHIHER ~ FESISVM ERELRAIE A

a. SR AR A ERS
set -privilege advanced
b. FEs¥ -is-exportpolicy-enabled CIFS {AfR2SEIEL A false -

vserver cifs options show -vserver vserver name -fields vserver, is-
exportpolicy-enabled

C. REIEIEHEREAR :
set -privilege admin
2. MNRKFASMBHELRA « FERAELRA

vserver cifs options modify -vserver vserver name -is-exportpolicy-enabled
false

3. HESRAEIE R EFRE A FFEEANTLMv2HKerberoskiss o
SNERFIERARIE R A ST E FAMRLE eS8 5 A BVAERAE RN » 52 BMicrosoft TechNetf2 T/ ©
4. MNRBHEAR ARFFNTMLV2EREE A FEAMicrosoft SRRt B i —AE 5 A SR EUBENTLMV 2B S o
&4
T5ap < AIEEEESVM VS1 ERSMBEEHRRIRS EEA -

clusterl::> set -privilege advanced
Warning: These advanced commands are potentially dangerous; use them
only when directed to do so by technical support personnel.

Do you wish to continue? (y or n): y

clusterl::*> vserver cifs options show -vserver vsl -fields vserver,is-

exportpolicy-enabled

vserver 1is-exportpolicy-enabled

clusterl::*> set -privilege admin
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Hyper-VAISQL ServerfEA4AIHIRE EIISMBELR « LUEEAEITEANEAE - BEMR
THIBIL AR ~ BISIRP MEMINEEZEUNIXERZE - TR EER S @IS A B
FHEETERUNIXERE o

RIRER T

Hyper-VAISQL Serverfss BAEIE ALK 5 2L SMBIEEAR © ItESh ~ SQL Serverth E{FE AR EAEIRE M AE
1TSMBEARHIARFEIRE ©

B EEEREES (SVM) B > ONTAP 2 BEhEL%% pcuser (UID & 65534 ) f1%4% pcuser (GID %
65534 )  WAETERFEREILEE pcuser EiE - MRIEEEZEEHEData ONTAP ES8.27Ai ~ 1E1IRA
BIANSVM_E & EHyper-V over SMBfZIRSZE ~ RIFERFAEMEHARISERIZTE « MIRBE ~ S ALEIIELET
I5H ~ A HERECIFSIaER2FAITEERUNIXERZE

1. ¥R T A TERMIUNIXERZE :

vserver cifs options show -vserver <vserver name>

2. NRARREFRREAEREE « FHEESHUNIXEAETLUEERTERUNIXERE :

vserver services unix-user show -vserver <vserver_name>

3 MNBRKRBNETERERIEIE » BRETISEATESR UNIX BEB UNIX BBE » BUEIITELEH4AFITEER UNIX
B I TaR AP e E %84l o

BE > TEREEENFERERERE pcuser” » W BMBEDEL UID 65534 FEREHE—ARWER TR ES
#8“pcuser” o F5IR4GEFAERY GID W7BRE 65534 ©

a. BITAmEHE !

vserver services unix-group create -vserver <vserver name> -name
pcuser -id 65534

b. BIUTERMERE « U TAREAEMEETAREE !

vserver services unix-user create -vserver <vserver name> -user
pcuser -id 65534 -primary-gid 65534

C. P EIEF R E AR EREMMEREFAE *



vserver services unix-user show -vserver <vserver name>

vserver services unix-group show -vserver <vserver name> -members

4. MNRKRRECIFSEMRBNTERERE « FHIT PR :
a. REFRRERE :

vserver cifs options modify -vserver <vserver name> -default-unix

—user pcuser

b. FEEITERUNIXERECIERS

vserver cifs options show -vserver <vserver name>

o BEEEEARENAIRSHNEMIRA ST EMEEETEREHASE « A s HER SVM EHEE A%
{FE AR Windows A& E UNIX FHBAEE vserver cifs session show 3% °©

W"IE< 2 EE R ONTAP E54H "vserver cifs options Bl » :528 ©

45
o “pcuser (FRAEWISES SVM vs1 LM CIFS RIIRSSMITERERE -

clusterl::> vserver cifs options show

Vserver: vsl

Client Session Timeout : 900
Default Unix Group 3 =
Default Unix User 3 =

Guest Unix User 3 =

Read Grants Exec : disabled
Read Only Delete : disabled
WINS Servers : -

clusterl::> vserver services unix-user show

User User Group Full
Vserver Name ID ID Name
vsl nobody 65535 65535 -
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vsl pcuser 65534 65534 -
vsl root 0 1 =

clusterl::> vserver services unix-group show -members

Vserver Name ID

vsl daemon 1
Users: -

vsl nobody 65535
Users: -

vsl pcuser 65534
Users: -

vsl root 0
Users: -

clusterl::> vserver cifs options modify -vserver vsl -default-unix-user

pcuser
clusterl::> vserver cifs options show
Vserver: vsl

Client Session Timeout : 900
Default Unix Group 3 =
Default Unix User : pcuser
Guest Unix User 3 =

Read Grants Exec : disabled
Read Only Delete : disabled
WINS Servers 3 =

EISVMIRHEENZ 2% EREANTFS

A7 HE{RHyper-VAISQL ServerfESMB_ERIARHETZEIN ~ MIEENBEUNTFSLZ2E!
RRIZTT - HNRHIRENZ 2 MR TER S ERAEMFEREMKS (SVM) LEEIIBIHLEE
& - FILRHEEENZ 2R IEREANTFS ©
BAMEETLE
* R UTERIISVMEHEERMIEEHNZ 2R ©
y %ZE%ETL SVM FFiRHIEERZES NTFS 2% » A UHEBRERAEEZ 2K volune modify @
< o
1. ¥IERSVMIRHIEE BRI Z 2% ©

volume show -vserver vserver name -fields vserver,volume,security-style



2. NRBHEERENTFSLZRAMEE « AREZ2EAEEANTFS :

volume modify -vserver vserver name -volume root_volume name -security-style
ntfs

3. FERSVMIRHEFRE EREANTFSZRER !

volume show -vserver vserver name -fields vserver,volume,security-style

&1
AL AIEREESVM VS1 L IRHIREZ 2R B ANTFS &

clusterl::> volume show -vserver vsl -fields vserver,volume,security-style

vserver volume security-style

clusterl::> volume modify -vserver vsl -volume vsl root -security-style
ntfs

clusterl::> volume show -vserver vsl -fields vserver,volume, security-style

vserver volume security-style

vsl vsl root ntfs

FEs B E N ERICIFSfAlAkEs IR

B E R Hyper-VAISQL ServerfESMB_EARETEETE K « BB MR ERT
HICIFS{EARASEIE ©

PSR T(E
* WERIFASMB 2.xFISMB 3.0 ©
* WERIFAODXEASENR, « 7 AEfE M AEIR T RVRASENFINAE ©

* WS8R Hyper-V over SMBf# R EFE AT IBEHVSSHEDIRFS (EFRHyper-V) -~ BIAZBERIAVSSIEFESL
ARFE o

:F%%%
1. HER AT ERI%ES (SVM) LEERBFrERCIFSERSSE

a. EMRE MR AER :
set -privilege advanced
b. HATFFIHS :

vserver cifs options show -vserver vserver_name



THBEIRERESR true !

" —smb2-enabled
" —smb3-enabled
* —copy-offload-enabled
* ~shadowcopy-enabled (£ Hyper-V)
2. NREEIERRES true ’ sARIT FIITER
a. BEefMR% true A vserver cifs options modify #3% ©
b. FEFEIBCRES true M vserver cifs options show #3% °

3. REIEIRHEIRER

set -privilege admin

]
T56p < alEREESVM VS1 LR BB AHyper-V over SMBARAEFREEAYIEIR o 7EULEEHIS ~ ODXIEZASENE A BER
A~ TRER&EEEK ©

clusterl::> set -privilege advanced
Warning: These advanced commands are potentially dangerous; use them
only when directed to do so by technical support personnel.

Do you wish to continue? (y or n): y

clusterl::*> vserver cifs options show -vserver vsl -fields smb2-
enabled, smb3-enabled, copy-offload-enabled, shadowcopy-enabled
vserver smbZ2-enabled smb3-enabled copy-offload-enabled shadowcopy-enabled

cluster-1::*> vserver cifs options modify -vserver vsl -copy-offload
—enabled true

cluster-1::*> vserver cifs options show -vserver vsl -fields copy-offload-

enabled

vserver copy-offload-enabled

clusterl::*> set -privilege admin
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ExEF' EZERVIER MR B EEIZTNEE - BEARMMPICAEHyper-VHISQL Server/tSMB
AR ERVERIREMAEEEES o

ez Al

B ERFIHESMB 3.0 B4 LETIGHE « A REEMASMBZBEINGE © IRIETAR ~ SMB 3.0 ERhRZ
B7EONTAP X IESMBHIEIARES LRLA ©

BAREETLF
YNSRONTAP 7EHEEE LR HEERIAERE « SMBA P ing B BRI £ A 2 AR ELR o

SMB L {EFEE R RVERF R R B BUAIIEE SZRINIC ¢
* *ARIHFIONTAP &% FAI1G NIC *
FA P iR EHEINICE I —EEAR ~ Yoik TIEMEEEE EPRA AR o
* *FARIHEAONTAP SRR E ERI10GEEXRRENIC

R RIEEENICRS FI I FNEELR « Wik TIERRRIEGEMAER - BRIFAEZE10GHIEATENNIC
EEIER o

AT UEEL T HI2 8 CERSHEIR)
* -max-connections-per-session
SEZEETFRBRATNRAKEGE o THRAI2EES
MREAAERALETEREE S HERS « A ES AR IRARETELRAE « il STERAIS2MEELR
* -max-lifs-per-session

BEZBETIFERFIASHAERNTERE LR - HRA256{EFEK A HE o

1. PR B AR SR A RS

set -privilege advanced

2. 7TSMBfrlfk2s - EYFASMBZiE3E .

vserver cifs options modify -vserver <vserver name> -is-multichannel

-enabled true

3. ERsEONTAP ILEINAE R T O¥RSMB 3@ 78 T {EREER !



vserver cifs session show

4. RO BRI :

set -privilege admin

Ll
T5EBHIFETRFA SMBTERSERBIARRAE AN « BAREE — T 1RFEERAVZS(EELR

clusterl::> vserver cifs session show

Node: nodel

Vserver: vsl

Connection Session Open
Idle

IDs D Workstation Windows User Files

138683,
138684,
138685 1 10.1.1.1 DOMATIN\
4s
Administrator

T3 EEFIRETRE R TVERSELID 12 SMBIIERSERRYEFAHE M ¢



clusterl:

Vserver: vsl

Node:

Session ID:

Connection IDs:
Connection Count:
Incoming Data LIF IP Address:
Workstation IP Address:
Authentication Mechanism:
User Authenticated as:
Windows User:

UNIX User:

Open Shares:

Open Files:

Open Other:

Connected Time:

Idle Time:

Protocol Version:
Continuously Available:
Is Session Signed:
NetBIOS Name:

EINTFSE R HIRE

RN BT EHEER2R (SYM) LEIINTFSERHBEE
ARRZS R EITEFANHAE « LUFEHEAHyper-VELSQL ServerfE A o {#HVolumeZBAE T

FPREIUBERLIRE -

BAEIETE
TR LMERERZ2#ZRAETE R Volume © U1

STRAS @SR

:> vserver cifs session show -session-id 1 -instance

nodel

1
138683,138684,138685
3

192.1.1.1

10.1.1.1

NTLMv1

domain-user
DOMAIN\administrator
root

2

5

0

5s

5s

SMB3

No

false

BUBHERER « FMEEEI T EBNERERNRIIZGE -

* Hyper-Vi£ZEONTAP -« AN SERR s Sl
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R

SNERIEARESNHUNIXZ2 MERVHEEE

NHRE « AR EREREREUFETANEAE « UFR EF‘E“H

E*?EL.L%NTFS#%&MWE

®

BIE o
1. MABER < IEILE R Volume !
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MREIEEAESVM  BAGL...
PEITHRE ~ TR
HIRENRZEHRAR

NTFS volume create -vserver vserver _name -volume volume name
-aggregate aggregate name -size integer[KB|MB|GB|TB|PB]
-junction-path path

JENTFS volume create -vserver vserver name -volume volume name
-aggregate aggregate name -size integer[KB|MB|GB|TB|PB]-
security-style ntfs -junction-path path

2. EgsBVolumeBRE 2B 1IERE ©

volume show -vserver vserver name -volume volume name

I IFER FARSMBHEAE

BUBEREEE 2% « eI ELEFEANHEE  :ZFERE AR ARFEHyper-
VEE2S « 4HREREFISQL ServerB R EIEZ © (REZEREIISMBHARMFEALA4ARET
{ER ©

1. ERIRAEELE RE R S REHIEREN

volume show -vserver vserver name -junction
2. EUFHERRSMBHAE !

vserver cifs share create -vserver vserver name -share-name share name -path
path -share-properties oplocks,continuously-available -symlink "" [-comment
text]

o MBI UM S SRR EH AR o

° IRIETERE ~ BGERLABMEEHA LRTE ~ WiEA manual ©

° ONTAP €178 %E Windows TERHFA#ERRIHA Everyone / Full Control °
3. R HAMARTERPIFIALAE®R L—EDER -
4. {FREDICHAERS EREMELR vserver cifs share show B3% ©

5. I HEESERLAE « LEA* Windows AR IR E R EEZZER « BIe g AMERE L%
ENTFSHEZERERR o

Ll

THIGS FIERT RIS (SYM « SaTfAVserver) VS1 LTI Tdata2) BISERIALAE - BB
T BIREEEEM —synlink BHE v

11



clusterl::> volume

Junction
Vserver Volume Active
vsl data true
vsl datal true
vsl data? true
vsl vsl root =

show -vserver vsl -junction

Junction

Junction Path Path Source

/data RW_volume
/data/datal RW_ volume
/data/data?2 RW_volume
/ _

clusterl::> vserver cifs share create -vserver vsl -share-name data? -path

/data/data2 -share-properties oplocks,continuously-available -symlink ""

clusterl::> vserver cifs share show -vserver vsl -share-name data2

Vserver:

Share:

CIFS Server NetBIOS Name:
Path:

Share Properties:

Symlink Properties:

File Mode Creation Mask:
Directory Mode Creation Mask:
Share Comment:

Share ACL:

File Attribute Cache Lifetime:
Volume Name:

Offline Files:

Vscan File-Operations Profile:

i&%SeSecurityPrivilege#

BISQL Server)

vsl

data?

Vsl
/data/data?
oplocks

continuously-available

Everyone / Full Control

manual

standard

(R EFERAERE GERANRSMBHEA

RN ZESQLEMRSEINAEERERP XLERIK TeSecurity®#[R1 #IR « 4 BE7ECIFSTREIAR

2 ERITHEE « MELEHEFER

FIsEZ Al

T R igkAa B ERE IR o

AR ZEESQL ServerfY 43R B BB KTEE ©

RNERIE

RIS ESQL ServerZEIZTNAIIRFFFONTAP ~ RISE & B AR ARIBIEHI I3 SREREIR D o UIREEBHSFEIEIE

hll2% « RIS LA AEZRAONTAP o
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1. #i2 TeSecurity#EPR1 #ERR :

vserver cifs users-and-groups privilege add-privilege -vserver vserver_name
-user-or-group-name account name -privileges SeSecurityPrivilege

HI{E -user-or-group-name 2 AMN %4 SQL Server IR EIRF 518 o
2. BIERERERERE -

vserver cifs users-and-groups privilege show -vserver vserver name -user-or-
group-name account name

gl

T BRERFEREE (SYM) VSI1BEAIMET « & T IZE2MERy | #RITEESQL Server2 iz
VARG

clusterl::> vserver cifs users-and-groups privilege add-privilege -vserver
vsl -user-or-group-name EXAMPLE\SQLinstaller -privileges
SeSecurityPrivilege

clusterl::> vserver cifs users—-and-groups privilege show -vserver vsl

Vserver User or Group Name Privileges

vsl EXAMPLE\SQLinstaller SeSecurityPrivilege

REVSSIEFENBEFE (GERISMBHEA _ERYHyper-V)

TR UESMBHEAE AR ERABHFRE LA@L.L[&&%’E%%OQD%Q?EE%@JE
HIONTAP FEERNEARER - UEREHPREIUBETER QISR

FIsGEZ Al
WZARIFAVSSIZRARRINAE ©

) SN
ERARIUKRZAEFEHRIERER - IRERS 00 ONTAP ERFIAE FERBIIERES -

BACA USRS NE RS REOS EET RHUFETES  BMicosotEREENE
() muwBEEeonmREm - IR EMEEEMEIENERY « ARMENETRN - CEENE
P B SR S R ST BRI -

1. W HEPRE AR AR

set -privilege advanced

2. BVSSIEFEMNBIRERERPIRNER :

13
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vserver cifs options modify -vserver vserver name -shadowcopy-dir-depth
integer

vserver cifs options modify -vserver vsl -shadowcopy-dir-depth 6
REIEERERELR

set -privilege admin
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