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* * S3fAIARBICAREE  *ERNAL E destination &FEHIAZA
5. MNREEABIMICAREZ BHESE « HAEEENM FERERNEE o
6. IRTH—T*"BRMERE BT A B SWERRAELLTE « BENMAERFBBRANTERE
7. —T T @7 o ERERFE VM PEIIFVETE « Wi HRHN TR B ET VM B9FRETES o
B17 SHEAYET RS
7€ ONTAP 9.14.1 %A ~ ERTLUMERHER S3 REFE « WRBEETER o
ERMNHIRB ITREMRERTER - RERREREMNBMBEERIT ONTAP 9.14.1 HEHMIRAE ~ BZW
HHEE BERRITEE_ ERUR ~ SERLATE B AV ETRS LRI EHTE o ZRIRETREMVI (I E R AN S E (RS
HAPR ~ B BRtETRE L RERYMY o SthelU7E TERRE * 1 BEY « ZENMITRER AR
HEREBEAR o bR BEARTE AR IORETREN S3 NAEERNERIEHEYMG
MEBMEIEITRE R ERIMERAE T « B2 "B FE"

CLI

1. iSRS B IESVMAIE —ES3 SnapMirrorfifif# ~ FERE2RIRM BRItISVME R EAREAE SR « IR
REIETINEHS - FENEEE LT

vserver object-store-server user show
HEsRrootEFAEBFINER - MRRE ~ FHA !

vserver object-store-server user regenerate-keys -vserver svm name -user
root

MREWELHFE  AVEMELESHR
2. TERIFH B MSVMAR I #FE :

vserver object-store-server bucket create -vserver svm name -bucket
bucket name [-size integer[KB|MB|GB|TB|PB]] [-comment text]
[additional options]

3. RFEURATIE E IR B A SVMAP N TER EIRBRR

vserver object-store-server bucket policy add-statement -vserver svm name
-bucket bucket name -effect {allow|deny} -action object store actions
-principal user and group names -resource object store resources [-sid
text] [-index integer]
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vl

src_cluster::> vserver object-store-server bucket policy add-
statement -bucket test-bucket -effect allow -action

GetObject, PutObject,DeleteObject, ListBucket, GetBucketAcl, GetObjectAc
1,ListBucketMultipartUploads,ListMultipartUploadParts -principal -
-resource test-bucket, test-bucket /*

4. 73R SVM E ~ INRERBIRER S3 SnapMirror [RE ~ T EARABFEHTERERA « 558817 S3
SnapMirror &REI :

snapmirror policy create -vserver svm name -policy policy name -type

continuous [-rpo integer] [-throttle throttle type] [-comment text]
[additional options]

2%

° 88! continuous - S3 SnapMirror FA&RIME—REFER (MKE) o
° —rpo - IEEMER BZHERE (UFVBEEM) (A1E) o
° —throttle - ?EEEEE% / &E%EI‘JLBE (J—X:F{ﬁﬁ:,%ﬂ I|\ 1_L) (%Fﬁ) o

&)

src cluster::> snapmirror policy create -vserver vsO —-type
continuous -rpo 0 -policy test-policy

S. EARFEM B EERNEIESVM L ZECAFARS & !

iz

a. ERREE L ~ LIEEZE destination S3 AIAR2S/EBM CA &

security certificate install -type server-ca -vserver Src_admin svm
-cert-name dest server certificate

b. EERIMhELE I « ZEEZZE SOURC S3 AR /REHI CA B

SR

security certificate install -type server-ca -vserver dest admin svm
-cert-name src server certificate

SNRISERRSMEICARR R REV/RE © SATERIR Bt EIESVM L ZEABRAYEHE
AR security certificate install ¥AAENAEZ2EFME
6. TEHIRSVM_L « #37S3 SnapMirrorfi% :
snapmirror create -source-path src svm name:/bucket/bucket name
-destination-path dest peer svm name:/bucket/bucket name, ..} [-policy

policy name]

TAIUERPFRLMNERE « SHERTERE -



vl

src_cluster::> snapmirror create -source-path vsO-src:/bucket/test-
bucket -destination-path vsl-dest:bucket/test-bucket-mirror -policy
test-policy

/. B RAIE R AERR

snapmirror show -policy-type continuous -fields status

AHRENETE (Binxs) BRItz

1] LAMER BHARREEIR A BUS3ATEE ~ ATl ~ INRIEHONTAP EHHRAE R VMware
RR9.10.1FYS34BAEFH4R o

BAMEETIE
TERBERFREENERMEE ERITIE -

BRtA 2 AT

* BRAARNRE « RS FARIAEASERONTAP ©

* FERELE MR Y RITEIE R SRR « BLSCR B MR VM 2 RITEIE R SRR o

* ORI B MHVMBECARE © CEINEMESMICABBEENEREECAREWES -
LB A M EIR A ONTAP CLI BXI#i1Ri(% o



RREES

1. MNRE R ULHEFVMBIE—{ES3 SnapMirrorfi{% 55 KR B Bt EVMESHAREAES
wmomRRE

a. JEE * #17 > #17F VM ~ ABERURTFT VM o
b. I RERIREP T ) 7E *S3*) Ao
c. 7 MEME) RIRET -~ BBrootEMERFIER -

d. NRRE - FR—T : 7 root =i > AR EE Regenerate Key.
MR EBELFE  BNENELESR

2. R RRE BRI TR VMR E A E B EHEFENE D IERE ¢
EE HE > fRTFE VM - RBBEREFE VM C BEECRTE o RE - FEE p BIRFS3e
A2 " IES3EREMNE A UBSELSEH -
3. T}fgﬁﬁ%ﬁt ~ MNREIBIRBISI SnapMirror/R R ~ T B A EFERTERIRER ~ 558 1LS3 SnapMirror
RAl
a. L * R > BB ¢~ RBE—T * FAERAIRTE * ©
b. 3EHY = 7£* Protection Policies (fRFEHR) i@ - ARIZ—T Add* (g o
c. EARRBIEFEREA o
d. BEVRAEE - FEFHSVM
e. $#EE* Continuous *AEEIIS3 SnapMirrorfif# o
f. # AERY* Throttle #1 Recovery Point Objective *{& °
4. ERIRAEMUNEMFRRINFTSEHNEK !
a. B—T MEFERESR1 ~ ARENCERENR
b. FEHERZRSIFEP ~ #&—T ) *RE" - ABR—T*HR* TR g~
- FEHEEE [ ENHENERAEHERTENE - IRTERE -
"R D RBRETUTE !

GetObject, PutObject,DeleteObject, ListBucket, GetBucketAcl, GetOb
jectAcl,ListBucketMultipartUploads,ListMultipartUploadParts

=R L {ERTERRE (bucketname, bucketname/*) SEMEEEZREE
FE2RHR " IR HEHREENFEE" UBSELLMMEEEN o

5. FFES3 SnapMirrorRERBHEFEE :
a. #—T NMEFSRE > TEAL -~ AREINEERENEN o
b. & — TR LA TFIE :
* B
* B1Z ONTAP : *Z##i
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F EBE D EEEREE o
* fETEVM RS SE EIRETEVM o
* * S3fAIARIICAREE" | B AL | SOURER_/EFMAR °
 RIR
* * S3EAAREICAR:E" | EBIIAL | destination /REFHIAR o
6. NRTEABIMNICARKEZEENRE « FAEEENM LERBERNEE" o
7. MREZ—TBRMERE ~ SO U A B CHERBEM ST « RENMAEREERNTERE
8. #—T M @7 1 - RENREEFHRSFIIBNMET VM FRHEEFE o
BIPHERETRS
% ONTAP 9.14.1 %A ~ EWEIUMERHER S3 REFEE « WRBEETER o
ERMNIERAITRNRERTER - RERFEEEN BB ENIT ONTAP 9.14.1 HEMIRE ~ B
FEHE BERIRETRE LR ~ RERIIATE B B9HETRE E RN EERE o JRET ARSIV S EE A SHE (R
HAPR ~ OB BVt ETHE ERE S o SeIUTE TERRE * 1 BEY « A ENMETRERARN
HE MBI o IbRGHARTERRIEICRETIEM S3 N EESNERIIEHEYMH o
YNEAEIERTRE LRI SHE RABRA AN ~ 2R B RTEE" o

CLI

1. INREZUESVMEIE—ES3 SnapMirrorfi ~ EER:EHFH BAItSVMEBSHARERE TR « 1R
AIE TR - AEMELELEEHE -

vserver object-store-server user show

rootEFREBFIER - WREHE  FHA -
vserver object-store-server user regenerate-keys -vserver svm name -user
root

MREWEEEFTE  AVEMELEHE
2. ZERItSVM LT —EFFE « MARHRIER

vserver object-store-server bucket create -vserver svm name -bucket
dest bucket name [-size integer[KB|MB|GB|TB|PB]] [-comment text]
[additional options]

3. BasE IR B RSVMAP AR &R E/R A FEGRR 2 S EHE

vserver object-store-server bucket policy add-statement -vserver svm name
-bucket bucket name -effect {allow|deny} -action object store actions
-principal user and group names -resource object store resources [-sid
text] [-index integer]
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vl

src_cluster::> vserver object-store-server bucket policy add-
statement -bucket test-bucket -effect allow -action

GetObject, PutObject,DeleteObject, ListBucket, GetBucketAcl, GetObjectAc
1,ListBucketMultipartUploads,ListMultipartUploadParts -principal -
-resource test-bucket, test-bucket /*

4. ERJRESVM_ L ~ NREIREIREMIS3 SnapMirror/REl ~ M BEAREFEATERRR] ~ 55721783 SnapMirror
&=

snapmirror policy create -vserver svm name -policy policy name -type
continuous [-rpo integer] [-throttle throttle type] [-comment text]
[additional options]

280

° continuous — S3 SnapMirror BZRIME—REFER (MKE) o
° —rpo JEEMERBZNRE (UMBEM) (FE) o
° —throttle J5ERIEE /SAEM LR (UF(iciB / #AENM) GER) -

gl

src_cluster::> snapmirror policy create -vserver vsO -type
continuous -rpo 0 -policy test-policy

S. ERFEEMB MM B ENEIESVM EZECAKRE
a. FREEE |« B ZE destination S3 [EIREYEEEM CA RS :

security certificate install -type server-ca -vserver src _admin svm
-cert-name dest server certificate

b. EEMMMEE F « LEZE SOURC S3 ARSI /EEM CA &R

security certificate install -type server-ca -vserver dest admin svm
-cert-name src server certificate

YNREFEFRRIMNICAM B BB RYRE « FERIFM Bt EERSVM LR EAEFRVES -

IZI

FA2F security certificate install :FAAEASEFME o
6. EHRSVM_ L « #37S3 SnapMirrorfii% :
snapmirror create -source-path src svm name:/bucket/bucket name
-destination-path dest peer svm name:/bucket/bucket name, ..} [-policy

policy name]

TAIUERPFRLMNERE « SRR TERE -
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vl

src_cluster::> snapmirror create -source-path vs0:/bucket/test-
bucket -destination-path vsl:/bucket/test-bucket-mirror -policy
test-policy

/. B RAIE R AERR

snapmirror show -policy-type continuous -fields status

RERMEEE (ERsE) BEREMHER
MRKFHFFEPREREEAER « R U FESnapMirrorfili% « EENFEFEAR
A~ MiRRRHEE R

RRERIE

PITREMRER - KRFEFETERAMSE - MRKBEIMFEEFER TEIRAER « FILAIRES3 SnapMirror
Bf% o

EERNKREFEFEBXBEE « S3 SnapMirrorZ B EMEL MEEEENAR - REEHVolume
SnapMirrorZBZZFrEERVABAk ~ BRFEEMEIP % o

BEFRQAERSERME

RSEES

RELFRNEEEETAERE « URHKRIEHER

1. $%—T TRE>RAFR) ~ A%BEEE ™ S3 SnapMirror *J o

2. $#%—TF & > BEIF* Failover (HPEEETRE) > SABEE* Fallover (HEER) o

CLI
1. St Bt FERE B HEBEEE -

snapmirror failover start -destination-path svm name:/bucket/bucket name

2. HERAHEBEIFREIMRAE

snapmirror show -fields status
&4

dest cluster::> snapmirror failover start -destination-path
dest svml:/bucket/test-bucket-mirror

REmMFEEVM (BinEE) BRHFE
YNRIRETREF VB RBER AR « ERI U B ETREE E Y4 - EFEAER] ©

11



FRERLIIF
TR BRIt E (B R EIR A RIS EL o BRIFEN B RITRLOAEAN BRIt ITRS R EE A ZER -

MREERRBVHFE  MITEFARERFERLARZER - BEAE TR HEEERE « MWk
RBEA—EZERR#EFE -

BRIFEV A REIREZERRE
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FHEEE
BRENNER
1. 3% —T TRE>RAFRL ~ RBRIEET M S3 SnapMirror *J ©
2. 17— : RABERER" ©
3. AR ~ VIR ARIBucket* (FARRE) SU*HiAYBucket* o
° BEEIERZE'IRAMBucket * (FBRIE) - ASTH FHUENE -
FENEENEFEVMUESRANHER o
- ERURABRIEL ©
* ERABE F destination_ S3fAARESCARENIAR ©
© BRIERFHIBucket * ~ FFMATIIE :
* AR ENHEEENEERMETFVM -

* WREFERRTE - REMMEERERER
w20 HEFIRBER UBSEZEN -

* destination S3{aARESCAREHNAZR °
4. 71 TEHMIHh) T -~ WAL F SOURER_S3fARESCAREMNANS ©
S. HB—T*RE>RHR UBITIERERE o

BRIEERITRS
7€ ONTAP 9.14.1 F4a ~ IERIMEIRSHERVATRS « WARFEREITER o

SRR YT RSB R E BV SIR B RIETRS o WRIMATE THURAIFERYI M E BT RS (R R B BV

c EREREMRETEE | BB HER - AT RRER Y E RIS RERTEE o EIUERHEEN
ArRehy « SRR RIBITRENYIGSHERANFREERE LI AMNITIRER T ERNHEERBEAAE -
B BB AR AR 2R B EthARREIAR SEHE M ©

*EBERERANTE © | RERANRERARASREMELBIMFEER « BRI HETEEE
RERBIITEE o (RBRGITIRAVIREH] -

* *EFERIEERETES ¢ | AMEERERRE EREABYAHEE « BNAIREERECRAYAHHEE BAIR
FiremtE LRVETES - ECERITER « FRAREENYIAERERIEE « A BpthiriErRERINME
BlEtEERRER -

CLI
1. BRI EIBRBATERELUEITIEIR - MFJHAEEN « F2R "BiIoMEEE (ZRER) BEHRE" -
2. ZERMETIREIERIESE

snapmirror restore -source-path svm name:/bucket/bucket name -destination
-path svm name:/bucket/bucket name

13
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vl

dest cluster::> snapmirror restore -source-path src vsl:/bucket/test-
bucket -destination-path dest vsl:/bucket/test-bucket-mirror

iR E RS EE D 1REE

AMNREEE (FEEE) BIIRSIRE
BRI FISIHEEFEER « LB EFREER—EZE LRIS3 SnapMirror BRI o
R U ER BN ERARFEVMARNHEEE - SidERES 2 REFTENEFEVM o

ez Al
* EEARIREA « RENSIMEARSFAARRNERKONTAP o
* RRE BRI EEVMZ EEFEHER R o
* RIRE B RMVMEBECARE o IERIUEABIMNICARBEZEN BHRZECAREI/EE °
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RREES

1. MNRE R ULHEFVMBIE—{ES3 SnapMirrorfi{% 55 KR B Bt EVMESHAREAES
wmomRRE

a. ##—T MEFRE>HEEREVMI « ARIENFEEFEREVM o
b. 7 RERIREP ~ #H—T p* 7ESIHEEF ©
c. 7 MEME) RIIRES - BBrootEMERFNER

d. WNRRE ~ B —TF : F* root*35i& ~ RBIR— T EMEEKey*
MREROEFT AN EMEERR o

2 (EEEHTE VML ERE « I7EAURRE WA E VM S SRS TR |
B—T THEREHEREVM  R—THREREVM  B—F T8E  RER—T , ES3TF-
HSR FESIEAENEE UIUTESHA -

3. MNRLRBIREHIS3 SnapMirror[R R ~ BRAEFEATERIRR ~ 553E32S3 SnapMirror/RH :
a. 17— * R > BB+ ~ RBR—T * FARRARE * -
b. #2—TF - 7£* Protection Policies (fR:EE(R) 3538  ABIE—T Add* (i) o
* ARBIAIBAIEREA o
* ERURRIEE - RESVM
* 3E1E* Continuous *LAEIIS3 SnapMirrorfifA o
* B AIZAY* Throttle 1 Recovery Point Objective *{E ©
4. F|FASnapMirror{ReE R I {HTZE ¢
a. B—T M#EFERESR) ~ ABE—T Mg -
b. AT « BEHETFVM » AKX/~ ABK—TEZERE -
C. TE*HER*T ~ H—T ¥ g™ - B EREERAN « (BEEFR
* ERRNR  EREENERERARTENE « SIERTERE ©
* Actions - FE{REERLATE -

GetObject, PutObject,DeleteObject, ListBucket, GetBucketAcl, GetOb
jectAcl, ListBucketMultipartUploads,ListMultipartUploadParts

= *ER* - EHAERE (bucketname, bucketname/*) HEMEEZNEE
H2E EEGHEHHEENFEIE" UBSELERAGEMEN o
d. 7£* Protection ({£z#) T - 4)¥%E* Enable SnapMirror (ONTAP 3x3ESnapMirror (R3z388E i)
*o ABEWATINE -
* BrOih
* H1Z ONTAP : *Z#4:
* BE ENSEKESE -
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*EE VM EAES DEREE VM o
* * S3fAARESCAGSE" | BRI LHIFEZNAR ©
" KR
* * S3fAliRASCAREE" | MRILAL L BRIM/RERIARR -
o MNREMEMBIMBCAMBEREENRE  FLETEE M L EMRERRESE
6. MREIHE—T*EHRMRE" « EHAIUEA B SHERRAELHE « BEMNMEERFSERNTERE
73— T*#F1 o FERRRFERT VM FREITRAETES « WA HRSI E 2 Bt iEE VM RORETES

I ERETRE
1t ONTAP 9.14.1 B8 ~ &I UEDSHERY S3 fEE « R EEEITER °

EFEMAVIRA IR (RERER - RERREEN B FBEENIT ONTAP 9.14.1 SRR ~ HZY)
HHHE SERIRITRE LR ~ IR MATE B AOHETRE ERU A SHE » SORETRRRV S E B A S E RS
HARR ~ iEAR BAVMATEE ERERYIM o SR LE TERRE * 1 BRP « BEMITREERTRR
HEMRBHIRE o ILRBEARE B ARIERIRATEEN S3 NEERNERIEHEN M

TR B8 L BRI R RO IRRE R « SRS R R o

CLI

1. INREZUESVMEIE—ES3 SnapMirrorfi{ - EEREHIFH BHEUtISVMESHAREAE TR « 1R
REFETINEHE - FENELEELEEH !

vserver object-store-server user show

HrootEFAEBEFIER - WREHE ~ FHA -
vserver object-store-server user regenerate-keys -vserver svm name -user
root

MRTWESHFE  AVEMELEHS
2. ERFEMBERMSVMAPE T #EFE !

vserver object-store-server bucket create -vserver svm name -bucket
bucket name [-size integer[KB|MB|GB|TB|PB]] [-comment text]
[additional options]

3. BTFEURARTIE = HRIRAM B ASVMAP N TER EIRBRR

vserver object-store-server bucket policy add-statement -vserver svm name
-bucket bucket name -effect {allow|deny} -action object store actions
-principal user and group names -resource object store resources [-sid
text] [-index integer]
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src cluster::> vserver object-store-server bucket policy add-
statement -bucket test-bucket -effect allow -action

GetObject, PutObject,DeleteObject, ListBucket, GetBucketAcl, GetObjectAc
1,ListBucketMultipartUploads,ListMultipartUploadParts -principal -
-resource test-bucket, test-bucket /*

4. MNBREBELAERS3 SnapMirrorREl ~ (BERAE(FERETERRA « 5581S3 SnapMirror/RE! :
snapmirror policy create -vserver svm name -policy policy name -type
continuous [-rpo integer] [-throttle throttle type] [-comment text]
[additional options]

2%

° continuous — S3 SnapMirror BHERYME—RBFER (KE) o
-rpo EEMERBZNERE (UWBEM) (FIE) o
° -throttle IEEEEE /AR LR (UFcil / #m8EA) (FER) o

o

&)

src cluster::> snapmirror policy create -vserver vsO —-type
continuous -rpo 0 -policy test-policy

S EBEESVM L ZECARIIRES&:T .
a. 7EEIE SVM RS E SOURC S3 AIIREVREEH CA /RS

security certificate install -type server-ca -vserver admin svm -cert
-name Src server certificate

b. TEEIE SVM L ZR4EEZE destination S3 {AAR2I/REEH CA &S .

security certificate install -type server-ca -vserver admin svm -cert
-name dest server certificate

MREEANZHIME CA BEEZERRSE « IIRFBEEE SVM ERZEIEE -
FA2M security certificate install sHAAEAEZ2EFME °

6. 317 S3 SnapMirror B81% :
snapmirror create -source-path src svm name:/bucket/bucket name
-destination-path dest peer svm name:/bucket/bucket name, ..} [-policy
policy name]"

ISR AE TR I AVIR A ~ SR TAR(E ©
src_cluster::> snapmirror create -source-path vsO-src:/bucket/test-

bucket -destination-path vsl-dest:/vsl/bucket/test-bucket-mirror
-policy test-policy



/. BERS RS AERR

snapmirror show -policy-type continuous -fields status

~»EANREE (MRS EIRFIRHEE

eI LABERs e fRER — Bz E LNIRE S3HEFE ~ HI0 ~ WREIEONTAP FEithikas 3
1ThiREYSIHHRETFHAR ~ WA LGREFHRFI ERRRFVMPRNEEFER « S ER RS ERIR
PRTERYRETZVM ©

a2 Al
* BERARIRE « IREMSIEARAFERIIZERONTAP ©
* RREBRMBEFVMZ BEEHERE
* RREBERMVMBECARE o SR UEABRIMICAREEZENBHRZECAREIER
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RREES

1. MNRE R ULHEFVMBIE—{ES3 SnapMirrorfi{% 55 KR B Bt EVMESHAREAES
wmomRRE

a. ##—T MEFRE>HEEREVMI « ARIENFEEFEREVM o
b. I RERIREP - H—T ) 7E *S3*) Ao
c. 7 MEME) RIRET -~ BBrootEMERFIER -

d. tNRZE ~ FHE—T : T root*FiE « RER— T EMELEKey* o
MRTRELEFHE  AVEMELESR

2. R RREA B AU TR VMR (E R E B EHEFENE D IERE ¢
° B—T NMEFERE>RHEERBEVMI ~ B—TREEREVM 12— TRE) ~ ABE—T p 7ES3
To
A2R FES3EREMNEHE UBSEZSE -

3. MNRERBIRBMIS3 SnapMirrorR R ~ BRAEEATERIRE ~ :57217S3 SnapMirrorREl :
a. 1#7—T MR#E>RE) - ABR—T TAERARES o
b. #%2—TF - 7£* Protection Policies (fR:EE(R) 3538  A%BIE—T Add* (Ffig*) o
* WARBAIBIGREA o
- EEVRAEE - FEHSVM
* ¥EE* Continuous *JMAEILS3 SnapMirrorfifl{z ©
* B A B Throttle #1 Recovery Point Objective *{& °
4. FERIRAEMNEMFNRIFERSENEXK :
a. 17— NMEFRE>E ~ ARENEERENRE -
b. 7R RS IFHT ~ 12— T p* HRE - ABR— T RIR T g
* FRR RN ERE AR ENE « ERTERE -
* Actions - FE{REERIUATE :

GetObject, PutObject,DeleteObject, ListBucket, GetBucketAcl, GetOb
jectAcl,ListBucketMultipartUploads,ListMultipartUploadParts
- *ER* - FHTERE (bucketname, bucketname/*) SEMICEEZMEE o
2R "EEEREARTFENFIVE" UBSELERAUNFASEN -

5. #|FS3 SnapMirror{FEIRENIHEE !
a. #—T MEFSRE) > TEAL ~ AREINEERENEN o
b. #—T RE LA TIIE :
- B9
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* B1Z ONTAP : *&#t

C RE ENARES o

* fETFEVM [ EBAER A RRIREEFVM o

* * S3{AARAICARE" | BRI AL E SOURER_/EEMAR ©

* RIR

* * S3fAIARBICAREE* | EBNAL | destination &FEHIAZR
6. NREEABIMNICARKEZEZNRE « BAEEENM EERBERNEE o
7. NREH—TBERRE ~ G UEA B SHERBESLHE « BENMAERBBRNTERE -
8. #—T M #EF 1 - RENREEZHRS BT VM PRHHEEFE o

BinEERATRE
7€ ONTAP 9.14.1 Flth ~ ERIMEMHER S3 REFE « WRFEETER °

EHRMHIRA ITRSAIRERER « RERREEN B BMEENIT ONTAP 9.14.1 UEFHRZA ~ B2
HHHE SERIRITRE LR ~ IR MATE B AOHETRE E R SHE © AORETRRAV S EE A SHE R
HARR ~ iE AR BAMATEE ERERYIM o SR LE TERRE * 1 BRP « BEMITRRERTRR
HEMRBHEARE o ILRBEARE B ARIERKIRRTEEN S3 NEERNERIEHREN M

NFENATEETRE LER AR EBVABRIE ~ SR2 R "R FFE" -

CLI

1. RSB IESVMAIE —(ES3 SnapMirrorfifif# ~ FERE2RIRM BRItISVME R EAREAE SR « IR
REIETINEHE - FENELEE LT !

vserver object-store-server user show

HrootEFAEBFIER - REH ~ FHA :
vserver object-store-server user regenerate-keys -vserver svm name -user
root

MREWELEFE  AVEMELSHR o
2. ZERMSVM LR —ERFE « MARSNER

vserver object-store-server bucket create -vserver svm name -bucket
dest bucket name [-size integer[KB|MB|GB|TB|PB]] [-comment text]
[additional options]

3. Easg AR BRYtSVMAP TR B IRERAFFEGRAI S B IEH !

vserver object-store-server bucket policy add-statement -vserver svm name
-bucket bucket name -effect {allow|deny} -action object store actions
-principal user and group names -resource object store resources [-sid
text] [-index integer]’
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vl

clusterA::> vserver object-store-server bucket policy add-statement
-bucket test-bucket -effect allow -action

GetObject, PutObject,DeleteObject, ListBucket, GetBucketAcl, GetObjectAc

1,ListBucketMultipartUploads,ListMultipartUploadParts -principal -
-resource test-bucket, test-bucket /*

4. NREBBEHRAEBS3 SnapMirror[REl ~ (BRAE(FERTERIER ~ 5521LS3 SnapMirror/RE :

snapmirror policy create -vserver svm name -policy policy name -type

continuous [-rpo _integer] [-throttle throttle type] [-comment text]
[additional options]

280

° continuous — S3 SnapMirror BZRIME—REEER (MKE) o
° —rpo —JEEMERBIZENRERE (UMBEM) (FE) o
° ~throttle J5ERIEE /HAEM LR (UF(Ici / FPAENM) CGER) -

gl

clusterA::> snapmirror policy create -vserver vsQO -type
continuous -rpo 0 -policy test-policy

S. FBESVM EZEECAfRIARES &:T ¢
a. B2 SVM RIS ZE SOURC S3 AIRES/REM CA /RS

security certificate install -type server-ca -vserver admin svm -cert
-name src_server certificate

b. TEEIE SVM 5= destination S3 {EAR2S/REEH CA &S ¢

security certificate install -type server-ca -vserver admin svm -cert
-name dest server certificate

NRICEARNZHINE CA BE=EENEE « QIR

EEIE SVM EZEE IR ©
A2 security certificate install :FAAEAZ2EFME o

6. #37 S3 SnapMirror Fif% :
snapmirror create -source-path src svm name:/bucket/bucket name

-destination-path dest peer svm name:/bucket/bucket name, ..} [-policy
policy name]

TR AR LNERE « SHERTERE -



vl

src_cluster::> snapmirror create -source-path vsO-src:/bucket/test-
bucket -destination-path vsl-dest:/bucket/test-bucket-mirror -policy
test-policy

/. B RAIE R AERR

snapmirror show -policy-type continuous -fields status

RERMFEETFE (THEE) FERIEHER
MRKFHFFEPREREEAER « R U FESnapMirrorfili% « EENFEFEAR
A~ MiRRRHEE R

RRERIE

PITREMRER - KRFEFETERAMSE - MRKBEIMFEEFER TEIRAER « FILAIRES3 SnapMirror
Bf% o

EERANKREFEFEBXBEE « S3 SnapMirrorZ B EMEF MEREFEENAR ° AFERIZEEVolume
SnapMirrorZfZ—#k - BAFEM BRI E L Bi(% o

MRBRM TR UNEREE L « IR ACRIREEREIZERE

RIEES

RELFRNEEEETAERE « URHKRIEHER

1. $%—T TRE>RAFR) ~ A%BEEE ™ S3 SnapMirror *J o

2. $#%—TF & > BEIF* Failover (HPEEETRE) > SABEE* Fallover (HEER) o
CLI

1. ST BMNMEEERSI BIEEEE

snapmirror failover start -destination-path svm name:/bucket/bucket name

2. HERAHEBEIFREIMRAE

snapmirror show -fields status

gl

clusterA::> snapmirror failover start -destination-path vsl:/bucket/test-
bucket-mirror

WERMGEE VM (SESE) BRI
ERFATREP VB RHE R S EIERT « RO LU B Mt TR E R M SR EFTEAE K o
RIRERI(E
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REBHER
- B—TRESRIR - ARENHEFE o

BT ABERER -
AR T ~ IR ARIBucket* (FERRME) SUHEAYBucket* o
° BEEIERZE'IRAMBucket * (FBRIE) - ASTH FHUENE -
FENEENEFEVMUESRANHER o
* ERURAREN
. BB RG_F B RYSIEARZICAREIAR o
© BEIERFHIBucket * ~ FFMATIIE :
* ARSI ENHEATFENREERFTFVM o

* WREFERRTE - REMMEERTBRER
20 HEFIRBER UBSEZEN -

* BRYHIS3AARBSCARRIIAR o
12 TER) T~ ERIAE ERIFS3EMRSICARERNAR °

6. #%—T MRE>RAR UBREEREE
BIRIEERITRS
7€ ONTAP 9.14.1 F4a ~ IERIMAIRSHERVATRS « MARFEREITER o

1R
N
.

RILGRH SR E RYBT BRIE R EATRVEIR A RVATES © ISR LATE T oI RAI R S E RRT RS (E R BRI

c EREREMRETEE | BB HER - AT FRRER Y HEE RIS RERTEE o EIUERHEEN

ArRSRY « SRR RIBITRENYIGSHERIAFREERE eI IAMNITIRER TN ERHEERBEAAE -
bR BB AR AR 2R B HthARREIAR SEHE W ©

*EBERERANTE © | RERANRERARASREMELBIMFEER « BRI HETEEE

[RERBRIETEE o REBERIBITRERIREH -

* *EBECRIEERATES © | AMEERERRE EREABYAHEE « KNAREERECRAYEHEE B

FiremtE LRVETES - ECERITER « FFAREENYAEIERIEE « A BptiriEsRERINME
BlEtEERARER -

CLI

1

2

24

- MREERFYHBEREMAITRS « FRILAVATEE - WFEFAEN  F20 "EmFEEE (RRER
) BIELREE"

- BEIETIRRENEIR(FE

snapmirror restore -source-path svm name:/bucket/bucket name -destination
-path svm name:/bucket/bucket name
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vl

clusterA::> snapmirror restore -source-path vsO:/bucket/test-bucket
-destination-path vsl:/bucket/test-bucket-mirror

AR iR B R R A0 RE

Fin B IRRARRYTES
FEREHZRIEN B IRIRIZ RS S3 SnapMirrorfE R {REE Zin BIRRVEK ©
TRAERMHFREHEFIRGA MR RE « 7EFNENMEFE -

= ERMERTEMIPspace BT RE LRTE « EEAEERETRMHFRE - CRZESEHR LRIIH
AREFERNE - UERENRSRFETSBREERERTRYGERE

UN%EStorageGRID BEfE TSE  sB2RE THEH -
* ARZ35LHE - LISeEEEI 2T (FQDN) SIPIitRT
© BT ; BEUXERKEE

LLESh ~ B35 & StorageGRID fAARZ3/REEHY CA REBHBAIEFRZEETE ONTAP S3 2ENEIRFEF VM £
security certificate install command ° UIFEEHMAE B2 "LEECARE" NREEF
F3StorageGRID HJ2

HICAWS S3ER ~ MHRERE TIIEM

* AARSEEHE - LEAEE M (FODN) SUPIIIERT
© BB ; AR

- EEREE

© WEL

AR & EEER#FVMBIDNSIAREZONTAP A EAESTIFQDN (MNREEM) M4 IPALL

Biin#EEE (BEmER) BBEHRE

ISR S3 REEERF ~ I B EER MM REEE MR S3 SnapMirror B
ZEFE « ZHEFEEALUZ StorageGRID &45¢ Amazon S3 & o

FIsaZ Al
s EHEEYHEREREENERIREDEMAEREN -
* BERBERS LR EEERFER T EmHAIPspace ©
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* ZRIRf#F VM BY DNS #EREJARESDAET B 1RAY FQDN o
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AREES
1. HRERHFVMLGMEERE « WA EREMEERE !
a. #B—T MEFERE>RERBVM ~ B—TRERKEBMZ—T IRE)  ABER—T » B
S3*e
A2 HIES3EAEMEHE UBUSESEHH °

2. EFRBRAM LI EIRYGERE
a. 17— MR, -~ ABEN IEHEYHERE) -
b. ##—TF T#i, - SABIEEY M Amazon S3 J B I StorageGRID J °
c. BMATSIIE :
- Bt EmEstE
* URLER (BIEHEHRTE)
- T ERIEE (BERKAES3)
- Mt ER & FEARSSLTE (FQDN)
" MG EHRERE
* Container (Bucket) %7&
3. MNRLRBIREHIS3 SnapMirror[R R ~ BRAEFEATERIRR ~ 553E32S3 SnapMirror/RHl :
a. 17— R ~ AR —T AEERBIERE) -
b. #%—T -5 T£* Protection Policies ({fR:EHR) 538 - R%BIZ—T Add* (Fig*) o
* EARBIATBAEREA o
* ERURAIEE  REHSVM
* 3E1E* Continuous *LAEI7S3 SnapMirrorfifA o
* B AIZAY* Throttle 1 Recovery Point Objective *{E ©
4. F|FESnapMirror{R R I 17
a. 17— M#EFERESR) ~ ABR—T Mg -
b. AT « BEHETFVM » AKX~ ABK—TEZEE -
C. PR ~ #2— g - ERsE IR 2R ~ B[ o
* ERRNR  EREENERERARTENE « IERTERE
* Actions - FE{REERLATE -

"GetObject, PutObject, DeleteObject, ListBucket, GetBucketAcl, GetO
bjectAcl, ListBucketMultipartUploads,ListMultipartUploadParts"
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CLI
1.

28

s ER - EAERE __ (bucketname, bucketname/*) FEMCEENEE
H2E EEGHEHHEENFEIE" UBSELRAGEMEN o

d. 7£* Protection (%) T - 4)%%E* Enable SnapMirror (ONTAP x#ESnapMirror (R3z3iEa]Eik
) ~ #EHY Cloud Storage* ~ A% #EEY* Cloud Object Store* °

T#—T* TSave (#7F) 1 B » BERRFEFVMARIL—EHREE - UEEBREZIRMHENR

ISR ILSVMBYE—ES3 SnapMirorBiff - BB IRHIE (HSVMESHARERE RS - 118
RHE TOIEE  AERECELESH |

vserver object-store-server user show

0 root (EAEBFIER - IRKRAE ~ FHWA -
vserver object—store—server user regenerate—keys —vserver svm name -—-user

root

MREWEEEFTE  AVEMELSE
TEZRIE SVM R ILATHS !

vserver object-store-server bucket create -vserver svm name -bucket
bucket name [-size integer[KB|MB|GB|TB|PB]] [-comment text]
[additional options]

- REFBURAFTIE ERRAEFERR -

vserver object-store-server bucket policy add-statement -vserver svm name
-bucket bucket name -effect {allow|deny} -action object store actions

-principal user and group names -resource object store resources [-sid
text] [-index integer]
gl

clusterA::> vserver object-store-server bucket policy add-statement
-bucket test-bucket -effect allow -action

GetObject, PutObject,DeleteObject, ListBucket, GetBucketAcl, GetObjectAc
1,ListBucketMultipartUploads,ListMultipartUploadParts -principal -
-resource test-bucket, test-bucket /*

- MNREZHEIRERS3 SnapMirror[REl ~ (BARAE(FATERRE ~ s5E17S3 SnapMirrorfRE| :

snapmirror policy create -vserver svm name -policy policy name -type
continuous [-rpo integer] [-throttle throttle type] [-comment text]
[additional options]

S
* type continuous — S3 SnapMirror BAZMNM—RAFER (BKE) o

* —rpo —IEEMIERAEZRIER (UM BENM) (AJEE) o

*-throttle SEREIESE /BEM LR (UAFicil / WABEM) (GER) o
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vl

clusterA::> snapmirror policy create -vserver vs0 —-type continuous
-rpo 0 -policy test-policy

- SNRB1RZE StorageGRID R4t ~ HIERREENEIE SVM £ % StorageGRID CA A3 /&% !
security certificate install -type server-ca -vserver src admin svm —cert
-name storage grid server certificate

FA2M security certificate install s+HAAEAELSEFME °

. E# S3 SnapMirror BHMMHRFE !

snapmirror object-store config create -vserver svm name -object-store-name
target store name -usage data -provider-type {AWS S3|SGWS} -server

target FQDN -container—-name remote bucket name -is-ssl-enabled true -port
port number -access—-key target access key -secret-password

target secret key

2

* —object-store-name —Z51% ONTAP &4 LY ENE BIZAETE ©
* ~usage —fFMH data BRANILTIERIE o

* -provider-type — AWS_S3 # scws #& ( StorageGRID ) B1Z °
* -server —B1Z{AAR23AY FQDN X IP fiflk ©

* —is-ssl-enabled —XF3 SSL @0 » BEZEFEH °

iA2F snapmirror object-store config create sHBEMNBREFME

vl

src_cluster::> snapmirror object-store config create -vserver vs0
-object-store-name sgws-store -usage data -provider-type SGWS
-server sgws.example.com -container-name target-test-bucket -is-ssl
—enabled true -port 443 -access-key abcl23 -secret-password xyz890

. ¥817 S3 SnapMirror % :
snapmirror create -source-path svm name:/bucket/bucket name -destination
-path object store name:/objstore -policy policy name

2 :
* ~destination-path - f&E_ E—ELBRHRINYMGERELBHEEE objstore ©

AR LMNERE « SRR TERE -
Ll

src_cluster::> snapmirror create -source-path vs0:/bucket/test-
bucket -destination-path sgws-store:/objstore -policy test-policy

29



8. BBRIIREAEAT

snapmirror show -policy-type continuous -fields status

~BEAHEFE (BEmBR) Bl

ISR LA BERSRRIA AN IR A RISIHER ~ Fltn ~ IR
ERVMwarehi9.10.189kRZs ©
BRA Al

- AR IS A RS SR AR A o

- BIERRRS LR R B Pspace ©

- SEREFVMBIDNSHEAS B AESRRAT B AZHIFQDN o
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RifEES

1. BEREEEERERAEMRAE :
B—T MEGEREHEREVM ~ B—THERBM 2T TRE1 ~ REE—T » ES3TF -
PA2R TGS EMEE UBSESEM o

2. MRERAIHRBBIS3 SnapMirror[RAI ~ (BRAE(FERTERIRR] ~ 55E12S3 SnapMirror/RE! :
a. B—T ReE>HEE) ~ AR —T AEERBIERE) -
b. ##—T - 1£* Protection Policies ({R:EMER) & - REHZ—T Add* (Frig*) o
c. EAJRRBIEHEREA o
d. ZEEVRRIEE « MEHSVM
e. $E$E* Continuous *AEEIIS3 SnapMirrorfif# o
f. BAEEY* Thrott A1 VR{EZE EAZ(E" o
3. ERRAM LINETIHRMEFHE
a. B—T Re&>HEE) -~ ABEN EHYHEERE) -
b. #%—T THE, ~ RBIEEX ™ Amazon S3 | 3 MEHMM LU{fStorageGRID 2% WebscalefEF ©
C. mATIE :
* BistERE ST
* URLER (BIEHEHRTE)
- T ERNER (BERKAES3)
- Mt ER & FEARSSLTE (FQDN)
" M ERERE
* FRER
* Container (Bucket) %78
4. ERIRAEUNEMFRRINFETESEHNEK !
a. #@—T MEFRE > TEAL -~ ARIEINEERERE o
b. FE*HER*ZREITEDP ~ #H—T * HEE  ABE— TR TAYHIE* o
* IR BN ERERFAERERE « R TERE -

* Actions - HE{REETRUUTE :
GetObject, PutObject,DeleteObject, ListBucket,GetBucketAcl,GetObjectAcl
,ListBucketMultipartUploads, ListMultipartUploadParts

 * BB~ - EHAEKRE (bucketname, bucketname/*) HEMIEEEZHEE o
FH2R "EECAEHHERNFEVE" UESE LRI EE o

5. f£FS3 SnapMirrorf& I #ER :
a. #%—T T#ERBEl > TEAL ~ AREREEHHRIEN o
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b. ##—T T Protect 1 ~ 7 I Target | T3#EHX I Cloud Storage*] -~ #A%&#EEX ™ Cloud Object
Store" (ZiRMFEFERE&E) o

ELR—T" Tsave (#%E) 1 'K RANRFEFEEHEMHEIZHYHFRE -

CLI
1. RFERAFEERRPHEFEUREEE RS

vserver object-store-server bucket policy add-statement -vserver svm name
-bucket bucket name -effect {allow|deny} -action object store actions

-principal user and group names -resource object store resources [-sid
text] [-index integer]
gl

clusterA::> vserver object-store-server bucket policy add-statement
-bucket test-bucket -effect allow -action

GetObject, PutObject,DeleteObject, ListBucket, GetBucketAcl, GetObjectAc
1,ListBucketMultipartUploads,ListMultipartUploadParts -principal -
-resource test-bucket, test-bucket /*

2. MNBREBAEIRBEBIS3 SnapMirrorREI ~ (BRAE(FERTEZERR « 55217S3 SnapMirror/RE! :
snapmirror policy create -vserver svm name -policy policy name -type
continuous [-rpo integer] [-throttle throttle type] [-comment text]
[additional options]

W

g .

*type continuous — S3 Snalerror Eﬁﬁ*ﬂ']uﬁ [FRJFER (WE) o

* —rpo —FEEMEREBZMERR (R EREf) (AIE) o

*-throttle JEERIEE /BEM LR (AFci / #&EA) (GER) o

g

clusterA::> snapmirror policy create -vserver vs0 -type continuous
-rpo 0 -policy test-policy

3. MNRERZE StorageGRID R4 ~ SATERRHREMEIE SVM %8 StorageGRID CA /&:% !
security certificate install -type server-ca -vserver src admin svm —cert
-name storage grid server certificate

A2 security certificate install sHAAEAE2EFME °

4. % S3 SnapMirror BRHIYHHEEZEE :
snapmirror object-store config create -vserver svm name -object-store-name
target store name -usage data -provider-type {AWS S3|SGWS} -server
target FQDN -container—-name remote bucket name -is-ssl-enabled true -port
port number -access—-key target access key -secret-password
target secret key

2



* —object-store-name -7 ONTAP R4E_EYHEHE B 128047 o
* —usage —fFH data BAMILTIERIZ o

* —provider-type — AWS S3 M scws 1k ( StorageGRID ) B1E o
* —-server —HIEfAAREFHY FQDN 3 IP fiflt o

* —is-ssl-enabled —XF3 SSL AR » BEZRFH o

52/ snapmirror object-store config create ;BB R2RFME
Ll

src cluster::> snapmirror object-store config create -vserver vsO
-object-store-name sgws-store -usage data -provider-type SGWS
-server sgws.example.com -container-name target-test-bucket -is-ssl
-enabled true -port 443 -access-key abcl23 -secret-password xyz890

#17 S3 SnapMirror Bif% :
snapmirror create -source-path svm name:/bucket/bucket name -destination
-path object store name:/objstore -policy policy name

B9
* ~destination-path - &7 L —EXBHEIIMEEHRELBHETEE objstore ©

TR AR LZNERE « SHERTERE -

src_cluster::> snapmirror create -source-path vs0:/bucket/buck-evp
-destination-path sgws-store:/objstore -policy test-policy

RERS RS AIERT

snapmirror show -policy-type continuous -fields status

WEwmEREREEFE
ERFATREP VB RHER IR « oI Ut B MtETRRERER « EIEAER o

RIRER I

TR BRIt BB R ERAREASHTNEL - BRIFENBRFEFRLAKRN Bt #EFENEEER

A °

oo
i i

MREERRAVHTE « ITEFARERFERLARZER - BEAE TR HEEERE « A 5ain
RBEA—EZENR#EFE -
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AHEES
BIRENER
1. #%—T MRESRAFRL ~ ABEEER [ S3 SnapMirror *] °
2. 17— : RABERER" ©
3. AR ~ VIR ARIBucket* (FARRE) SU*HiAYBucket* o
° BEEIERZE'IRAMBucket * (FBRIE) - ASTH FHUENE -
FENEENEFEVMUESRANHER o
* ERURAREN
* ERABE F destination_ S3fAARESCARENIAR ©
© BRIERFHIBucket * ~ FFMATIIE :
* AR ENHEEENEERMETFVM -
" HVRETFERTE - REMNAERBEAR
B2 HEIRBER UBREESEM o
* BRVS3MEARBRCARENAR o
4. 1z TEMOHth) T - BEIAL F SOURER_S3fAlfRESCAREHIAR ©
5. B— T RE>RG UBRERFERE

=CLI 2%

o BITTRY B RIMATRSLUETTIEIR - IFRFMAEN « 2R "EUfEE (BiRER) NEHRE" -

o 7B RMATRERNENERIEER ¢

snapmirror restore -source-path object store name:/objstore -destination-path
svm_name: /bucket/bucket name

-+
5l

+
THIEAR B BB ERER AR o

clusterA::> snapmirror restore -source-path sgws.store:/objstore -destination
-path vs0:/bucket/test-bucket

IEeER g R A

1R
00
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AREES

MRECRERFEELEE « TLURERANRERR
14— * R > BifR * ~ ABRENCEERZRRERNRERE o
2. 77T : ERAGTERS  REH—TRE -

CLlI

&2% S3 SnapMirror R8I :

snapmirror policy modify -vserver svm name -policy policy name [-rpo integer]
[-throttle throttle type] [-comment text]

B8

* -rpo 4EEWERBERNERE (UMWRE) -
* -throttle J5EREE /SRR LR (UTIyci / WREM) -

clusterA::> snapmirror policy modify -vserver vsO -policy test-policy
-rpo 60
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