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netapp-clusl::*> cifs share create -share-name audit dest -path
/audit dest
- System
- Provider
[ Name] NetApp-Security-Auditing
[ Guid] ({3CB2A168-FE19-4A4E-BDAD-DCF422F13473}
EventID 5142
EventName Share Object Added

ShareName audit dest

SharePath /audit_ dest

ShareProperties oplocks;browsable;changenotify;show-previous-versions;
SD 0:BAG:5-1-5-21-2447422786-1297661003-4197201688-513D: (A;;FA;; ;WD)
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netapp-clusl::*> vserver audit disable -vserver vserver 1
- System
- Provider
[ Name] NetApp-Security-Auditing
[ Guid] {3CB2A168-FE19-4A4E-BDAD-DCF422F13473}
EventID 4719
EventName Audit Disabled

SubjectUserName admin
SubjectUserSid 65533-1001
SubjectDomainName ~
SubjectIP console
SubjectPort
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netapp-clusl::*> vserver cifs users-and-groups local-user create -user
-name testuser -is-account-disabled false -vserver vserver 1

Enter the password:

Confirm the password:

- System
- Provider
[ Name] NetApp-Security-Auditing
[ Guid] {3CB2A168-FE19-4A4E-BDAD-DCF422F13473}
EventID 4720
EventName Local Cifs User Created

TargetUserName testuser
TargetDomainName NETAPP-CLUS1
TargetSid S-1-5-21-2447422786-1297661003-4197201688-1003
TargetType CIFS

DisplayName testuser
PasswordLastSet 1472662216
AccountExpires NO
PrimaryGroupId 513
UserAccountControl %$%0200
SidHistory ~

PrivilegelList ~
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netapp-clusl::*> vserver cifs users-and-groups local-user rename -user
—-name testuser —-new-user—-name testuserl
- System
- Provider
[ Name] NetApp-Security-Auditing
[ Guid] {3CB2A168-FE19-4A4E-BDAD-DCF422F13473}
EventID 4781
EventName Local Cifs User Renamed

OldTargetUserName testuser

NewTargetUserName testuserl

TargetDomainName NETAPP-CLUS1

TargetSid S-1-5-21-2447422786-1297661003-4197201688-1000
TargetType CIFS

SidHistory ~

PrivilegelList ~
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netapp-clusl::*> vserver services name-service unix-group create -name
testunixgroup -id 20
- System
- Provider
[ Name] NetApp-Security-Auditing
[ Guid] ({3CB2A168-FE19-4A4E-BDAD-DCF422F13473}
EventID 4731
EventName Local Unix Security Group Created

SubjectUserName admin
SubjectUserSid 65533-1001
SubjectDomainName ~
SubjectIP console
SubjectPort
TargetUserName testunixgroup
TargetDomainName
TargetGid 20

TargetType NEFES
PrivilegelList ~
GidHistory ~
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netapp-clusl::*> vserver cifs users—-and-groups privilege add-privilege
-user-or-group-name testcifslocalgroup -privileges *
- System
- Provider
[ Name] NetApp-Security-Auditing
[ Guid] {3CB2A168-FE19-4A4E-BDAD-DCF422F13473}
EventID 4704
EventName User Right Assigned

TargetUserOrGroupName testcifslocalgroup
TargetUserOrGroupDomainName NETAPP-CLUS1
TargetUserOrGroupSid S-1-5-21-2447422786-1297661003-4197201688-1004;
Privilegelist
SeTcbPrivilege; SeBackupPrivilege; SeRestorePrivilege; SeTakeOwnershipPrivile
ge;SeSecurityPrivilege; SeChangeNotifyPrivilege;
TargetType CIFS



RRIEE

Copyright © 2026 NetApp, Inc. FRTEFRE ° GEEIR ° IHEREFMBE ARASERET » MERARERE
Eg&ﬁ%ﬁﬁu&ﬁﬂ?ﬁﬁ&ﬁﬁ % (B ~ EFTEm) B8 aiERH - 1% - REREEEEFRERSR

9 NetApp IRIEERHTHRZ SRESHBET FIIIREN REEHHH !

HEEREELA NETAPP TRER) 21 » AREMAARERAVER » SEEFRNAERESENREENEREZ
R > LB - RMEAIBERT > EREENREENEMER EEEZEZIE « BN - MBI « 15T « &
SEFHTEMNIRE (BEEFRNENBMBRTE 25K ; £/ - BRSFIE LRRX | NEEEEDE) - &
i 1 fE A LR BE R LUE RS TR EE A ~ BEESRIETS (BEmRBHEM) F75HE > NetApp AR
88 IMEERSNAERNIEZEFEZAREMSETRA o

NetApp 7 &8 FER £ B APt 2 (R R E BRI > -OARF1TEA o NetApp FAEERERERAX PRtz EmimE
EREEET » FRIFEFMELEE NetApp EEHAEE - EANBEILLERL A SEREEMEFE « HIEESER
Hth NetApp & =M ERERIIET FERIRME

AFEMAFAz EmZE—IE (8) ULHNEEFF - BSNEFISEREFEFFRE

BIRHEFIEREE © BUTHRAIRIER « BRI AREEES DFARS 252.227-7013 (2014 £ 2 A) #1 FAR 52.227-
19 (2007 £ 12 B) ™Ry TEMERER) - JEmEIBERL & (b)(3) /N&FFk Z PR ©

IEEFrS BN EEERN / WEERYS (W FAR 2.101 FAER) HERISA NetApp, Inc. FiF © iRIBAIHERE
HBIFRE NetApp FMTERMEREREEBREEME » TEXZHMALERE - ZEBEFHNZERAS
JEERE ~ JFEEE - JFEIRE « 21K - BRAFTAMIEERER » ERNERBFASHIEERAISAFRA
2 #E > WEREBITZENZENAER © IRIEAXIBERE » TRIEKRE NetApp Inc. EFIEETH » FF
E1TER ~ 185 ~ ER B0~ BITRETZER - ERBNTE FREIFLE 25T ol #F > ZE A DFARS R
252.227-7015(b) (2014 & 2 B) FraitER] o

AR EN

NETAPP ~ NETAPP 125§ http://www.netapp.com/TM Fr5l| Z {25192 NetApp, Inc. BIFEIE o SXHFRH R RYFR
BHMARANERLE  MAHSEMEENERE > REEIE -


http://www.netapp.com/TM

	可稽核的CLI變更事件 : ONTAP 9
	目錄
	可稽核的CLI變更事件
	瞭解可稽核的 ONTAP CLI 變更事件
	管理檔案共用 ONTAP 事件
	管理稽核原則變更 ONTAP 事件
	管理使用者帳戶 ONTAP 事件
	管理安全性群組 ONTAP 事件
	管理授權原則變更 ONTAP 事件


