EX R ZS 1R B 77 EY

ONTAP 9

NetApp
March 11, 2024

This PDF was generated from https://docs.netapp.com/zh-tw/ontap/authentication/create-local-user-
accounts-task.html on March 11, 2024. Always check docs.netapp.com for the latest.



Sk

RSP As iR B 17 ER
R AS R P IFEAR S
R ZHSIR P 1ZEX
E{FSSHAR&IRIRS
BEAZARZREE (MFA) 1R
EUFSSLEZ RS

O W = —a a



B 2SR B 77 EY

XA IR P Z IR E

REIRF BISRPE « AHERRAEEMEBUNFERR LIRS o EoILUER
security login create MTUBAAREIRPFINEERER SVM o
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1. BARAREIESIRF EAEBEFISVM :
security login create -vserver SVM name -user—-or—-group-name user Or group name

-application application -authmethod authentication method -role role -comment
comment

MBETBNGSEE AR TR -

Ty LR BREEIEEIRE adminl FATFAELEERN backup FIEE SVM B9 BengCluster FH
TS c MARTE - RAGIRTITCEAZ o

clusterl::>security login create -vserver engCluster -user-or-group-name
adminl -application ssh -authmethod password -role backup
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9.11.1 REHhRZA ECDSA-SHA2-nistp256 ECDSA-SHA2-nistp256

RSA-SHA2-512
RSA-SHA2-256
SSH-ed25519
SSH-DSS
SSH-RSA

9.10. 1 R ERhRZA ECDSA-SHA2-nistp256 ECDSA-SHA2-nistp256
SSH-ed25519. SSH-ed25519
SSH-DSS
SSH-RSA

(D) # ONTAP 0.11.1 BBts - BBHRHY ssh-ed25519 THRIBHE RIS «

BT - HBR EAFIPSREMEBE RN o
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1. AR AR EIESIRFEASSHAREZBFISVM !
security login create -vserver SVM name -user-or-group-name user Or Jgroup nhame

—application application -authmethod authentication method -role role -comment
comment

MBI TEEE ~ B2 "TIER" -

TGS AEA SVM BIEEIRE svmadminl ERTELERED vsadmin-volume fFEY SVM BYA
BengDatal £ SSH AR -

clusterl::>security login create -vserver engDatal -user-or-group-name
svmadminl -application ssh -authmethod publickey -role vsadmin-volume
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1. {5F SSH ARERMEAERN « TAMEERERS LA MFA !

security login create -vserver <svm name> -user-or-group-name
<user name> -application ssh -authentication-method <password|publickey>
-role admin -second-authentication-method <password|publickey>

THGLHRE SVM RREIEEIIRE adnin2 FHETERLEEMN adnin BA SVM B9ABengDatal A
SSH AREBMEREZS -

cluster-1::> security login create -vserver engDatal -user-or-group-name
admin2?2 -application ssh -authentication-method publickey -role admin
-second-authentication-method password

Please enter a password for user 'admin2':

Please enter it again:

Warning: To use public-key authentication, you must create a public key
for user "admin2".

{£F3 TOTP EZF MFA

¢ ONTAP 9.13.1 FAtA ~ ISR U ER A FE R ER SSH AR EiEaEFRAERBBMRREE —XT MRS (
TOTP) EABEHER SVM ~ LUERLEE2 M o BUE MFA B TOTP BIRE 1% « &FEREMBE A "STi4ERE

a8 —1T1]

B °

TOTP B—EBMESE « EABAIRBRELE—RMENE o YIRFER TOTP ~ BEXIER SSH AREMEER
ETW 2 BB " BRET

ez Al
T ARREEEEAENTEETE -

,.,\EJL/(H% MFA RA&ERETNN SSH AREHMAE—TEEE A » Wik TOTP RABBE_ERB/HE ©



{EF{FEREZIEM TOTP EXE MFA
1. EREREZEN TOTP BMBEZREEENFERAEIRS ©

° BRRHERERS

security login create -vserver <svm name> -user-or-group-name
<user or group name> -application ssh -authentication-method
password -second-authentication-method totp -role <role> -comment

<comment>

© ERARRAERERR -

security login modify -vserver <svm name> -user-or-group-name
<user or group name> -application ssh -authentication-method
password -second-authentication-method totp -role <role> -comment

<comment>

2. K% MFA BEE(AH TOTP

security login show

f£F3 SSH AR 1 TOTP BUAH MFA
1. {0 SSH AR&&f TOTP B AZ A EZEFNEREIRE o

° BRRHERERS

security login create -vserver <svm name> -user-or-group-name
<user or group name> -application ssh -authentication-method
publickey -second-authentication-method totp -role <role>

—comment <comment>

© ERARRAERERR

security login modify -vserver <svm name> -user-or-group-name
<user or group name> -application ssh -authentication-method
publickey -second-authentication-method totp -role <role> -comment

<comment>

2. K% MFA EEUAH TOTP



security login show

FERL TR
* MREHASARERARGEE SR RIRE « BIXASBII AT » IRPASEFEISVM o

"B ARSI FERAE IR B R
© AHEERENBET AT BEFER TOTP 52 MFA ZR5E o
& TOTP :32E MFA ISt (E R ERA"

R
FEABMR "LIEZREEEONTAP IHEE (TR-4647) "o

£ TOTP &E MFA A (EREIRF

£ ONTAP 9.13.1 fH¥A ~ FHEERP ATLUERRBE —REZHE (TOTP) RKRBEZHAR
E&zE (MFA) o

FYaZ Al
- HIFEIEE XA EH TOTP BUE MFA" (A ERERENE B E -
* BT EFERERA RS AEAERESBERARM SSH £4§ ©
* AR TOTP RAREXREAEE SR FRIBACMRA « &L TOTP MEERE -

TOTP 22| B @B B EATENAISZIE ~ fIU Google Authenticator ©

1. A ERINEES EEALNERERS

TEATERE 5 AR S EAEBESR SSH ARSE o
2. ESHNRA _EEEIL TOTP 4BAE :

security login totp create -vserver "<svm name>" -username

"<account username >"

3. HESRICHIIRP ERUAE TOTP 4848 :

security login totp show -vserver "<svm name>" -username

"<account username>"
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1. ERTHEREEEN SSH ARER - URECEARN TOTP WEER « EALHNERERS
2. BIFEAEH TOTP EEHR

security login totp delete -vserver <svm name> -username

<account username>

3. BIIHH TOTP MEEiE -

security login totp create -vserver <svm name> -username

<account username>

4. HESRISHINR B B RN TOTP 4BAE ¢

security login totp show -vserver <svm name> -username

<account username>

MREIWEKR « 55EL TOTP

MR TOTP MEEIFEKL « BHATCNHEEIES "SHRE" - CHIEE  CUUERE—EBREHEEA
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1. FFEEEFA TOTP Bk « AT ERER EBEALNAREIRS o
2. I TOTP M &8 ©

security login totp create -vserver <svm name> -username

<account username >

3. FEERICHIIRF ERE TOTP 4HEAE ¢



security login totp show -vserver <svm name> -username
<account username>
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security login totp delete -vserver "<svm name>" -username
"<account username>"
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HER SVM o
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security login create -vserver SVM name -user-or-group-name user Or Jgroup name

—application application -authmethod authentication method -role role -comment
comment
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>security login create -vserver engData2 -user-or-group-name
svmadmin?2 -application ontapi -authmethod cert

HARBZECAZZRNFARSFHNIEE « BIMNRFTLEZEE - IRRA BEFESVM ©

AOSZ


https://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-cmpr/GUID-5CB10C70-AC11-41C0-8C16-B4D0DF916E9B.html
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-cmpr/GUID-5CB10C70-AC11-41C0-8C16-B4D0DF916E9B.html
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-cmpr/GUID-5CB10C70-AC11-41C0-8C16-B4D0DF916E9B.html
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-cmpr/GUID-5CB10C70-AC11-41C0-8C16-B4D0DF916E9B.html
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-cmpr/GUID-5CB10C70-AC11-41C0-8C16-B4D0DF916E9B.html
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-cmpr/GUID-5CB10C70-AC11-41C0-8C16-B4D0DF916E9B.html
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-cmpr/GUID-5CB10C70-AC11-41C0-8C16-B4D0DF916E9B.html
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-cmpr/GUID-5CB10C70-AC11-41C0-8C16-B4D0DF916E9B.html
https://docs.netapp.com/zh-tw/ontap/authentication/install-server-certificate-cluster-svm-ssl-server-task.html
https://docs.netapp.com/zh-tw/ontap/authentication/install-server-certificate-cluster-svm-ssl-server-task.html
https://docs.netapp.com/zh-tw/ontap/authentication/install-server-certificate-cluster-svm-ssl-server-task.html
https://docs.netapp.com/zh-tw/ontap/authentication/install-server-certificate-cluster-svm-ssl-server-task.html
https://docs.netapp.com/zh-tw/ontap/authentication/install-server-certificate-cluster-svm-ssl-server-task.html
https://docs.netapp.com/zh-tw/ontap/authentication/install-server-certificate-cluster-svm-ssl-server-task.html
https://docs.netapp.com/zh-tw/ontap/authentication/install-server-certificate-cluster-svm-ssl-server-task.html
https://docs.netapp.com/zh-tw/ontap/authentication/install-server-certificate-cluster-svm-ssl-server-task.html
https://docs.netapp.com/zh-tw/ontap/authentication/install-server-certificate-cluster-svm-ssl-server-task.html
https://docs.netapp.com/zh-tw/ontap/authentication/install-server-certificate-cluster-svm-ssl-server-task.html
https://docs.netapp.com/zh-tw/ontap/authentication/install-server-certificate-cluster-svm-ssl-server-task.html
https://docs.netapp.com/zh-tw/ontap/authentication/install-server-certificate-cluster-svm-ssl-server-task.html
https://docs.netapp.com/zh-tw/ontap/authentication/install-server-certificate-cluster-svm-ssl-server-task.html
https://docs.netapp.com/zh-tw/ontap/authentication/install-server-certificate-cluster-svm-ssl-server-task.html
https://docs.netapp.com/zh-tw/ontap/authentication/install-server-certificate-cluster-svm-ssl-server-task.html
https://docs.netapp.com/zh-tw/ontap/authentication/install-server-certificate-cluster-svm-ssl-server-task.html
https://docs.netapp.com/zh-tw/ontap/authentication/install-server-certificate-cluster-svm-ssl-server-task.html
https://docs.netapp.com/zh-tw/ontap/authentication/install-server-certificate-cluster-svm-ssl-server-task.html
https://docs.netapp.com/zh-tw/ontap/authentication/install-server-certificate-cluster-svm-ssl-server-task.html
https://docs.netapp.com/zh-tw/ontap/authentication/install-server-certificate-cluster-svm-ssl-server-task.html
https://docs.netapp.com/zh-tw/ontap/authentication/install-server-certificate-cluster-svm-ssl-server-task.html
https://docs.netapp.com/zh-tw/ontap/authentication/install-server-certificate-cluster-svm-ssl-server-task.html
https://docs.netapp.com/zh-tw/ontap/authentication/install-server-certificate-cluster-svm-ssl-server-task.html
https://docs.netapp.com/zh-tw/ontap/authentication/install-server-certificate-cluster-svm-ssl-server-task.html
https://docs.netapp.com/zh-tw/ontap/authentication/install-server-certificate-cluster-svm-ssl-server-task.html
https://docs.netapp.com/zh-tw/ontap/authentication/install-server-certificate-cluster-svm-ssl-server-task.html

RRIEE

Copyright © 2024 NetApp, Inc. FRTEFRE ° GEEIR  JHEREFMBE ASASERET » MERARERE
Eg&ﬁ%ﬁﬁu&ﬁﬂ?ﬁﬁ&ﬁﬁ % (B ~ EFTEm) B8 aiEFH - 8% - REREEEEFRERSR

9 NetApp hRIEERHTHRZ SRS RET FIIIREN REEHHH !

LEEREELA NETAPP TRER) 21 » AREAAREETRAVER » SEEFRNAERESEERREENEREZ
R > LB - RMEAIBERT > EREENRSENEMER EEEZEZIE « BN - MBI « 155k « &
SEFHTEMIRE (BEEFRRENBEMmIBRTE 25K ; £/ - BRSFIE LRRX | NEEEEDE) - &
it £ AL BE R LUE RS TUFREE A ~ BEESRIETS (BB EM) F75HE > NetApp AR
88 IMEERSNAERNIEZEFEZAREMSETRA o

NetApp 7 & FER £ B APt 2 (R R E BRI > -OARS1TEA o NetApp FEERERERAX PRtz EmimE
EREEET » FRIFEFIELEE NetApp EEHFEE - EANBEILLERT A EEREEMEFE « HIEESER
Hth NetApp & =M ERERIIET FERIRME

AFEMAFz EmZE—IE (8) ULRNEEFF - BSNEFISEREFREFFRE

BIRHERIEREE © BUTHRAIRIER « BRI AREEES DFARS 252.227-7013 (2014 £ 2 A) #1 FAR 52.227-
19 (2007 &£ 12 B) mfy TEMTERER) - JEmEIBERL & (b)(3) /N&RFFk Z PR ©

IEEFrE BN EEERN / WEERY (W FAR 2.101 FAER) HERISA NetApp, Inc. FiF © iRIBEA GRS
HBIFRE NetApp FMTERMERSREEBREENE » TEXZHMALERE - ZEBREFHRZERAS
JEERE ~ JFEGE « JFEIRE « 21K - BRARAMIENERER » ERNERBFASHIEERAISAFRAR
2 #E > WEREBITZENZENATER © IRIEAXSBERE » BRIEKRL NetApp Inc. EFIEEFTH » ~F
E1TER ~ 185 ~ ER B~ BITRETZER - ERIBNTE FREIFE 25T ol #F > ZE A DFARS R
252.227-7015(b) (2014 & 2 B) FritER] o

AR E

NETAPP ~ NETAPP 125§ http://www.netapp.com/TM Fr5l| Z {25192 NetApp, Inc. BIFEIE o SXHFRH R RFR
BHMARANERLE  MAHSEMEENERE > REEIE -

11


http://www.netapp.com/TM

	啟用本機帳戶存取 : ONTAP 9
	目錄
	啟用本機帳戶存取
	啟用本機帳戶存取總覽
	啟用密碼帳戶存取
	啟用SSH公開金鑰帳戶
	啟用多因素驗證（ MFA ）帳戶
	啟用SSL憑證帳戶


