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IheE

ERA vserver cifs security modify -vserver
vserver name -is-smb-encryption
-required true

2FH vserver cifs security modify -vserver

vserver name -is-smb-encryption
-required false

2. #&35% CIFS fRAR23 LFAERY SMB INZEBREFEEMAEIER | vserver cifs security show

-vserver vserver name -fields is-smb-encryption-required

° is-smb-encryption-required HIMEEIEET true MIRFEE « F7E CIFS {AIAR3FI_EEA SMB 10
B false MIRBE=H ©
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clusterl::> vserver cifs security modify -vserver vsl -is-smb-encryption
-required true

clusterl::> vserver cifs security show -vserver vsl -fields is-smb-
encryption-required

vserver 1is-smb-encryption-required
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FHEHEESVM LB T EMSES ~ BEEISTEMZRERER  vserver cifs session show -vserver vserver_name
T 1EPEER {unencrypted

partially-encrypted encrypted} -instance’

FEESVM A5 E T RS ERIDRYINZ R TE vserver cifs session show -vserver

vserver name -session-id integer
-instance
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clusterl::> vserver cifs session show -vserver vsl -session-id 2 -instance
Node: nodel
Vserver: vsl
Session ID: 2
Connection ID: 3151274158
Incoming Data LIF IP Address: 10.2.1.1
Workstation: 10.1.1.2
Authentication Mechanism: Kerberos
Windows User: DOMAIN\joe
UNIX User: pcuser
Open Shares: 1
Open Files: 1
Open Other: 0
Connected Time: 10m 43s
Idle Time: 1m 19s
Protocol Version: SMB3
Continuously Available: No
Is Session Signed: true
User Authenticated as: domain-user
NetBIOS Name: CIFS ALIASI
SMB Encryption Status: Unencrypted

Eﬁj@ESS“nESH[P HJED+. .k+
(AT A B ESMBANE RS IR « M3 BAPLE DR 3T A9 T (RS ER RN L FRIBAR B AN ~ Pt



RN o

RIRER I

° statistics ERSERBRNGCERMETIIEHES « CRILUERELEHEREENERN SMB TIEMEE
HERHERER !

SHUSLTE R
encrypted sessions IR HAISMB 3.0 TIERSER B
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set -privilege advanced

2. BYAERIREE | + statistics start -object {cifs|smbl|smb2} -instance instance
-sample-id sample ID [-node node name]

MRIEHKIETE -sample-id B2 ~ T EATEELHFAFILE « WASLEGIER% CLI TIEFSERMTERE
fll o BUE(E -sample-id AXFFE o IREEEBICLI TERSERPHITIAR S ~ BERIEE -sample
-id 28K « 9T EER LAINTEREA) o

SR LOEEM RIS E EWWER T ERIVEIRS - REKRISTEHR, « SHHFWEREFFIBE IR ER o

3. {8 statistics stop EIEINERRERNGS o
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node_name [-node node _name]

“show -sample-id sample_ID -counter
encrypted_sessions

node_name [-node node _name]

“show -sample-id sample_ID -counter
encrypted_share_connections

NEZRHBEEERLA

connected_shares

EABARMER TIEREER

node_name [-node node _name]

‘show -sample-id sample_ID -counter
rejected_unencrypted_share

HWA...

‘show -sample-id sample_ID -counter
encrypted_sessions

IR TIEREERAN B2 I TIRREER

established_sessions

MENHBER

node_name [-node node _name]

‘show -sample-id sample_ID -counter
encrypted_share_connections

node_name [-node node_name]

‘show -sample-id sample_ID -counter
rejected_unencrypted_sessions

BABARMBRIH RER

node_name [-node node _name]

MRERBERE—ERNEN « FIEEEARE -node 28 ©
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set -privilege admin
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clusterl::> set -privilege advanced

Warning: These advanced commands are potentially dangerous; use them
only when directed to do so by support personnel.
Do you want to continue? {yln}: vy

Ten < SREFTEEAIBERIRE ¢

clusterl::*> statistics start -object cifs -sample-id
smbencryption sample -vserver vsl

Statistics collection is being started for Sample-id:
smbencryption sample

T L EELZEHIRIE RIS -

clusterl::*> statistics stop -sample-id smbencryption sample
Statistics collection is being stopped for Sample-id:
smbencryption sample

T5en < BB SR B P AT R ILAYINZ SMB TEREER AN E B IZAISMB T FRESES -

cluster2::*> statistics show -object cifs -counter
established sessions|encrypted sessions|node name -node node name

Object: cifs

Instance: [proto ctx:003]
Start-time: 4/12/2016 11:17:45
End-time: 4/12/2016 11:21:45
Scope: vsim2

Counter Value

established sessions
encrypted sessions

2 entries were displayed
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clus-2::*> statistics show -object cifs -counter
rejected unencrypted sessions -node node name

Object: cifs

Instance: [proto ctx:003]
Start-time: 4/12/2016 11:17:45
End-time: 4/12/2016 11:21:51
Scope: vsim2

Counter Value

rejected unencrypted sessions 1

1 entry was displayed.
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clus-2::*> statistics show -object cifs -counter

connected shares|encrypted share connections|node name —node node name

Object: cifs

Instance: [proto ctx:003]
Start-time: 4/12/2016 10:41:38
End-time: 4/12/2016 10:41:43
Scope: vsim2

Counter Value

connected shares
encrypted share connections

2 entries were displayed.
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clus-2::*> statistics show -object cifs -counter
rejected unencrypted shares —node node name

Object: cifs

Instance: [proto ctx:003]
Start-time: 4/12/2016 10:41:38
End-time: 4/12/2016 10:42:06
Scope: vsim?2

rejected unencrypted shares 1

1 entry was displayed.
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