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cLl
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security anti-ransomware volume dry-run -volume <vol name> -vserver
<svm_name>
WM"5S 2EERIONTAP ES¥4H “security anti-ransomware volume dry-run &3l > s52E] -
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volume create -volume <vol name> -vserver <svim name> -aggregate
<aggr name> -size <nn> -anti-ransomware-state dry-run -junction-path
</path name>
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vserver modify <svm name> -anti-ransomware-auto-switch-from-learning-to
—enabled false

security anti-ransomware volume show
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security anti-ransomware volume enable -volume <vol name> -vserver
<svm_name>

¥R ARP B9#FlexGroup& :

volume create -volume <vol name> -vserver <svm name> -aggr-list
<aggregate name> -aggr-list-multiplier <integer> -size <nn> -anti
-ransomware-state enabled -junction-path </path name>

security anti-ransomware volume show
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security anti-ransomware volume dry-run -volume <vol name> -vserver
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volume create -volume <vol name> -vserver <svm name> -aggr-list
<aggregate name> -aggr-list-multiplier <integer> -size <nn> -anti
-ransomware-state dry-run -junction-path </path name>
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vserver modify <svm name> -anti-ransomware-auto-switch-from-learning-to
-enabled false

ERsEARPAARS !

security anti-ransomware volume show
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security anti-ransomware volume enable -volume <vol name> -vserver
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AsER T » MEHIEER ARP THEER AR  HRERA ARP IhEE » IR ERESTE SVM FEITAVHTHAER
EFERASRIA °

SEEE SVM pYFARIEE KRB ARP WIRAHERE T & BEEE ARP B © ZRTUHFTZLEY SVM &%
EEEERLEMELNHIRE - 2B SHEAUIREEA ARP"

EXFE ARP & > ARP RISE R ABERR - EREBUANEHIIRIEFIONTAPHRZS :

Volume#E#Y hRZ<ONTAP RUBEEIITA
NAS FlexGroup ONTAP 9.18.1 B =hRZ ARP/AI R B HREN AL B
ONTAP 9.13.1 £ 9.17.1  ARPRXENEREARBER > IFE30K ©
NAS FlexVol ONTAP 9.16.1 K:E#hR4s ARP/AI RS2 L HAEN AT L BPAERK
ONTAP 9.10.1 £ 9.15.1 ARPHEIBIEHRIEAREELN » FE30K °
SAN Bt & ONTAP 9.17.1 BB kR4 ARP/AI S ENENE) » RREN-TEER » R & I LR

8 > ARBRAENFRTRERE -
a2 Al
ESF ARP Z 7l > sERERICHVIRIZ R B TRM

NAS $FEEK

* BYFT NFS 3¢ SMB (&) HENRFERESS (SVM) o

* BT EREME
SAN $FEEK

* BXE 7T iSCSI ~ FC 3¢ NVMe t#ERIETZEHI%2S (SVM) o
_HH-EEE

© B EREEREEARIEEONTAPRRZ o
(2:%) BAAZEIESEE (MAV) (ONTAP9.13.1+) o H'HEZE=EIEEE"

i%ﬂi
TR UER R A EE S5 ONTAP CLI TE#iREE LT8R ARP ©
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RREES

1B RTE SRS BURANENIRER) @ B REFERESE > AREEREIZMEM ARP RERE
KRR E RS

2. BMERERE - E 22 T 53 TREREEE) WAL ABEE ) -

3. AREIM IR R $1ZREREE (ARP)  WEEMIIN 5 BRI R R TF E R SR P PR T SR VAR & L RUA
ARP °

4. HINEEZSBHMONTAPIRZ » (FiEE 188 BHRMERESHNEBRREESRN) - En
5F ARP FETE & 28 MR B EHAE TR -

cLI
ERIRBESVM » EE T & TFE:2 X FARP °
BEE dry-run WIREH Arp KRAFEZLER o BE » 353FEE enabled©

vserver modify -vserver <svm name> -anti-ransomware-default-volume
-state <dry-run|enabled>

EIT—(EFAISVM » T8 AFhaiEEEYFHARP o
IHIE dry-run WIREH ARP IRAFEELLEH o BH| > 551EE “enabled©

vserver create -vserver <svm name> -anti-ransomware-default-volume
-state <dry-run|enabled>

EEERASVM » R B2 B2 THIEIRIEHR

MRIZEWONTAP 9.13.1 H4REIONTAP 9.15.1 » M BHFERHRAES dry-run (BEER) > NEBEREZ
H > LUFEITED enabled ikfE CEHNER) SBEBISTHEY RIS AL BETIATNGE » LUEFEHITH
FrERIEENETEA IR ESIER !

vserver modify <svm name> -anti-ransomware-auto-switch-from-learning-to
-enabled false

ESZE ARP HRAE

security anti-ransomware volume show

FERAER
"R BHRRYSREFERPREL
* "RERPRUBEEET"
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#E325E 1 ONTAP Autonomous Ransomware Protection FE:% R AR

% ONTAP 9.18.1 BYA » ¥ AFF A %1F] AFF C %! ~ ASA F1 ASAr2 &4t » 1EFH4R
WELEBN 12 /NRTESHRAERE » Fﬁﬁ%ﬁzzﬁ@iﬁ B &R A Autonomous
Ransomware Protection (ARP) - RiiREE %4 ARP #Z#£ o I&EUTE 12 /NS EREAA
g\, 2 & {EF System Manager 3 ONTAP CLI ﬁE{H%JﬂﬁE INHE ©

()  BEwMEWE FHER R ARP .

R BIET(F
TR R S B ILZ R s ERRE - RIREABR » KrTLABER 25t G ER St RAPATR SR BUAR TOAE !

security anti-ransomware auto-enable modify -new-volume-auto-enable
false|true

SR LUER System Manager 5 ONTAP CLI 3REE ARP FERR B FHEEIA o

AMEES
1 B EESRE -
2. YT THIHEF—IR :
° EIERPTRIRIAEA
L7 TR$ZR®REE B2 BEEI—AIAL > 15TEA ARP AIRIERAY/NRFEL o ZEEY TREK

A1 e
ii. 7E F—{E%EE 1R EE Disable » U FERN B AL ERARITER ARP BXFINAE ©
° BRHABEREH

.. 7£ Anti-ransomware &% » JEEL p° ©
ii. ZEEVIZENTS 3R » PABIE— T Save LUEFAMMLIERAVTES: ARP BXFAINAE ©

cLl
1. RETARENAEIRAE

security anti-ransomware auto-enable show

2. (ZRHIR @ AITRRRRLA

security anti-ransomware auto-enable modify -new-volume-auto-enable
false
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HERIE
* "EE—HIRERAE ONTAP B X #&REAEhE"

TEEBHARZ% > 7£ ONTAP ARP HiIHiEERHET

B NAS IRIR - FEIEEEREA ARP N RSB RATNILEEEIEL - MR
TEONTAP 9.15.1 KB RhRAEF ARP » SRIEONTAP 9.17.1 K BT hirZsBIFlexGroupl&
L#1T ARP > BIFZENE o

ARP TR EZEZE/D 30 KMEBIENEER » eI UFEIIREEHIEDR - {IEONTAP 9.13.1 §iiA » ARP 2 EHE)
HBEREELBHARMRY BE)iR - UHARIEETE 30 RZASEE o

WRIEH ARP £ ARP/AI fREELESER » B ARP 2 BHIEE) - EEETH o

AEIRANHIRED « SEAERTERBERRNFEANEE « AR ERRAENE
() B FEREMMFRAEE « RAEREVolumeLUEITADZ # « BIRIEITER AR AT —
BRI B o
RTINS FRIAEEAT

HHONTAP 9.10.1 £ 9.15.1 (ONTAP 9.17.1 KRB R 7 > #FlexGroupt) @ BEHEERE » [CAIUERZ
HEIRESTONTAP CLI F81#& ARP 29 ERX BIAAEHER -
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AREES
1. #7F > HARE © ~ ABENEEFEIFANERPEHEIRE

2. 7£ *Volumes * (%) #EM * Security (Z2M) *1ZEF > 7F Anti-#1FR EES/51RAEEE * Switch to
active mode* (IJEERFIER) o

3. fERILATE * REDRENRE * HIRPEREHAERERY ARP ARAE o
CLI
1. INREKREBNTTH > AMENZ RENHIREUTHAZEIER

security anti-ransomware volume enable -volume <vol name> -vserver

<svm_name>

1St A LUfE A modify volumefs S YA E ERHET ¢

volume modify -volume <vol name> -vserver <svm name> -anti

—-ransomware—-state enabled

2. ERsE TR @ AIARPARES o

security anti-ransomware volume show

BB ENNREERTEN

EONTAP 9.13.1 fta » BBRBEBEMIEE ARP S » I BRI B EIEE BRI TEER - ARPH
HIEEBENME ETIHRAN B TRRER U TRENEERTE !

—anti-ransomware-auto-switch-minimum-incoming-data-percent
—anti-ransomware-auto-switch-duration-without-new-file-extension
—anti-ransomware-auto-switch-minimum-learning-period
—anti-ransomware-auto-switch-minimum-file-count

—anti-ransomware—-auto-switch-minimum-file-extension

YNRESFE BENHATHAE - BMERmEFRBIRY > MR §ERS 30 KB ESTHARESER © It 30 XAFR
HIZEER > EIEER o
Y07 ARP AHRREEIR (BUETER(E) RURHAE « 2R 152 ZERIONTAP"

LG
' RERYEREE
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T2 SAN HiEEAJONTAP ARP {4 AR

EONTAP 9.17.1 B8 » ARP EE—EGTLHEAZRIERE SAN MIEE TIEEHNHERESTE
BEREEEEHE o 1T SAN HIEE _EEREE ARP % > ARP/AI €75 HAR = ENEL 1T (R 8
ZHIRE » FREERENZERE o 7E5H&HARE > T LUUERFRTRIEETRAIF 3% B iR
> ERFEEN BARRIE - FEDFHMAER SAN EEEFEARANTERNIEES  MRET
TEEEBESE » ASRETMLER T ERN BHREMNZEE

AR

AMEMR 10 DEWE—REBENWNZRTEN o EHGHR > W eSS NRFERII—X ARP EHAREE o 1
RE(ERREERANINZE S SRR T AZMIEERENRENERE » ISHEER -
"Anti_ransomware_attack_backup I IRER - it BEIEHA ARP RERAVIRER (R RERIER =1L o

EEI:VL. u¥'fEHH Fﬁﬁ)&

AT BIT REIES @ EEREHMEERE) » WHESRAAAEA evaluation _periode® MNREIRE AT S MG IRGF
B R RN HARRE ©

security anti-ransomware volume show -vserver <svm name> -volume

<volume name>

[ClFEEEH] -
Vserver Name : vsl
Volume Name : vl
State : enabled
Attack Probability : none

Attack Timeline 3 =
Number of Attacks g =
Attack Detected By 3 =
Block device detection status : evaluation period

B RIFHEEAE RIS

TWRILUEBAITIA T op 7JIEEDE$E“¢’°7JD52 28 - Zes e RER—EELE > BrnsEMZER S tLEEARRER
£ - LEAFES 10 DiEEH—

security anti-ransomware volume entropy-stat show-encryption-percentage-

histogram -vserver <svm name> -name <lun name> -duration real time

[EIFEEEA) -
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Vserver Name

vs0 lunl
vsO lunl
vs0 lunl
vs0 lunl
vsO0 lunl
vs0 lunl
vs0 lunl
vs0 lunl
vs0 lunl
vs0 lunl
vs0 lunl
vs0 lunl
vs0 lunl
vs0 lunl
vs0 lunl
vs0 lunl
vs0 lunl
vs0 lunl
vs0 lunl
vs0 lunl

20 entries were displayed.

BENILFaEMBBERRE
SHMEU TSR —FE -

Entropy Range Seen N Time Data Written
0-5% 4 100MB
6-10% 10 900MB
11-15% 20 40MB
16-20% 10 70MB
21-25% 60 450MB
26-30% 4 100MB
31-35% 10 900MB
36-40% 20 40MB
41-45% 0 0
46-50% 0 0
51-55% 0 0
56-60% 0 0
61-65% 0 0
66-70% 0 0
71-75% 0 0
76-80% 0 0
81-85% 0 0
86-90% 0 0
91-95% 0 0
96-100% 0 0

* WIFEHIEAI ARP - ARPEBEIR BERREREASNFLIEARAMEZEB DL 10% o ARPHE

FHEWEMST BRI EREIL ARP RIR o

* ZLFEHNES ARP - ARPE B8N B ERRMEREHEHEAT RERAMEZEB DL - ARPHEHE
BUIER BRI TR ARP RER » BRRRETERELMIREE LFH ARP ©

HEERT(hAER

MRS R - ARPERIBHEAE R BBRE B BERIE -

e LUEBAITA T e @ KB E TG4 R - HEAMEERTE Block device detection status'i5ith :

security anti-ransomware volum

<volume name>

[EIFEEEA) -

e show

—vVserver <svm_name> -volume
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Vserver Name : vsl

Volume Name vl
State : enabled
Attack Probability : none

Attack Timeline 3 =
Number of Attacks P -
Attack Detected By 3 =
Block device detection status : Active_suitable workload

Block device evaluation start time : 5/16/2025 01:49:01

T AT AR R b AS SRPTER A BVERI(E ¢

security anti-ransomware volume attack-detection-parameters show -vserver

<svm name> -volume <volume name>

[EIFEEE ) :

Vserver Name : vs 1
Volume Name : vm 2

Block Device Auto Learned Encryption Threshold : 10

H1F ONTAP B X#REFRIRE » | TIFEHEHIFRED T Z5

ﬁ%ﬂn,ﬁﬁiﬁﬁ%lﬁﬁﬁ%#*TM%%%%EW@E%%?%%@%(Nmﬁ?

¢ ONTAP 9.13.1 B4 » I UBN AL EEIEEDE (MAV) » LUFEEEMENZECEENERESIESA4E
F{= ARP o

"RABREMAV" 0

RANERI(E
£ ARP E{=HAfE > ONTAPAREEE TR ARNSZHEIRE ; B2 » HREHARMNOTEETREEET

(D sR70fER ARP ZRINEEREEDIT - EXMEEAMIEE LRAD « WEERFIAAMESET
FEFTANRAEN - EEEENREEEHME -

S ER
SR LUER RS EIEEE ONTAP CLI RE{Z ARP ©
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RGBIEE
1. 3R * (77 > HERR & * ~ RBRENCEEY (= ARP HHFRE
2. EEMEN 224 284 B2 TRPIEREE] AR M'EERERHE o

HEONTAP 9.13.1 YA > MNREFER MAV RIRE ARP RE » BFRFERTEER
()  ERSERAEERNIE o A A B E A0 5 MA Tl VRS -
IRIERRE o

3. ARSI AR ERDREEE -

cLl
1. 1EhgiE & 8 {ZARP :

security anti-ransomware volume pause -vserver <svm name> -volume

<vol name>
2. EEMMERIE 5 resume 9% ¢

security anti-ransomware volume resume -vserver <svm name> -volume

<vol name>

M52 2 ZERIONTAP " E#40 “security anti-ransomware volume &l » 2] o

3. ﬁu%uﬁﬁﬁ MAV (T£ONTAP 9.13.1 Fit5EL ARP —%EfER) ZR{R:E ARP 28 » BIEEREFZIRTE
HE B—ERZEEMEEENHLE - HEEFE MAV B 4ABRANFRE BIRERHLE » TENRIERL

DD%J%H% HIZ MAV ~ TRV E S EERERIMLE « RIS MAV BHEZEE T S RIT T7EE
a. FAmEN !

security multi-admin-verify request show
b. #ZAERRE !

security multi-admin-verify request approve -index[<number

returned from show request>]

RE—EEHEREENLERERTZEBREEER - MHE ARP REEBH=F -
MREEABZ MAV ~ MEERZ MAV EHEZAEE « ERILUEEEEFEEXK !
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security multi-admin-verify request veto -index|[<number returned
from show request>]

+
M5 2 ZERIONTAP "E#4R “security multi-admin-verify request B3l » 3526 o

B2 ONTAP B THREEMENBEASH

i€ ONTAP 9.11.1 F4a » TR UE R A BB RN RENR EHIRE LIEEREEER
A2 > WREMHIEHRSEHEREREH - FRENSHANRBEENSE
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security anti-ransomware volume attack-detection-parameters show

-vserver <svm name> -volume <volume name>

security anti-ransomware volume attack-detection-parameters show
-vserver vsl -volume voll
Vserver Name : vsl
Volume Name : voll
Block Device Auto Learned Encryption Threshold : 10
Is Detection Based on High Entropy Data Rate? : true

Is Detection Based on Never Seen before File Extension? : true
Is Detection Based on File Create Rate? : true

Is Detection Based on File Rename Rate? : true

Is Detection Based on File Delete Rate? : true

Is Detection Relaxing Popular File Extensions? : true

High Entropy Data Surge Notify Percentage : 100
File Create Rate Surge Notify Percentage : 100
File Rename Rate Surge Notify Percentage : 100
File Delete Rate Surge Notify Percentage : 100
Never Seen before File Extensions Count Notify Threshold : 5
Never Seen before File Extensions Duration in Hour : 48
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security anti-ransomware volume workload-behavior clear-surge -vserver

<svm_name> -volume <volume name>
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security anti-ransomware volume workload-behavior update-baseline-from-

surge -vserver <svm name> -volume <volume name>
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security anti-ransomware volume event-log modify -vserver <svm name>

-volume <volume name> -is-enabled-on-new-file-extension-seen true’

* EEREEI ARP REBRVER !

K3

security anti-ransomware volume event-log modify -vserver <svm name>
-volume <volume name> -is-enabled-on-snapshot-copy-creation true

A
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* FEARMESAIERERTE anti-ransomware volume event-log show AR % ©
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security anti-ransomware vserver event-log modify -vserver

<svm_name> -is-enabled-on-new-file-extension-seen true

* BERTEI ARP REBAVETR !

security anti-ransomware vserver event-log modify -vserver

<svm_name> -is-enabled-on-snapshot-copy-creation true
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security anti-ransomware volume show -vserver <svm name> -volume
<vol name>

gHEL -

Vserver Name: vs0

Volume Name: voll

State: enabled

Attack Probability: moderate

Attack Timeline: 5/12/2025 01:03:23

Number of Attacks: 1

Attack Detected By: encryption percentage analysis

:ﬂrm__ll/(ngMSnﬂ/§\ .

event log show -message-name callhome.arw.activity.seen

2. EFWEBREWISEHFMUE

security anti-ransomware volume attack generate-report -vserver
<svm name> -volume <vol name> -dest-path

<[Svm_name]:[junction_path/sub_dir_name]>

AL EA -

security anti-ransomware volume attack generate-report -vserver vs0
-volume voll -dest-path vsO:voll

FHHEL -

Report "report file vsO voll 14-09-2021 01-21-08" available at path
"vsO:voll/"

3. EEEARHAR LIBRIRE - HlW



cat report file vs0 voll 14-09-2021 01-21-08

REITE)
1. IRBECHEREIE L UBIEERE » FPITUTREZ— !
° BRF
HATIA T 82 Z—2RECEERVRE I A8 IE Y B T #RENASP EERIE

anti-ransomware volume attack clear-suspect -vserver

<svm name> -volume <vol name> [<extension identifiers>] -false

-positive true

ERATIIERZ2Y  ERFERIESLHRARR
" [-extension <text>, .. I IEEEIESR

ol 3} GES E QN

security anti-ransomware volume attack clear-suspect -vserver
<svm_name> -volume <vol name> -start-time <MM/DD/YYYY
HH:MM:SS> -end-time <MM/DD/YYYY HH:MM:SS> -false-positive true

FERVENRERBE IR

[EIFENEEF "t ARP EIHEDIRERIEEE « MITUTH<TZ— S RE M IREIE R
ARP B53% :

anti-ransomware volume attack clear-suspect -vserver

<svm name> -volume <vol name> [<extension identifiers>] -false

-positive false

RfEA TYEASE  (ER45 ERVRITIIAE ! 75 P SERVEN FRERES

" [-extension <text>, .. ] :tEZEEIESL

* BRI
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security anti-ransomware volume attack clear-suspect -vserver
<svm_name> -volume <vol name> -start-time <MM/DD/YYYY
HH:MM:SS> -end-time <MM/DD/YYYY HH:MM:SS> -false-positive

false

iE “clear-suspect 12{F 2 BMRHNERE - MRTER T BEMRIEE > BIEE BRI FEREEE
& o HHRONTAP 9.16.1 REE AT ARP/AI > ARP REBE1E N iEIR/EAR MR ZER B BB
BR o ¥HAONTAP 9.15.1 RRE R A » BRMIEE BRI SREM% 0 ARP REBZBEHMER -

2. #%£9.18.1 HrASREYA » ERIAFEE L TARRE ¢ “clear-suspect’ Fif :

security anti-ransomware volume show -clear-suspect-status -volume

<vol_name> —vserver <svm_r1ame>

MAVEEIE

1.

MREFERNE MAV ~ B ZTEEAM clear-suspect {EEFZERRIMLE « FI MAV BHREZEE N
A
a. FEmEX

security multi-admin-verify request show

b. ZAEWIEEE REFREFEEITHIEN !

security multi-admin-verify request approve -index[<number

returned from show request>]

RE—ERF AR EENORRTEEAHIRE « WEEHHERR

2. MRETFEANZ MAV ~ MIEE MAV BHEZEE ~ S el UIEARRERE R SRR E XK ¢

security multi-admin-verify request veto -index[<number returned

from show request>]

FERAER
* "NetAppHI#E : THEETHRUIEMHERE LR T HREACPEIRIR"
* "ENEERIRIER"
* "RERBRGEE"

* "2 EEEREHNK"
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volume snapshot show -vserver <SVM> -volume <volume>

LT EEFIZERFAYIRE voll -

clusl::> volume snapshot show -vserver vsl -volume voll

Vserver Volume Snapshot State Size Total% Used%

vsl voll hourly.2013-01-25 0005 wvalid 224KB 0% 0%
daily.2013-01-25 0010 valid 92KB 0% 0%
hourly.2013-01-25 0105 wvalid 228KB 0% 0%
hourly.2013-01-25 0205 wvalid 236KB 0% 0%
hourly.2013-01-25 0305 wvalid 244KB 0% 0%
hourly.2013-01-25 0405 wvalid 244KB 0% 0%
hourly.2013-01-25 0505 wvalid 244KB 0% 0%

7 entries were displayed.
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3. RBERMIFENAS

2zl

volume snapshot restore -vserver <SVM> -volume <volume> -snapshot
<snapshot>

THEAERIAR voll :

clusterl::> volume snapshot restore -vserver vsO -volume voll
-snapshot daily.2013-01-25 0010

MBRFAHRAKE ~ FFEITER
1. B HEERRE A TRER

volume snapshot show -vserver <SVM> -volume <volume>

LUF BB FRARRYIRER voll !
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clusl::> volume snapshot show -vserver vsl -volume voll

Vserver Volume Snapshot State Size Total% Used%

vsl voll hourly.2013-01-25 0005 wvalid 224KB 0% 0%
daily.2013-01-25 0010 valid 92KB 0% 0%
hourly.2013-01-25 0105 wvalid 228KB 0% 0%
hourly.2013-01-25 0205 wvalid 236KB 0% 0%
hourly.2013-01-25 0305 wvalid 244KB 0% 0%
hourly.2013-01-25 0405 wvalid 244KB 0% 0%
hourly.2013-01-25 0505 wvalid 244KB 0% 0%

7 entries were displayed.
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volume snapshot restore -vserver <SVM> -volume <volume> -snapshot
<snapshot>
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clusterl::> volume snapshot restore -vserver vs0O -volume voll
-snapshot daily.2013-01-25 0010
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options -option-name <arw setting name>
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options -option-name <arw setting name> -option-value
<arw_setting value>
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Scanner Pool Config Owner:

List of IPs of Allowed Vscan Servers:

List of Host Names of Allowed Vscan Servers:

27.fsct.nb

List of Privileged Users:

&t BT LAEF “vserver vscan scanner-pool show g8 % RigiR#EE A IRIHRER o

5¥4M "vserver vscan scanner-pool show Bifl » sA2R ©

EIONTAP"E

1£ MetroCluster EC & 9717 ONTAP Vscan fafsgsith
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KR ~ REEEMEEM(ERAT o
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L E#E B EAY MetroCluster / DR 4BAE o
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-vserver cluster admin SVM

cluster admin SVM
SP

idle
off
cluster
1.1.1.1,
1.1.1.1,

10.72.204.27

vmwin204-

cifs\ul, cifs\u2
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Site A

(Primary (Local)\

Scanner Pool -
Site A

Secondary
(Remote)
Scanner Pool -

\ Site B )
TER
1. By iR EE .

N

Site B

/Primary (Local)\

Scanner Pool -
Site B

Secondary
(Remote)
Scanner Pool -

\ Site A /

vserver vscan scanner-pool create -vserver data SVM|cluster admin SVM -scanner
-pool scanner pool -hostnames Vscan server hostnames -privileged-users

privileged users

° BERISVMEZRE RIS EERISVM « I AHEFFIBESVMERNE RIS EREEIESVM o

° A&EVScanfalfiR23 T 1% FBIEE IP{UILELFQDN °

° IEESEREERENEEERE RE -

() uEtasTESVMIRERTFERHSER -

M5 2EERIONTAP E¥4H "vserver vscan scanner-pool create Bl > 528 o

T7ar < E7EMetroCluster BB E 2T —EUINERERNBEATNRERHERER

61


https://docs.netapp.com/us-en/ontap-cli/vserver-vscan-scanner-pool-create.html
https://docs.netapp.com/us-en/ontap-cli/vserver-vscan-scanner-pool-create.html
https://docs.netapp.com/us-en/ontap-cli/vserver-vscan-scanner-pool-create.html
https://docs.netapp.com/us-en/ontap-cli/vserver-vscan-scanner-pool-create.html
https://docs.netapp.com/us-en/ontap-cli/vserver-vscan-scanner-pool-create.html
https://docs.netapp.com/us-en/ontap-cli/vserver-vscan-scanner-pool-create.html
https://docs.netapp.com/us-en/ontap-cli/vserver-vscan-scanner-pool-create.html
https://docs.netapp.com/us-en/ontap-cli/vserver-vscan-scanner-pool-create.html
https://docs.netapp.com/us-en/ontap-cli/vserver-vscan-scanner-pool-create.html
https://docs.netapp.com/us-en/ontap-cli/vserver-vscan-scanner-pool-create.html
https://docs.netapp.com/us-en/ontap-cli/vserver-vscan-scanner-pool-create.html
https://docs.netapp.com/us-en/ontap-cli/vserver-vscan-scanner-pool-create.html
https://docs.netapp.com/us-en/ontap-cli/vserver-vscan-scanner-pool-create.html

clusterl::> vserver vscan scanner-pool create
scanner-pool pooll for sitel -hostnames scanl
\ul, cifs\u2

clusterl::> vserver vscan scanner-pool create
scanner-pool pooll for site2Z -hostnames scanl
\ul,cifs\u2

clusterl::> vserver vscan scanner-pool create
scanner-pool pool2 for sitel -hostnames scan2
\ul,cifs\u2

clusterl::> vserver vscan scanner-pool create
scanner-pool pool2 for siteZ -hostnames scan?2
\ul,cifs\u2

2. RO EIIRHSRER ¢

vserver vscan scanner-pool show -vserver data SVM|

-pool scanner pool

T @R RHEEERNFAER pooll !

Il_a\

clusterl::> vserver vscan scanner-pool show -

-pool pooll for sitel

Vserver:

Scanner Pool:

Applied Policy:

Current Status:

Cluster on Which Policy Is Applied:

Scanner Pool Config Owner:

List of IPs of Allowed Vscan Servers:

List of Host Names of Allowed Vscan Servers:
List of Privileged Users:

SHRIAER "vserver vscan scanner-pool show' & < 51 SVM

-vserver cifssvml

-privileged-users

-vserver cifssvml

-privileged-users

-vserver cifssvml

-privileged-users

-vserver cifssvml

-privileged-users

cifs

cifs

cifs

cifs

cluster admin SVM —-scanner

vserver cifssvml -scanner

cifssvml
pooll for sitel
idle

off

vserver

scanl
cifs\ul,cifs\u2

ERFRERIESRER - 41'1E

EIONTAP"ZEs¥40 “vserver vscan scanner-pool show &3l > ;520 ©
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SR ZACFEREERTENIERADIREE o S
VScan fAIfR2s A BEELRE SVM o

RIRIEIR

62

Ttk

AR mEERER

HEZEH


https://docs.netapp.com/us-en/ontap-cli/vserver-vscan-scanner-pool-show.html
https://docs.netapp.com/us-en/ontap-cli/vserver-vscan-scanner-pool-show.html
https://docs.netapp.com/us-en/ontap-cli/vserver-vscan-scanner-pool-show.html
https://docs.netapp.com/us-en/ontap-cli/vserver-vscan-scanner-pool-show.html
https://docs.netapp.com/us-en/ontap-cli/vserver-vscan-scanner-pool-show.html
https://docs.netapp.com/us-en/ontap-cli/vserver-vscan-scanner-pool-show.html
https://docs.netapp.com/us-en/ontap-cli/vserver-vscan-scanner-pool-show.html
https://docs.netapp.com/us-en/ontap-cli/vserver-vscan-scanner-pool-show.html
https://docs.netapp.com/us-en/ontap-cli/vserver-vscan-scanner-pool-show.html
https://docs.netapp.com/us-en/ontap-cli/vserver-vscan-scanner-pool-show.html
https://docs.netapp.com/us-en/ontap-cli/vserver-vscan-scanner-pool-show.html
https://docs.netapp.com/us-en/ontap-cli/vserver-vscan-scanner-pool-show.html
https://docs.netapp.com/us-en/ontap-cli/vserver-vscan-scanner-pool-show.html

o /R
AN DZEN

* MRERHEEFRIFIE SVM B 7R EE

1. ERFEHERA -
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Al BERESE SVM - ERFESRRE] o

vserver vscan scanner-pool apply-policy -vserver data SVM -scanner-pool
scanner pool -scanner-policy primary|secondary|idle -cluster
cluster to apply policy on

R /RA AT UE A FIHP—EE -

FE MR TEENARRE ©

EiET EREREETR VScan [AAREH - FiHSRERA BIERT
EiFHIRERRIEERT

° Primary 5§
° Secondary IBERBER

° Tdle $5

T e HIBmimHER EBMATE sp E.L vs1 SYM BEIMERHARAS :

clusterl::> vserver vscan scanner-pool apply-policy -vserver vsl

-scanner-pool SP -scanner-policy primary

- SRR EE R EA AR

vserver vscan scanner-pool show -vserver data SVM|cluster admin SVM -scanner
-pool scanner pool

MEBMAREFTAMGS S 152 ZERONTAP SN » F26 -

T GRTRFHAER sp RHEER ¢
clusterl::> vserver vscan scanner-pool show -vserver vsl -scanner-pool
SP
Vserver: vsl
Scanner Pool: SP
Applied Policy: primary
Current Status: on
Cluster on Which Policy Is Applied: clusterl
Scanner Pool Config Owner: vserver
List of IPs of Allowed Vscan Servers: 1.1.1.1, 10.72.204.27
List of Host Names of Allowed Vscan Servers: 1.1.1.1, vmwin204-
27.fsct.nb
List of Privileged Users: cifs\ul, cifs\u2

AT LUERS “vserver vscan scanner-pool show-active 85 <%

%18 SVM LRERiRHEERER -
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EZERIONTAP"E$4H "vserver vscan scanner-pool show-active &l > 52 -

7E MetroCluster ONTAP Vscan X E TR ERIFHES HE

SRR REFHBERESENERARARRE - BB FHERAIER
ZEMetroCluster SEZ&E LN ERWEE M TIGHEEE A ~ UHEE -
RAREETIE
* AR —(EiFHSR R EREFHSIER o
* MREHBBEFNFE SVM B 7 inHREE « I EERNESE SVM _LERREREL -
* HKEWAEH MetroCluster 4HRE ~ M ERIRHS RN ERAENMERENERZEPHNSERHSIER -
* EERTIRBERTNRIP « BRATPIEEREEE cluster BH - TEABIREEEINRAF
CHBEEPIEEEmEE cluster B - %8 « BlnnEFr R EEXBRRERERHEESE
1. EREHMEERA
vserver vscan scanner-pool apply-policy -vserver data SVM -scanner-pool

scanner pool -scanner-policy primary|secondary|idle -cluster
cluster to apply policy on

WMES 2EERONTAP E:¥40 vserver vscan scanner-pool apply-policy &3l » 352 o

g AT UAR T EP—EE
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o

° Primary ISERRHEEMBEICEENIAR
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clusterl::>vserver vscan scanner-pool apply-policy -vserver cifssvml
-scanner-pool pooll for sitel -scanner-policy primary -cluster clusterl

clusterl::>vserver vscan scanner-pool apply-policy -vserver cifssvml
-scanner-pool pool2 for sitel -scanner-policy secondary -cluster
clusterl

clusterl::>vserver vscan scanner-pool apply-policy -vserver cifssvml
-scanner-pool pool2 for site2 -scanner-policy primary -cluster cluster?

clusterl::>vserver vscan scanner-pool apply-policy -vserver cifssvml
-scanner-pool pooll for site2 -scanner-policy secondary -cluster
cluster?

2. HESDIRHSREEENEAPIRE

vserver vscan scanner-pool show -vserver data SVM|cluster admin SVM -scanner
-pool scanner pool

WM5S 2 EERONTAP "E#4H "vserver vscan scanner-pool show Bl » 5528 o

TS EERRFHSERIFEER pooll :

clusterl::> vserver vscan scanner-pool show -vserver cifssvml -scanner
-pool pooll for sitel

Vserver: cifssvml
Scanner Pool: pooll for sitel

Applied Policy: primary

Current Status: on
Cluster on Which Policy Is Applied: clusterl
Scanner Pool Config Owner: vserver
List of IPs of Allowed Vscan Servers:
List of Host Names of Allowed Vscan Servers: scanl

List of Privileged Users: cifs\ul,cifs\u2

I&BILAER “vserver vscan scanner-pool show-active &2 21317 SVM J:E’JT’FﬁE PIFHERER - 5SS
EZERIONTAP"EE£40 "vserver vscan scanner-pool show-active Bl > s52R o
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vserver vscan

vserver vscan

vserver vscan
users add

vserver vscan
users remove

vserver vscan

vserver vscan
remove

vserver vscan

vserver vscan
users show

vserver vscan

MERMAREFFAMS S 152 ZERONTAP IS » F26 -

R TE RN R

#2137 ONTAP Vscan {K7ZEUERS

FEE R E R EFI R REAVEE -

scanner-pool

scanner-pool

scanner-pool

scanner-pool

scanner-pool

scanner-pool

scanner-pool

scanner-pool

scanner-pool

modify

delete

privileged-

privileged-

servers add

Servers

show

privileged-

servers show
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* RIEFEER - ONTAP 21 %% [ Default CIFS | BIEEEIRA ~ WAZEERBFFE SVM BAZER ©

* FMAFEYRMEMBEAIIEZ ~ 1R¥E paths-to-exclude » file-ext-to-exclude '3 ‘max-file-
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TEE SMB HA LITHRSFHE « MITEAIBN2HERARZ
A2 "PhERE" BILIESRIR _VScan IERFERTENFMAER o
M8 SVM Z I+ (10) EEFIRE - 78 « GE—RIAEMA—EFBRA
° EEIURAIF « BRZBALUSHF—E (100) ERSMNERIIESR « EEEXRETRERHM -
—EEAE SRR

c AL RIARER (AILIEEEREAN)) BFMERSREZI - BREEREREIETER CIFS ERAE
[EIfE AR IS SR IHE KA - PEIRRTAERIEZRAR/)\A 2GB °

° 55 EHIFEZREEIER ~ A0 .vha M . tmp RS EAELERIELIERAIETESRRHE
° A5 BHRERRRE « fIUERF EREIREE R ERIIREE B BREiR1E o

° satEse PR A HHREE BMEER—ERRFIEE  BRA—XRIERAB—ERA o NetApp 8FERITEN S
SIERIEERRHHFREE -

° {i& ONTAP 9.14.1 Fita ~ ERIAEAE BT uRIEE 2H RIS EMBIES -

* WEBEFIREMRZAEFER FESREE o AT BREITEIIRHE « EZRTE -scan-files-with-no
—ext BB« B -file-ext-to-exclude & * UHIRFIBEEITESR

1. I FEEFRAY

vserver vscan on-access-policy create -vserver data SVM|cluster admin SVM
-policy-name policy name -protocol CIFS -max-file-size

max size of files to scan —filters [scan-ro-volume, ] [scan-execute-access]
-file-ext-to-include extensions of files to include -file-ext-to-exclude
extensions of files to exclude -scan-files-with-no-ext truel|false -paths-to
-exclude paths of files to exclude -scan-mandatory on|off

° BERSVMEZRNRRHEEERISVM » BEEFFAAESVMEZNRAISEREEESVM ©

° o —file-ext-to-exclude REEEES -file-ext-to-include R -

e

° TE -scan-files-with-no-ext E true AIFHEAZ EITELHIFESE o
Toeh L ERIIZANENERA Policyl L vs1 SVM

clusterl::> vserver vscan on-access-policy create -vserver vsl -policy
-name Policyl -protocol CIFS -filters scan-ro-volume -max-file-size 3GB
-file-ext-to-include "mp*","tx*" -file-ext-to-exclude "mp3","txt" -scan
-files-with-no-ext false -paths-to-exclude "\volla b\","\vol\a,b\"

2. BREREIUEFEBURR] . vserver vscan on-access-policy show -instance
data SVM|cluster admin SVM -policy-name name

MIES 2 ZERIONTAP " E¥40 "vserver vscan on-access-policy &ifl » 52 o

THar L ERERAEFEER Policyl RA !
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clusterl::> vserver vscan on-access-policy show -instance vsl -policy

-name Policyl

Vserver: vsl
Policy: Policyl
Policy Status: off
Policy Config Owner: vserver
File-Access Protocol: CIFS

Filters:

scan—-ro-volume

Mandatory Scan: on
Max File Size Allowed for Scanning: 3GB
File Paths Not to Scan: \volla b\, \vol\a, b\
File Extensions Not to Scan: mp3, txt
File Extensions to Scan: mp*, tx*
Scan Files with No Extension: false

EXF3 ONTAP Vscan {&k7ZEUEER
FEERAEEFIERENEGEE o M BESVM ERBEFEEURA « ASEREmEESR o

MREHEEFRIFAESVMEIL T FEURA] « BIARERESESVM ERARA] o E—RRFEFESVM ERA—
EFERAY ©

1. BAHEERE

vserver vscan on-access-policy enable -vserver data SVM -policy-name
policy name

Toeh L ERUALANERERE] policyl £E vs1 SVM

clusterl::> vserver vscan on-access-policy enable -vserver vsl -policy
-name Policyl

2. RERAEIRR :

vserver vscan on-access-policy show -instance data SVM -policy-name
policy name

M55 2 EERIONTAP " E:#40 "vserver vscan on-access-policy show &3l » F52E] o

THa L ERERAEFEER Policyl FEURA!
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clusterl::> vserver vscan on-access-policy show -instance vsl -policy

-name Policyl

Vserver:

Policy:

Policy Status:

Policy Config Owner:
File-Access Protocol:
Filters:

Mandatory Scan:

Max File Size Allowed for Scanning:
File Paths Not to Scan:

File Extensions Not to Scan:
File Extensions to Scan:

Scan Files with No Extension:

1&2% SMB =) ONTAP Vscan 1&g /E8 E X

SMB #FRY _VScan ERFERTERE _ GERAELFEHBMESE o IKFEK

vsl

Policyl

on

vserver

CIFS
scan-ro-volume
on

3GB
\volla b\,
txt

tx*

\vol\a, b\
mp3,
mp*,

false

# standard ° fEAILTERIISEASMBE AR « (REERELZH o

A2 ThEE BIUEUSRAR _VScan IBREERERNHEER -

®

TER
1. {&2% SMB =M VScan fEZEEX R EIEE -

vserver cifs share modify -vserver data SVM -share-name share -path share path

EEAEM SMB £ E AR EHITHRSIFIM continuously-available 28E8A Yes ©

-vscan-fileop-profile no-scan|standard|strict|writes-only

WMIES 2 ZEFRIONTAP E$4A “vserver cifs share modify B3l » s526] o
THESEHE SMB M VScan {EREELREREES strict ¢

clusterl::> vserver cifs share modify -vserver vsl -share-name
SALES SHARE -path /sales -vscan-fileop-profile strict

AR EIE%R7ZEEREE]AY ONTAP Vscan f7 %

(EATLUER ~ S FSMIRAEERRS R o CATLUR R E A AR o

MREEE. .

WATHEZ...
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R ERIHRIRITEE

WEEHPRRER B E PR

AR EHRRIBRISEE

IR EEHFNREIERBE

WEHFEIE BB EFRIER

AR EHHRRIRINE =B E

MEEEASNEIERRE

REESHEIELFEFRIER

BREEAINRIERBE

NEBRSIEFRFritan

EVEFERiE

ﬂ&'i

2159847

vserver

vsServer

vserver

vserver

vsServer

vserver

vscan

vscan

vscan

vscan

vscan

vscan

on-access-policy

on-access-policy

on-access-policy

on-access-policy

on-access-policy

on-access-policy

vserver vscan on-access-policy

to-exclude add

vserver vscan on-access-policy

to-exclude remove

vserver vscan on-access-policy
to-exclude show

vserver vscan on-access-policy
ext-to-exclude add

vserver vscan on-access-policy
ext-to-exclude remove

vserver vscan on-access-policy
ext-to-exclude show

vserver vscan on-access-policy
ext-to-include add

vserver vscan on-access-policy
ext-to-include remove

vserver vscan on-access-policy
ext-to-include show

TEIONTAP RYEFAEEN - 552/F °

create

modify

enable

disable

delete

show

paths-

paths-

paths-

file-

file-

file-

file-

file-

file-
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T EEAN{AI%E ONTAP Vscan & EiRH
o] AR ERERHEIIEE ~ LS HIEREERZRES A RS °

B0 ~ ISATRERABTEIERIER R TIRH ~ HEE OIS B IR HEFIEHR P HIRIIB ABIMER - Bl U
cron BHZRIEE TIEBI TR ©

@ EERUBETE - W AELVA—EEFENERR - ERIURERRA ~ el U2ERERILNE
EXRA o
)N e S
* ISR AR N TRRHEIREEE o
* ESVME—RABEFRE—IBIE
* BEFEA SR REF R EG S AMIES o

OB 5

@ AERURETE - W AEVRA—EFNRE - ERUERERRA - A URERERINT
HYRA] o

{5F3 ONTAP Vscan 7 1%E(F75

PR T EE EHREERFRSRMNER - S LUSEERENEZEANNLR - EG SRR
FPEIEREIER MR - URERFERPHIPRIERZRIERNRE - kAR GREHFBik
FREYIEZE o

RIFEET(E

* 8@ SVM RZAIET (10) EREIE - BRE—ERUERF -

* BEIERIULS  Hh e RiRERREnRstEREN - SaIUERa <N FTHITFEERUERREIL
AURRETEEE ~ BRTFEULHRE ©

* 1 ONTAP 9.14.1 45 ~ CRILMER BB F T RIEE ZHFHEERRENEREIES -

R Z Al
;'”M\’E}fﬁ BEIFIREL o RAANUZARFEREEREZINERA - MRREEFNRE - mEERAR
E o

1. BIUBEREIE:

vserver vscan on-demand-task create -vserver data SVM -task-name task name
-scan-paths paths of files to scan -report-directory report directory path
-report-expiry-time expiration time for report -schedule cron schedule -max
-file-size max size of files to scan -paths-to-exclude paths -file-ext-to
-exclude file extensions —-file-ext-to-include file extensions -scan-files-with
-no-ext truel|false -directory-recursion truelfalse

° o -file-ext-to-exclude REEES -file-ext-to-include &€ :
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o

SRIE -scan-files-with-no-ext ZE true AIIFHEA R EIERLIIIESEE o

K

MN"IES 2 EERIONTAP E:¥4H "vserver vscan on-demand-task create Bl » :52R] o

THer L ERILBHIBEETLE Taskl £ VST’ shVM :

clusterl::> vserver vscan on-demand-task create -vserver vsl -task-name
Taskl -scan-paths "/voll/","/vol2/cifs/" -report-directory "/report"
-schedule daily -max-file-size 5GB -paths-to-exclude "/voll/cold-files/"
-file-ext-to-include "vmdk?", "mp*" -file-ext-to-exclude "mp3", "mp4"
-scan-files-with-no-ext false

[Job 126]: Vscan On-Demand job is queued. Use the "job show -id 126"
command to view the status.

EE]LAEF “job show' % 2R 4R TYERVARRE o fERT AR jOb pause "0 “job resume’fF L
(D EEMEHS®HIE - RER job stop MLERLHE © W15 SEEHONTAP B job
g%ﬂ ’ Dﬁ = Fﬁ °

2. EED’U EI;L_L %%Iﬂ;
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vserver vscan on-demand-task show -instance data SVM -task-name task name
YNt 2E ERIONTAP E5¥4H "vserver vscan on-demand-task show &l » FH2H o

THar L ERERAVEFMEER Taskl T :
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clusterl::> vserver vscan on-demand-task show —-instance vsl

Taskl
Vserver: vsl
Task Name: Taskl
List of Scan Paths: /voll/, /vol2/cifs/
Report Directory Path: /report
Job Schedule: daily
Max File Size Allowed for Scanning: 5GB
File Paths Not to Scan: /voll/cold-files/
File Extensions Not to Scan: mp3, mp4

File Extensions to Scan:

vmdk?, mp*

Scan Files with No Extension: false
Request Service Timeout: 5m
Cross Junction: true
Directory Recursion: true
Scan Priority: low
Report Log Level: info

-task—-name

Expiration Time for Report: -

e EE
WAZAFTESVM LR AR ~ TFA HHE]AT ©

{3 ONTAP Vscan ZHHEE(E

AT LR T ~ MEEISRHEEMER vserver vscan on-demand-task
schedule A< HKISIKGE » IR TIERFFIIEHEE o

FAREETLE

IEIKAABIHETRR vserver vscan on-demand-task schedule AR BB EEBIEKLABIHEE vserver vscan
on-demand-task create RS ©

1. PEERER I(F

vserver vscan on-demand-task schedule -vserver data SVM -task-name task name
-schedule cron_ schedule

TS GEMERARFE ETIE Task2 7L vs2 SVM

clusterl::> vserver vscan on-demand-task schedule -vserver vs2 -task
-name Task2 -schedule daily

[Job 142]:
command to view the status.

Vscan On-Demand job is queued. Use the "job show -id 142"
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"5SS 2 EZEEIONTAP "E:¥40 "vserver vscan on-demand-task schedule B3 » :520] ©

EEMHTIERRE » 55 job show #83% © “job pause M “job resume BT H
(D  BEMEREBIM; SSFELTHE oo stop o WSS EEHONTAP FEA job'
:ﬁgﬂ ’ I:Iﬁ /Fﬁ °

2. WERBEETIFERHZ :
vserver vscan on-demand-task show -instance data SVM -task-name task name
Y115 S 2 E ERONTAP & 5¥4H "vserver vscan on-demand-task show &l » 526 ©

T eh L EEREEEAE R Task 2 TE:

clusterl::> vserver vscan on-demand-task show -instance vs2 -task-name
Task?2

Vserver: vs2
Task Name: Task?2
List of Scan Paths: /voll/, /vol2/cifs/
Report Directory Path: /report
Job Schedule: daily
Max File Size Allowed for Scanning: 5GB
File Paths Not to Scan: /voll/cold-files/
File Extensions Not to Scan: mp3, mp4
File Extensions to Scan: vmdk, mp*
Scan Files with No Extension: false
Request Service Timeout: 5m
Cross Junction: true
Directory Recursion: true
Scan Priority: low
Report Log Level: info

FERTE
WAZAFTESVM LR AR ~ TFA SHHERAT ©

EN#11T ONTAP Vscan 4E{F75

Em G S BB « CER AT LI BIITRERR LIk o

FEYaZ Bl
RNBBTESVM_ER BRI

K

ET

~|

1. IZEIITRER LI

74


https://docs.netapp.com/us-en/ontap-cli/vserver-vscan-on-demand-task-schedule.html
https://docs.netapp.com/us-en/ontap-cli/vserver-vscan-on-demand-task-schedule.html
https://docs.netapp.com/us-en/ontap-cli/vserver-vscan-on-demand-task-schedule.html
https://docs.netapp.com/us-en/ontap-cli/vserver-vscan-on-demand-task-schedule.html
https://docs.netapp.com/us-en/ontap-cli/vserver-vscan-on-demand-task-schedule.html
https://docs.netapp.com/us-en/ontap-cli/vserver-vscan-on-demand-task-schedule.html
https://docs.netapp.com/us-en/ontap-cli/vserver-vscan-on-demand-task-schedule.html
https://docs.netapp.com/us-en/ontap-cli/vserver-vscan-on-demand-task-schedule.html
https://docs.netapp.com/us-en/ontap-cli/vserver-vscan-on-demand-task-schedule.html
https://docs.netapp.com/us-en/ontap-cli/vserver-vscan-on-demand-task-schedule.html
https://docs.netapp.com/us-en/ontap-cli/vserver-vscan-on-demand-task-schedule.html
https://docs.netapp.com/us-en/ontap-cli/vserver-vscan-on-demand-task-schedule.html
https://docs.netapp.com/us-en/ontap-cli/vserver-vscan-on-demand-task-schedule.html
https://docs.netapp.com/us-en/ontap-cli/search.html?q=job
https://docs.netapp.com/us-en/ontap-cli/search.html?q=job
https://docs.netapp.com/us-en/ontap-cli/search.html?q=job
https://docs.netapp.com/us-en/ontap-cli/search.html?q=job
https://docs.netapp.com/us-en/ontap-cli/search.html?q=job
https://docs.netapp.com/us-en/ontap-cli/search.html?q=job
https://docs.netapp.com/us-en/ontap-cli/search.html?q=job
https://docs.netapp.com/us-en/ontap-cli/search.html?q=job
https://docs.netapp.com/us-en/ontap-cli/search.html?q=job
https://docs.netapp.com/us-en/ontap-cli/search.html?q=job
https://docs.netapp.com/us-en/ontap-cli/search.html?q=job
https://docs.netapp.com/us-en/ontap-cli/search.html?q=job
https://docs.netapp.com/us-en/ontap-cli/search.html?q=job
https://docs.netapp.com/us-en/ontap-cli/vserver-vscan-on-demand-task-show.html
https://docs.netapp.com/us-en/ontap-cli/vserver-vscan-on-demand-task-show.html
https://docs.netapp.com/us-en/ontap-cli/vserver-vscan-on-demand-task-show.html
https://docs.netapp.com/us-en/ontap-cli/vserver-vscan-on-demand-task-show.html
https://docs.netapp.com/us-en/ontap-cli/vserver-vscan-on-demand-task-show.html
https://docs.netapp.com/us-en/ontap-cli/vserver-vscan-on-demand-task-show.html
https://docs.netapp.com/us-en/ontap-cli/vserver-vscan-on-demand-task-show.html
https://docs.netapp.com/us-en/ontap-cli/vserver-vscan-on-demand-task-show.html
https://docs.netapp.com/us-en/ontap-cli/vserver-vscan-on-demand-task-show.html
https://docs.netapp.com/us-en/ontap-cli/vserver-vscan-on-demand-task-show.html
https://docs.netapp.com/us-en/ontap-cli/vserver-vscan-on-demand-task-show.html
https://docs.netapp.com/us-en/ontap-cli/vserver-vscan-on-demand-task-show.html
https://docs.netapp.com/us-en/ontap-cli/vserver-vscan-on-demand-task-show.html

vserver vscan on-demand-task run -vserver data SVM -task-name task name

THHRLERITRANFRNLETE Taskl 7L vs1 SYM

clusterl::> vserver vscan on-demand-task run -vserver vsl -task-name
Taskl

[Job 161]: Vscan On-Demand job is queued. Use the "job show -id 161"
command to view the status.

M55 2 EZEFEIONTAP "&E:%4H "vserver vscan on-demand-task run" & » 5520 o

RBILAEF “job show' #p % 2R 4R TERYARAS o LBILUER “job pause’# “job resume’ 85 <
(D HERBFBBIE - AR job stop HEEFLI - M'15SSZHHONTAP B ob
EGRE-EE

BN EIEREETE ONTAP Vscan &5

eI LUERR ~ MIPREECHBFZRERR LI  ERI LUER TENREENFEER - UWREET
EEVERS -

MREHEE. BA TSRS

EIUBEETE vserver vscan on-demand-task create

EEAMEE T vserver vscan on-demand-task modify

MIBRMEE T (£ vserver vscan on-demand-task delete

HITREET(E vserver vscan on-demand-task run

BERZMEE T 1E vserver vscan on-demand-task schedule

BCHBHEREET vserver vscan on-demand-task unschedule

R E TR EM SR vserver vscan on-demand-task show

EARER RS vserver vscan on-demand-task report
show

MIPRBERR RS vserver vscan on-demand-task report
delete

MEEMAERFRNG L 15T 2Z ERONTAP BIEEHE » 52808
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* RRFEENDFURRAERS MR 5 TR - ERAZSHBHMARENTERE - YR § vscan
1E3E op-profile 1 &E# [ write_only | ~ MEFRMZRARIESR - EXGREETHLAES AR LR
B~ AARBIERT SEERE - S RiEI T RmMmREs -

° scan-engine timeout BEFE/ N scanner-pool request-timeout BE-

MRBEARSHE - OJEFIEEFIESR « REAGEgER o

EEBTERBN © AR scan-engine timeout MHY 5 ) scanner-pool request-timeout &
B o B2 RFH5 | EMEI X ~ ESIAIE EYISR scan-engine timeout &R E : © scanner-
pool timeout EAIATEEFSIENPFERA TGS ~ MIRMEENERETE request-timeout B8 :

vserver vscan scanner-pool modifye°

* HRNREESEFIRELFEH - BREZERABEREIRIE « NetApp R FEERT TFBHMEEIERLE
Fifd] ~ B RITASEREBEmaH -

MNEFZRN A TEBEVScan SEBHERRAS 2 WRABTHEE « B2 -
7£ SVM ONTAP Vscan R B mE=iEH

T AESVM LEVARS « AR THERFIEERRE

1. ZSVM_LEUBRE :

vserver vscan enable -vserver data SVM

W5 2EEEONTAP "SE:¥4H "vserver vscan enable Bl » sA2 [

@ MBEME > Ee]LUER "vserver vscan disable S S REAFERE - N5 2£2E
ELONTAP"ZE:¥4H "vserver vscan disable &3l » FH2E] o

T e <L rE LRNBRFERE vs1 SVM ¢
clusterl::> vserver vscan enable -vserver vsl

2. EEISVM EERIBRE ¢
vserver vscan show -vserver data SVM
M55 2 EERIONTAP E¥4H "vserver vscan show Bl » F52R o

T5)ep < ZEETRHAY VScan #REE vs1 SVM

clusterl::> vserver vscan show -vserver vsl

Vserver: vsl
Vscan Status: on
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BEEMEEIFEEREEIER c 1'15S2ZE R ONTAP "EE:¥4H "vserver vscan reset &l »
B2E o

RAMEEETLIE
HITZ21% vserver vscan reset Bi%  FIARSERIIERE ZE T REFIEHFHE

() FEEFREORRMETNANTE - 2 TETHSEERTRIE -

FRtaZ Al
IETFRREHEREEIR -

1. BELERERER

set -privilege advanced

WES 2 EERIONTAP E:¥4H “set -privilege advanced BE:fl » s526] o
2. ERFHNERRAGIRR

vserver vscan reset -vserver data SVM

THen < B ER LIFHEIERAARRE vs1 SYM !

clusterl::> vserver vscan reset -vserver vsl

{5 ONTAP 148 VScan E5:C2etE

BB LU vserver vscan show-events < A2 RNAEZ « VScan fAIRZSE
MEERAEMICREN o B LSREE T EEE SVMjVScanﬂﬂE%‘%W%#ﬁnﬂ °

ez Al
1818 VScan Et el FEEMSER o

$%§1
1. BEREMEREIREA :

set -privilege advanced
M52 EERIONTAP EH4 "set B&l > 552/ -

2. #%18VScanEHaciRE -
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vserver vscan show-events
WMN"IES 2 ZERIONTAP "E:¥40 "vserver vscan show-events Bl » :58H -

THa e R REENFHLEHEN clusterl !

clusterl::*> vserver vscan show-events

Vserver Node Server Event Type Event Time
vsl Cluster-01 192.168.1.1 file-infected 9/5/2014
11:37:38

vsl Cluster-01 192.168.1.1 scanner-updated 9/5/2014
11:37:08

vsl Cluster-01 192.168.1.1 scanner-connected 9/5/2014
11:34:55

3 entries were displayed.

BRIl KR FE P AR R AR R RE
5 R IR ISR EIEIANETE ONTAP Vscan E3RIE

e LAEH vserver vscan connection-status show 1E#R VScan {alR2SE 43 HEE
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fR¥HR scan-mandatory EEARFH VScan [EIARIERE « FRURHBEIAGEEERFE - MIAILEIRRM
BEENREINEE - BRELHBER TS ERMEE -

Y‘E&%%)ﬁmﬁ?‘ﬂyz;@u s B BRERE /DB —EVScan(f iR EAA E B E A B LIFRIEIRE_ERISVM o IR
BERABPIREFRE « BEMRZELSEE SVM ~ BIAZERARS scan-mandatory SVM ERYEEIE ~ AlHE(R
ﬁ%ﬁﬂ*@ﬁiiﬁﬁﬁ VScan {AlfRESEARME ZIELR o (A UTERARSIEAR B EFRGEE o

* R BEELIFEIZESVMBIFRBVScanfaliRasE4R ~ BIRRELIFE « [AARSZEASVM Z EBVERARS & P - 5 75
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BESVMEEMEKMEVScanfliRBAEE - RIEBHMEREBTEHFEE « RVScanfGiRSBEREHERS -
MR AR A P im 7 EXRVAEES o

W55 2EERONTAP" "E:%4H "vserver vscan connection-status show &l » s5 2R o
FIREE Vscan {ARESEAFAREERY ONTAP @<

BB LUfERA vserver vscan connection-status show AR VScan {GlARes ZE 4R
,mxiﬁgﬁﬂj ¥n\m gﬂ:ﬂﬁfj AP 7 °
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vserver vscan connection-status show

vserver vscan connection-status show-
all

vserver vscan connection-status show-
connected

vserver vscan connection-status show-
not-connected

W5 S2EERIONTAP"E:%4H "vserver vscan connection-status show & » :5 2R o

BEP&% 3> ONTAP Vscan s

HNE RARSRERE « BN RERMERSG E - mERHEthiES VScan o

=

VScan fEIREIMILELEE
#EET ONTAP #ZR4 ©

RAPIRSERESIEE -

R HRES -

ERDIEFEARMITH ©

R
* "Vserver vscanfafEie N EEFETR"

* "Vserver vscan{zENES R B 28"
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Object: offbox vscan server

Instance: SVM:vscan server:node

Start-time: 10/16/2013 10:13:25

End-time: 10/16/2013 10:25:11

Cluster: cluster01l

Number of Constituents: 1 (complete aggregation)
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AR B RS SRR ER SRIEAR ©

AL SMBE
A% ONTAP RIFEIZUAfRE4E RAY SMB S5

AR ERSMBSEM « BIEFERENERRENSEMN - REEANZLEMS « UWkE
PERRAIEEFSM o ONTAPRERRIPLEZERE M AI ATETX « BB BREE M EpIER

A ABIZLATHIAN SMB =14 ©

EHID (EVT/evtx) &S BILE Rl
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VI EREEE

MR ECEE

Y TFEX

Y FER

D EREEE -

L ERREEEE -

MHEROERRIEEE Y FI : CAPEEE -

T5ISMBZEFONTAP RITE FAIhRASHER FHITHEEETTIEZ !

EH4ID (EVT/evtx)

540/4624

598/4625

530/4625

531/4625

532/4625

533/4625

534/4625

535/4625

537-4625

5310/4625

538/4634

560/ 4656

563/4659

EE
A BRIIEA

RAEEEEA

REEXEA

RAEEEA

RPEEEA

RAEEEEA

REEEEA

RAEEEA

REEEEA

REEXEA

A EE L

R R ST

RN MIFREV 1+

W FE
Bl o

YRR

. 498% (SMB) BA °

 REBRYEAE TR s

: IRPEARFREIRS o

DIRFEAEER °

| fERERPEBH -

D EREEREEALLE o

L ERAEREIRTEALE

D fERERBERE -

P BAKMBRRELIE

D IREEHE °

D BRI EREE o

(¥t (HEEEBEE) R

2XYt (IEFRIB )

HYiERs ~ BRVEMIRR

TEEFH

TEEFI

TEZEFE
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564/4660 i B4 15

567/4663 SREVIH IR A ESY)
Bt/ RED B

NA/4664 L

NA/4818 BEMNERERREM R
BT ABREREFEERA
HEE T EERR

NA/ NA Data Byt

ONTAP RERH=E

41D 9999

NA/ NA Data B HE YIS

ONTAP A2==E4ID

9998

SEBNA656H ELMAERAZTEN

° HandleID FERZHFMREE xML FHESFIEEM (EXREBEH) MEESR o o HandleID evix 4656 %

YIMETZER - MIBRYI (FEEEEE  EREEE
) ° EWindowsF FimE st MR
(FEZBE%) B 2ELILE

ff o ONTAP

WMHEER I ERES GBI §  EBREEN
A~ BSEE - REBM) o

Bz © ONTAP $HEIEEE) « (E3E
¥4 £ R SE—ESMBEENFN 55—
ESMBBE AEX (FINERKH) #E1T
AR#E% o ERIBHLEONTAP 728 —H
BinFE I HE—EG®ITS
REBENENSE R AEER « EMB
ZHIECERIEE ©

VI FER | ESEIIRETVEL o EE e

YIHFE @ EREEURAStaging e 1EEEFEY

M FE  MHFEENSS - ER— 1EHRFN
EREENEMH - ONTAPWindowsH
AIATRIBEEME—FMF

MHER | YHRES - BR—ER EREFH
BEEMZEH - ONTAPWindows B AIA
TEBCEME—FMH -

FERE B SARNEN  BUAR RN EHERARELLMF SRR E YT

* MRFABNEHREILMNME ERIEE) HIFRBIEX B HandleID 8% XML HHRBVREERETS

Z®H HandleID (40 : <Dpata

Name="HandleID">00000000000000;00;00000000;00000000</Data>) °

° HandleID RZEH * RREBERMMEIL ZmEEAEFEZA

23X - HEMHHNRERZSEHETEABEENYHERS HandleID 1R5C ©

* MNMRAMNEGERBEIREMHIBERRAEK « BB EERIERZY N EIENES HandleID E50
540 : <Data Name="HandleID">00000000000401;00;000000ea;00123ed4</Data>) ©

RTE ONTAP FEZMIHBITTR R

HIENTERBIMIFFRRIE <ObjectName> HEIZECEBIRC B S HERE R (LUFINEE)
TREHEREZYMHRNTERE (BEXERE

LK Bl 2 titR &R B EraviEH RIS o IR
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)~ CARIREVR LD ER o

1. FEE - HEPLEHIRE BB HIER R <objectName> FEZEHHRIRE o

TEUEEBHIP ~ HIRERTERS [ datal 1 ~ IERAVBHIRES /dirl/file.txt !
<Data Name="ObjectName"> (datal);/dirl/file.txt </Data>
2. £ E—FRFTRENHIRERTE « HER S SR IR FRE !
TEUtEEHI P ~ HiRE RS [ datal | ~ MESEEMG ZHIRERNZIERIES /data/datal :

volume show -junction -volume datal

Junction Junction
Vserver Volume Language Active Junction Path Path Source
vsl datal en US.UTF-8

true /data/datal RW_volume

3. MIANTERHERIAEHERIE « LURERRIZIDHRITTERE <ObjectName> R AMIRENZERKE o
TEUEEBHIP ~ HERERIRRFIRIES °

/data/datal/dirl/file.text

A2 ONTAP B TS EME N B AERITEZ
Tt Zsymlink MIBETVEEAS B ~ WA RREsC R EEEFIH ©

feizsciR 8 FFTTEIZ Y RIMERAE RN « EERFRRAY E’JE',%V%#E%W ObjectName 1Z5C o (RFEZRRAR
symlinks FEETLEALRIEREUNRIEEERTEF ObjectName 125

symlinks

symI|nkm—1@ﬂﬁ§%4modeﬁ’]1‘m* Hp G SiEm Bttt BAER) UERER o BiisymlinkFEY)
HEFONTAP ~ Fi@E BE#ZEsymlink « IEEERREHIIFRLFRBERE « AIEHREFRB R4 -

FETFIEFEL T « AmME symlink ~ MEESFA—ERABVIESE target . txt © EF—{Esymlink;E18
Hfsymlink ~ —{EZ4B ¥ symlink o M RIEZEPE—FRFIRELS « A7 ObjectName FEZBHFNIRLEIIEE
BR1R target.txt :
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[root@hostl audit]# 1ls -1

total O

lrwxrwxrwx 1 userl groupl 37 Apr 2 10:09 softlink fullpath.txt ->
/data/audit/target.txt

lrwxrwxrwx 1 userl groupl 10 Apr 2 09:54 softlink.txt -> target.txt
-rwxrwxrwx 1 userl groupl 16 Apr 2 10:05 target.txt

rET

lEG R ABEERZR AR LIRAEEARMB ERIER  FlEGERRBERENinode I E - MIEMAT
B #Esymlinks « EGMEZENNEE - WRRERRBREAEVolumeFRIB R4 - ONTAP ONTAPHE
RIEVESYI M RFEET BB EEPREEREHN R objectName IRFCMIFRBELEIRE o

R NTFS BRI TREY ONTAP &%
EERANTFSERERUREIZIERE ~ S EEREEEEH

ERZAMGUESERNERE (B)) iEEM4EciH objectName 1F5E (BBE) M HandleID 1R (%
Bh) o AEIFFEHR ETECENERER « MAUAFMBEONTAP EEMUPEMLEELRENTFSERER B
AR RCER

* evixID : 4656fBF M (RRGLZIITEZEM)
° BRERBERBREECERTEP ObjectName #R5E ©
* BRERSREIES N E5EREH HandleID #R5E ©
* evitxID : 4663fAEH (FAEEHMIEZEH ~ HIANEE ~ BA - getattrss)
PRAEZRARE « MIFERBERER « G5CHREH objectName 155
c BRERSEREIES N E5CEREH HandleID #ZR5C ©

gl

T EHIFRAFUNRIER A evix ID © 4663 @%#Mﬁﬁﬁ/\gfiﬁﬂ%/ﬁ HandleID f&5C © B2 ObjectName
TERBRREZ B M e taRee (B1R) M EREREIE HandleID E_JFH75ﬂ%$1¢uﬁ%ﬂﬂ%*§ﬁ§ﬂ$/nLE’J
Fet%EohE ©

EBMER L IBIRAMNT base file name:stream name ° FELLEIFIA dirl BEEZERER - A5 TR
BRERERSER

/dirl/filel.txt
/dirl/filel.txt:streaml

() OSBGOSR MR ; BT R RETE A H0FTA A L -

HIt evix ID 4656 (FRMIUEZEM) ~ BAEHNSERNEZERBLEEPCHREANENHRNGE

ObjectName 1Z5C :
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- <Event>
- <System>
<Provider Name="Netapp-Security-Auditing" />
<EventID>4656</EventID>
<EventName>Open Object</EventName>
[...]
</System>
- <EventData>
[...]
**<Data Name="ObjectType"\>Stream</Data\>
<Data Name="HandleID"\>00000000000401;00;000001e4;00176767</Data\>
<Data Name="ObjectName"\>\ (datall);/dirl/filel.txt:streaml</Data\>

[...]
</EventData>
</Event>

- <Event>

HIC evix ID 4663 (GEEUEZEM) - HEBAEN S RIEZCHERE L EEPCHRERIERRTE
ObjectName R5C ; i@ ~ FRVIERS HandleID R BB AERERNEES T « IARSLEEHRAEAEN
ER TR L BRI

- <Event>
- <System>
<Provider Name="Netapp-Security-Auditing" />
<EventID>4663</EventID>
<EventName>Read Object</EventName>
[...]
</System>
- <EventData>
[...]
**<Data Name="ObjectType"\>Stream</Data\>
<Data Name="HandleID"\>00000000000401;00;000001e4;00176767</Data\>
<Data Name="ObjectName"\>\ (datall);/dirl/filel.txt</Data\> **
[...]
</EventData>
</Event>
- <Event>

B2 ONTAP ¥} NFS 122 B REFIEHIFEX

B LUFEIZFEENFSIER M B 87 INE M - ONTAPREERILEF NS M RIi61% ~ BB #EE
MEBHTEIL SRR o
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TR LIRS T HINFSIEZEM B 8 FIEH ¢

* OPENATTR

* Bhx
* GetAttr

* BgoE
* nBgsg

* Bt

EBARMRMENFSEN LB « CREREER LRERBACE « IABENR LR - BANRRHRRE
3 A B BERE R TEN R o

3HZ) ONTAP VM _HyFEIZ AR RS

TEREFERME (SVM) ERERZZA « S AR AR FARVABRREEIA « I H¥EEE
IRFRE T ERERE o ILEMAIHBNERECIZAERE « LUmELREFENK -

FREEIZAERCER A — B AERR 2 -

EESh ~ SR UfE AR L2 ORI E T e & HA BRI BRE E ALY % « BRI LIERERZFHEE T
N=mriz—:

i

* IRIBFSCE AR/ R e C iR
B AR IE BV TAR 505 o

* WRIFBFZRIEEC iR
* IRIFECERA/NEFZSRIEERCE (U ENEHDE)

O  =zomse—menwEsE-

FRERIZERRRERSH
BITERAERR - W RIEEMELESH - KA LIEE=([EERASH

= Gk IR WE BE THEE
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SVMZ&TE -vserver vserver name

EE R R AR IISVMATE o SVM
W BEAEAETE o

e =1:op: bz -destination text

EERFEEREZCRNERE BEE
BT &Bgtree ° BRIEHABEFEISVM
AR ZEREA o

BIERERZAES64EFT - BARR

B ERR o
UNRERIS I ~ FErzABRE T T B REL ©

YNRSVMESVMK B IRIE KR ~ BISCERE
BUMBR S EUA I IRMIRE L - BRESR
HIERE AR IR E R B KB RE BRIt o

i % FlexCache HAfERMVIHAEE Bk
sCERERIMMONTAP  (BIgN « EHTRRASHYE
HhRas) o



EREZEISEHER_

1EE BIEMZBIEMRR - AL TYE
fHaER|

* IEEIFEEY (SMBFINFSv4)
* SMBEAMEHEMH
« EhEERAIBMITEHS

1 Windows 2012 Active Directory 48
1RAYE ~ RUATAER P REFEURAIVE
iIEH o

* JERZMIBR

* IERLAREREMNH

* RIS EEMF

* SEERERPEES N
* REMEEEESEMN

* KERREBEM

AR AIEREREFRHSMBEARELE

o

* R L IEOILURESRE cap-staging

EEMEERIF « SVM LZETFIE SMB
AIARES o MR A UTEREZARRE PRI
EPFIRREBIE - EFEESMB
EIfkEs L RYARENRETFEUER « ERARL
FRENREEFEUESIE « A EEEEPEFI
[REEREM - BREFEUERESE
HBSMBfAIAR S FEIRRENA o TRER RN
FRIEINEE o

audit-policy-change
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evtx}

R H B (I By e dSAE 12 = M eC iR R 2
IRIFSCERA /) IEEEC B
TRRERIRIEA/\RIEEIELE0ER ©

* FARRECERA/]\A100 MB

* NRCEERTARAVGCEMENEE 7 A TERAVECEE R/ ~ IIRNEE

SCEREEE
HHART

REFREX
sCERAVER
HER o
S TC
AILLE
ONTAP
EAKN
XML B,
Microsoft
Windows
EVTX &0
8%
B AETC

EVTX °

-format
{xml

SCERESE
hiedE PRl

REEMR
B2/ Dig
%50 8%
g~ A%
BRERE
RUECERIE
i o Bl
-~ R
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BAEER
HRIEER
E-EJ o
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TREEF
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E&RO °
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* MNREREERIFCERNE R/ IRIEERFEIZECERNE ~ SAFEA TR LREBUHRE -rotate-schedule-minute
280 . vserver audit modify -vserver vs0 -destination / -rotate-schedule-minute

MREARBERTARGCERA/N ~ FJLERE -rotate-size IEE BFICERANNSEH :

EfEE B WE BiE THEE
SCEREZE AR/ NPRH -rotate-size {integerlkb MB GB B

RIEFEIXECEAE A/ \PRE o

RIEHFZ e aC iR
IR CEERBEIAZ RN E R C ik R UEREMAESREIR IS 2 BUREFZs Ek iR

* NREFEAEFEENEE « BIZ{FH -rotate-schedule-minute 2 AWNIE ©
* FrE Hth VR R AL e 2 M E R =R ©
* e R ERFA R REMERAE R HE

BN ~ MRECRFETE -rotate-schedule-minute D B HIEERIE—BRAE XFIIEERDIE
&~ T—FFRE B AP E/\EARETTIER ©

* MR RISE—MERFE AR EERE (HIU0 -~ -rotate-schedule-month M -rotate-schedule
-minutes) ~ ECEMEZRBEE—BNFAERX  FAIEEMHE « BETEIEENB /M AIEEN D EE R o

BN ~ IERILGEERZBRE—A ~ ZAMN\BNMERE— ~ B=fE7SLF10 : 30E Tk
* MNREFEFRHEEMERE -rotate-schedule-dayofweek #l “-rotate-schedule-day FYfERE o

40 ~ NRITIEE -rotate-schedule-dayofweek EHfAM -rotate-schedule-day BE 13 H + &
Zat B EESBERNIEERMNE 13 X s MARZESERMNE 13 KigA o

* NRECRERIBHIRNEERELCEE  FEA TS REUERIE -rotate-size B8 ! vserver

audit modify -vserver vs0 -destination / -rotate-size -

TCRILUER TR AR S HBE - RRAEREAMLEERREREF i RmRNTIE

ek BRI NE BE THEE
sCiREREAEEE - B -rotate-schedule-month &

chron month

RE B BIRIEIZECERRIBHZ o
BRUES January 48 December "

all o BIEN ~ RIS EREZ B ST
A ~ 3AM8 A HAME R o
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sCEREmEABEE | B H -rotate-schedule S
-dayofweek

ARESH (—EPHNERXR) HHELUEIRIERZ chron dayofweek

s0E% ©

BEMEA Ssunday &4 saturday
“all o U0 ~ A LU EREZBRER T
MBEAH ~ H—BEHHFE B FRIRET °

SCEREREAEFE | K -rotate-schedule-day &
chron dayofmonth

REZBRIBEAHHE « WUBIRFEZECHR ©

BRESHER 1 E8 31 o HIE0 ~ RIS
EFEZARESANFE10RME20XK ~ 5
BRFRBERETIES

_ECEEREAEETE | hour _ -rotate-schedule-hour &=
chron hour

RES/ )\ FRIRIEZECERRIPEE o

BREHER 0 (F&R) =23 (FF M1
2 00) 15T all B/)\EERIIEIZECER ©

flan ~ SR LEETE 1% B 8BV M 56
(E4F625) #118 (T46EL) -

SOEREREEHERR - -rotate-schedule-minute =& I8
chron minute RERFZ

SRAERS I O SR DR o REa8eH
ﬁ B

BMESHER 0 E 59 o fiIg0 ~ A LUEE
% BHES1E30 D A hERs o
RIFsCER A PHZ SR IEE a0 ik

R LU ERIRIREC S A/ I B2 R IEFEC B AE © HIARRRRE ~rotate-size 2EMEFMERESH - HIW

© IF —rotate-size 523 10 MB ~ H -rotate-schedule-minute %4 15 ~ EiCEEEA/NESR 10 MB =%
B/ 15 DiE (WUEBENEHAEE) B - it ZhedE o

=)
(=3

)}

¢

TESVM L2 7 HEZEH0 B ixFE 1% 48]
7£ ONTAP VM _Z 78 ZFH B ErfEiz4aRE

EEFERMES: (SVM) LRI EERMBSREZAR - S1EERE 0] ArV4ERETE  FREN4E
RE ~ RBRTEMELRLERE o AR E I UUBERFEARRERIERAE N « USSP EA BV4BRE A
FREERV4HRE o

ERIRTEIZIERM BB E M2 « U ASERFERME (SYM) EEIEZAER -
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ez Al
MRECFTFRUREZABRLUETEFERRAEF » BISVM L4 AE SMBAARSS

* BEPRICAI DITERE AR RS PR A S R EURRIRASINAE ~ (EAR S7ESMBIRIARAS L RYAENREZEX
EH » ERARASEEEUESIE - A GEEETENRAER SN

EEFEUERIRZBSMBEIARS EIRREA o TRR T ERUALLIEE

@ * NRep L PEERAILYE I BUEERL ~ FIRAIRBRAENY - IHEEHE « UREBEFREFE Bl
LEEREAPERZAIRM o

AR & EEFERECER
RIRERI(E
ANERSVMESVMKEIRIEZRIR ~ Bl B BU B IS AN IRFRE £ o

1. ARSI TIERFHEN « BIUBZAR « RIBCHEA/ PR R IEEE TR

MREBBUATIGRIEE #A..

FEtZECHR. ..

SOERFE A/ ‘vserver audit create -vserver vserver_name -destination path -events
[{file-ops

cifs-logon-logoff cap-staging

file-share authorization-policy-change

user-account security-group

authorization-policy-change}] [- evtx}] [-rotate-limit integer] [-rotate-size {integer[KB

format {xml

MB GB

TB PBI}I

BEi2 ‘vserver audit create -vserver vserver_name -destination path -events
[{file-ops

cifs-logon-logoff cap-staging}] [-format {xml

vl

THEHIERIFEZAR « UK NAERIIEES NRBIZIEREENSMBEAKRSHEN (F:kE) - itk
%A EvTx (FBER) o sEBREREEETR /audit log Bk o SEEREA/NEHIA 200 MB ° EFcrA/NEEI200
MBFF ~ PLEEITHEES :

clusterl::> vserver audit create -vserver vsl -destination /audit log
-rotate-size 200MB
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THEEHIERIFEZARRE « UK NAERNIEE S U RBIZIEREENSMBEAKREHEN (FA:RE) - 55tk
BB EvTx (FBRR) o SCERERETREIET /cifs event logs B o sCEEA/NREIA 100 MB (FERME
) ~ BiciremaArRHIA 5 ¢

clusterl::> vserver audit create -vserver vsl -destination
/cifs event logs -rotate-limit 5

THEHRIITERARE ~ LIBIZIEZRIESE « CIFSEAMBHEH - Lx&ﬁﬁﬁﬁFaﬂiﬁﬁﬁE’Jﬁqﬂf HRAEFSE
o ECEAERAB EvIX (FAR) ° BEEHESANTF12 | 30BE—R—BHRHFRAEX - AtwmEREIS 5 :

clusterl::> vserver audit create -vserver vsl -destination /audit log
-events file-ops,cifs-logon-logoff, file-share,audit-policy-change,user-
account, security-group,authorization-policy-change, cap-staging -rotate
-schedule-month all -rotate-schedule-dayofweek all -rotate-schedule-hour
12 -rotate-schedule-minute 30 -rotate-limit 5

HERAEE
* "fESVM_LEARE%"
* "ERsEAEIZARRE"

EREIEIZAERE 2 % > EXF8 ONTAP SVM MI#E1%
SERRFEIZAHREIRR E 2 18 ~ MW BTEEERE2S (SVM) LENEREZ -

G Z Al
SVMIERZAHRE R EAETFTE ©

K3

BAREETL(E

ESVMKEEIRIEIDISEARREE—XEE) (SEMSnapMirrorflliabz %) BSVMEBTEZABRERONTAP ~ HEAH
ENE FATEIZARRE o TEMEESVM LA ~ LU LE I THERE & 1E M © ET‘Snaprror%ﬁ{%qﬂLz“ﬁﬁSVMi%**’“
BF ~ A RERNRFEZ ©

1. ZZSVM_LEUBRE :

vserver audit enable -vserver vserver name
vserver audit enable -vserver vsl
THRAE
* "EITEILAERS"

* "BRERTEIR AR

FI'
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ES:% ONTAP F&f%4H5E
SRR % « CRESRE IR TR BB -

S5
1. BREBTEIZAARS

vserver audit show -instance -vserver vserver name

Toa< G LURBER NN REFERME (SYM) VS1BIFRIATEIZAERS

vserver audit show -instance -vserver vsl

Vserver: vsl
Auditing state: true
Log Destination Path: /audit log
Categories of Events to Audit: file-ops
Log Format: evtx
Log File Size Limit: 200MB
Log Rotation Schedule: Month: -
Log Rotation Schedule: Day of Week: -
Log Rotation Schedule: Day: -
Log Rotation Schedule: Hour: -
Log Rotation Schedule: Minute: -
Rotation Schedules: -
Log Files Rotation Limit: O

HERAE
* "R FEIZZARE"
* "fESVM_LEYFEZ"
R ENERMBE R KIEZERER
EF8 ONTAP SVM _EAYFEIZARRE » M58 E IS AN BRI %R A

FIEFEMERRENEN LBIFEZEMT BHIRER - Bt - G ATEREFERMKES
(SVM) LRI ERFREIZAERE - HR ~ M AT ERERNEENEN R EREEZIER
Al o SRR ETEIZIRAY ~ LIBRIER IR MR E R ©

IEEI AR E SMBHINFSTEIZ[R AN - SMBEANFSTERZIR A BB R RAIRVARRE TR K EFEZINAE

MR BERTEBEEMFEZERE] « ONTAP {£ESMBENFSHEIARSSIEEHITR « A GEIZEZRRHIsERSMB
FINFSTEEN S ©
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7 NTFS 22 M ENAIEZM B EE L5 7F ONTAP %R E|

ERRZERMBSREEZA ~ BN BREERERZENIERZ B &% LR ERZEREL o
5B R E S BB FEtZ AR RERUMI INTAAE o &I LAEFIWindowsZ 2 4 RS I1ZEE T ONTAP fF
FACLIZRzZ ENTFSTEZIRE] -

EAWindowsZ 2 MRS | 1ZH R ENTFSTEZIRE

TEILAER TWindowsAE 1 fREFHY T WindowsZ&214* ) ZR5I11EH ~ EERM B ERENTFSIERZRE -
BREWindows P i L5k E BRHEZIRRIRFRERRERG X « B EAIERNGUINTE °

a2 Al
B AE#FERESE (SVM) LRE - EFESLEERRREIUEGRIEE (SACL) HWER -

FREETLF

AERENTFSTERZIRA] « HRIAR MG EENTFSZ 2 M HMTTHERBIBINTFS SACL - ZARB L2 MHtTE
FAENTFSHEZRM Bk - BLETFEHWindows GUIBENRRIE - &Mt trl 82 ANERERMERRKEFR
REMRAVHBITFEUEHBE (DACL) ~ ARIEERFMBERIZRIEIZAISACL « KFERFEFASACLAIDACL °

EE2EAWINdowsZEMZR5 IRERENTFSIERZIRE ~ s5EWindows 4% EFepl FHIDER
1. feWindowstEZ4RERI* TR IhFE R  BEA K FEAIREHARRIL o
2. 1R H PR AR AR T 1R
a. EEVHERRIEF S o
b. 7£ &K, FEF « BAELSHAENSVMBREIRERTE - HhESLERZNEN REAERME

TR LHETE SMB fARSAVE KL TE IP fiit ~ M3F SMB AR %78 o

IR SMB fAlfR=S %1% [ ShMB_Server 1 ~ MERIHA%ES [ shahre1 | ~ BISEZEHA
\\SMB_SERVER\sharel °
C. EBESER o
(AR BRI Y ~ TEWindowsiERBEREPRTHAEFEIRMERMERIK - MuF2Es
3. ENCERARREFIRERT B -
4. LUBBRARE—THERNEH - ARERRE" -
S EEUZEMRIIRE o
6. $m—THERE -
7. ERUTERRREIRE -
8. MITFRERAYEN(E

LIES I AT TSEE
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RIEMERENEFHERIEZ

V]

BT TE

b. 71 MMAZERNYIHRE HFRP - HALCENENERENR
BriERAE o

C. #%—T THEEL o

BERERE B EREX a. £ Mg AZEMNYHBE BT ERCERRIEREN

B4 o
b. $%—T iR -
C. #%—T THEEL -
d. BBILLREFREERES

BB (A& B EIVE T a. 11 TMAZERMBMHRE SR - ENCEEENEREN

BE4E o
b. %—TF * 44§ * o
o #—T THE) ©

MRECEEFAESREELRERZ - IS FRAFERENEHENTREZ - MMEREL <object>AVFEIZIE
Bl AR

0. 7= TERE) Fifd - ENCEERILEREBENAR

TR LUEE TS Hp—IA

° IEERIR « FERIRKIESR
° IWERREFERIK

° {ZIEERIR

° IEERIIREAESE

* ERFERIREESR

* EFERIK

o *EMEE

MRECEEE— R ERERE B T ERE ) HRAGRA - [ERE) HRREERA EILY
o

C) HRERFEESVMER « RILAEERIRHERSEFIRERR - UFFSEHNEEEK -

10. 7£ TR0 7HiRd « ENEEEZNIEE - UREEEEZAINSES - KRMESFImE -
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° FERIES

° BEREERRIITIES
° FIHBERIRGEEER
° VB

° SEHGEFREME

° BUERIRAER

° BIIERIR/MIINE R}
° RABM%

° BB

° MERFERIRRESR
° BR

° FREVEIR

° HBER

© ISP ATE

N MRFHEZREERE R RIABRNREERERR « FEN [ERELEZEREREILSTRANY
3 (2) BEs*) iR

12. E—-F r*EﬁH*J o
13. SERHTIE ~ BIRSREREIZIEE 2% « FiE—THE"

l<object>BIIEIZIAR | 75 HRFEENRARS -
14. 72 THE#%) 751R9 © EBULBERIRIEARE
QERRMHERFEHNRERR  USEEHNZE2ER - ALUEETHEFP—IA !

° EHE SR B U R B AT A TEZIE R |75 1R o
° ER MERUILYHR A EATEZIRE R FIE F R LA IRANATEAREIZIRER ) i -
° EENWETS IR o

° SR 1R o
MRECEEBE—ERE LRESACL » AI[fEZ] S IRPA T LR E AR AEZBERAFBE F&
FFRRERENPIEREIZIER] AR

15. f5—T THE o
FEAZ 5 R ERNRARS o

{EFIONTAP CLIFRENTFSHEIZIRA!

{EEI U EFONTAP CLIERZERIEIIZE L8 EIER - BRI RENTFSTEZER  TRBEEAWindows
A LHSMBHERBKREEH -

e LAEFRRERE NTFS #81Z[REl vserver security file-directory 8RR &% o
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@Rﬁ%ﬁﬁﬁcu FENTFS SACL © It BMRZIENFSVv4 SACLAY!) - ONTAPFEA BRI EERELR S K
E NTFS SACL {542 EEEIONTAP" » TGH I EhpfERF B RIK o

7€ UNIX Z2 M4 RVEZRA B 280 ONTAP #&1%

e A FEZACEFRTIE ENFSV4.x ACL ~ LIERTEEUNIXZ 2R TVIE R B ERp0FEZ © S8
CESITASTENFSIEZEM B iR FINEH - UERER °

FAMEEELE
HANFSv4.x ~ A] B FETRIACEM R 4 BIACEEBETZTEAERIRVACLA © bﬁ;rﬁﬁ%@fﬂﬁlﬂuE’JDACL*I]SACL
F o [EIE ~ TERSFERZACEFRTIE EIRBACLE ~ [EAZEEIE/ D ~ URBRREKRIREACL o B#FEZACEFIZE
BACLHEFILAREE
TR
1. FRMEEMERF EERRIIRE ACL nfs4 getfacl HEFEMMT ©
WMES 2 EZERONTAP " BAMIRIE ACL NEHEE » 520 o

2. M¥NNFREEAIFEIXACE ©
3. FRAREMIACLERAEERL B nfsd setfacl HEMHBT ©

BNEREREZNBspiEZEE B E
77EY Windows #2142 5[12% > BIAJ1%18 ONTAP fE1Z/R R &5

eI UEAR TWindows ARl REHH Z2M) RER - B nEEREEZMNB RN
*ﬁﬂ‘?ﬁ,ﬁﬁﬁﬁﬁ Bifl o EREHEEEHREWIndowsfRIAR2s EBVERIHER ~ AIEZR A ERIER
MIGUIFT
RAMEIET{E
EETE}EH:J ZMBENREIZRAERIEN « Pl RE RS EEIE EMNERNERN R LR EEENRAFEEE
H;5E (SACL) o

EEETEERAENTFSIEZEMERKISACLIBRIE « sA1EWindows 1 52 T3P ER ©
im%

1. WindowstE R4 E R T B INAE RSP « BEEVH FEARERRAREML " o

2. sERH FEARRR LRI - R T 1R

a. AR T o

b. 7£ TEKIR) FiEH « BAREERKSE (SYM) BIPIitsSMBREIARES % « Hh @2 ERZHNER
RFHFRRTE o

MR SMB EfRES%TEA [ ShMB_Server 1 ~ MEHNHERA%TES T shahre1 1 ~ BIGREZEA
\\SMB_ SERVER\sharel ©°

() EaILusE SMB FAMRSIEAE IP ikl - i3k SMB [ARISETE -
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C. BEEE*STRL* o
IR BRI S~ WAEWindowstiERZBERETRETHARRESHIERME IR « 4726 -
ENCERTEREANERN B -
ARERH B LR TRELAR  ARIERAB
ERZEMEREIRE -
B— TR o
EAVFEIL RS 1R -
B—THE" -

©® N oo g k~ »

e IREERIRRL  THEIZIRE ) HIRG B TRERSACLEYEREMEHERE -

9. 75 MERIAE. ¥ - B BT HSACUEB MERERAHE -
10. 5—T * 445 * o

BERNFARI<object>RITEIZIER /1% °

. 7 TEEY AR~ R EREMEY R ERISACL
12. B—TBUH*URART e IE B 1R o
13. BEEUNRARITEIZ 51 o

FE7 ONTAP FlexVol HF£E = NTFS fetzRRIRIERAZ R

A LATEFlexVol ThEE& LRERNTFSIEIZRAIVIERAE S « R 2RI NARNNZ 21X
I« EARVER « URARFIUERBFENEREN - CRIUEREEENRERZEM
*ERGEUREREHFRRTE X R o

RIRER I

BTERAEREENBERNEZRIEREN « IRCRIEREEAEErERNENR LREBEENRRFIUE
HBE (SACL) -

BRI R ERILES (SVM) MIRTE - UK BB RHBIZE NIERRNERRRE o Sl ULUEER R
SHAMBEEREETRE o
* NTFSZ 2RI E MotreeEEANTFSRAZIIEHEE (SACL) FKiTHEZIREA o
s TEENTFSAEMZRZMRERLZE2MEES « EEMEBER K UERANTFSTEZERE] o
BRAERNZE2AHEENgtree A B SEAUNIXIEZEE B DIEZM B R « B3EEAITTEINFSV4 ACL ~ I
B fEFANTFSHEZ=ERAVEI D IEZEM B SR o
c BRARLRRMEENR FETEEBUNIXENTFSENZRM - MBS EHFAESNTFS SACL ©

* EAABEMEVolume rootZigtree B MZ R EETLAUNIX ~ A UTERERZ 2 E VolumeTigtree LR EFETFE
MNEEURELZS Y - BEREHERBREFIREN VolumeSigtree R IEHH - FIAEE IR BT —ARIERNE
EIRNFSv4 SACL ~ UK (#7FE 4R FEVRENTFS SACL °

* MRESHLHAANBEZEANTFSARZEMNER « BlEHth ERETBREFIUERIACERERRER (
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MREHHIEENIERN B RRBEREDEEFIUER) -

* ERTEANTFSAERREMIERMERRNZ 2B  UNXIERIRN SRS & SEHBRBIUNIX
TEEEREN -

NTFSZ 2 RERMBRIRITRENERFEVERE « EEANTFSIERER  WindowsfEREMEHE
* ACLEIH R EHH ABANTFSEINFSVAR E MRIIEZEFE R KRR ©

HIERUNIXZ 2 ERERMERRMS « IRIAZEA - RERRIUTTER (BNFSV4ACL) -
* ACLEH RRvEA EMEH AR L IEEANNTFSZ 24 fitiT -

1. LFRER BB R E R ME R B e R AR E -

RECRRERTREN. .. BMATIG2...

MiBER M vserver security file-directory show -vserver
vserver name -path path

SHMBEE vserver security file-directory show -vserver
vserver name -path path -expand-mask true

vl
TS BERERENEZRIE /corp £ SVM VST H o RIEABNTFSERZ 2 - NTFSZE2H T E
B RIHAI /R MSACLIEE o
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cluster::> vserver security file-directory show -vserver vsl -path /corp
Vserver:

File Path:

File Inode Number:
Security Style:
Effective Style:

DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attributes:
Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

T EEHERERERFEZRAE /datavoll £ SVM VST H o BRIEE

B4R TZEN{REESACL

vsl

/corp

357

ntfs

ntfs

10

____D___

0

0

777

IWXIrwXrwXx

NTFS Security Descriptor
Control:0x8014

Owner : DOMAIN\Administrator
Group:BUILTIN\Administrators

SACL - ACEs

ALL-DOMAIN\Administrator-0x100081-OI|CI|SA|FA
SUCCESSFUL-DOMAIN\userl-0x100116-0OI|CI|SA

DACL - ACEs

ALLOW-BUILTIN\Administrators-0x1f01ff-0I|CI
ALLOW-BUILTIN\Users-0x1f01ff-0OI|CI
ALLOW-CREATOR OWNER-0x1f01ff-OI|CI

ALLOW-NT AUTHORITY\SYSTEM-0x1f01lff-OI|CI

A RIRSACL « WU RfETE
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cluster::> vserver security file-directory show -vserver vsl -path

/datavoll

Vserver:
File Path:

vsl
/datavoll

File Inode Number: 77

Security Style:
Effective Style:

DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attributes:
Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

ntfs

ntfs

10

————D-——-

0

0

777

TWXTWXTWX

NTFS Security Descriptor

Control:0xaald

Owner:BUILTIN\Administrators

Group:BUILTIN\Administrators

SACL - ACEs
AUDIT-EXAMPLE\marketing-0xf01ff-OI|CI|FA

DACL - ACEs
ALLOW-EXAMPLE\Domain Admins-0x1f01ff-OI|CI
ALLOW-EXAMPLE\marketing-0x1200a9-0I |CI

Storage-Level Access Guard security

SACL (Applies to Directories):
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1£f01ff-SA

DACL (Applies to Directories):
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-NT AUTHORITY\SYSTEM-0x1f0lff

SACL (Applies to Files):
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA

DACL (Applies to Files):
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-NT AUTHORITY\SYSTEM-0x1f0lff

5P 8 A F FLRET ONTAP 1R % 2 A2 RAIHERIE
CAIERBAFT () RETHERSHIRMEIRE TREERNERIERR 2N

ZIRBFERAEH o
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BRAFT () AIHBiEEBHBRENRE—EFTH

MRCRERE T RS [ FREESE

&4
T EeEBEAF TGS ERRERET
cluster::> vserver security

Vserver:

File Path:

Security Style:
Effective Style:

DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attributes:
Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

Vserver:

File Path:

Security Style:
Effective Style:

DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attributes:
Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

THa e EERRETES T BER

FHErEEEMBEAMERRE /1/ SVM VS1

file-directory show -vserver vsl

vsl

/1/1

mixed

ntfs

10

————D-——-

0

0

777

TWXTWXTWX

NTFS Security Descriptor
Control:0x8514
Owner:BUILTIN\Administrators
Group:BUILTIN\Administrators
DACL - ACEs
ALLOW-Everyone-0x1f01ff-0OI|CI
vsl

/1/1/abc

mixed

ntfs

10

____D___

0

0

777

IWXIXrwXrwX

NTFS Security Descriptor
Control:0x8404

Owner :BUILTIN\Administrators
Group:BUILTIN\Administrators
DACL - ACEs
ALLOW-Everyone-0x1f01ff-0OI|CI

BRI F o T AR ERMB RIS -
S B EE  AIAEESIEE (1)) RiRMEBRE -

-path /1/%*

(Inherited)

(Inherited)

Bifl /voll/a SVM VS1 BURRRE AT |5 (") #&FE -
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cluster::> vserver security file-directory show -vserver vsl -path
"/voll/a/*"

Vserver: vsl
File Path: "/voll/a/*"
Security Style: mixed
Effective Style: unix
DOS Attributes: 10
DOS Attributes in Text: —----D---
Expanded Dos Attributes: -
Unix User Id: 1002
Unix Group Id: 65533
Unix Mode Bits: 755
Unix Mode Bits in Text: rwxr-xr-x
ACLs: NFSV4 Security Descriptor
Control:0x8014
SACL - ACEs
AUDIT-EVERYONE@-0x1f0lbf-FI|DI|SA|FA
DACL - ACEs
ALLOW-EVERYONE@-0x1£f00a9-FI|DI
ALLOW-OWNER@-0x1f01ff-FI|DI
ALLOW-GROUP@-0x1200a9-IG

Bl FEMZRICLIE T HH
BEAZ B FE1%AY ONTAP CLI B FEH4
OfEZELECLIEEEY - BIF1FESMBEASEMN « HERZERIEHS e Z 2

BB R A R o

CRIAFEheEEactr - RUASERER - BrnEREEEZMEREN  EXFERE BSR4 - UKMFREZ
SEEM - BUILERRFERKS (SYM) BRCLEESMS -

BARGEES NIREHITEAGLRKEFTSMBEARE « AEFERAERR « AL 2 MR - BERAIKRE
ZRASEHRAERAMERS « ELCER TSRS N ¢

i eyl JEE EHID HITIER 2. ..

TR b= [4719)f81ZRRE B & E ‘vserver audit disable

enable modify” FEZEEHHA EHi8[5142)48 % £

A
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vserver cifs share
create

delete” “vserver cifs share
add

]2

(4722|714 fEFE ERUA

vserver cifs users-
and-groups local-
user set-password

[4726] At EREE MR

2‘781 |1 fERE BT

vserver cifs users-
and-groups local-
group create vserver
services name-
service unix-group
create

‘vserver cifs users-and-
groups local-group
rename

(5143 AEEENR

remove’

fERAEIRR

‘vserver cifs users-and-
groups local-user create

[4725|FK%fEREEFA

vserver cifs users-
and-groups local-
user delete vserver
services name-
service unix-user
delete

vserver cifs users-
and-groups local-
user rename

[4734] 2 2B EE
filp

modify” vserver
services name-
service unix-group
modify

vserver cifs share
modify ‘vserver cifs
share create

(5144 @R REEMER

[4720) 4B RRE BT

modify’

‘vserver cifs users-and-
groups local-user create

[4738) S (FFEEE

ZEEEHE

vserver cifs users-
and-groups local-
group delete vserver
services name-
service unix-group
delete

[47321fEEEMEER
EEAE

modify

vserver cifs share
delete

vserver cifs users-
and-groups local-
user create vserver
services name-
service unix-user
create

[A724)F I fERE BN E
Eﬁ

modify’

vserver cifs users-
and-groups local-
user modify vserver
services name-
service unix-user
modify

[4731B R AT
B¥4H

[4735] At 2 HEHEE
(E5

vserver cifs users-
and-groups local-
group add-members
vserver services
name-service unix-
group adduser
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[4733FEFABCNERIEEE  vserver cifs users- HHERAESE [4704) B35 TRERE R
ABPFEPR and-groups local-

group remove-

members vserver

services name-

service unix-group

deluser

vserver cifs users- [4705/fEFEWIREMER  vserver cifs users-and- reset-privilege’

and-groups groups privilege remove-
privilege add- privilege
privilege
MERAER
* "Vserver"

EIEFEZEL A ONTAP =14

AEFERESS (SVM) RTEEEZLASHTARIZE s MBELERBZEN - R8N
SMB B HEF - FEEEZEBAEMY vserver cifs share HHEARS ©

g ~ ECREMIFRSVMBISMBAEER L AR « @ELEFHIDA35142 ~ 5143 5144RVERHLAEM - SMB MR

FA#HRE S(FEIEAMY cifs share access control create|modify|delete s e

TSR TREILRS TR NEBYHE - EEEIDRS1430MERH RSN !

netapp-clusl::*> cifs share create -share-name audit dest -path
/audit dest
- System
- Provider
[ Name] NetApp-Security-Auditing
[ Guid] ({3CB2A168-FE19-4A4E-BDAD-DCF422F13473}
EventID 5142
EventName Share Object Added

ShareName audit dest

SharePath /audit_dest

ShareProperties oplocks;browsable;changenotify;show-previous-versions;
SD O:BAG:5-1-5-21-2447422786-1297661003-4197201688-513D: (A;;FA;; ;WD)

EIRFEZIRAEAE ONTAP H5

ERREFERMES (SVM) REBZRREESMHI AR « MEEERREM - &
FREREZRRIR « SEERZFRIEEEN vserver audit HHRASBL °
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https://docs.netapp.com/us-en/ontap-cli/search.html?q=vserver

SEEMA - MAREXSFERFRRR - MEELEEMHID 4719EZRAIEEEH - UHEBRHREREEREA
LU B MRS  ILRETERARE ~ BEZEMERTSEFAA -

THERFETERRNEERMG « LEFRERRESLID 4719 ¢

netapp-clusl::*> vserver audit disable -vserver vserver 1
- System
- Provider
[ Name] NetApp-Security-Auditing
[ Guid] {3CB2A168-FE19-4A4E-BDAD-DCF422F13473}
EventID 4719
EventName Audit Disabled

SubjectUserName admin
SubjectUserSid 65533-1001
SubjectDomainName ~
SubjectIP console
SubjectPort

EIRFEREIRS ONTAP E4

ERTFERKIS (SVM) NEABRPEHRTAARBKE - MBELERZEH -
EHIDAAT20 ~ 4722 ~ 4724 ~ 4725 ~ 4726 ~ EZAHESMBEHENFSERE R RAAKEIITME « AL ERERBER
A~ EATENR - UKkE#SMBEREZBERNE TR « Y ESE4738F4781 - EFREHERABERERF - &

EXFRAERPSEMY vserver cifs users-and-groups <local user>#l vserver services
name-service <unix user>®p% °©

TEEHIRET R A SMBERERELID 4720 FEREIIRAHH !
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netapp-clusl::*> vserver cifs users—-and-groups local-user create -user
-name testuser -is-account-disabled false -vserver vserver 1

Enter the password:

Confirm the password:

- System
- Provider
[ Name] NetApp-Security-Auditing
[ Guid] {3CB2A168-FE19-4A4E-BDAD-DCF422F13473}
EventID 4720
EventName Local Cifs User Created

TargetUserName testuser

TargetDomainName NETAPP-CLUS1

TargetSid S-1-5-21-2447422786-1297661003-4197201688-1003
TargetType CIFS

DisplayName testuser

PasswordLastSet 1472662216

AccountExpires NO

PrimaryGroupId 513

UserAccountControl %$%0200

SidHistory ~

PrivilegelList ~

THIEAEERIE RIS H PRIV AESMBEREEN &l - EEXIDB4781HERERFAEM -

netapp-clusl::*> vserver cifs users-and-groups local-user rename -user
-name testuser -new-user-name testuserl
- System
- Provider
[ Name] NetApp-Security-Auditing
[ Guid] {3CB2A168-FE19-4A4E-BDAD-DCF422F13473}
EventID 4781
EventName Local Cifs User Renamed

OldTargetUserName testuser

NewTargetUserName testuserl

TargetDomainName NETAPP-CLUS1

TargetSid S-1-5-21-2447422786-1297661003-4197201688-1000
TargetType CIFS

SidHistory ~

PrivilegelList ~
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EIEZ 2 %R H ONTAP E1F
ERFERKESE (SVM) NZE2MEHESRESRBIERE - mMEEERZSE M -

RARFIEIL N MIPFAHESMBIYNFSEFAE ~ WEEBFABFTIE B PR A FRER - FEESZHIDA4731 ~ 4732
~ 4733 ~ 4734F14735 L 2 MEBHAE M - EFERBREREIRER - MEEALZE2MEHESEYN vserver

cifs users—-and-groups <local—group>*ﬂvserver services name-service <unix—-group> Bp
A
< °

TS HIBEREL A UNIXZ 2 M EHARS « BEXEID 473 1ML 2SR 4B G ¢

netapp-clusl::*> vserver services name-service unix—-group create -name
testunixgroup -id 20
- System
- Provider
[ Name] NetApp-Security-Auditing
[ Guid] {3CB2A168-FE19-4A4E-BDAD-DCF422F13473}
EventID 4731
EventName Local Unix Security Group Created

SubjectUserName admin
SubjectUserSid 65533-1001
SubjectDomainName ~
SubjectIP console
SubjectPort
TargetUserName testunixgroup
TargetDomainName
TargetGid 20

TargetType NFS
PrivilegelList ~
GidHistory ~

BITRERAEE ONTAP 4

EFERESE (SYM) NWIRERRESEEHRTEAMBREZE - MeEEERE -
52 SMBEAEMSMBEHAHRVIR MR IR T BEEFT « MEEL B HIDA4704M4705RHEIRAIE B EM4 o
EFRIE RS E IR ERE R - MEELERERAEEEMN vserver cifs users-and-groups

privilege HHEESM S ©

THEHIFRTRIEIRSMBERE BHEREREIRE « EEID 470409RERAISEH :
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netapp-clusl::*> vserver cifs users-and-groups privilege add-privilege
-user-or-group-name testcifslocalgroup -privileges *
- System
- Provider
[ Name] NetApp-Security-Auditing
[ Guid] {3CB2A168-FE19-4A4E-BDAD-DCF422F13473}
EventID 4704
EventName User Right Assigned

TargetUserOrGroupName testcifslocalgroup
TargetUserOrGroupDomainName NETAPP-CLUS1
TargetUserOrGroupSid S-1-5-21-2447422786-1297661003-4197201688-1004;
Privilegelist
SeTcbPrivilege; SeBackupPrivilege; SeRestorePrivilege; SeTakeOwnershipPrivile
ge;SeSecurityPrivilege; SeChangeNotifyPrivilege;
TargetType CIFS

EERIRARR
FHIESELEFREE > MURIRHEN ONTAP SVM Sttt

BT se R ER AR EF B AT BENAIRR T ~ A REIRRE B HFacin - INRITCEELRSR
BEFHFERLSS (SVM) MISEH:CE: - BONTAP HSVMBBiEeEscit « [EalUAFBiE
ESVM_ IR X =4 ECER ©

1. (R REIZE M50, vserver audit rotate-log B % ©

vserver audit rotate-log -vserver vsl
Bt UREIZARIEER I RHETE SYM BREHRRBHP (xvL H EVTX) ~ LREREEN
FERFRTURIEAR ©

FRFASU{=FE ONTAP SVM LRYFER%

TR UEREFERMES (SVM) ERASEREX - KrRISEBEFABZINEE - BRFLE
TEEM B EIEZ - ErI BRI AER (WREFERRER) -

ez Al
TESVM_ERURTERZ Z Al ~ SVMIVISIZABRE LA SR TE ©

"B AEIZAERE"

FAREELF
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R GMFFIEIZAER

TER
1 MITEENSGS -

WMRICREREZ. .. WA,
2 EH vserver audit enable -vserver vserver name
(&4 E)::] vserver audit disable -vserver vserver name

=mm

2. FESDFERZBRI PR AR

vserver audit show -vserver vserver name

]
TS FIRIEFASVM VS1HIFEH -

clusterl::> vserver audit enable -vserver vsl
clusterl::> vserver audit show -vserver vsl

Vserver: vsl
Auditing state: true
Log Destination Path: /audit log
Categories of Events to Audit: file-ops, cifs-logon-logoff
Log Format: evtx
Log File Size Limit: 100MB
Log Rotation Schedule: Month: -
Log Rotation Schedule: Day of Week: -
Log Rotation Schedule: Day: -
Log Rotation Schedule: Hour: -
Log Rotation Schedule: Minute: -
Rotation Schedules: -
Log Files Rotation Limit: 10

THIEHNFASVM VS1RIFERZ :
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clusterl::> vserver audit disable -vserver vsl

Vserver: vsl
Auditing state: false
Log Destination Path: /audit log
Categories of Events to Audit: file-ops, cifs-logon-logoff
Log Format: evtx
Log File Size Limit: 100MB
Log Rotation Schedule: Month: -
Log Rotation Schedule: Day of Week: -
Log Rotation Schedule: Day: -
Log Rotation Schedule: Hour: -
Log Rotation Schedule: Minute: -
Rotation Schedules: -
Log Files Rotation Limit: 10

FET ONTAP TE1Z4BRERYAERAE S

R ARG ZAHRE E’J*EE% BEEEM BB EHEEESVMRERE RN SN E
K o BRBYE N AR E ==a’é%€5€&ﬁ§*§ﬁn HAE o
BAREETLE

AT TEFR A SVM L BEREIZAARE R EE S ~ 1A LUEEERS R BT AL FERHNEN - IREXIEE
EEER2H -~ MIgERR MYIER !

* BIZEEERENSVMATE
* FEIZAREE ~ AILAR true T false

WMRFEIZAREES true » BERNETREZ c MIREIGIKEES false ' FBIZEFEH ©

© BREREISEAHER
* FERRECERTU
* BT RRREEFSH BRSNS RN BERE R

TER
1. (FARRETEZAARERIFERAE R vserver audit show 88% ©

WMN"IES 2 ZERIONTAP "E:¥4A "vserver audit show Bl » 552 o

&)
T3S HIRETRFRA SVMIEZARRS I E !
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clusterl::> vserver audit show

Vserver State Event Types Log Format Target Directory

vsl false file-ops evtx /audit log

THEBH LB ER B RFA SVMRVFR B FEZAERRE -

clusterl::> vserver audit show —-instance

Vserver: vsl
Auditing state: true
Log Destination Path: /audit log
Categories of Events to Audit: file-ops
Log Format: evtx
Log File Size Limit: 100MB
Log Rotation Schedule: Month: -
Log Rotation Schedule: Day of Week: -
Log Rotation Schedule: Day: -
Log Rotation Schedule: Hour: -
Log Rotation Schedule: Minute: -
Rotation Schedules: -
Log Files Rotation Limit: O

FAFMECRFEIZAHRERY ONTAP 5%

MRICRELTRIZRTE © FTUBRMER B RIRVAERS « BIEECLECERRIE B B A SC B
I\~ EREFEIRRIEHRR ~ B ERFCEE - UG EZEFRIEEHIEHE LR -

MRIGHEE... fERALLSR<. ..

{EEaECER B AU BRI vserver audit modify f#H -destination &
#

BB S 417 vserver audit modify fFH -events 8

BRI G « U
() eeEmws (SwwW) CREBES
AR (DAC) SMBfAIREIEE -

{EELECERAE T vserver audit modify fEFH -format 2%
RIFAEBECERIE R/ BN BB TE vserver audit modify {#Hf -rotate-size 2
#
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RIERREIEIRE R BE@EE vserver audit modify fEF -rotate
-schedule-month > —-rotate-schedule
-dayofweek v -rotate-schedule-day *
-rotate-schedule-hour '# “-rotate-
schedule-minute 2%

e FIVECERESE LR vserver audit modify M -rotate-limit &
5

fHF& ONTAP SVM _RYFEIX4BBE

BB ERIES (SUM) LEURZEA B8RS « thRABIESVM LA e
4EE ~ BIIUMIRAFERZARAS o

1. (FFRERAER

vserver audit disable -vserver vserver name
vserver audit disable -vserver vsl

2. MIBFFEIZARRS |
vserver audit delete -vserver vserver name

vserver audit delete -vserver vsl

BEARIZIRTETZ ONTAP HEMNRE

MRECHTHIERZE - ONTAP EXREPARARZIHEEERKSE (SYM) B« KEZ
AR TIERRER o SRR REUTEITE « A HERIE o
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SEZEHEAE ONTAP TEi2 I F R E =R =
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F MENARILMAVAEIZECE: - EE AP REEAFINER - MEFNERTERK - &
muZ%[l B UN{RI R R B F AR e RIS Lo AR & ZE R R R o

SEH PR M Aot R E AR RARY 2= R

RBSEMCEENHEIRE ER/TE « B EIAR SCERSIRAECEE - B ERA P IRFERK o M7EH
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* EFERIKEE (SVM) MBREEESFMUEETAR Volume F Aggregate fEFAZRMARRRAE R ~ FEULFIER
EBEA RHRMEIR&ZER

* MREBEFEHEBRNEREZEARRE « SYMMEEEES A UBMRE D EMCHIE « SRIGNNHEIRERN K
IN S SRABRZE R o

@ WNRE S EHECEERER Aggregate B ~ BIZRSTIE NAggregateBI A/ ~ 7 BEIE INHARR
BRIAR/) - RAREEES A LUEMESIEIA/N

* EEEER B AR S AIEBENTEIRAER - EERAS—ERE LRBER o
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@ °© BRt B ERENEMIER o
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device o A LISIR S FHIREAIMERAE T « SVMEBIES E AR o
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clusterl::> volume show -vserver clusterl
Vserver Volume Aggregate State Type Size Available
Used$

clusterl MDV aud 1d0131843d4811e296£fcl23478563412
aggr0 online RW 5GB 4.75GB

clusterl MDV aud 8be27f813d7311e296£fcl23478563412

root vsO online RW 5GB 4.75GB
5%
clusterl MDV aud 9dc4ad503d7311e296fcl23478563412

aggrl online RW 5GB 4.75GB
5%
clusterl MDV_aud ad4b887ac3d7311e296£cl123478563412

aggr?2 online RW 5GB 4.75GB
5%

4 entries were displayed.
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5 2 A FPolicy B E R ERIHE © BIEE -protocol AIUBE FIIH
P—{EfE :

* cifs
* nfsv3

* nfsv4d

-operations 2% - lEEFWRERSTEE - BREAIED

o ISR -protocol ~ ABINATERIEEAMME -f1le
B o

@ %t ONTAP 9.15.1 B4 » NFSv4 TJ:Z{SHEEY NFSv4.0 F
NFSv4.1 4 o
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_File operations _ -file-operations

file operations ™ ...

tREFPolicy SR{FRVEZRIFEBE -

SHEEAPIEENERGE « HPIERPHREREE ILEEPIEENIEE
-protocol B o EEILUERLUESEH RAVEE RS H—S S ERRIFE
HYBEE -file-operations AIUBE T —RZEE !

* close FAAREZERARAIEE

* create AARMIEEREIFE

* create-dir AR B#REIEE

* delete FARIEZEMIBRIEZE

* delete dir AR BERMIBRIESE

* getattr UEUSEBMHEE

* link FAREEAEIEZE

* lookup FAMREAIEE

* open BRANTERZFAMIEE

* read EZEEEUEE

* write BAREREAEE

* rename ARNIEREMNGRIEE

* rename dir AR BEREMBRIEE

* setattr AR Set BIEFE

* symlink RARTISUELEIEE

@ WMRIEISE -file-operations  ABLEHNBEFIEEEN
BIEEIRE -protocol B o
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IEERE BHIRE S EREFENEERSE - PIE -filters 2HA
REVERPREN - FEAIEZ FI—EHZEASR !

@ MRICISE -filters B MM BERIEEANE -file

-operations # -protocol B# -

monitor-ads ANEEAPKERNERER HRBIE -

close-with-modification B AP IRERLEETIER AR FARYE
I5 o

close-without-modification Efi%EF P imER BRI MAEXBYE
IE o

first-read GHEM A MERUE(TE—MERAYIEIE -
first-write BHEAEBERETE—REAMNEE -
offline-bit MR EHERF BB (ITEERIGEE o

RIEULEFERZ R  FPolicy(AARas R GEFERHRIE SR E ULEER o

open-with-delete-intent ARERERFIRERIUET THERER
FRKBYIEIA o

REMLERERR 1 ~ FPolicyAARE: R &1 E s FRUE R UUMIBRESR UL E
B - BRARGEERRERLINAE FILE DELETE ON_CLOSE Bi5
TEREAR ©

open-with-write-intent EfgF PIRERLUEITR A BHFRRREVE
IH o

REILETEESR R © FPolicyfAikazs R ST E S FMRERRULEIRA] « LUE
EEFRARR o

write-with-size-change HEIENERERPIHRAER « WEEKX
I\ o

setattr-with-owner-change B ERZEA P IRREREERUETIE
o BRER ERVEIE -

setattr-with-group-change FRETER P IRERERMUE EESE
oy B #%BF4HRVEIE o

setattr-with-sacl-change BREnER P IREMERUETIERN
B#% E#Y SACL BYEEIS o

I B 23& 53 FI I SMBHINFSVAEEIATE o

setattr-with-dacl-change B EREA P IRERER S TIERD
BH&¢_ LAY DACL HYEIE

It B8 23 1&:38 BB FA SMBFINF SVAEEIAE ©

setattr-with-modify-time-change A EHER P ik setattr E3K
B B SRR B SR A A R P IR I o

setattr-with-access-time-change AR ERER P if setattr EX

-filters filter ™ ...
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REMREEE -volume-operation {true

BEMREH SN FEESSEERE - TARES false e

false} _FPolicy f7BUEIE®EA _

-filters filter ™ ... ft ONTAP 9.13.1 B4 ~ EHH
AT E RERR AR B B EZE
EELMAVERN o FLBEREN
Z24 - BRUEE(REFAIEK
SRIEFEE - HIRERAZHR - &
SESEREELAMNEN - H
hEE

* NTFS #RERBIERR o

* A& Unix 20T ik
f& o

* NFSv4 ACL EE#KpE o

-monitor-fileop-failure {true false}

ONTAP FPolicy E#F SMB ZIRHERIGIERBIESRAES

5 EFPolicySH 4 « M EER ~ BRESMBIERTFEUERR « (X RITERIE R FENER
=)

TRIEHM T AR EESMBIEREFINEHRIFPolicy STRIERIB(FNEFRESRES

SIRBIIERIEE IERVERESS

a]Es! Eé’ig%% s BEAR{ITT © SMEERRIECK ~ ARERERFRIECY « JTFERESEEY « exclude
f=Hva BEES - BRAIT

create_dir BRI RFER TR SRS o

i3 BEES - BERiIT

llE3=E =3 BAIERFER R ERS o

GetAttr BEARALIT ~ exclude B %

FIRX BEES - BRIt - FERREE - BREABR - SREE
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B BIEES « BHRIT « 58

BEA BIEES CBRAT s F-EA KNEEREA

Bt BEES ~ BRAIT

R Y = BRIEE R RN IREREERS o

B|IE BV - BRARNITT ~ EREATHr_with _Owner_change ~ 52EATr_with

_group_change ~ s8R EATtr_with _mode_change * setattr_with
_SACL_change - setattr_with _dacl_change - setattr_with
_dmodify_time_change - setattr_with _access_time_change - setattr_with
creation_time_change - setattr_with _size change - setattr_with _all$
_size_change - exclude B ##

€ ONTAP 9.13.1 f4a ~ A& AT EIFER T EMERIERERRMAVEN - FRIBEHIENFIGEERESR
TE2EBEE ~ MUK FPolicy 5% SMB 18227 INEHAIERSERES -

RN EUEERERFEE S IRHVET AR
FHER TER

ONTAP FPolicy % NFSv3 i B ERIRIENAIES S

BIRERTE FPolicy E4RF « B3R ~ R AR ENRERIEENET SRS HE 4 T IBET
NFSv3 {EZFEEE

TRIREIBIVERIEREFE - LUK FPolicy 859 NFSv3 HEREIREHIVERERS !

SIRBIREZRIFE SIRHVETIEAS

=8 REAR (LT

create_dir BRIIESRFERIRERIESS o
S BERALTT

il P B 5% BRIIESRFERIREREDS o
BT BEARALTT

&5 BEAR{LTT ~ exclude B %

AEEX BEAR(ITT ~ F—FE
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BA BRI s B—BA - KNEEFA

R B4R TT
sitra B BRIIE R EE R T IR ETEEES ©
BRIE BE4R(UTT ~ 38 Eattr_with _Owner_change * s2Eattr_with _groupB & &

REattr_withiREE « REATtr_withfEREFEEE - setattr_withfZ A&
B8 ~ setattr_with _size_change ~ exclude Bk

symlink REAR{ITT

i€ ONTAP 9.13.1 f45 ~ ERE AT EIR#ERAF EMEBERFERMBVERN - PRIBHSIRIVEEEFIES
E2ERE ~ LUK FPolicy 8515 NFSv3 #EZEFIMEHIEHEARS -

SENTFEGEEIERIEE SRR B RS
3 @&
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create_dir RiE
williz3 NER
fpR B &% &R
ek ER
EEY &R
ELii REH
EZEEEZ=F> &R
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BA TEF

ONTAP FPolicy & NFSv4 EsFERY ST 1B RME 21 EFBIE s 4E S

R EFPolicy B4R ~ MR ~ BRIENFSVAIE R EZRERT « (BRI E IS EZEMN
EmEesdHE o

i
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£ ONTAP 9.15.1 B4 « FPolicy x1& NFSv4.1 FE#HIE o

TRIEM NFSv4 5 NFSv4.1 2R EFENE MR FPolicy B IR IE SR (FEA
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il P B 5%

GetAttr
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symlink

S IRBYEREDS

REAR(LTT ~ PEBRE &R

REAR(LTT

BRIIESRFERIRERIESS o

BEAR(LTT

BRIIESRFERIRERIEDS o

REAR(LTT - PEBRE &R

REAR(ITT

REAR(LTT ~ PEPRE &R
BEAR(LIT ~ PEBRE &R

BEAR(LTT ~ 538

BERT - F—RA S KNEERA

REAR(ITT

BRI FER RS o
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_dacl_change ~ setattr_with _dmodify_time_change - setattr_with
_access_time_change - setattr_with _size_change * exclude B &%
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s

REAEE ¢

7€ ONTAP 9.13.1 f45 ~ A& TR EIR#ERAF EMEBHERFRRMBVER - FRIBHSIRIVEEFIES
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eV EF

create_dir RiER
l[ES FEH
s E % B
ek TEH
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SR EA
Eifdt FEH
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e RiEMA
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52 ONTAP FPolicy S4B ETIER

TR ERE D TIERERECERFPolicy S AHERRIZ R AP ERIE - MRFESHE - &
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FEERSEH
(1£ ONTAP 9.13 BHtA%1E)
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}REBIFPolicyRAI4EAE
T f# ONTAP FPolicy SRESECE

EREFPolicy RAIZ AT ~ M RAEBET[RAIREEMESH - URREFRLEERSH
HIREA o BRI IEHEERSES MR EMLEE -

BIIFPolicyRAIR « EiFRRAIET5IRE BRI

* RETFERES (SVYM)
* —H{ZEFPolicyE
* FPolicysMB5 1%

TR E S EERNRRIRTE -
FPolicy RAIHREEI S HIAR

(AT U T B R R EEF Policy RIS B A0 M S MU A SR BIERE -

EGiERY BEIg WHE b=
SVM&TE -vserver 21 i

Vserver_name
SRS BT R I FPolicy RRIBISVME
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ShEBS 1 ZERTE -engine

engine name BBONTAP BIFER4E
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volume name “ ...
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-file-extensions-to
-include
file extensions ™ ...

-file-extensions-to
-exclude
file extensions ™ ...



EEIIELET EENEBR? -is-file-extension
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IEERIELRERSTERN BRI - MRILBHERS true » BEIMHEE -enabled {true
REE—RIERERNEIRERIRE - MRILBHERS false » BHBEAR
BEIER > EMfEERNEIRERATT > U EEEERNGEE

MR ELEIEIRAERY FPolicy [RAIRERERARLESIE « AIMERILE2 3G
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72 ONTAP FPolicy 4Mif5| %8

TCRAZEIEITIMERS |22 ~ A BERRYRIE YL FPolicy4BRE o MRS | ¥ E & FPolicy IR 17 K B B 4h
“BFPohcyﬂEE%ﬁE’Jﬁﬁ UNRITBVARREEF N ERONTAP BIESEES |2 (B4ESMIRE ) 2K
EITEIE ISR « AR EERLEERIAIFPolicyIMER52E ~ i REEHITILDER o

RG22 Al
o "SNERS|E" TIEREIERTTE ©

RAREIETE
UNRAMEBS I ZE AR MetroCluster B{ETHEERABRS ~ AEZIG RIRLL B BIFPolicyAlARESIP(IEE A T ERAR
23 o BAYhILE B FPolicy(RIARESHVIPIILFEFS E AR EEARES ©

1. EEEIL FPolicy 9MEB5|%8 vserver fpolicy policy external-engine create B3% ©

-F§'Jﬁ°r3 BIEAFELEEES (SVM) vsi.example.com LEIIIMEES|EE o BiFPolicy RARZFAVINP BN AT E
Egi

vserver fpolicy policy external-engine create -vserver-name vsl.example.com
-engine-name enginel -primary-servers 10.1.1.2,10.1.1.3 -port 6789 -ssl-option
no-auth

A%\O

2. {EAEREE FPolicy SMER5 |2 4HRE vserver fpolicy policy external-engine show Bp
THESEBRERSVM vs1.example.com_ L& EHIFRE M5 B E -

vserver fpolicy policy external-engine show -vserver vsl.example.com

Primary Secondary
External
Vserver Engine Servers Servers Port Engine
Type
vsl.example.com enginel 10.1.1.2, = 6789
synchronous

10.1.1.3

TEeR L ETESVM vs1.example.com LEETR%A Tengin1y BISMNERS|ZEE4HE -

vserver fpolicy policy external-engine show -vserver vsl.example.com -engine
-name enginel
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Vserver: vsl.example.com
Engine: enginel
Primary FPolicy Servers: 10.1.1.2, 10.1.1.3
Port Number of FPolicy Service: 6789
Secondary FPolicy Servers: -
External Engine Type: synchronous

SSL Option for External Communication: no-auth
FODN or Custom Common Name: -
Serial Number of Certificate: -
Certificate Authority: -

#2317 ONTAP FPolicy 14t

TEEIIFPolicy/RAIAERERS ~ IMBEREIIFPolicyE 4 o MRIUERII EM4E - iKH
%FPOHCW?EU@TLE@H% c FHEERELZENERIHE - UNBEEIENGRENEEZENE

FsAZ Al
1S FEZ 5T FPolicy 4" T{ER" o

#E1IFPolicyS14
1. fEF#EIL FPolicy B4 vserver fpolicy policy event create #3% ©

vserver fpolicy policy event create -vserver vsl.example.com -event-name
eventl -protocol cifs -file-operations open,close,read,write

2. {EFEREE FPolicy E44HAE vserver fpolicy policy event show 3% ©

vserver fpolicy policy event show -vserver vsl.example.com

Event File Is Volume
Vserver Name Protocols Operations Filters Operation
vsl.example.com eventl cifs open, close, - false

read, write

#2137 FPolicy ZEUEIES

%€ ONTAP 9.13.1 f4a ~ EAE FTUNEIEER T EMEXEREERRRVEN - BLEBNHNZEN « BIR®R
RRRENRIERMIFEEE

P

1. fEF#EIL FPolicy B4 vserver fpolicy policy event create 3% °
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vserver fpolicy policy event create -vserver vsl.example.com -—-event-name
eventl -protocol cifs -monitor-fileop-failure true -file-operations open

#1L ONTAP FPolicy FFA M7 {#

FHEREFEOHEIE AP /0 RIEH FPolicy BAIEIESEE « LU AR IRIEER o 1
ONTAP 9.14.1 f4a ~ FPolicy FIRRISEITRE a7 E" B SVM I EIFIER)
FRABMERENEN - FAEAT (GaHZIEESH]) MIERD EHERE o

& ONTAP 9.15.1 B%4 ~ FPolicy kB4 EFEHEBEMIE © © persistent-store create T A EHENE
i SVM HJ Volume ~ M52 EF4E#EFER Volume ©

1RIE ONTAP IRAHARE ~ BEmME AT UBIFHE#EFR !

* ONTAP 9.15.1 S EEMIRZA | BB UFFERFER « ONTAP € BHEREIIAREH Volume ° WNLEER]
fE1E FPolicy Fr@#F AR « LEFFIAREBEFHMOE

* ONTAP 9.14.1 ! FHIBRUMREMREE « AR AMEBUNMIFEZIFERHTE -

58 SVM REERE—EFEREFE o ILE—FEHFEXUARINZ SYM LRFRE FPolicy #HRE - BIfEELR
AIREFRBEIERH o

EIUEHEEIZE ( ONTAP 9.15.1 L EHTERAS)

£ ONTAP 9.15.1 %4 ~ #5fEFH fpolicy persistent-store create < RKEII BB AEREIEEZEIZ
4BRERY FPolicy FHE[EEE - ONTAP B EE#TIH#HEEE « FEE AFEUMMERESHHBE (CIFS/INFS) o

FRtaZ Al
* BERUFEREEN SYM REEVE—EEERE -
* [CREZFILATFEY SVM BT ARV SR - WHER R SIRVEIRIKEEIL Volume ©

1. BUFEHTE - UESHRIUNKEUIRE
vserver fpolicy persistent-store create -vserver <vserver> -persistent-store
<name> -volume <volume name> -size <size> -autosize-mode

<off|grow|grow shrink>

° o yserver 28 E SVM HI%&TE o
° o persistent-store 2 EFEMFENLTE o

° ° volume B2HMEFERFEHMIFERN RN

@ MREBBERRANZEOHBIRE « 556EH volume show BILRFIKE * WAE Volume
BYPIEEE °

° o size BHUERRBECBEREAREEEINGRERS (SIEBHERRER) NEHFRFFERR -
g0 ~ RISV EFESIE 0K BHNEETRE 30 DENEHEE -
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Ffi&E Volume K/ = 30000 x 30 x 60 x 0.6KB  (FI5@HIzEERA)Y) = 32400000 KB = ~32 GB

BERARBVENZE > Ea]UBBR TN FPolicy B1EINHERTEF IR FPolicy 5t#28

requests dispatched rate?°

@ ﬂﬂ%fﬁgﬁﬁiﬁﬁ 8 Volume ~ Bl Size 2¥#AEAEE - MREHES size 2HRMEE - EF
LUEHsERIA/IMERR Volume ©
° ° autosize-mode BHIETE Volume B EERERI o STRMIBFRBEA/IMENELE !
*Off (B) - HIREASREEREMEMEMEGE K
* 55t - EMERE PRV ERERBRIRITIRTER - HikE T BENEM -
* GROW _ Is#4s : Wit & & FEE (A =RV E Mg NN skE/ AR/ o
2. 3217 FPolicy JRAI  YHHERFFRATBINEEZRA - MBFHMEN « 520 "EI1LFPolicy/FE" °

BN FEHFE (ONTAP 9.14.1)

TR URIUHIRE « AERRUFFBHFTEUEAZMIRE © $#E - RIS Volume ~ EEEAFE
SMaRfEmREEI@E (CIFSINFS) o

1. 7£ SVM LB —EZEMHIRE « UERFEREFRETERLKE :

volume create -vserver <SVM Name> -volume <volume> -state <online> -policy
<default> -unix-permissions <777> -size <value> -aggregate <aggregate name>
-snapshot-policy <none>

AT FRESES B RBAC #R (LI Volume ) ~ MIEBEILFAEA/A Volume (M
Volume CLI 8548 RESTAPI) -~ Wi2{H:% Volume MITBMZA -volume TEIFEHIFED « B3I CLI 6%
g RESTAPI ©

° o yserver 2#E SVM H&HE o
° o yolume B BFHERFEMIEERLTE o
° o state BHERALFL ~ LUEREA Volume ©

° © policy MNREERE FPolicy ARFSRA ~ BIZ2E &4 FPolicy IRFFRA - MNRKHE ~ ERIMUERA
volume modify L THBIIEEREE o

° o unix-permissions 2¥AEHRIER °
° o size BHERBEHEBREKREXEINDFMRE (SEBRHEARER) NBEHRIRERRM -

Flgn ~ NREREEETAE 30K BHMNZETRYE 30 DENSHRE
FRrZE Volume A/J\ = 30000 x 30 x 60 x 0.6KB (SE@4Nsc##A/\) = 32400000 KB = ~32 GB

BEEHRAHBVENE > SR UBRIEH FPolicy S{FINHFEMIZFIFER FPolicy 5H828

requests dispatched rate?®°

° FlexVol Volume E Aggregate 2% « FHIFREE o
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° ©° snapshot-policy ZYNBERTEARE o NIILATREFEAERINERIRE - EXERISEMHESK ~ M5LE
FIAEMVEREHERIE

MRCBBERRENZERRE « M volune show MEMBHMERM volume modify ML
(EEISBNEE o BIEEE « AV snapshot-policy HEMEENSHD EREE -

2. BUFBHEE

vserver fpolicy persistent store create -vserver <SVM> -persistent-store
<PS_name> -volume <volume>

° o vserver 28E SVM H&7E o
° o persistent-store 2 EHBEHFENLTE
° ° volume 2HMEFRERFEHIREAIRME
3. 17 FPolicy JRA « MRFFEFFELEIMEEZRA - IFFHFMEM « F2H "EILFPolicy[RH]"

#2137 ONTAP FPolicy ZRE&

=R IFPolicy RAIE ~ NSRS | R —SESAHERRAZ IR o IR IETE

EEFEEHIEEE « FPolicyRRSBEE A FIHEFERMKSE (SVM) EERAVER ~ U
T2 B35 R A REAR IS ZE RV (FR BN ©
FYaZ Al

* FPolicyRRI TERMETER ©

* MMRIEITHRERAMERFPolicy(RRRES ~ BISMNIES [ EUBETE ©

* fREtEHFPolicy R B I RN RIFPolicy B A AE VT —E ©

* MREELERHERERZE » SVM_E/BHSMBEARES

* EEXRTRANFHERTE 5|80 ER * EEY * ~ RRIKES * IFas] * o

MFEFAEN ~ F2EH "EUNERFE" -

HER
1. #37FPolicyRE :

vserver fpolicy policy create -vserver-name vserver name -policy-name

policy name -engine engine name -events event name, [-persistent-store
PS name] [-is-mandatory {truel|false}] [-allow-privileged-access {yes|no}] [-
privileged-user-name domain\user name] [-is-passthrough-read-enabled

{true| false}]
o R LU —E 2 E S TS EFPolicy Rl ©
° TER'Z BRI s EHE o

o MNRICEEFBERTERAFIHIHMERER -allow-privileged-access B2¥ZE yes ~ (KA ERTE
HEPR(FERERTBLEEITHERTEEY o

o YNRIABELTE Passthrough-read ~ 5AsXE -is-passthrough-read-enabled 2= true » &1

172



AR ER AR EREFHFEY o

Toes e ERIIA% Tpolicyl') MRAN ~ HEHATEA TEVENT1) ~ SMEB5IERES Tengine 11 ©
tRB R RBABREPEATERE !

vserver fpolicy policy create -vserver vsl.example.com -policy-name policyl
-events eventl -engine enginel

ToereEEiIH% Mpolicy2) BIRERI ~ HEARMEA MEvent2) ~ SMB5IERTES Tengine2) It
[RARE A ERISEREREREREREREZI ° Passthsthread-read ERIA -

vserver fpolicy policy create -vserver vsl.example.com -policy-name policy?2
-events event2 -engine engine2 -allow-privileged-access yes -privileged-
user-name examplelarchive acct -is-passthrough-read-enabled true

THer<eEEII%% Tnativel) BIRR ~ Wik EMHanRs 1EH3) o WRAIERRESIZE « BERAY
MRS fERTERIE

vserver fpolicy policy create -vserver vsl.example.com -policy-name nativel
-events event3 -engine native

2. {EFA%%:8 FPolicy [REAHRAE vserver fpolicy policy show &% ©
T ERTNAM=EERENFPolicyRRINE  B3F TFEH -

° HRAMERIBEISVM
° BRRUABRABAYSNERS | E
° BRAMERIR S
© BEHERAIGE
=S

© BEREERER

vserver fpolicy policy show

Vserver Policy Events Engine Is Mandatory Privileged
Name Access
vsl.example.com policyl eventl enginel true no
vsl.example.com policy?2 event2 engine2 true yes
vsl.example.com nativel event3 native true no

#2317 ONTAP FPolicy #[&

EIIFPolicy[RAIZ 1% « IGRERIFPolicysEE - U HER « LR EEEFPolicyRE!
BIIRAR - EEGEREMAFPolicy RAINFIR - EALAREHERA ~ BELRE ~ HiRE
B AR E I UIFIESE -

FIsEZ Al
WA FPolicySE[E T {EK © FPolicy RAIAERIBAVIMNES I ZE—EFTE (MRRBIRERERSMNBFPolicyfd
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fR23) ~ BEBEEVE—ERMEEIFPolicySEH o

o

1. fEF#EIL FPolicy &[& vserver fpolicy policy scope create 8%

vserver fpolicy policy scope create -vserver-name vsl.example.com -policy-name
policyl -volumes-to-include datavoll,datavol?2

P

2. {FFE:E FPolicy #3E4HAE vserver fpolicy policy scope show 3% ©

vserver fpolicy policy scope show -vserver vsl.example.com -instance

Vserver: vsl.example.com
Policy: policyl

Shares to Include: -
Shares to Exclude: -

Volumes to Include: datavoll, datavol?2
Volumes to Exclude: -
Export Policies to Include: -
Export Policies to Exclude: -
File Extensions to Include: -
File Extensions to Exclude: -

EXF8 ONTAP FPolicy ZRE&

SeRFPolicy RAMERERRE 2 18 « IERLE] LARKAFPolicy[RE! - BYBRAIEREHBRIERF
i FRYR B R B AURE S TF AN ©

R Z Al

FPolicy/R BB EARARGAVIMNER 5 | B —iB7EE (WRIRBIREAFERINBFPolicy@fkes) ~ B BEZE/ILEH—ERM
HBIFPolicy=14 o FPolicyRAIEEENBTFE ~ M H MBS KEEFPolicyRAl ©

RINERI(E

SERFERESE (SVM) LEASERR - BESERABIRMERNERFRE I s EHRERtR
FF o EARES I ZHERNRNEBLIEFSIMEAEMSIZNERR - EREARAFHEMGEMNIBEFRIRSMA o

()  msramsvM ERRER -

1. fEFERF FPolicy JREl vserver fpolicy enable i< ©

vserver fpolicy enable -vserver-name vsl.example.com -policy-name policyl
-sequence-number 1

2. {FAET FPolicy [RAIEEYA vserver fpolicy show 8% ©

vserver fpolicy show -vserver vsl.example.com
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Sequence
Vserver Policy Name Number Status Engine

vsl.example.com policyl 1 on enginel

E1E FPolicy 4BAE
{EELFPolicy#BA:

7 ONTAP AH{EX FPolicy FEEM@m<S

TP LUEBRAE FRAB AR Y TT R ~ LUEERFPolicy4BA% o IERILUERIIMIBSI%E  FPolicy 1 ~
FPolicy & « FPolicy & #F&F FPolicy JRAI o &t A LA BB S {E AFPolicy/RAl o &
(= AFPolicyRAIRF ~ R B BIAE R ET IS il o

1 FESZ 5= R FPolicy [RAI ~ &R EARRE -

MRIGEER. .. fERALHRS...

N vserver fpolicy policy external-engine modify
JEH vserver fpolicy policy event modify

EE vserver fpolicy policy scope modify

TERFE vserver fpolicy persistent-store modify

[=AI vserver fpolicy policy modify

M52 2 EERIONTAP E:%4H “vserver fpolicy policy Bl » E2E] ©

EXFETi{ZF ONTAP FPolicy 5H&

TR IR AARE e B B A FPolicy R 8l - BYARAIEREHBRIER « I FEIAE1E/R RS
7N - ERFLERAIBESEFEERE « LA LUSAFPolicyREY °

FEYaZ Bl
EE FBFPolicy REIZ B ~ wAZB5C5ERFPolicy4RAE ©
RAMNEETIE

. EEE%T?E?&%#&%%% (SVM) LRAZERR - BAZERRIEIRBRNERFIRESER « iEERETIE
% o

* EARESIZEEHNRRELIEFSIHEMEMSIZNERR - SRR RAEHERKGEFINIERFRIR AW
* AEREBFPolicy[RAIFIBTIER ~ LBERAZERR ~ ARERNHBIEFREEMERA
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1. MITEENTE -

MREBR... HWATIHS ..

ExFFPolicy[RH| vserver fpolicy enable -vserver-name vserver name
-policy-name policy name -sequence-number integer

{=FFPolicy[RH| vserver fpolicy disable -vserver-name vserver name
-policy-name policy name

FEFPolicy#HRSRMERAE T
T #2 ONTAP FPolicy BERa <
ERET AR FPolicy 4RSI E AABRAER 5 s ~ SR B EB) show MTEFIES ©

% show A2 HMBBNGLELUEERREREH © 9 » B8 show Command BB 1HE B M1{E B FrEE
28+ -instance M -fields

EERF -instance 28 show B2 » LBE FLUFERINETFESENM - EREBERT « sl

AEERE - MAESHNEMILIEEERNIES o [KAJLIERH -fields fieldname [, fieldname..] 2 EA]
Bil&HL ~ FEEBRRIEERUAERN o Ee] B ARBA ST LIEERMAL 2 2% -fields B8 o

() @98t show % ~fields SUFABEREFMERIBIAARNEAIERIALZMM -

B@ show s L EE—EXZERIESH > ANRERLER » LELENE ) \aRbPRRIESHE - &
AILEA ~ B LR ERNERZH 2 2% show @< o

° show 83L& UNIX RINFVRAMERFIT « FIREES 2 HE I HFEHZEE - HI0 - BAUERER
FEHF () ~IFEHEF (!) -OREHTF () #HEEET (integer...integer) ~NREHEF (<) K
REHEF &) ~NREEREEF (<=) ~ URARHEREFRF (>=) KisEE -
MFEERUNIXRIVRNM B BF TR EEN 552 F (EAONTAP 521771 °

FAFATE ONTAP HHEEs FPolicy ZBAEE IS S

AT LAER fpolicy show B&/m FPolicy 4HREMERAEEIRYAR < ~ E3EH A FPolicy N3R5 ]
2 EH - SEEMEFERINER o

MR ERERFPolicylIMERIE. .. fERLLER<...

SNERS |ZE vserver fpolicy policy external-engine show
JEEN vserver fpolicy policy event show

#i[E] vserver fpolicy policy scope show
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L vserver fpolicy policy show

M52 2 EERIONTAP E%4H "vserver fpolicy policy Bl » FH2E ©
FE;"5RE ONTAP FPolicy RESIRRERIS B

eI LR RFPolicy [RAARERVMERAE A ~ LRI Z S ERA ~ [REIZEARISMRS]
Z « RAIMIERFARE ~ LURFPolicyREIEBME#F ERiEEE (SVM) BRI -

RIREIET(E
MRKIEETMSH ~ HTGRRTIEN !
* SVM% 78
* [REHE
* [RAIERF 4RSS
* RAREE

1T BB EE S ESVM AT 2 FPolicy RBIMERRAS 4 « CHETMERHS B8 « (REMIEHERIESD
SHGEH o

WRILIERE -instance BAMFISIRAHABENRNZ2H - & ~ T UER -fields 28 BT THT
IS EMMAL -fields 2 RELRIAGEAMPLERNL

1. FREEN G < RERFPolicy RRIARREAIETZEE

MREEERIRBAAREEA. .. BWABL...

EERELE vserver fpolicy show
BEAIETEIRERN ‘vserver fpolicy show -status {on
off}’ EFEERISVM E

vserver fpolicy show fERISERRAITE

—VsServer vserver name

vserver fpolicy show fEFIEERIIMNERS | ZE
-policy-name policy name

]
T5 58 REE _EFPolicy REIAIMERIE N ¢
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clusterl::> vserver fpolicy show

Sequence
Vserver Policy Name Number Status Engine
FPolicy cserver policy = off engl
vsl.example.com vipl = off eng?2
vsl.example.com vip2 = off native
vsl.example.com vip3 = off native
vsl.example.com cserver policy = off engl
vs2.example.com vipl 3 on native
vs2.example.com vip2 1 on eng3
vs2.example.com cserver policy 2 on engl

FE A RICEUERY ONTAP FPolicy SRERHIEE

el L BB R E B FEFPolicy RRIBVAERAES 5T ~ ¥ ER EL & EF A RYFPolicysMER5 1% ~ [REIBY
BIIER ~ LUK FPolicy/ RRIRARBVETF EEeE2s (SVM) o

RARIEIETE
MEKRIEEE A2 <L EER NER

* SVMATE
* REAIRE
* RAVBFIBER

TRILMERSR L 28 - RIFEENRARENTHEL

1. EREENHLERERAIFPolicy RBIMERIE

MRCEBTEMARANERE WASGL..

&
E=ELE vserver fpolicy show-enabled
EEENSVM E vserver fpolicy show-enabled -vserver vserver name
{FRSENRAZTE vserver fpolicy show-enabled -policy-name
policy name
ERIE R vserver fpolicy show-enabled -priority integer
&4

Ty g HFETREE EERAFPolicy RAIMMERAE :
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clusterl::> vserver fpolicy show-enabled

Vserver Policy Name Priority
vsl.example.com pol native native
vsl.example.com pol native2 native
vsl.example.com poll 2
vsl.example.com pol?2 4

EIEFPolicyAiRESELR
LR E ONTAP FEYYMER FPolicy {RlARES

zE&ﬁﬁhﬂEﬁhdt SEREFHEREINLFPolicyf@fkes (MRFAIBARIEELR) o
B G I AARSFAFFRAALL « RS EFERMARLE o 30E %ﬁﬁéﬁﬁﬂi_luiﬁn\
$%§°

RNERI(E

WNREEEEER - QIR IEBIFPolicyRIARSIHVELR o FEREHBREIRRIMEZ B ~ TN BFHENER
ZEFPolicy{afR2s °

HER
1. {ERELRZEIMNEE FPolicy {@fR2§ vserver fpolicy engine-connect @3% ©

WMIES 2 EERIONTAP E%4H "vserver fpolicy engine-connect Bl » 552/ ©
2. {ERAMESIIMNER FPolicy [EiRESE 4R vserver fpolicy show-engine #3% °

M52 2 ZERIONTAP E¥4H "vserver fpolicy show-engine Bl » s5 269 o

thifEl ONTAP HI5MER FPolicy fAAR2SAVELR

EeIsE B ZFEPEEAIIMNEBFPolicy AARZFHVEELR o UIRFPolicy Rk s 1 A IR 8 M 22 K bRy 3
ERERE ~ R EFEEFPolicy(RARkEs_ EMITHERE ~ RIRISEREE M o

1. fERFETESMNEE FPolicy {alAR23AYESLR vserver fpolicy engine-disconnect 83 % ©

WM'5< 2EERIONTAP E¥4 "vserver fpolicy engine-disconnect Bl » 526 ©
2. {ERAMERIMNES FPolicy [EiR2SE HENELR vserver fpolicy show-engine 83 % ©

"< 2 ZE R ONTAP"E¥4H "vserver fpolicy show-engine B > 52 -
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FETARIELSMIE ONTAP FPolicy fAIARESHVEIZMIE R

EaI BT EETIFEAEFERES: (SVM) BIMNIBFPolicy@AR2s (FPolicyfalfkss) #E
ARAVIREE BT o LEEF BN S FIERFLEFPolicy {RIARSS B ZEAR ©
RARIEIETIE
MRKIEETA2H ~ T ERET FFIEM ¢
* SVM% 78
* ENELLTE
* FPolicy[RRI%7E
* FPolicyfaARa3IP{iit
* FPolicyfRlIR2SAREE
* FPolicyfriR234EE!

BT BT EETITESVM EFPolicy Z RV E IS ATLIER S < 28 « IRBEMIFHERIEa TR -

WA LIETE -instance BMFASIRAGFEENRNZH - 5E ~ GHAIUER -fields LB BERRHLHL
FRISTERIAL o WRIUEIA 2 218 -fields SEIRINBERIAEARIREIL

1. ERBENG S  BREMFPolicyFARSS 2 MEFREAEREES

NRIEERERFPolicyFIARZFAVELR  HA...

AREEEH. ..

RIEER vserver fpolicy show-engine -server IP address
FERAMNIEENSVM vserver fpolicy show-engine -vserver vserver name
BEMI e ERAEY vserver fpolicy show-engine -policy-name

policy name

ER 5 E A ARBSAREE vserver fpolicy show-engine -server-status status
FAIRESARETUZR THIHEP—IE .

* connected
* disconnected
® connecting

* disconnecting
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fEREERE

B RErERIRE

gl

vserver fpolicy show-engine -server-type type
FPolicyfRIfkZzRE A LU FHIH P —7& !

* primary

* secondary

vserver fpolicy show-engine -disconnect-reason
text

FEVERAREBE SRR - U T EHErEGNE RIFEHR :

* Disconnect command received from CLI.

* Error encountered while parsing notification
response from FPolicy server.

®* FPolicy Handshake failed.
®* SSL handshake failed.
* TCP Connection to FPolicy server failed.

* The screen response message received from the
FPolicy server is not valid.

ILEEEFIFETRSVM vs1.example.com_ERIFPolicy{ElAR23IMER5 | ZEEARERAE 5T

clusterl:
FPolicy

Vserver

vsl.example.com policyl

vsl.example.com policyl

vsl.example.com policyl

vsl.example.com policyl

LB HERRT

:> vserver fpolicy show-engine -vserver vsl.example.com

Server- Server-
Node Server status type
nodel 10.1.1.2 connected primary
nodel 10.1.1.3 disconnected primary
node?2 10.1.1.2 connected primary
node?2 10.1.1.3 disconnected primary

HARMIFPolicy AR FERAE N -
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clusterl::> vserver fpolicy show-engine -fields server -server-status

connected

node vserver policy-name server
nodel vsl.example.com policyl 10.1.1.2
node?2 vsl.example.com policyl 10.1.1.2

85I ONTAP FPolicy EiE:BEVEFIRENER

EA LS R EE SIS ERFEREES (SYM) ~ BEEREIMNERFPolicyfAlR2s (FPolicy @Ak
25) E’JFPohcy Passthrough-readE4FARAEFERAE ETL © Jﬂ:ﬁuﬂ_.f’rmﬂj],at#ﬂ%”ﬂl““‘FPolicyﬁ
IRESEE EEEINEREELR « UKHILEFPolicyfRl R2s Y B @ :B BGEAR HH kR o

FAMEEETLE

MRKIEEEA2H SRR MHIEH -

* SVM%&TE

* FPolicy[RAII% %8

* EiRLLTE

* FPolicyfalfR2sIP{iit

* FPolicy Passthrough-readZ 4R AR AE

BT BT EESIFESVM EFPolicy ZRRIERE R I ATLUER S < 28 « IRBEMIFHEREa <R -

WAILIETE -instance BMFASIRBGFEENRNZH - 5E ~ EHAIUER -fields LB BER RS LHL
FRIEERVRAL o WRILUEAIA 2 218 -fields SRR IERIAERARIMEAL

1. FRBENGS - BEREFPolicy(AARS: 2 MEARMKAEREREE A

MRCEBTER.. WEEGRKEENR @AM,

#EEMFPolicy Passthrough-read® vserver fpolicy show-passthrough-read-connection

ARIRRE

}8ESVMBIFPolicy Passthrough- vserver fpolicy show-passthrough-read-connection

readZEARAK AL -vserver vserver name

}5%E R BIBIFPolicy Passthrough- vserver fpolicy show-passthrough-read-connection
readZZEARARER -policy-name policy name

IEERRIRYEEA BﬂFPOIicy vserver fpolicy show-passthrough-read-connection
Passthrough-readZE 47k RE -policy-name policy name -instance
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e EARRERIFPolicy Passthrough- vserver fpolicy show-passthrough-read-connection

readiE4FAREE -policy-name policy name -server-status status f@fR
AR RIU R Y HAP—IE :

* connected

* disconnected

el
Tyan e BREREE _ LFiAFPolicy(@hR2sHIPassthrough-readE AR HERAE A1

clusterl::> vserver fpolicy show-passthrough-read-connection

FPolicy Server
Vserver Policy Name Node Server Status
vsZ.example.com pol cifs 2 FPolicy-01 2.2.2.2 disconnected
vsl.example.com pol cifs 1 FPolicy-01 1.1.1.1 connected

Toes<ZEER Mpol CIFS _1'y [RBIFFTERE Z FPolicy(@iR2sHIPassthrough-readE4F A E T

clusterl::> vserver fpolicy show-passthrough-read-connection -policy-name
pol cifs 1 -instance

Node: FPolicy-01
Vserver: vsl.example.com
Policy: pol cifs 1
Server: 1.1.1.1
Session ID of the Control Channel: 8cef052e-2502-11e3-
88d4-123478563412
Server Status: connected
Time Passthrough Read Channel was Connected: 9/24/2013 10:17:45
Time Passthrough Read Channel was Disconnected: -
Reason for Passthrough Read Channel Disconnection: none

FERZE M EHIREEEFEX
T fZ ONTAP Z23BH¢

R LTI HEPRIB Bt AiZE2s ~ LUFERONTAP Sfinscif#FE#RI%ES (SVM) LSMB
MINFSTEIARZZ B A ASTNIEB A P inNERZERITIFRNENK - ETEEERIERTNZ
EMEERTHEE « IRV ERAIERTINREER - EREMRER -
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ZEBH A RIEREEMHEESR « (RAISVM_ESMBRINFS LA R IRIEE « IEMR N SAE RS FIIRE -
PARICEI LU HUIE RS R ~ IS ENATURZR B A SIEEFIIIRR o

ECAEEESVM_ EERMERIRAISMBIHNFSERRZ E R E « 2B EIFENEIER « AILURERTIE EhEds
SRR RERRIG Bt ©

.

T EESIM L 2 EHEFLTINEEREEE :

* ESVMERERZRIEH - ONTAP
* BEGAERBECIBERE - UWEBERSNSERCRALZREHAVERERMG o
* EERNMERPREIMEREBENITER
* JBHERT LRSS T 7 2RI TERE :
° BRI IP
° SMBEENFSE&E
° Windows %%
° UNIX 478
* REEHYE TR ) M TER_ FECIREERETEE o
* SETSERAEREEFRGNEK - B CRTERERICERF
© REEIES IR LRTEER - UBEFREmERS
* MREEERTT S ZEERES - M ERRER5 IR RR=IEERER
© REEES BN RERIIENER « UHIERSTRIERBTFIRERNER o

ONTAP SVM tHFEEEZ 2Bt {250V
EXWENKNEFEIISEE BRI EZERETT - TREMTEIITFIA LR BIEE o

LERENBEENEFIEEENEE

* Volume&igtreeZ 2%t

* ERRAGHNAERZZM - HRE 3 ERPUTIERNERMER K
* ERELHE

* HAERER

* EBEHERER

* IEEBRER

* EEFEANTFIREZSMY

7£ ONTAP SVM t#EI Z 2B IR SEE

ERFERES (SVM) LRIIZ2IEHE - FErc X EEEFA - flUl ~ KEENER
LERIEHRVBGE « XEMELZE2ME - UREAIERAFENHE -

* IMRBEESVM LRI ZZ B ©
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* BEREMHEHGFESREEHESVMERBIESR -
s 7RiaE BEEPRITERBISVM o

* fEE]LAHTIE SMBHINF SE SRRV PRIE Bt Azt 25 o

* AT ERIIBHERESAISVM LR E SMBEINFSTRIARES ©

* WRILZBAIFENTFS ~ UNIXFCR SN EZ 2B HHREMtree LRIERM B RIREZII R E2EH
* BESVMERZ I 10fEERIE ML AR ZE2S o

* BIISIECRERERT « WIRISE R IERS MR

EEFH SRR IRRNIEFETE R - REIRRRSNEERM « SERSIRTREBNFGZAIEE - 1
REBEHRHNERTEZECRBHESRTHRG - MR EEERSIRERERSRIERESS °

* BN AZEMEHEERZR - LR BAERPRARS LRITIHOERNERKER « LIEEEH AR
PIRRENAL B A B B4 SRECERATEE) o

© (TFEZIIGREIRB AT « EMERTEERE RS A o
I REPRIE L B BE AR HHE R B AE IR BAR K o
SERRERER SRR B HHRE BN 1S ~ (CIEZ S A PRAT A HEPRIB L ARIEERS o b « OEENAIERE IR FERR I AERR
& ~ ONTAP UERI A EHVEHIAS RIEEXTIZEE o
HITZ2EH
EBH 1T ONTAP Z2BH

HITREMENBERIRZEHENERES - BRRRERT - T SEER(FBISVB
HNFSA P Im EEEFIER « LUIRISIRAGR ©

TR ERAZ EHESEIEREN 2 « TR LUENRES T EERER « WEETBEERFHMES - TRk
DfEREERERZE « CAIUERBEERSEMIER -

£ ONTAP SVM 17 2 EBHEA SR

TR B Z 2B HER RS ~ URAIREFERHE (SVM) ERISMBHINFSA P Im{ESE
BT & EREs RIFTA FEUEE - SR UER L 2IEHAVAE R RS B R T
EXf]i o

RIRERI(E

VserverZ 2B HtEfiE S create i T HEME S -
BEBY 288
-vserver vserver name SVM%& &

BECEERAREHEHMER ZIERNEIRNSVMEATE
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-index index number

HESH

-client-ip IP_Address

-path path

-windows—name win_ user name
H -unix
-name’ "unix user name

-trace-allow {yes

LEHEHERR— R RAERE
HEHE o ICRTLUBIEE M R ET R ©
AEEHATEN  ARILBERS

yes °

disabled}

-time-enabled integer

1. B Z2EHENERS

ERIEERG | ARSR_

ZEAZHENRSIRT - SESVMRZ A HE10EEHERERS o L2
SREFRER1EIM0

ZEANMESHAEIB I L2 HEN RS « UERE L2 HERFIEERER :

BTt
IEEREIR S5 E EREFESVMBIIPALIL -
IEREISR S E ZEAEREHEERIVRE - WE(E -path AILUE
AT3HEFP—EREN
© TERE - KHABREZRHELMSG
© BROERTE BN HEARRE R
T ATE RS EREANFSERIUE BRUNIXE B 820 BR1T5E ©

BRI LIS E BB EFENE RN WindowsEHE LB UNIXERE SR
78 o (FRELBEHAEDANE  KELER—EfRISTERE
EWindows A& ZBIIUNIX{FERE LT o

®

BN LUBHESMBHINFSTZERSE 4 ~ HHAEAIUNIXEF
EMHEAUNIXEAEEF A I UEESHUNIXZEE
BX LITEEURE -

no}

-enabled {enabled

TR LR A SEAR EIHIEHATRESR © IRTAR - REHIEHAERHE

FAAARE o

TR LUETE SR as FV AR I ) ~ 2 RERIRER L E(SA o

1

vserver security trace filter create -vserver vserver name -index

index numberfilter parameters

filter parameters ZyiEFHfHEE
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M55 2 EERIONTAP E#4A “vserver security trace filter create’ B > 528 o
2. B2 BHETEEAsEE ¢

vserver security trace filter show -vserver vserver name -index index number

gl

TS L EAEMERERELZEHENETESS - UWENEAHARKIIER
\\server\sharel\dirl\dir2\file.txt % IP {3t 10.10.10.7 o EFEERSEAAMTTEERRIE -path EIE -
FATFERE R B imIPAIE210.10.10.7 BRI TE30 D TEE AT

clusterl::> vserver security trace filter create -vserver vsl -index 1
-path /dirl/dir2/file.txt -time-enabled 30 -client-ip 10.10.10.7
clusterl::> vserver security trace filter show -index 1

Vserver Index Client-IP Path Trace-Allow
Windows-Name

vsl 1 10.10.10.7 /dirl/dir2/file.txt no -

T2 e EANARREKETZ2 M BUETSEST -path BIE o EHESSTEHEA Moe'l ZWindowsfER
EHITEENHE o Joe IEEFINEEHAREMIEE \\server\sharel\dirl\dir2\file.txt ° fHiENBHE
REFEABBEN

clusterl::> vserver security trace filter create -vserver vsl -index 2
-path /dirl/dir2/file.txt -trace-allow yes -windows-name mydomain\joe

clusterl::> vserver security trace filter show -vserver vsl -index 2
Vserver: vsl
Filter Index: 2
Client IP Address to Match: -
Path: /dirl/dir2/file.txt
Windows User Name: mydomain\joe
UNIX User Name: -
Trace Allow Events: yes
Filter Enabled: enabled
Minutes Filter is Enabled: 60

Z8;"A R ONTAP SVM L 2 BHEEERNER

WA FERMES (SVM) EHNRE2EHEESRFAER > LR SEER =R ERAITFE
E S
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RBEES
/& ONTAP 9.6 B4 » BT LAfER System Manager Bt SVM EAIHEZEIZEY ©

1. BARK System Manager %X °

2. 7£ Cluster T » #£iZ Storage VMs ©

3. BEHEEMMI SVMAY § ©

4. 3242 Trace file access °

5. EREFEUENIRTELRELRE % SMBICIFS 3 NFS ©

6. #A User name °

7. A Client IP address °

8. (M) EETY—IEHZIE !
a. 42 Trace particular path 5T ZBHAIEZRIERRRE o
b. 52 Show only access denied entries A B Mt &5 E [R5 A FEIERIEH o

9. I%4Z Start tracing °

CLI
M CLIEHt SVM ERIIEZETFEN ©

TER
1. FRERLZE2 M EMEEIERMERED vserver security trace filter show B89 % ©

WMiES 2 EERIONTAP ESE4R “vserver security trace filter show B » 5528 ©

Ll
THer <L GHERSVM VS1 LA R 2 BN ERERAIERIE -

clusterl::> vserver security trace filter show -vserver vsl
Vserver Index Client-IP Path Trace-Allow
Windows-Name

vsl 1 = /dirl/dir2/file.txt yes =
vsl 2 = /dir3/dird/ no
mydomain\joe

7£ ONTAP SVM REERZ 2 EHEE R

TR HHET S X2 T EREERIERERMIEENREHERER - KRIUER
AERIREREEIE SR T INL 2 HAERE « SR EHHESMBHINFSIEZRZENE o
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a2 Al
RANZ 2B RS VAEFT - MEXARWNSMBENFSARHHITIEE « BRARRSANSREMEENR
EhiEds  TREEEREMHERER -

BRERI(F
TR LERFrE 22 MHEHHERIVHE - tAILUEEERSBR BT BHTETHEN - EXREMERERES
RECHR - E—RRAEEL -

MREREEEERSH - AIGETRTIIES :

* RETFERE (SYM) 18
* ENRLRAE

* REMEHRSIRR

* RERAMN

* BRIE

* IEH

* ERERE

EREREERIFEHEESRIIRES VT

WREFEIRERE. .. R&. ..

EFRUNIXERE RS Z2 MBS REETRUNIXERESLTE -
fEFAWindowsfEF & &8 Z2 B HE R ERETRWindows{EHE &TE o
BEERELE Z2 MBS R EETRWindowsEHE LTS o

TRIfEREAZERET S - MrIUERFRLEREASEURGE ) LHh PERINERER  HhedE !

A2 Bk

-fields field name* ... EEERRA EBEREL o MR UBIREAIL2H « L UHEACHE
ERSH—HEER -

-instance BERZ2MEREBHNFEEN - ILBHrIEEHMERS R - U
BT E A RV S o

-node node name EETAREEHM LEHNEHR o

-vserver vserver name EREMIEESVM L EHERAE o

-index integer BMEMEE RS R B 2 BRSSP 2 S RVAERAER -
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-client-ip IP_address FETHEE A P i PAU FEUE SR £ S RVERAE -

-path path REMAE R F RS E R M E S 4aERE
-user-name user_name RIS E WindowsBLUNIX{E & 17 BUE 22 5P 88 - S RUAERA S A ©
-security-style BENEAREEREAANERAR L BESHERMER -

security style

MEEMERASHNFA 1S SEERONTAP'EN » 552/H ©

1. ERERLEE M EBHENEMER vserver security trace trace-result show 8% ©

vserver security trace trace-result show -user-name domain\user

Vserver: vsl

Node Index Filter Details Reason

nodel 3 User:domain\user Access denied by explicit ACE
Security Style:mixed
Path:/dirl/dir2/

nodel 5 User:domain\user Access denied by explicit ACE
Security Style:unix
Path:/dirl/

€% ONTAP SVM MR ZHEHEAESS

MELEELTEMNFESH « LA EHPLEFRES « COMEHRENER IS
BiEi2EE8 o

FAREETLE

T RisE BEAMESNFEFERMSE (SYM) 218 - WUKEFESRHZRS RS - LG ZERN L2 ER
EhiEas o CRILUE A ERNEGRESH -

1. EeR T 2 M IBHEEHEERS

vserver security trace filter modify -vserver vserver name -index
index numberfilter parameters

° vserver name T EHZEMIEHETESSN SVM B8 o
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° index number ERBEREENESIRIR o LLBHAFFES1E10 -

== oo

° filter parameters AEHEESEIRE o

2. R R 2B EREE ¢

vserver security trace filter show -vserver vserver name -index index number

il
TS EIERRS RIS 1L BN ERESS o Eﬂiié%%ﬁi_mﬁ&ﬂﬁﬁﬁ%ﬁﬂﬁﬁ LR ZERIEH
\\server\sharel\dirl\dir2\file.txt REE(A IP il o EFERERTERE -path #EIE o fhEss

BHEE R RIBESEM

clusterl::> vserver security trace filter modify -vserver vsl -index 1
-path /dirl/dir2/file.txt -trace-allow yes

clusterl::> vserver security trace filter show -vserver vsl -index 1
Vserver: vsl
Filter Index: 1

Client IP Address to Match: -
Path: /dirl/dir2/file.txt
Windows User Name: -
UNIX User Name: -
Trace Allow Events: yes
Filter Enabled: enabled
Minutes Filter is Enabled: 60

flikx ONTAP SVM ERZ 2 4B KBRS

EﬂTE s ERX R IEIBHIERERIAER ~ AILGRERIER o AR SERHT EREE (SVM)
Tﬁm@#%meﬂﬁ FLEMIPFA R ERVEREESRR  CRAEEER LIRFEZ

Mﬁﬁf

BEREIATAE

EER—HNCEMRNREIOEUENES « CYXAEETIIER

* EREHEESINSVMERIE
* BHtEREIRAIEERS AR

- A ICEMERZ 2 B ERELS TR B RIERESR RE I 4R5E

vserver security trace filter show -vserver vserver name

vserver security trace filter show -vserver vsl
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Vserver Index Client-IP Path Trace-Allow
Windows—-Name

vsl 1 = /dirl/dir2/file.txt yes =
vsl 2 = /dir3/dir4d/ no
mydomain\joe

2. fEA L—ESRAOEERSIRTEN « MEREFHEERE

vserver security trace filter delete -vserver vserver name -index index number

vserver security trace filter delete -vserver vsl -index 1
3. MR BN EEREEEMER -
vserver security trace filter show -vserver vserver name

vserver security trace filter show -vserver vsl

Vserver Index Client-IP Path Trace-Allow
Windows—-Name

vsl 2 - /dir3/dird/ no
mydomain\joe

k% ONTAP SVM ERZ 2 4B 1z

fE e R B B R B E R R F N L 2 M B sR B SMBEINF S A P imr XA 2 18
ARt R 2 MEEHGEC P RIFR R 2 1EEMECER ©

MRISTET(E
fEMIbRE 2 IEBHREE 2 BT - U BAIERSRIFY -
SEREEERESE (SUM) BSTRE126BEHEN - MRSVMED LR « AISTEFIEHET
(D)  smanmkEEmeELES - IREFETHRIALSVM LRI - ONTAP AIESVMAE
RIBAEE DB EMENESR - UERHHERNZR o

1. SR CE2MIFRAYECER SR

vserver security trace trace-result show -vserver vserver name -instance

2. MFsZ 2 MHIBHECER |
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vserver security trace trace-result delete -node node name -vserver
vserver name -seqnum integer

vserver security trace trace-result delete -vserver vsl -node nodel -segnum
999

* -node node_name EEEMII > HEIRIBHLE A FEM R EREERIE o
EENENBY -

© —vserver vserver name BIEEMISZ BIBEHBE LRI SVM 478 o
EENENSY -

© -seqnum integer ATEMIRITTIHEARS o
EREAENSY -

filf% ONTAP SVM LHIFRE L2 BHE i
MREABRBEARENLZEMERECE « AJUERE—mn < MEREIR LRIFRECER

1. MIBRFRA R 2 EHt R

vserver security trace trace-result delete -node node name -vserver
vserver name *

° —node node name EEEMPRZ ERIEME AT R SRS
° -vserver vserver name EEEMFZ EIRIEM S HFIENRFERESE (SVM) &fE o

fZTE ONTAP Z2iBHi4E

Z2MEHERIRHAFFIHEEERNRE - BHEHE S ASFEEEEIRNER ~ LUk
STEEMBEFINFIREREPRRUE  RETER o EAUERERRIERE 751
FREFRAREFFREUTEH ©

SHEREEENEGEFASTH RSN

ERIAERTHNE 2 MBS RPIX B ERBEBEMENEFMER vserver security trace trace-
result show ° ¥"{5<S2EERIONTAP S5¥4H "vserver security trace trace-result show &E3fl » 526 o

MBI S5 Reason M Allow &5 RFEHE
UTENEHEH Reason HIRTEEHERPIBMOUEEA allow ERER ¢

Access 1s allowed because SMB implicit permission grants requested
access while opening existing file or directory.
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Access 1s allowed because NFS implicit permission grants requested
access while opening existing file or directory.

A% tHEE A Reason ML Allow 45 RERTRY
UT RS Reason HIRTEEHERPRMEMIEEA Deny AAREFR !

Access 1s denied. The requested permissions are not granted by the
ACE while checking for child-delete access on the parent.

RIEIHEEH Filter details @I

T RREHER Filter details BHHERGERFAIE « HPFZHERZRNBERLZEAR - HREERF
BEREREESEMERR

Security Style: MIXED and ACL

EME BT A3 EIE R ONTAP SVM NEZE R

FIhAIE SMB BB R imfFERZ & ~ ER] LI TERS SMB 4BRAS S HTIE SAN 72EX © R IhAl
HNFSHEBIEIRZE AL THERENFSAEAE S FIE SANTZEY © S E ISR
B~ IRFERZ(RESVMAYIEVolume ©

SMB #H7E
TR A TYER RE D RESMBIFE :
R EEEIE
SREAYNEIfER SMB B ERRE R EIRERFE
* "NetAppHefirERE4191 | FEData ONTAP XEMNREBEFHMUEIERS.2 WindowsHEZEARFS"
RIESMBEFEE MWindowstEZZARFHINAERI G AZ A « WHRHONTAP BRAMEZR AR ARSI BHREN o
* "NetAppHflT#R 53740 : SMB 2 Next-Generation CIFS Protocol in Data ONTAP"

FT#BSMB 2BYINAE ~ HEREEFAHER « LUKRONTAP EIEIhAES ERVE(E o

NFS #BRE
e UMER TYIBEBE—PRENFSTERY ©
* "NFSEIE"

BN fEFANFSEE T E R E /R EEREREF ©
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* "NetApp#fti#h 54067 | NFSRIEBHHE(EIER"
B HANFSVIRINFSVI/EREISR  $RHEONTAP RIS UANFSVIA & BE S TE(EL AMAIL o
* "NetAppikfii#R 54668 : LIBIRFSRIEBIBMIEIER"

RETENRESHEME  IRE - BEREEEE - WHRELDAP ~ NIS ~ DNSE s 55 & SAEFAAE 2R
EIThRE o

* "NetApp#ifli#r 554616 : ONTAP NFS Kerberos in Some with Microsoft Active Directory"

* "NetAppizfli#R 54835 : YN{AITEONTAP IhEEF E&% ELDAP"
* "NetAppHiflT#R 553580 : NFSv4IZsaIN e AR E B FMUAIErData ONTAP -E{E"

FREATEHMEEEITONTAP LEIHAEI A 4% E ~ 7EAIX ~ Linux3{Solaris B B i _E B ENFSvATTH R FE SR R
EERMOE ©
fEVolumeff:&
ASVM LB EEHRE 2% « CEREEIEVolumeZ 2RE !
s "ERHMRE"

SSBRUN T2 B B H AR ERRESVMIREARE « 5 2 NetAppRXAANASHISVMEREEHMIA o ERFthERPA
Nt B ARG PIRASVMIRMIRE « LUREIEHIRE MIE SRR PIRE o

fEASystem Manager&IEN=

FEREREENINZ HONTAPEEPRFENERIETNE

fEAVolumeZINEE ~ AIMEREEMESREMAEHAR « B[] « st 5B R - &
JEBE\VolumeE i} o VolumellZ A 5E E455kb4AE « rIf8BcFrBHDDFISSDER o

RIRERI(E

A2 FERR FAS ~ AFF 1 ASA 24t - INRIEHER ASA 2 24t (ASAA1TK ~ ASAA90 ~ ASAA70 ~ ASA
A50 ~ ASAA30 ~ ASAA20 Z{ ASA C30) > :RE1E"ELTER ENBEESRINE c ASAR2 RAIRHEAER
SAN HE FFrigftAYES1E ONTAP B25% ©

VolumelIZEELBEIRIER o oMU EHSystem ManagerZz&EOnboard Key Manager o &t 8] LU 9MER
TREERER « BHALFEAONTAP CLIEEITRTE °

RESRBERERN 2% - MNHEERTEREMNE

1. B—TRE>RE" o

2. TN T~ Z—T g UBEREE Onboard Key Manager ©
3. EEMERBHIEE  BFR— T HEFE-HEa" o

4. TIPREEMVELERE L ~ 12— ~ ABIE—T : *RE "~ o
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e

R BB
FEONTAP 9.6 REBHRA 2 NVE B L R ETE

£ KMIP falikas R IRsEZE AR FIINE B BER © EONTAP 9.6 Fta » AT LUERE
& BBRVSMNI R E IR RKAREEN SVM AREFEUNZERNEE

204


https://docs.netapp.com/us-en/ontap-cli/security-certificate-install.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-install.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-install.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-install.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-install.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-install.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-install.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-install.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-install.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-install.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-install.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-install.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-install.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-install.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-install.html

7t ONTAP 9.11.1 s « BEXESRARSRZ AL 3 EARBSRARS - URLRESRAMRS - MF
HEEN - 720 RERELINIBEMRES -

RIERTI(E
TRERZEILHEIE KMIP [EAREEZFIEER SVM o FHRE/LV M A FEREEUBIRTERM KRR

S IR EENEERE T R EEARSESFREZETHIFAESM « EREFREENBISVM !
* TR _SEHE RREREFAAESVMRSIMIEZRERE - EEEE S A UEFI#ETARS LHNSE
T8 ©

* EONTAP IJHERR9.6F48 ~ ERIIAEA_SVMEERRE£EFEFISVMBIMNIEIRER - EREGZHEA
IR « SEHEFERARENSVM (H—4ESVM) RIBEER - REREHRFRNSVME EEE_JL,(T_ VBN
AR o

* AR SHEFRIE  REA TSRS _MT_EK-Mgmt_By#HE |
system license add -license-code <MT_ EK MGMT license code>

WMES 2 EERONTAP E:¥4l “system license add &3l » 5520 -

TRINER—EEERERAEMEREE - MRSVMERE T iHEIEFERES « ONTAP BIE(ERE LRI RMRE
&% - TRIONTAP - MAAREREN TR ERFARBRFAET

TCAIUEREHERTENRETREIR « WESVMEBEREINBEBEIE o LoJLUFEA security key-
manager key migrate R EHBUREHLENNEETHEIEREE SVM SEARNINTEBEERER °

WMES 2 EZERONTAP " E:¥4l “security key-manager key migrate &3l > :526] o

FYaZ Al

* KMIP SSLA R iRl AAReS RE L AB REE ©

* KMIP fAlAR23 4 7ERESIE B EERRERVERREEIE LIF 72EX ©

* MNEREENSVMEES « AREMITIETE -

* TEMetroClusteriRIZH :
© ERY AN EREIEZ Al > W7AETERALEMetroCluster ©
o fEuATE MBS L ZEMEFR KMIP SSL 7&3% ©
© WATEMIERE LA BN R R EIES o

1. SJx‘ EENTREERNER :

security key-manager external enable -vserver admin SVM -key-servers
host name|IP address:port,.. -client-cert client certificate -server-ca-cert
server CA certificates

45 “security key-manager external enable’ #5 % & “security key-manager setup @< © 1R
(D aEsEsARTFTTHIEGS > admin_SVM RS BREENEE SVM © AILUER
“security key-manager external modify' S8 2 R ERINE R EIEACE ©

[I

205


https://docs.netapp.com/us-en/ontap-cli/system-license-add.html
https://docs.netapp.com/us-en/ontap-cli/system-license-add.html
https://docs.netapp.com/us-en/ontap-cli/system-license-add.html
https://docs.netapp.com/us-en/ontap-cli/system-license-add.html
https://docs.netapp.com/us-en/ontap-cli/system-license-add.html
https://docs.netapp.com/us-en/ontap-cli/system-license-add.html
https://docs.netapp.com/us-en/ontap-cli/system-license-add.html
https://docs.netapp.com/us-en/ontap-cli/system-license-add.html
https://docs.netapp.com/us-en/ontap-cli/system-license-add.html
https://docs.netapp.com/us-en/ontap-cli/system-license-add.html
https://docs.netapp.com/us-en/ontap-cli/system-license-add.html
https://docs.netapp.com/us-en/ontap-cli/system-license-add.html
https://docs.netapp.com/us-en/ontap-cli/system-license-add.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-migrate.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-migrate.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-migrate.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-migrate.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-migrate.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-migrate.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-migrate.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-migrate.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-migrate.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-migrate.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-migrate.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-migrate.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-migrate.html

2.

4.

206

THEr LB ARIMNIZIREIE clusterl A=A ZRAMRES - F—EEWARSSEAE TS
BINEIRBRIETE « B _EZRARBESERIPAUATEREZERIETE « B=ERRARBAZERAIPVE
IAEMIERIR RIS E
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clusterl:

:> security key-

manager external show-status

Node Vserver Key Server Status
nodel
svml
keyserver.svml.com:5696 available
clusterl
10.0.0.10:5696 available
£fd20:8ble:b255:814e:32bd:£35¢c:832¢c:5a09:1234 available
ksl.local:15696 available
node?2
svml
keyserver.svml.com:5696 available
clusterl
10.0.0.10:5696 available
£fd20:8ble:b255:814e:32bd:£35¢c:832¢c:5a09:1234 available
ksl.local:15696 available

8 entries were displayed.

O. RIS FHAR & B A R HEERE o

volume encryption conversion start

TTEAE & 2 Al » MBS

FERAE R

RERELNINPEIRFEMRES
"RAEET R SR A"
"ZETREESTRER"

ZE TR EIESINRITILARES"
"ZEREIREESIMNIRRTIARE"

EIMNBEIREIES ©

7ZONTAP 9.5 B R rAH 74 NVE BYEIMEigE 18

TR LUER— S ZEKMIPEAR S R IRE =5 FHX??HWJI]”%HE’JE%Wo,ﬁﬁ%ﬂﬁ%lﬂ
EKMIPfEIARESZ R E—EEIRS - B E D ERMEME AR REITHREMN KEEIRIE -

RINERI(E

Al A ERIFRE SRR EKMIPEIAREZZELR - ONTAP

RG22 Al

207


https://docs.netapp.com/us-en/ontap-cli/system-license-add.html
https://docs.netapp.com/us-en/ontap-cli/system-license-add.html
https://docs.netapp.com/us-en/ontap-cli/system-license-add.html
https://docs.netapp.com/us-en/ontap-cli/system-license-add.html
https://docs.netapp.com/us-en/ontap-cli/system-license-add.html
https://docs.netapp.com/us-en/ontap-cli/system-license-add.html
https://docs.netapp.com/us-en/ontap-cli/system-license-add.html
https://docs.netapp.com/us-en/ontap-cli/system-license-add.html
https://docs.netapp.com/us-en/ontap-cli/system-license-add.html
https://docs.netapp.com/us-en/ontap-cli/system-license-add.html
https://docs.netapp.com/us-en/ontap-cli/system-license-add.html
https://docs.netapp.com/us-en/ontap-cli/system-license-add.html
https://docs.netapp.com/us-en/ontap-cli/system-license-add.html
https://docs.netapp.com/us-en/ontap-cli/system-license-add.html
https://docs.netapp.com/us-en/ontap-cli/system-license-add.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-migrate.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-migrate.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-migrate.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-migrate.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-migrate.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-migrate.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-migrate.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-migrate.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-migrate.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-migrate.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-migrate.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-migrate.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-migrate.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-migrate.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-migrate.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-migrate.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-migrate.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-migrate.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-migrate.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-migrate.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-migrate.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-migrate.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-migrate.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-add-servers.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-add-servers.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-add-servers.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-add-servers.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-add-servers.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-add-servers.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-add-servers.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-add-servers.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-add-servers.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-add-servers.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-add-servers.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-add-servers.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-add-servers.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-add-servers.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-add-servers.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-add-servers.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-add-servers.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-add-servers.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-add-servers.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-add-servers.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-add-servers.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-add-servers.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-add-servers.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-add-servers.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-add-servers.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-add-servers.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-add-servers.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-add-servers.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-add-servers.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-show-status.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-show-status.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-show-status.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-show-status.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-show-status.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-show-status.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-show-status.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-show-status.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-show-status.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-show-status.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-show-status.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-show-status.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-show-status.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-show-status.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-show-status.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-show-status.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-show-status.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-show-status.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-show-status.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-show-status.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-show-status.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-show-status.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-show-status.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-show-status.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-show-status.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-show-status.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-show-status.html

* KMIP SSLA R iRl AARES RE L AB REE ©

* M RAREREEES AT TE -

* EREINPERBERER ZA « BAKLREMetroCluster LEAERFE ©

* 7 MetroCluster IRiRH ~ G BTEmE RS L2 4EFRY KMIP SSL /& °

1. RESREMHBNSREERNELR :

security key-manager setup

TR EEREREMRRIFE

@ 7EMetroClusteriRIEH » SN BEMEZEE _ EMITILER<S o 5¥4 T A2 “security key-manager
setup fE"15 T2 Z ERIONTAP" o

2. EEERTFTHABZENEIFE
3. FMEKMIPEARES -

security key-manager add -address key management server ipaddress
clusterl::> security key-manager add -address 20.1.1.1

() reaEFsEmEES  CUEERERE FRTIEASMetroCluster ¢

4. FIBEASMIKMIPFEIAREZ LUR MR :

security key-manager add -address key management server ipaddress
clusterl::> security key-manager add -address 20.1.1.2

() EeERENEES  CUAETERE EHTIH < MetroCluster o

S. HEFRFNA BREMKMIPREIARESI B EAR
security key-manager show -status

AT BRILIBIZRFRAYER @ 15 < 2 E ERONTAP" o
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clusterl::> security key-manager show -status

Node Port Registered Key Manager Status

clusterl-01 5696 20.1.1.1 available
clusterl-01 5696 20.1.1.2 available
clusterl-02 5696 20.1.1.1 available
clusterl-02 5696 20.1.1.2 available

6. UM F R @ B R IR E o

volume encryption conversion start

EFERMIEE Z A - MBLTERTINTISIBEIERER ° £ MetroCluster IRIEAH ~ HBETEMEIL S _EREIH
NiBEIES o

BRTIRMEREIEONTAPE R SVM 89 NVE £i8

%t ONTAP 9.10.1 Y4 » ,a:_JL,(T‘EEﬁa*aﬁéEEFH%E‘tEPﬁﬁa"Azure Key Vault (AKV) "
#"Google Cloud PlatformfV&ig EIEARTFE (ZEimKMS) "€ ONTAP I EE o 14
ONTAP 9.12.0 fita » &t e LUFE A 2K {R€ NVE E£8#"AWS B KMS" ©

AWS KMS + AKV #1 Cloud KMS B {R:E "NetApp Volume Encryption (NVE) &8&" {EEBIRERISVM o

RAMEIET (£
1EB]LAfEA CLI B ONTAP REST AP| KA EiniEmmMSIaEIE o
FEAZRMHERREDER « 5515 « RIEER « &8 SVM LIF 2R ARSI SR RSN - SiEEIEE

Eﬁﬁﬁﬁfﬁi@”fﬁﬁ??ﬁﬁ’]gﬁuﬂﬂ%‘z (Iogln microsoftonline.com for Azure ; oauth2.googleapis.com for Cloud KMS
) HEITIE - MRBEREKRIEHRTE > EEFRICHREASEBEER

EREIRMHEREREERTR « CREETIIRE)

s BEESIREIERNERR NetApp #7212 (NSE ) #0 NetApp Aggregate Encryption (NAE) o "
HMERKMIP" AT LAZR A ©
* BinHERSREEARERR MetroCluster 4H8E o
* BiRERSBTIERAEEN SVM ERE ©
FtaZ Al
© WNBIEBEENEIREER _ LRE KMS o
* ONTAP ZEEMEIEANASIE NVE ©

s "IN JEE ZEE Volume Encryption (VE ) MZERNMBEEEIE (MTEKM ) EHE" o ZLEITRENEMT
F"ONTAP One" ©

© BARERESN SVM EEE -
* B SVM M ESEMMEBRIHRE « W AN SRATSHEEER - MREL SVM B3 MEMNHERE - &
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../system-admin/manage-licenses-concept.html#licenses-included-with-ontap-one

WAL IS LEHERE ~ A HERE KMS ©

RSN iR EE
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AWS
e Z Al

* [BAZEA AWS KMS £ 215 - EHEENEZMN IAM BeFEA o IAM BN EE S 25F NE
EMRA :

° DescribeKey
° Encrypt

° Decrypt

INFFAEN « FF2B AWS XX "HEEY" o

7 ONTAP SVM _EE{FH AWS KMV
1. BIYAZ A0 ~ LR AWS KMS EViS7ZENEE8 ID M Eais o
2. [EHEPRIB AR R A HERE -

set -priv advanced

3. EXF AWS KMS :
security key-manager external aws enable -vserver svm name -region
AWS region -key-id key ID -encryption-context encryption context

4. HIRIRTRES « SERMANERE o
5. WS AWS KMS BIFFESRE -

security key-manager external aws show -vserver svm name

WMES 2 EERONTAP " E:¥40 “security key-manager external aws B > 5528 o

Azure
7£ ONTAP SVM _LE{f Azure Key Vault
1. B Z AT ~ B BL R AzurelR A EVSE EVER SR EN « SR IHEZoRE o SN BRRE
EPMFRBENELERIE BE(E o eI LUERMSHRIEE cluster show ° MN"IET2SEEEONTAP E:E
4l “cluster show &zl » :E2F] ©

2. RIEMRERRAER

set -priv advanced

3. £ SVM LRtA AKV
security key-manager external azure enable -client-id client id -tenant-id
tenant id -name -key-id key id -authentication-method {certificate|client-
secret}

HIRIRTRET « sAEIA Azure HRE MY B im/REEE A B IRk o
4. B0 AKV BIEFERUR -

security key-manager external azure show vserver svm name

MRARFSEARFENTIER « FBBEBER SYM LIF B8 AKV SR EIERBEHER -

"5 2 ZE R ONTAP"E¥4H “security key-manager external azure & > 52 -

Google Cloud
7 ONTAP SVM By Eix KMS
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1. BtAZ AN ~ 3550 JSON & ILEVE Google Cloud KMS 1R B £ g1 ZMFAZ 18 - el IU7EGCPIRS
IR FEIEEH o ‘”J@%;ETJET??%EPE@Fﬁﬁﬁﬁ%ﬁ%ﬁEﬁET’E o AU LIKIEE cluster
show ° YI"{ES 2 ZE R ONTAP"E¥4H "cluster show B&fl » 526 ©

2. BHEMREARRAERS

set -priv advanced

3. £ SVM LE{A Cloud KMS
security key-manager external gcp enable -vserver svm name -project-id
project id-key-ring-name key ring name -key-ring-location key ring location
-key-name key name

HIRIRTREY « SEERRISIRE AT SMEA JSON EENRE
4. B85 Cloud KMS BEACE 7 IEFERIZH :

securlty key-manager external gcp show vserver svm_name 334K "kms_wrapped_key_status™##
"UNKNOWN" IR ZA BRI MEHIFE o IRRBAZERESR > BIEBER SVM LIF 2178 GCP
IR EIEARFSAVELR o

"5 < 2 ZE R ONTAP"E¥4H “security key-manager external gcp &l » s526] ©

MREABRSVMBRE—HSEMBFHEE - BEREMNNVESEREIESVMARSBEIEREAEIE « BIELS
BEREEINIEREIERT - EEMH CLI MITILIEXE « BHITH < !

security key-manager key migrate -from-Vserver admin SVM -to-Vserver data SVM

TERIBEER SVM BIFRE NVE £ 81 « 85 AHRMER SYM BII MBS HEEE o
=R
* “EAREAR Cloud Volumes ONTAP B NetApp IR 2R INZHEREE"
"ZeEIREEE N

{EF Barbican KMS EIZONTAPE 8

LONTAP 9.17.1 BA%4 » &R LAfEA OpenStack BY"E LS KMS"{REEONTAPINZ 48 o
BarbicanKMS B—IBEZ 2 #FMEFINEIEAIARTS ¢ BarbicanKMS AR R:EE N SVM
HINetApplIRENIZ (NVE) &£i8 o Barbicanfk#8"OpenStack Keystone" » OpenStack FY
B IRTS » BB 0EREE o
REFNEIET1E
&I LAEER CLI B{ONTAP REST API {H Barbican KMS 2 E& @& I8 o £ 9.17.1 kA= » Barbican KMS %
EAELUTRE :

* Barbican KMS R3Z#ENetAppfETEINZE (NSE) FNetApp &1 (NAE) o & » LRI LUER"IMIE KMIP"S"

WEFIREIEES (OKM)"FR NSE #1 NVE &8 o
* MetroClusterfc B~z Barbican KMS °
* Barbican KMS REEABR SVM B8 > FERNEIE SVM

PRIES BRI > BIES "admin RHEZFRAIUAIT FIRIFER o

sz Al
* WZAFLE Barbican KMS #1 OpenStack Keystone ° f&F#? Barbican B SVM #4ZERESN B IBATER 1FEY
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Barbican #1 OpenStack KeystonefsiRas ©
* WNRIEIEFEA Barbican 1 OpenStack KeystonefaliR2S £ B 5] /REISHEENL (CA) » BIZEER

security certificate install -type server-ca -vserver <admin svm> °

I EREN Barbican KMS B &

Bl % SVM I FHY Barbican KMS ECE X AS EENE) © —{E SVM A UAB Z{EIE/ESIHY Barbican KMS B2 &
» B—R REEB — BB EENIKES ©

1. & SVM EIL#RYIEEE) Barbican KMS ECE -

security key-manager external barbican create-config -vserver <svm name>

-config-name <unique config name> -key-id <key id> -keystone-url
<keystone url> -application-cred-id
<keystone applications credentials id>

o

-key-id' R Barbican ZRMEZ® (KEK) HNEWEHF o FWATEN vrL > 81F
“https:// °

FLE URL 22 RE5E (?) - ISR RXENONTAPER < 5B E B - B8 AT A RISRAY URL

O » SRSAERUTHLEREDIGH oot —active-nolp false - HETLERL

TS EHEUEEEFBN "set -active-help true’ TIREZER"IESSZEEIONTAP" o
° ~keystone-url & OpenStack Keystone?ﬁ’fgﬂ\iﬁﬁg URL ° sBSIATEER URL > €1F
“https:// °

° “-application-cred-id ‘2 FEFFETV/EEE ID ©

%@Nﬂzﬁ%ﬁ ) R T EHARAREIVRE TR o ISR EII—EIFESNRTY Barbican KMS fig

T EHIE N —E% AR IEEE) Barbican KMS BCE configl "#HSVM “svml

clusterl::> security key-manager external barbican create-config
-vserver svml -config-name configl -keystone-url
https://172.21.76.152:5000/v3 -application-cred-id appl23 -key-id
https://172.21.76.153:9311/vl/secrets/<id value>

Enter the Application Credentials Secret for authentication with
Keystone: <key value>

2. EREhEHY Barbican KMS F2E :
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security key-manager keystore enable -vserver <svm name> -config-name
<unique config name> -keystore barbican

&I LAfE A ILE S8 < 7 Barbican KMS & 2 Bt o 1R SVM L EBF1E EE8Y Barbican KMS BLE » BIsZ
BLES BRI IEEBARES » WEBIFTHIACE

3. EEzEHTHY Barbican KMS BB B B REIEENARS !

security key-manager external barbican check -vserver <svm name> -node
<node name>

LIS SRR M SVM ZHENEL_E/ESIRY Barbican KMS ECERYARES o 40 » Y1R SVM “svm1 7EEIEE £ “node1
E7%5558 Barbican KMS 2 E » WU TH < BEEIZA B WIREE ©

clusterl::> security key-manager external barbican check -node nodel

Vserver: svml
Node: nodel

Category: service reachability
Status: OK

Category: kms wrapped key status
Status: OK

3 Barbican KMS B2 & HY/&5 1R
EA LU R A B EFE IESEBIAY Barbican KMS ECERIERIRE ©

WER
1. &%& SVM B9H#AI Barbican KMS BZE

security key-manager external barbican show -vserver <svm name>

F8;~ SVM _E&=1@ Barbican KMS ECERIE & ID ~ OpenStack Keystone URL FFERTER /&% ID ©

2. E¥7 Barbican KMS EEBHIRE -

security key-manager external barbican update-config -vserver <svm name>
-config-name <unique config name> -timeout <timeout> -verify
<true|false> -verify-host <true|false>
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IE3E< BEHIERE Barbican KMS R EREFFERERE © timeout " FEEONTAPTEEARKMAILE R
Barbican [CIFERVEERT (UFVABENI) o 858 timeout @+ e “verify ' #M “verify-host FEE
R ZAIEEREDREE Barbican THHNBMHM IR - ERBERT » BEBHURES true °
75 “vserver 1 “config-name’ 28 M TR - EMBEZAIEMN o
3. MNRFE » AEHEEIEEENR Barbican KMS BECERYE:E !
security key-manager external barbican update-credentials -vserver
<svm name> -config-name <unique config name> -application-cred-id
<keystone applications credentials id>

WAL <% > RARRETEHANNERREVRESR -

4. MRFE > AEHH Barbican KMS RE MIEEKRH SVM £i8NNZ£18 (KEK) :
a. FARUTHMEERN SVM KEK security key-manager external barbican restore :

security key-manager external barbican restore -vserver <svm name>

a2 5B E Barbican RAR2s @K %185 8) Barbican KMS BCERY SVM KEK ©

5. Y1RE|E » 524 Barbican KMS R EE#HE$8E SVM KEK :
a. BIERIBAREAERN

set -privilege advanced

b. FFRUTAHREH®IE SYMKEK security key-manager external barbican rekey-

internal -

security key-manager external barbican rekey-internal -vserver

<s v name >

I B A1SERY SVM EERTRY SVM KEK » I fERFTHY SVM KEK ERTHEEHIREME R - 1Y
SVM KEK #&% EIB 3B Barbican KMS ECERI{R:E ©

7T Barbican KMS #1 Onboard Key Manager 2 5B £8&

=]

=113

&R LUig 2581 Barbican KMS B FIRE IR EIEES (OKM) » RZIFMA - BETHEAR OKM WEZEE »
BB E RN EIHIRE « UFIBITHRESEEIEONTAP"

1. PR E AR AR
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set -privilege advanced
2. NREE > BEZIBU Barbican KMS BFEE] OKM :

security key-manager key migrate -from-vserver <svm name> -to-vserver
<admin svm name>

‘svm_name' £ 7%5 Barbican KMS ECEH SVM BI&7E o

3. NREE » HEIEH OKM EFF Barbican KMS :

security key-manager key migrate -from-vserver <admin svm name> -to
-vserver <svm_name>

AL MIER Barbican KMS EC &
SR LUERR B INZ R &KES) Barbican KMS EcE - It B ] IUAMIBRIE/EENRY Barbican KMS BCE ©
FER

1. S REPR B AR =R 2 RS

set -privilege advanced

2. ZAESIH Barbican KMS B2 E :

security key-manager keystore disable -vserver <svm name>

MR SVM EF7E NVE MBI E » Bl ERZ T » TRIER SRS Barbican KMS ECE Z Al © BB
¥EEI] Barbican KMS EEETEEE%“ NVE EEE¥EY%%§$§L} 2 fﬂtﬂﬁ'f—-ﬁﬁ Egu,ﬁ@]ﬂ’] Barbican KMS B¢
B o

3. MBS ESNM Barbican KMS ECE :

security key-manager keystore delete -vserver <svm name> -config-name
<unique config name> -type barbican

TEONTAP 9.6 & E=HRAFEE NVE RS EIREE

,.H\TL/(T%FHOnboard Key Manager’R{rEs= £ AREFBINZEMNERE o SN BEFEN
TR & B BRI Z RSBz _LRUA Onboard Key Manager ©
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RAREETIE
BT security key-manager onboard sync BRI ERERNG S o

MR AE MetroCluster 4BRE ~ BJAZBHIT security key-manager onboard enable SRR FCEAIEEE
1T ~ ABHIT security key-manager onboard sync FERHEEE LFERAEREBNG S - BEMITHR
security key-manager onboard enable BSHEBREMHT « REEREZE FETRTERIE « ELREE
1T enable WRHBREBRPITHT ©

SE4M T 2 “security key-manager onboard enable 1 “security key-manager onboard sync TE"{5 S 2E &
EIONTAP" o

RIETAR « EMRENFKE - CrREBATREEEAEE o SIUEA cc-mode-enabled=yes EHE
RIEAET BB BIMAEIRE -

MREERE E'Ji_ﬁﬁﬁ/\ NVE cc-mode-enabled=yes ,_\TﬁﬁaL_LE'Jﬁzﬁﬁ$E volume create # volume
move start SRR EBBEINNE o AR volume create ’ EAREEISE -encrypt true © WA volume
move start ’ EAREEISTE - -—encrypt-destination true?®°

TEREONTAPERIINERS > 4% 7 im B RIS AR FE (CSC) NEK » i ’Eis NSE B NVE —iffEf » It
BATERSEREN TRARSESREIES - H'CSICRIRSEMN"

= rWLffﬁﬁ?&fﬁJ £ T—R&&HE) BRXPEBE (cc-mode-enabled=yes) ~ R#1T4
BUTIAREE

* RIERET TARER RATEFR - EEEARMHRER -
YN 5 TMABRERNERM > FEF 24 /N ENRBN R ERIRE] o

* RIRIREEMEEANetApp RSA-307212 IS Z/REEFAFCSHA-384 2T RERE « iR
BIRMRTTEM « MIF—AZAINetApp RSA-2048F12 T HE 25 B /RFEMSHA-256 2T IS B E ©

AR L BB E R BRI %X%ﬁé%ﬁ%ﬁﬁ%éE%Eﬁzzﬁﬁ% o WMNRERTRTY » R&S
BBETEGENBENT—F ; B » REEHELE o 55407 #2 cluster image 1£'15< 2
ZEREIONTAP" o

@ WREZ R EESFERFFTIEEMCIRED - ERRENRBTS LR » EEELIBRNAR
REWRBR o RRIFLEE 30 W ABRREZ IR -

FtaZ Al
c B ERREEEEAEMITIE T -
* TEERTEOnboard Key ManagerZ i ~ R4 ZEST & EMetroCluster iS{EFFREIRE

Hnn

ﬁ 334
1. EhEREEEARTE

security key-manager onboard enable -cc-mode-enabled yes|no
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RIE cc-mode-enabled=yes ERGHAETENHEZERATEEIERE - MEREER
€ ~ BFERR NVE cc-mode-enabled=yes ™ {EREIINEIEE volume create

@ volume move start SR EBHIME o © - cc-mode-enabled MetroCluster 4BEEARSZ
BILIEIE o o security key-manager onboard enable AR EHUYL security
key-manager setup me e

%@A—ﬂﬂﬁﬁ’:‘ 32 B 256 BFoZzENENE » HET‘cc-mode” » MA—ESTH 64 F 256 BFcZ ERIE

@ WNRIEEH"cc-mode"BRAZTIE D I64MEF T ~ Bl E B EEREAREFEBRENBRAENS
BnZAl ~ B AMIERIEE -

BT HENR T T « EMBABEE
BRI BRE SR ¢

security key-manager key query -key-type NSE-AK
@ L g “security key-manager key query BXfX “security key-manager query key 3% ©

"5 2 ZERONTAP"E¥4H “security key-manager key query Bl » 5525 o
O LB R A F R & B A E IR o
volume encryption conversion start

EEARIEE Z Bl ~ BKTTERE Onboard Key Manager ° 7£ MetroCluster 121500 « f{EiL & &% 7ER
EANEEREIES o

FERKTE

EE

BRAZIENIFERMININEEUE ~ DUHRRER -

ERHTRERRTHR > FHRENFENIRERRININZRME - B'FIEOANESHEESA" -

e

*RET GG
"ZEEIREIESIMNBRUR"
"ZETREESTRER"

e REEaRERA"

7ZONTAP 9.5 /R ERhrAH%A NVE BY AR E i EIE
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WNRE(FEBEMetroCluster FIE TRHEE ] 4HEE ~ sA2RT5ZR :

* £ ONTAP 9.5 1 ~ f&PAZBMIT security key-manager setup EAMEFEEN L security key-
manager setup -sync-metrocluster-config yes FiRimERE L - FRAERNEHEN

* £ ONTAP 9.5 Z R ~ 8AZB#IT security key-manager setup fEAMEERE L s FE/FARLO20% ~ A
BT security key-manager setup EiRimRE L - FRAERNEHENS o

RIETERR ~ EENRAENFIKE - BAFTEHASHREIEREXNEES o £ ONTAP 9.4 FtA ~ ERILAER -enable
-cc-mode yes HIBERFEHEEEMREERAEHERS o

MREE ~ BIlFEFFY NVE -enable-cc-mode yes ﬂfiﬁﬁklﬁ'ﬁ%ﬁﬁ@ volume create # volume
move start up% ZEEMNE c BN volume create ’ EARTFEISE -encrypt true ° BN volume

move start @’ EAFEIETE -encrypt-destination true°

() =mERsnE  COAEREBDHE -

FIYAZ Al
* YNSRI NSE 2% NVE ESMIBEIBEIR (KMIP) AIARSS—HEREA » SAMIBRINEP £ IR E IR BRI E

"IN EREEREEANREREE"

* B AREEEESSENITIETE -
* HECERFEIBEIER A1 > s5tEcEMetroClusteriRi o

1. BEEREERENRTE

security key-manager setup -enable-cc-mode yes|no

it ONTAP 9.4 BgY5 ~ ,._,\E_[Jy(ﬁﬁﬁ enable cc-mode yes IHEIBRERER BTSN
@ BRATERESIERE - MREE ~ BZEAR NVE enable cc-mode yes ~ [BfERAE
M HIHBEREE volume create *D volume move start AR EEHIME o

TS EERE LRERESHERRERN « MAERTEERENMRBRABRAES

clusterl::> security key-manager setup
Welcome to the key manager setup wizard, which will lead you through
the steps to add boot information.

Would you like to use onboard key-management? {yes, no} [yes]:

Enter the cluster-wide passphrase: <32..256 ASCII characters long
text>

Reenter the cluster-wide passphrase: <32..256 ASCII characters long
text>
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2. A yes TEIET FRENESIBEIR o

3. TEERATIBIRTFEITH ~ HiA32E25618F 02 MA@ ~ S# A Mcc-mode's  (64F12561EF T2 R
BYIBRAZES) o

C) AMRIEEM "cc-mode"BRIZE/ D IR64EFTT « B EEREEENREFEBNBEREMAENE
IBTZH ~ GEAMEIEE -

4. EBRAEISHTIRT ~ ~ EMBAERMEE
S. B ERERFMANMRESH

security key-manager show-key-store

clusterl::> security key-manager show-key-store

Node: nodel
Key Store: onboard
Key ID Used By

<id value> NSE-AK
<id value> NSE-AK

Node: nodeZ2
Key Store: onboard
Key ID Used By

<id value> NSE-AK
<id value> NSE-AK
S¥4A T R “security key-manager show-key-store' 1E"15% 2 Z & EIONTAP" o
6. th A M4 FHER @ B R I B IR & o
volume encryption conversion start

TERE 2R BN Z B EIEL o 7EMetroClusterIRIEH » TEMELLRE FEITRCE ©
FER R
BT EREFERAMIMNINZRMUE « UHRKER -

EE%W%‘Z%&" BIERENR > FERENEDIRERMININEEUE » UMKHEE - B'FHROANESER
EEEM"

HERIEN
* "FERFHORARSREEEN"
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"R EEIE ST EE"

TERTATIE RYONTAPERRE P YIRS £ 18 E 12

eI LUE B Onboard Key Manager?R{RE=E A RFENE BRI EE o L BESER
XN AR & 5 B I N2 ARV == & _ERUA Onboard Key Manager ©

HHONTAP 9.6 REEHRA » THZEHIT security key-manager onboard sync BRM
B EMGERRTAITILS < ©

( ) F75 ONTAP 9.5 SRR AR ~ [EAZBHIT security key-manager setup BRAFEIBLFTIZ
ERERNGS o

MEEREEINEEAEIRSSRETIENES > BHAITIED L KRIFIERNEE
WMRIE(FEHEMetroCluster FIE TRHEE ] 4HRE ~ ;A2 T5ZR :

* £ ONTAP 9.6 F%E ~ fEAZBHIT security key-manager onboard enable FofEZAEEE FEIIT
security key-manager onboard sync FiginEE L FREREHEED

HRABEfR security key-manager onboard enable & ‘security key-manager onboard
sync "ITE S 2 EERONTAP" ©

7 ONTAP 9.5 #1 ~ fRIAZBHIT security key-manager setup MEAMEEEM L security key-
manager setup -sync-metrocluster-config yes EiRimRE L - FAERNEHME

7£ ONTAP 9.5 ZHij ~ f&AZEHIT security key-manager setup FEAHERE F ~ FFRLL 207
BT security key-manager setup EiRimERE L -« FRERNEHRES

RIETER « EERIEMREE - EARERASREIEENENS o 1 ONTAP 9.4 FtA ~ RIMUEMA -enable
-cc-mode yes %Egiﬁﬂi%f%%%%?ﬁﬁ)\?ﬁ%%ﬁ% °

IE YN E'J?_ﬁﬁﬁ/\ NVE -enable-cc-mode yes > {&FERAZEIIAVEIEE volume create M volume

move start L EBENNE o WA volume create’ “ MAREEISTE -encrypt true ° WA volume
move start ’ IEARFEEISTE - -encrypt-destination true?®°
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TR @Rk FIAggregateflVolumeiNZ ° I SZIRBHTHRARISZIR ~ (AT UFERAHIIR & 23R
ARG ERUBIMEINAE - ONTAPIGA AR RVERET A SIREE - 74 HER
FAVolumefilZ > NVERF &FIPS-140-258 14RIRZE ©

7£ ONTAP FERFE S VE 1219 Aggregate [EARINZE

£ ONTAP 9 7 BH¥R"VE #=iE" ~ iU NESENEEE S ELHEENREIIIN T SIRE
IBEE « (KTERREITING o LONTAP IHEEE9.6FA%A ~ & uILUEFAAggregate BARINZE « 1§
f&e k4N S HIAggregate ~ UENNZHIEE o

RAREETE
R TEHITENRF A S Aggregate B AR EE ERHMER ~ B 4B Aggregate B4RAVINZES - NVER
1&Aggregate B ARV EE E RHHBR ©

EFAAggregateE 4R INZAIAggregatef®Z NAE Aggregate (3R NetApp Aggregate Encryption) ° NAE
AggregateFRRYFRT B ik B ZB 4 BIEFANAESKNVENIZ#EITINE © {FAggregate B4R N ~ 87EAggregate P i
IR ETER B FANAENZEITINE o eI A ERTERE ~ SEANVEMNZ °

NAE Aggregate R B4 FHIRRE o

ez Al
T ARREEES A ERITIET/E -

1. ExFAAE{EAAggregate B4R INZ :

E.. fERALLHS...

fEFHONTAP NetApp 9.75¢ E#hR 472 storage aggregate create -aggregate

IZNAE Aggregate aggregate name -node node name

fEFSONTAP NetApp 9.6%2IZNAE storage aggregate create -aggregate

Aggregate aggregate name -node node name -encrypt-with

-aggr-key true

1 IENAE Aggregate A NAE storage aggregate modify -aggregate
Aggregate aggregate name -node node name -encrypt-with
-aggr-key true

1ENAE AggregateEEH A IENAE storage aggregate modify -aggregate

Aggregate aggregate name -node node name -encrypt-with
-aggr-key false

S¥4H T ## “storage aggregate modify fE"15 S 2 E S EIONTAP" o

THer < A {E LR A=A B AR aggrl ©

° BHfHRZAS © ONTAP
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clusterl::> storage aggregate create -aggregate aggrl

° EHRRZS : ONTAP

clusterl::> storage aggregate create -aggregate aggrl -encrypt-with
—-aggr-key true

"< 2 Z SR ONTAP"E¥4H "storage aggregate create B:l » 52 -
2. HEsRE R AggregatelEI TN :
storage aggregate show -fields encrypt-with-aggr-key

T L BB L FEIRRE aggrl BEEAMNME :

clusterl::> storage aggregate show -fields encrypt-with-aggr-key

aggregate encrypt-aggr-key
aggr0 vsim4 false
aggrl true

2 entries were displayed.

M52 2EERIONTAP E%4H “storage aggregate show Eifl » 526 o
TERTE
1T volume create BINZBHEENGHRS o

WNREFEAKMIPEARSRFFEIRRIMNEZ IR « ONTAP BIEEIEHIFER - S EERMERR X £F
Ax=s o

£ ONTAP B93RFAIR&E AN
BB LU volume create TR IEE FEVANNZBG S ©

BAREELE

& eI LUEFNetApp Volume Encryption (NVE) NINZEHELIRE -~ HEONTAP NetApp Aggregate Encryption (NAE)
FRIAINZ R E o BEERABEMENAEFNINVE ~ 5528 VolumellIZ42%E o

MEBMAREFTAMS S 152 ZERONTAP SN » F26 -
R EHThR A9 NNEFZFONTAP B EONTAP &R IR AFEF EARMABARR :

* YNERONTAP YA ~ sATEZHRRUMIREQ.4BHYE cc-mode sREONboard Key Managerfs ~ & 0] LU{d A3 & 37 Ak

A& volume create ERIEESDIETE - <A TEHME —encrypt true?°
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* EEHARABIRRA A ~ EABEFEFRAONTAP —encrypt true ¥l volume create BNBANMEZENGS (e
f&RERF cc-mode) ©

* WNREHEETEONTAP 32{i141E9.6HE IZNAE Volume ~ B4 ZETEAggregate BAREXFANAE © s5 2/ A VER
TR FAAggregate B4R INE LIRS L T 1ERVEFAAE K o

* %t ONTAP 9 7 BHYA"VE #21E" « B MHEE ZELESNARIINITIEEIRR « KTEZETINE < 1R
1EFE% ~ TENAE Aggregate P2 BUFTHAIR & S ZANAEFEEY ~ MIENVE o

° MNBEHMIEL « E2EIONTAP BHARARY -encrypt true & volume create SR HEZ1ENAE
Aggregate IR & ~ KR EARFIRANVEINZE « MIENAE o NAE Aggregate PR B HAIR @ &R ui /B
fEFANVENAEETTINZ ©

(D) NAEEARTSBAXTHHRE -

1. BYHHRE « ISR EEHEE RN o MRFHELE [IHNAE Aggregaterh < BIRIETRR « &0
WE S ENAERE |

AEEYT.. fERLLmL...
NAE Volume volume create -vserver SVM name -volume volume name

-aggregate aggregate name

NVE Volume volume create -vserver SVM name -volume volume name
-aggregate aggregate name -encrypt true+

ERZENAERIBERT ~ HAZEIRZEAONTAP -encrypt

@ true IEEMEFANVENZHIEE o FLUANAEESIEEI Volume
AIRRZAFONTAP » -encrypt true BUSTERRAINAENNZSE
B« BAEIINVE Volume ©

#>ZF Volume volume create -vserver SVM name -volume volume name
-—aggregate aggregate name -encrypt false

WM"5< 2E SR ONTAP "E:¥4H "volume create Bl » ;526 ©
2. IR E R AR EETNE !

volume show -is-encrypted true

M52 2EERIONTAP Bs¥4H "volume show Bl » B2 ©

+
i

WNREFEAKMIPEARSRFFEIRRIMEZ R « ONTAP BIEEIEHIRER - S EERMERR X £F
Ax=s o

IR EONTAPHAIRE _EEUA NAE 2% NVE

1R

BRI LAER volume move start 3§ volume encryption conversion start 7
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RAMEE LRAMENGS o

RIRER I

RB]LAER “volume encryption conversion start s <RI LA IFitth) EYFRIRBHIEEMNNE » MESREIREER
BhREHMALE - 5(F > EAILUER volume move start' #85% ©

£ Volume Encryption Conversion startfi % - TEIRAMEE _ EEUBINE

&R LAEA “volume encryption conversion start i < 2RENFIRBHAEER ity 1% > MESRHRIREERE
BHEHMAIE o

ECRIREIREE 2 1B ~ WASTEMILEZE - IREEEXEIRIBEINBERRE » AT volume encryption

conversion pause GEEEMTL ~ LUK volume encryption conversion resume fn<UIRIENE

°
E S

@ fRE 5 FF volume encryption conversion start ¥ SnaplLock Volume ©

1. EIRBHIFE ERAAME :

volume encryption conversion start -vserver SVM name -volume volume name
WMES 2 EERONTAP E:#40 "volume encryption conversion start Bl > 5528 o

Tar < AR R AHRE ERBMNE voll -

clusterl::> volume encryption conversion start -vserver vsl -volume voll

AMEAHIRERINE TR - HIFE FRVERENE -
2. HESUEIEERDIRAE
volume encryption conversion show
WMES 2 EERONTAP"E:#40 "volume encryption conversion show &3l > F52E] o

Tolen L ERREHERATAR

clusterl::> volume encryption conversion show
Vserver Volume Start Time Status

vsl voll 9/18/2017 17:51:41 Phase 2 of 2 is in progress.

3. EAEESTAE « sAMESDHAIRE B RN INZINEE

volume show -is-encrypted true
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WM"5S 2EERIONTAP E$4H "volume show Bl » A2/ o

THer L BB ERMEMIFE clusterl !

clusterl::> volume show -is—-encrypted true

Vserver Volume Aggregate State Type Size Available Used

vsl voll aggr2 online RW 200GB 160.0GB 20%

BR

MREEAKMIPAIARES R FEZEIRAIINZ 8 « ONTAP BIEEINEBHIEER - EEEFRMEEE X E6
RS o

{8 Volume Move startin < 7EIR AR E EEUAME

RBILAEF “volume move start' 85 < SR EIRA MR E R BUANMNE o eI UEAERBAggregate A [E]
AJAggregate ©
RIREIET(E
* %t ONTAP 9.8 BHYA ~ fERILUER volume move start 7E Snaplock I FlexGroup FgFE& _ERUANMNZ o
* 7 ONTAP 9.4 Fith - MNRTERTANESHBEERREA e B - MEMERAEIEEE volune

move start MLEBINE o EAFEEISTE -encrypt-destination true®

* XONTAP INAEE9.6FH%A ~ &R MAEAAggregate B ARFVNNEINAE  iEEIRIER4AA ZHIAggregate ~ LU
BT EER - ERM—RINBNHIEEEAS NVE Volumes (EFSE1#£F NetApp Volume Encryption
) ° fffAggregate B4k BN HIVolumef®2_NAE Volume (BRI NetApp Aggregate Encryption
) o NAEEERBAZBMANFHIFE o

* % ONTAP 9.14.1 %4 ~ A LUERA NVE A% SVM 18 Volume ° MNFEFMEA 552/ 7£ SVM iRILE &
287 NetApp Volume Encryption ©

FtaZ Al
T ARREEES T ERITILTF - EREEESEZKERNSVMERS -

"ZREFR LA EITVolume Moveds S

1. BBINAWIRE - WiSE SRR ERAME :

ARG fERLtaR<...
NVE VolumeRVAEX FHEREE volume move start -vserver SVM name -volume

volume name -destination-aggregate aggregate name
-encrypt-destination true

226


https://docs.netapp.com/us-en/ontap-cli/volume-show.html
https://docs.netapp.com/us-en/ontap-cli/volume-show.html
https://docs.netapp.com/us-en/ontap-cli/volume-show.html
https://docs.netapp.com/us-en/ontap-cli/volume-show.html
https://docs.netapp.com/us-en/ontap-cli/volume-show.html
https://docs.netapp.com/us-en/ontap-cli/volume-show.html
https://docs.netapp.com/us-en/ontap-cli/volume-show.html
https://docs.netapp.com/us-en/ontap-cli/volume-show.html
https://docs.netapp.com/us-en/ontap-cli/volume-show.html
https://docs.netapp.com/us-en/ontap-cli/volume-show.html
https://docs.netapp.com/us-en/ontap-cli/volume-show.html
https://docs.netapp.com/us-en/ontap-cli/volume-show.html
https://docs.netapp.com/us-en/ontap-cli/volume-show.html
https://docs.netapp.com/zh-tw/ontap/encryption-at-rest/delegate-volume-encryption-svm-administrator-task.html
https://docs.netapp.com/zh-tw/ontap/encryption-at-rest/delegate-volume-encryption-svm-administrator-task.html
https://docs.netapp.com/zh-tw/ontap/encryption-at-rest/delegate-volume-encryption-svm-administrator-task.html
https://docs.netapp.com/zh-tw/ontap/encryption-at-rest/delegate-volume-encryption-svm-administrator-task.html
https://docs.netapp.com/zh-tw/ontap/encryption-at-rest/delegate-volume-encryption-svm-administrator-task.html
https://docs.netapp.com/zh-tw/ontap/encryption-at-rest/delegate-volume-encryption-svm-administrator-task.html
https://docs.netapp.com/zh-tw/ontap/encryption-at-rest/delegate-volume-encryption-svm-administrator-task.html
https://docs.netapp.com/zh-tw/ontap/encryption-at-rest/delegate-volume-encryption-svm-administrator-task.html
https://docs.netapp.com/zh-tw/ontap/encryption-at-rest/delegate-volume-encryption-svm-administrator-task.html
https://docs.netapp.com/zh-tw/ontap/encryption-at-rest/delegate-volume-encryption-svm-administrator-task.html
https://docs.netapp.com/zh-tw/ontap/encryption-at-rest/delegate-volume-encryption-svm-administrator-task.html
https://docs.netapp.com/zh-tw/ontap/encryption-at-rest/delegate-volume-encryption-svm-administrator-task.html
https://docs.netapp.com/zh-tw/ontap/encryption-at-rest/delegate-volume-encryption-svm-administrator-task.html
https://docs.netapp.com/zh-tw/ontap/encryption-at-rest/delegate-volume-encryption-svm-administrator-task.html
https://docs.netapp.com/zh-tw/ontap/encryption-at-rest/delegate-volume-encryption-svm-administrator-task.html
https://docs.netapp.com/zh-tw/ontap/encryption-at-rest/delegate-volume-encryption-svm-administrator-task.html
https://docs.netapp.com/zh-tw/ontap/encryption-at-rest/delegate-volume-encryption-svm-administrator-task.html
https://docs.netapp.com/zh-tw/ontap/encryption-at-rest/delegate-volume-encryption-svm-administrator-task.html
https://docs.netapp.com/zh-tw/ontap/encryption-at-rest/delegate-volume-encryption-svm-administrator-task.html

NAEWFRE@RINVES AT FHEFEE  volume move start -vserver SVM name -volume
(R BRIt ERFAAggregate/84% volume name -destination-aggregate aggregate name

=) —encrypt-with-aggr-key true
NAE VolumeZNVE Volume volume move start -vserver SVM name -volume

volume name -destination-aggregate aggregate name
-encrypt-with-aggr-key false

NAEWIR & EAI FHERE volume move start -vserver SVM name -volume
volume name -destination-aggregate aggregate name
-encrypt-destination false -encrypt-with-aggr-key
false

ENVEHIRER E M FHRE volume move start -vserver SVM name -volume
volume name -destination-aggregate aggregate name
-—encrypt-destination false

M55 2EERONTAP "E$4H "volume move start Bl » 52 o

T @ERA RN FHIEE voll £ NVE Volume :

clusterl::> volume move start -vserver vsl -volume voll -destination
-aggregate aggr2 -encrypt-destination true

e B A - EBXFE Aggregate BARINE « Tdi < BERA AR NVE A FHIREE voll & NAE

Volume .

clusterl::> volume move start -vserver vsl -volume voll -destination
-aggregate aggr2 -encrypt-with-aggr-key true

T &Gm< eEifag A8 NAE Volume vol2 & NVE Volume

clusterl::> volume move start -vserver vsl -volume vol2 -destination
-aggregate aggr2 -encrypt-with-aggr-key false

Toen < GEHR AR NAE Volume vol2 B FHIRE !

clusterl::> volume move start -vserver vsl -volume vol2 -destination
-aggregate aggr2 -encrypt-destination false -encrypt-with-aggr-key false

Toen < R ARY NVE Volume vol2 B FHIRE !
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clusterl::> volume move start -vserver vsl -volume vol2 -destination
-aggregate aggr2 -encrypt-destination false

2. iR EIREMNZLER
volume show -fields encryption-type none|volume|aggregate
° encryption-type {fIFITE ONTAP 9.6 KRERTHRAHESF
N5 2ZERONTAP &4l "volume show B&fl » 552 ©

Toe e R TRPIEIREMEZLER cluster2 !

cluster2::> volume show -fields encryption-type

vserver volume encryption-type

vsl voll none
vs2 vol2 volume
vs3 vol3 aggregate

3. MR ERBMAIREEITING -
volume show -is-encrypted true
MI5<2EZERONTAP " E+4H "volume show Bl » 52 H ©

TG LERERLENINZBHAEE cluster? :

cluster2::> volume show -is-encrypted true

Vserver Volume Aggregate State Type Size Available Used

vsl voll aggr?2 online RW 200GB 160.0GB 20%

+
i

WNREER KMIP [ERESRBZEEINMEZE SR « ONTAP EEENMRU LR EEHE MBS B EEEFARSS o
TEONTAP SVM 1REFEE 52 E NVE

% ONTAP 9.14.1 FA%4 ~ BRI LIEHTE VM (SVM ) 1REEEE _EEUA NetApp Volume
Encryption (NVE) © %53 NVE ~ RIEEE S HEAE—S@ETINE - LUIEs SVM B
T2 o
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REFNEIET(E
DBEEN SVM 2% ~ A BETE SVM 1R Volume LB NVE o

Bt Z Al
* SVM BRI & RENIFAER NetApp Aggregate Encryption ( NAE ) %2R Aggregate E o
* ICMZEE R Onboard Key Manager Si9ME 8 SRR TAIMNER o
* IWREHIT ONTAP 9.14.1 ERTHRA o

s EEBEASER NVE 1IZBIRE Volume B9 SVM ~ BN BTERETEME « 18 SVM 1R Volume EHAA 4TS
= Volume -~ ABEHINNZE SVM 1B Volume °

° NR SVM BENBRIMESISER NAE - BIREIFE AR G4HK NAE ©
* MR SVM BEhE SVM KRB RA(A !

° #5584 SVM ERIINZREAZEEZBEAYM o IREERIFD B A _ERUA NVE ~ BIAZBEIEIRSTHY
SVM 1R Volume E{ERIEXA NVE ©

° MRBERtBREPFIEESRREEER NAE ~ B SVM 1R Volume iR NAE

HEF
AT LUER ONTAP CLI RS EIES ~ £ SVM RIEZFEE _EEYAE NVE o
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CLI
REIATE SVM REFRERMMEIA NVE ~ AR TEE SR EREHIEE o

AARBEIR & N ZI1L
1. IR R BB NEHIRE :

volume encryption conversion start -vserver svm name -volume volume

2. HESRINZERTN © © volume show -encryption-type volume ZEER NVE FIFREHAIEES
B o

&) SVM iR Volume ZRINFEE

1. BENEIE ERE) -

volume move start -vserver svm name -volume volume -destination-aggregate
aggregate -encrypt-with-aggr-key false -encrypt-destination true
M"tE< 2ZERIONTAP "HR5F40 "volume move Bifl > AR ©

A A

<

2. 5% volume move #B{ERIN volume move show B

volume BETERA NVE BIFR LR EBEE o

°© o yolume show -encryption-type

RAIREES
1. BIBE #EZTHE > BEE o
2. EEEMZE SVM 1R Volume %T855 ~ BEEX I 4REE 1
3. 11 T FEERE(C | FET EWR I BAmE J o
4. FE f#1F o

TEONTAPHIRGIRHIRE LECE NVE

ETHEEF T 4B9.8FATAONTAP ~ {EATLAfEFINetApp Volume EncryptionZR{RE BN EEAYIRFig bt

oo ©

RREET(F

() s Emr PREE - FEAHSVMRRLE - SVM R E TS5BS A BB SRR
# -+ %t ONTAP 9.14.1 BH%4 ~ NVE o

REERENE —BRE « SUBZATTH » MEREEEE - ITWTE « SEEARTERIEGIREIRE « iR
HITR BRI o

FRtaZ Al
* CHRMLAERAHAR -
* CHYERRAIRMIIR B HERIL -

. %Eﬁ%&%z\zﬁﬁﬁ NEZREEREN  EEASREELEREEHHE KMIP) MINIZREERMAR
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1. MERMIRE

volume encryption conversion start -vserver SVM name -volume root vol name
KX hakE .
2. FESTEEAERATINRS |
volume encryption conversion show

3. SEREAIERER « AR E 2N ¢

volume show -fields

MFEETRINZ Volume By tHEE A o

::> volume show -vserver xyz -volume vol0 -fields is-encrypted
vserver volume is-encrypted
XyZ vol0 true

L ENetAppfERE N

T FEONTAPELFERERIINE

NetApptERE TN INZ R E R AB RN IR T RBEIENE (FDE) - MIRRAHEFEIIRE LR
MEZEEH ~ MEARINER - MNZEHE R FEREERIENRZE o

BEfZNetAppfERSE NS
BB EARIINE iR BB EARESE Onboard Key ManagerfBEXAIER:E =18 - 18 B CER:E 2| B BN ZBHEREHL

I ZREERARSEFFREPNE=724K - CATHEEEABEERHE (KMIP) BEREMES
% - RIEEBMEIREFNENEERE LREINPZRERFRSEFLEEN -

* REEREEEAZ—EANEIAR « JEERERNHEERT - HEEIRHEEEE
&AL EFANetApp Volume Encryptionf&EChEREINE ~ TEERNNEHEREE = T€EmE) & -
RSB BN A RER B ~ A OMIBENE NG

UNRHAFCEHEFNZESASHNVMeliftixi (SED » NSE ~ FIPS) ~ S AB B ERETHIET
() EFPSEBESISEDIHE AL MRCRMEZA - HARSPNPTATHIRE (PR
9) o MRRBEM - TAEBIERBREEIBEIAR « SRARNERIER o

TIER B RINER M ER
SRS B RN AR
* BEINZEFIPSEIEESASTINVMetEiRi% nI1EFAS FREREER M L IBAFF o SLEHifR4TE2A FIPSHARE
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¥ FEERETEMNRIPIRLEL R 1402 « Level 2H9EK © DFFRITHAERR T IRMINEREZ 5N ~ BHE
B LR B AR BRI INE - FIPSHAIRIL A B[ — (AR S HARCE LR E M ERBV IR IR SR -

* XONTAP #H ZIRABIBEFIPS A BHRMZENVMe RIS « AFF ZIRTE32 ~ 320 EFMIRAR A L
HIT o ELEHERIETESA_SED_ - IRMBAFIPSHARAIEEIRINNZINEE « BRI R F—E R HARCE EAYIE
INEZHIRER SR ©

* FRAFIPSERSE AR ER(EFH B BB F IPSERE VRIS R ISR =IRAE o FIPSHASRE BB REEB T S (A
;':%#S%%*E‘BEEEI’\JE@@%% (MR R B RS 2 B 4R R 1R E A A LR R B8 B IS REVS IR 8

() sEmemms R R SEDRFIPSHALMIRITRY o

@ WNRE{EEE Flash Cache IRAEM A4 LB NSE ~ &thFEZZERF NVE 8¢ NAE o NSE &1
BRI Flash Cache 1548 BRI o

AR ERIMNETIREIR

HACEANEZEREERANRARE - MABEELE  BURTIE—ERE - CRZERINTZREE :
* EEBNRAEZE-EAFIPS 140-25824% (HESIRAE) BBFREZRENVTIREEMRRSE -
* BRE-EZSEREMRALE EPEENERR -
* EHEEFEESNZ 2N  REEERFHATEAMNEENAFENUE

SEsFHAER

TRETEZVERMBZIEFEER - IFZEAKMIPEARSS « #FRFMERENRNEN « F2REE
MEHERE o
EREIhEE SIEFEER

IFEEHLRE * FIPSHAREH F £ Bl [F —EEBA S HARC ¥ _E RO E AR R IR R & o
T EHIHARCH AT R E] — R &R AT A ERHHARHHTF -

* SEDAJE2[E]—EiFE S HAEC ¥ _ERUIRNI R CE SER ©

MEREIs FEEY * FIPSHEHREN BT LIZ SASENVMe g o
* SEDABEENVMerhE o

10 Gb#EEE T H KMIPE SR BIRAAREHEONTAP 21810 GbERENERA  FJESMBEIREE
EIARER & TN -

ARHEEREIRMARSENE RINFET489.3FEONTAP ~ I RE AL SRR IR E

EE2 2R3 ER - TR~ CEXERERIE eOM B iR EIRFEAREREHN o 1RH
FERISSHETE - REPRTEEREEFHEREEZANESREE
fElARaSRYE@ER o

84> (MCC) MetroCluster * NVMeliRE# ST EMCC ©
* SASHAREHEARSZHEMCC °
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RSB INE TR

TWAAFRESREIRRT « RE7 1K H SRR BRMBHERE - SRR REEARSIINES
mEERE -

External key management servers?

Install S5L certificates. Enable onboard key
management.

Configure external key View generated

management servers. authentication keys.

! !

Back up key management
information.

Create authentication keys.

'

Assign authentication keys to
self-encrypting drives.

HERAEN
* "NetApp Hardware Universe"

* "NetApp Volume EncryptionEZNetApp Aggregate Encryption”

REINPEIREIE
T FRAN{AIE EONTAPSMI £ IR B IR

TR ER—HZ AN R E R RS RIFEEERARFINZEFER - SN2
EEARSERFRETNE=ZFZ2F - ERTREETELEEHHE (KMIP) BEIRHE
HEiE o

NetApp Volume Encryption (NVE ) FAIZERBRESIREIEENREE - HEMIREHZED « NVERTEEIMB
£BEIE (KMIP) MINELEEIEZREIE - ONTAPE ONTAP 9.11.1 BtA » IEe AT £ E PR T ZEIMF
LREHEES - F2E L TEEENSBAMRE -

TIONTAP# % 224t SSL /&:%

#EBKMIPRIRESFEEKMIP SSLEERESERILI G 53 ~ WEIISSLELR o EFEAKMIP
AIAR2SERESSLELR Z il ~ A BRZEEENKMIPE RIRSSLI&RE « LURKMIP{EARES
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REEIREEL (CA) HSSLAREE

BAREETLE

EHABCE & ~ M{EIENEL A BERERNABFNFABKMIP SSL&EE o IR Z(EAHAR HELEEHRNKMIPAE
AR2s ~ HABCH R HIRR A B ELER A ZBERIERIN AR FIFABKMIP SSLI&:S ©

BAtaZ Al
* BIUREE ~ KMIPREIARSI A R EMEARSS L - HBERDERE o
* B EEESRENQARASSL KMIPAFIH/&EE ©
* TNERS B ESSL KMIPE B IR /&EERMNFAZ S8 o
* SSL KMIPA P /R8I 2 BHE(RE o
* A BESKMIPEIARESRREEIREEB L (CA) HISSLARIREE ©
* 1£ MetroCluster IRIZH ~ A BEMERE L LEAEER KMIP SSL /&R5E ©

() ook b eeREz AR « EKMIPRIRES LM HAAREE o
25%55
HEREMSSL KMIPR B i /&R
security certificate install -vserver admin_ svm name —-type client
AR GIRTEEASSL KMIPARTMLERE
clusterl::> security certificate install -vserver clusterl -type client
2. ZEKMIPEIARSIR/RERIEE (L (CA) HISSLARREE !
security certificate install -vserver admin svm name -type server-ca
clusterl::> security certificate install -vserver clusterl -type server-ca

FERARE A
R MR

FEONTAP 9.6 K E@RAFRUAE N ERNMENINEEIREE

TR ER—ZEKMIPERES RIFRZEEEARFINBEERNER - LERZSAFT
EKMIPfERRESERE—(EENR: - BRE /D ERAMEMEARSSREITHEEN KEEIRE -

7€ ONTAP 9.11.1 FA ~ BETXESRARBRZ AL 3 ERBLWBEMRES - UBIEESRAIRS - NFF
HAEH - F2R RERENIN PR IBFERES o

FIsEZ Al
* KMIP SSLAFinfl{alfkéz /&2 L HERE -
* B AREEEES T SENITIT(E -
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* 7EMetroClusteriBiE 9 :
° ERTEINBEIBEIERERN ZAT « BN BEKLZEMetroCluster ILERRAZEE
o RN BETEMEZEE LR EMER KMIP SSL /&:E ©

1. REEENSHREPRNER :

security key-manager external enable -vserver admin SVM -key-servers

host name|IP address:port,... -client-cert client certificate -server-ca-cert
server CA certificates

° i8R Y “security key-manager external enable’ EXft; “security key-manager setup‘u‘iiv °

BB LAENIT “security key-manager external modify” np’%ﬂiﬁ@%‘%ﬁﬁﬁ%”ﬁ BE o tN"i5

n_n

@ S 2EEEONTAP"E#4H "security key-manager external enable &l » s520] o

° EXEEESVMIIRIEH  IREEREINFZIREE « QILREERHNTTMetroCluster
security key-manager external enable EBIERHEE LGS o

T <L BRI ZIREIE clusterl £/ 7@9#%@%@1?5&%% F—EZRERBEERAEEHRTE
FERHERISE « B _ERRARBEERIPABLMTFERIERIBRISE « AT HBERSEEZ(ERIPVEL
HEANZE ?%1525?5/&

clusterl::> security key-manager external enable -key-servers
ksl.local:15696,10.0.0.10, [fd20:8ble:b255:814e:32bd:£35¢c:832c:5a09]:1234
-client-cert AdminVserverClientCert -server-ca-certs
AdminVserverServerCaCert

2. FEERFRE B R ENKMIPHEIRSS M B EL

security key-manager external show-status -node node name -vserver SVM -key
-server host name|IP_ address:port -key-server-status available|not-
responding|unknown

ey ‘security key-manager external show-status'EX{{ “security key-manager show
@ -status' @< ° "5SS EE R ONTAP "E:¥4H “security key-manager external show-status’

ECRE
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clusterl::> security key-manager external show-status

Node Vserver Key Server

clusterl
10.0.0.10:5696
£fd20:8ble:b255:814e:32bd:£35¢c:832¢c:5a09:1234
ksl.local:15696

node?2

clusterl
10.0.0.10:5696
£fd20:8ble:b255:814e:32bd:£35¢c:832¢c:5a09:1234
ksl.local:15696

6 entries were displayed.

HERIE
* REFENINBEIRMAIRES

"R EREIESINBRUR"
ZE TR EIE S IMNBEIRRE"

FEONTAP 9.5 & R hR AR AR NN ME AN IR EIE

TR LUE R — S Z EKMIP{EI AR 25 2K Rz %%%Fﬁjiﬁﬂmﬂﬂﬁﬂm% R BR
EKMIPEIAR S ER E—EENRS - EREMERA MRk RETHRIEM K

RIRERI(E
Al A EFIFA BiRE R EKMIPEIARSSZEAR - ONTAP

BRtEZ Al
* KMIP SSLA R iRl AAREs R AE REE ©
* M RAREREEEESAERITIEITE
* EXRTINPERBIRREN ZAT ~ MBI TEMetroCluster LEAFRFZE o
* 7 MetroCluster IRiRH ~ G BT mfE RS £ L2 R4EFRY KMIP SSL /&5 °

1. RESREMHRNTREERNELR :

security key-manager setup

TR EEREREMRRIRE
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Status

available
available
available

available
available
available

eI
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(D 7EMetroClusteriRIEH » RN BEMERE _ EWITILARS o 5¥4 T A2 “security key-manager
setup X152 E E R ONTAP" ©

2. EBERTFTRABEERCE o
3. FEKMIP{AIARSS :

security key-manager add -address key management server ipaddress
clusterl::> security key-manager add -address 20.1.1.1

() meETmENEES  CUAETERE LRSS MetroCluster ©

4. FIBEASMIKMIPFEIAREZ LURMEIE -

security key-manager add -address key management server ipaddress
clusterl::> security key-manager add -address 20.1.1.2

() meERENEES  CUAETERE EHTIHMetroCluster o

S. FESPFIA ERENKMIPEARESIIEELR
security key-manager show -status

AR T BRILIBIZPFRRAYEN @ 15 < 2 E EFIONTAP" o

clusterl::> security key-manager show -status

Node Port Registered Key Manager Status

clusterl-01 5696 20.1.1.1 available
clusterl-01 5696 20.1.1.2 available
clusterl-02 5696 20.1.1.1 available
clusterl-02 5696 20.1.1.2 available

6. th AT UG4S F HERR @ B A I B AR & o
volume encryption conversion start

IR R Z AT « WRSTEREINPEIBEIEZI o £ MetroCluster IRIFH « MAEMELL S LRESH
HEWEES o
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£ ONTAP SR E R EN MNP iR FAARES

EONTAP 9.11.1 F%E » {ERJLATE SVM R EBEEINP BT IRFIARIS0VELR o FHE
E2iE8EReS » B0 UTE SVM HIEEF £ g ARSI iRFARES - stlSieERiE
g » ONTAPELEAEFIREREEIRES » ARKFESAFEERERES ° HERIRIERINT
A LSRN S 48 ABR IS AR EENetAppEE7EANEE (NSE) « NetAppHif &N (NVE) MNetAppB &I
(%EIAE) £48 - —(8 SVM B AT IEMEEINE KMIP [EiRSE o SETARSE S TXIE= EHhERAER

BAREETLE
* EREFESRERKMIPHEZAARES - MBXENZRARSEE « 5FE%E "NetApp BEEHRERTA" -

YAz Hi
* "WABA SVM BYE KMIP i85 18" o

© BEDMFRIAEEENERITONTAP RRAERFTEERMV9. 1.1 EHARES
* {AlAR2SBYHETIER "-secondary-key-servers' I 2 # kM T IMNPEIREIE (KMIP) RARSSHEZEEVERS o

BumERmmkeas
HEREFIRR RS ERE T EZRAMRES -
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BEERRESRARSHEESVM
1. BEBHE (admin SVM) REVBIEMSHEIRIMEE :

security key-manager external show -vserver <svm_ name>

gNR SVM ERARZMEEEREMRS > AAAKMF—ERAENEZRMEMES - ARBIGHNE
TR FEARES o

2. R RAEZREIESS
security key-manager external enable -vserver <svm name> -key-servers

<primary key server ip> -client-cert <client cert name> -server-ca-certs
<server ca cert names>

° MRERLBELDHPISTERO > key-servers MNRERDE > BITERFREIZIR 5696 ©

UNRIRIEFEIETT “security key-manager external enable' i MetroClusterfic & 19
@ BHE SYM 159 > W AEMIERSE LRITILG< o MRIFERBE—HK SVM HiTem

RMEMRES -

3. (R X Z iR (EARES » FILEHENZEHR(EIARSS © & -secondary-key-servers' L2 8HHZ—ELUESR SR
FR > REAIEE = ERARES

security key-manager external modify-server -vserver <svm name> -key
-servers <primary key server> -secondary-key-servers <list of key servers>

° SRNT BB RIIRSS T E S EIZIRRIE o "-secondary-key-servers £[E o ©fEAE T ZiEFER
BRI BVEIZIRSRES o

UNR{RIEFEIETT “security key-manager external' ¥t MetroClusterfic & H Y & 12
@ SVM 5% » WEEMERE LHITLILH S c MRMFEAE—ER SVM #1786 < >

Akag o

MR REZRARSERENEEZZRARS
1. (B ZIRMARES » FIEHBIZIBFEARES © & "-secondary-key-servers’ It B EUEZ—ELUE R FRAY
FR > REAIEE —ERARES

security key-manager external modify-server -vserver <svm name> -key
-servers <primary key server> -secondary-key-servers <list of key servers>

° SRNT BN ZiERIIRSS T B S EIZIRRIE o "-secondary-key-servers £[E o ©fEAE T ZiEFEIR
BRI HVEIZIRSRES o
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WNRYRIEFEEETT “security key-manager external modify-server ¥t MetroClusterfic
@ BEFRNEE SVM 5% » W EEMBERE LRITIGS - MRREARAE—&E SVM

HiTan< » AIEBEMERE LHNITZH S o NetApps U REmEEE LA
ERE R AR o

EREZEARSBHNERZEE > 552/ [mod-secondary] °

e REN R AR

R LUE @A IB M FREB SR MRS - @ EHBTRARSHNENEFNEEFESRARSBIIEE (TR
AR EBEIBEMRES) RIEXEZEINTEIBEMRES © MRTEMetroClusterBc B PEIREINF T IR FEMRES
NetApp3R 2 %7 mfE =5 L EABERNERFEMRES

AR EZ R AR

fEF security key-manager external modify-server 3§89 -secondary-key-servers 28K
BIEREZHBFAIRES © & -secondary-key-servers 2EIEZLUZRARIVEE o FEPEHBIZBMAMREZMN
IEEIERRE T HE T B ARSI ERNIER o oIS BHITIES security key-manager external
rél%odi fy-server » WUAREIEFEARESRERSS & RKEFIIERF - BENZ R ARSI BEFIRAERIESR

UNR{RIEFEEETT “security key-manager external modify-server ¥t 52 MetroClusterfic & P A E 12

(D swis2  wEEREEE LRTESS - NRFEAE—EH SYM WTHS  AREER(E
BEERTHHD o

EHEBRHBERERS > FRERENERMAMBIIMEEBER © "-secondary-key-servers' 28 > T HIKE
MFREI2 8 - EEMIERFIA MBI ZREMRES - SFEA TISE -KRTRE -

BT BN RESRAIRES
TRIUER T REERETRARSIIEE (T2RARSNEZRAMES)
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B Zia A iR2s i A a8 AR s
1. #SVMA#EBR iR EARES

security key-manager external remove-servers

UNR{RIEFEIETT “security key-manager external remove-servers' ¥t MetroClusterfic &
(D) wEEsvM s - AWERMERE LNTItRS - MBRERE—EL SVM AT

2. YT REXTRARREAREBRERBFAEBREARSBETIRER
R E R ARSEIN S T EREARS

1. RAENEERARBFZ IR HFEIRES

security key-manager external modify-server -secondary-key-servers

* UNRIRIETEETT security key-manager external modify-server -secondary-key-servers' ¥t 2 MetroClusterfic
EFHEIE SVM 15< » W AEMERE LTSRS - MIRFEAE—EE SVM #THh< » AIEEER
BEREL]ITEZHT °

* IREMBRIRA BB EMRSFHIE RSB R IRAARSZFIAS T HRAMRES » AIETHMRMEIR 2 EstHh
I ERARS IS EHRIRES

IS T RARS ] ERREZRARSBFANEETRARSINE SIBEARSBETILRE

3
B

&2 B [mod-secondary| TRES
HERAE

* THRE % “security key-manager external 7£"{5 % 2Z E X ONTAP"
FZITONTAP E5:8 18  sAFEMA32MEMU LR

AT LA security key-manager key create ApQ PRI ENELAVEREE I8 « Wi
HFEFEEREN KMIP fRiREs L ©

FREETLF

MREMNZ2MREERTEATRNEHBETEREENFIPS 140-28:5% « SRZASESRELERNNE
% o MRERAIEILE ~ ERIUEREERHZFERERIR FIPS JERERERETIR o

HEIhAER] R e R BVFR A iR 1L BRsE &8 - ONTAP

* EIFiOnboard Key Managerff ~ FZR IS o i@ ~ BtAAOnboard Key Managerfs ~ & B B2 7 mM{E %R E
&8 o MAILUER T < RIREE -
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security key-manager key query -key-type NSE-AK

* MRRENTHEEFRSBERFER128ERETH - KTWIES -

A=

* eI AR “security key-manager key delete’ an @ fIBRMERIREABIESE o “security key-manager key
delete’ WIRIEE SIHERIIER ONTAP £/ » BIss S EKE o ( Privileges #ZEKF “admin’ A BEEF AR

<)

EEMREIRIES ~ MFFERZAT « BRARSTRESIFBHERE LRBRERAEEMetroCluster
TRAIUESIEBHEE LERATIIGS - BESBESRKER :

®

° storage encryption disk show -data-key-id <key-id>

° storage encryption disk show -fips-key-id <key-id>

ez Al
T ARREEES A SEHITIET/E -

1. B EEMMMEREER

security key-manager key create -key-tag <passphrase label> -prompt-for
—-key truelfalse

I3 E “prompt-for-key=true’ BB R MR T = BIE B R MBHIREREAEREE - &

@ 8]~ R E BEELEI2(ITAARVIBRIZHNE © 85 S ® “security key-manager key create BXY
“security key-manager create-key sn % © f"{5 S 2 EERIONTAP & 5¥4H “security key-
manager key create’ B3l > 52/ o

THESBEIGEIMERE SR clusterl » BEIEY 32 IyTAHAREER

clusterl::> security key-manager key create
Key ID: <id value>

2. RO REIURETHE -

security key-manager key query -node node

=

<8 'security key-manager key query BXfX “security key-manager query key &% ©

@ B PR EIRIDEARSREESRAVABIN - EXZERNRESHAENME S

o5
fif:-:]

THEA SRR TS ERRIRETH clusterl ©

242


https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-create.html?q=security+key-manager+key+create
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-create.html?q=security+key-manager+key+create
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-create.html?q=security+key-manager+key+create
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-create.html?q=security+key-manager+key+create
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-create.html?q=security+key-manager+key+create
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-create.html?q=security+key-manager+key+create
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-create.html?q=security+key-manager+key+create
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-create.html?q=security+key-manager+key+create
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-create.html?q=security+key-manager+key+create
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-create.html?q=security+key-manager+key+create
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-create.html?q=security+key-manager+key+create
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-create.html?q=security+key-manager+key+create
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-create.html?q=security+key-manager+key+create

clusterl::> security key-manager key query

Vserver:
Key Manager:
Node:

clusterl
external
nodel

Key ID: <id value>

nodel

Key ID: <id value>

Vserver:
Key Manager:
Node:

node?2

clusterl
external
node?2

Key ID: <id value>

node?2

Key ID: <id value>

Key Type

Restored

Restored

yes

M55 2ZERIONTAP "E¥40 “security key-manager key query &l » 5520 o

e
* REF IR TR

TEONTAP EfhRZASEIRR A PE I ERE T IR

1R

FREETLF

MRENZZEREEKREERFRNZRETEREEEMFIPS 140-25%

=& (R

5~ MEZASESREILERNNE

% o MRBERAIEGLE ~ ERIUEREERHFEAERINFIPS A RS EEE iR -

HEIhAER] R e R BVFR A BRI 1L BRsE 88 - ONTAP

* BARNESREIER - AZIELH<
* MRRENTIHEEFAIRS ERFER128(E5RE TR

~ IR

TERRES -

TR fER R ERARBNEMRFMEMREANEE - AEBRIITHS ©

FIsEZ Al

ERJLU#EH security key-manager create-key fp< AJZIIENFAAVEREE Ei8 « Wi
HFAEERERN KMIP EAR33 L o
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T ARREEES A BERITIET(E -

1. BT EEERAERE SR

security key-manager create-key

WMES 2EZERONTAP " E:¥4l “security key-manager create-key Bifl » s520 o

@ ?ﬁjth‘EF'?WETT'\E’\JEEEEID%Fﬁk%ﬁﬁ%ﬁéf“ﬁ’hﬁk%ﬂﬁ%° EARERNERSRIEINIEE

O EEH FEIIEEFEEHE clusterl !

clusterl::> security key-manager create-key
(security key-manager create-key)
Verifying requirements...

Node: clusterl-01

Creating authentication key...
Authentication key creation successful.
Key ID: <id value>

Node: clusterl-01
Key manager restore operation initialized.
Successfully restored key information.

Node: clusterl-02
Key manager restore operation initialized.
Successfully restored key information.

2. BRERURETR
security key-manager query
WMES 2EERONTAP " E:¥40 “security key-manager query Bl > :526] o

TSN R R R EAEIREEE clusterl ¢
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clusterl::> security key-manager query

(security key-manager query)

Node:
Key Manager:
Server Status:

clusterl-01
Key ID:

Node:
Key Manager:
Server Status:

clusterl-02
Key ID:

fEFIONTAP/NB B EIBR B HIERE 18154 FIPS HiRi%aL SED

clusterl-01
20.1.1.1
available

Key Type Restored

NSE-AK yes
<id value>

clusterl-02
20.1.1.1
available

Key Type Restored

NSE-AK yes
<id value>

A LAfE storage encryption disk modify AR idERIERsERI&sK4S FIPS T
FEI%E SED o BREEENRA(E A It £ 882k 1 T ok AR PR EH E AR IR LRI B RS o

BAREETLF

BRIMNEHRE R B EREZRIDRESIETARER « 7R EIFRE - ARRERENFH - REHLEID
(MSID) BB FEID 0x0 « SSASHIFEAVIREETAR(E o BIONVMe iRt « IREFAREANUIER « RMAZE
HE#8ID - B T IRIDISIRG B I ZEHEREER - 2

LERRFFEHETEE -

FtaZ Al

T AREEEEE A ERITIE T/ -

1. $5IRE KBRS I84AF IPSHEARRE 4B SED -

S IMIDEEAIFRRE ©

storage encryption disk modify -disk disk ID -data-key-id key ID

"< 2 ZE R ONTAP"E¥4H “storage encryption disk modify &z »

B2 -

@ RAJLUER security key-manager query -key-type NSE-AK #@fR&ig8IDAIES ©
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clusterl::> storage encryption disk modify -disk 0.10.* -data-key-id
<id value>

Info: Starting modify on 14 disks.
View the status of the operation by using the
storage encryption disk show-status command.

2. REIRREEE TS ¢

storage encryption disk show

"5 2 ZE R ONTAP " E:¥4H “storage encryption disk show &l » F526 o

clusterl::> storage encryption disk show
Disk Mode Data Key ID

0 data <id value>
o dl data <id value>
]

e
* RETF IR
* ETF IR AR AR

RENZEIREE

YA EMThR AR ERTAR A ~ UFIHITRRE SR EIZONTAP

&R LUE B Onboard Key Managerbgs5FIPSHARR o SEDR B LR - RESIEBEIERER
E—IERNETA - IRHEBERNERNEERL - AERIRHEEEE T © Onboard Key
Managerfd &FIPS-140-25 1 4R1Z#E o

eI LUE A Onboard Key Manager®K{rz& s £ RFEINZEERNEE o N BESEEFERINZHEES B
INZHE IRy _ERUAAOnboard Key Manager ©

RIRERI(E

RIABHIT security key-manager onboard enable BXNFZFEIBLIMEEZERATES £ MetroCluster
4AREA ~ fRAZEHIT security key-manager onboard enable FLfEAMEEE FHIT security key-
manager onboard sync {EiEimate b » FRAMERAEHZE

5¥4H 7 % “security key-manager onboard enable’#] “security key-manager onboard sync' £ < 2E &
FIONTAP" o

RIETAR « ERRENRKE - EARERATIREERREINED o BR T 7E MetroCluster &7 ~ fERTLUER cc-
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FUTFAREE :
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MREEANetAppEFMNZE (NSE) ~ BETEMEFREA ERNEEEN  MAGREE
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* RIIREGEREEANetApp RSA-307212 IS Z/REEFAFCSHA-384I2 T RERE « R
BIRMRTTEM « MIF—AZAINetApp RSA-204812 T HE 25 B /RFEMSHA-256 2N IS H B E ©

FHRE L EERESBHURLRREF EATES CENTIRIR - MIRBRREN > MEE

FFEAT—% o MNRERRERY > QIR EHKE o 53407 #2 “cluster image 15 2E &
EIONTAP" o

@ Onboard Key Managera]i& &R 7 E B ECIRIET - ERMEMFARFILR  EH MR
RRABTEREMR - EEBRFEENT - RIRFLLER « ERMCIRRATREMNAEE

FIsEZ Al
* INREFEANSERERIMBEIREIE (KMIP) EARSS « RIALERPRIMNEE B ERRENERE -

"IN E R EEREERNRSREIR"

c B EREEEES A RERITIET(E
* 1EREOnboard Key ManagerZ A ~ &4 7B EMetroCluster S{EFFREIRIE ©

1. BB REEEARED S !

security key-manager onboard enable -cc-mode-enabled yes|no

5% ‘cc-mode-enabled=yes' AEKRFEREXEMBEKBRASIREIEHNE - MetroCluster 457
@ RZIEIE - cc-mode-enabled $E18 o 459 E “security key-manager onboard enable Xt
“security key-manager setup an < ©

TSN EEER1 LB REREEARES L « MABRREESREMBKERBABRES

2. z%k—ﬂilﬂﬁ’:‘ 32 B 256 {BFTZzEMNEN » HEF‘cc-mode” » WMIA—ESTH 64 F| 256 {EF Tz ERIE

@ NRAEE R "cc-mode" BRAE S D it64EF T ~ BT SR EERIREFEBRETERENE
RMZAl « B AT EREE -

3. T ERATIBHRET T « ENWAERES -
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4. BEERREREL T B 5EE

security key-manager key query -node node
@ <Y “security key-manager key query BXfX “security key-manager query key 5% ©
"5 2 ZERONTAP " E:¥4H “security key-manager key query Bl » 55258 o

FeR &
BB ENIEFERRIMNINZRAIE « UHRREM -
AMEEDRMREEZENFHENIZENERRNENE (RDB) - SERZFHHEHILERAUANRKHER
e

¢ “¥=t<‘?/ ﬁ%"

*"RETREESIMNFRLAE"

CRESHERASNEN

"ZRERIRTIEEREA"

* "IN EREEREENESRER"

RY P ERThR A< SEHThiRZSONTAP

& a] LUE B Onboard Key ManagerBg:5FIPSHARR S SEDI B LR - NESIEBEIERER
=—HNEZIA ‘J1L¢£i§1=4ffﬁﬂﬁ’31n%#,%ﬁ AEELEHERSE £18 o Onboard Key
Managerfd &FIPS-140-258 1 4R1Z#E o

TR fERRE TR EERRFEEEANFIIIZENNEE - TENIIEHRREXBMZHRNSERE L
Ry AR E iR E RS o

RAREETIIE
N BHIT security key-manager setup BREBEHITIEEEERNGS ©

MRIEERMetroCluster WZ TAHEE 4HRE « F2R T7IZER]

* £ ONTAP 9.5 1 ~ f&AZEHIIT security key-manager setup FEAHEREEM L security key-
manager setup -sync-metrocluster-config yes FiRimRE L - FRAERNEHREZES

* £ ONTAP 9.5 Z /i ~ B BEHIT security key-manager setup [EAMEHEE L - EFRHN20F - R
BT security key-manager setup (EiRimese b « FHEMEEEHZNE o

RIETER « EEREMRKE - CARERASRESIERENENS o 1t ONTAP 9.4 Bith ~ RIMUEMA -enable
-cc-mode yes EIRBEREMAETEMFANBRARMES o

MREERE E'JLFEBA NVE -enable-cc-mode yes > EFAREIIAMIREE volume create fl volume

move start MM EBHNMNE o AN volume create? 4' MAEEISE -encrypt true ° WA volume
move start ’ EAEBEIEFE -encrypt-destination true?®°

248


https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-query.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-query.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-query.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-query.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-query.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-query.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-query.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-query.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-query.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-query.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-query.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-query.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-query.html
https://docs.netapp.com/us-en/ontap-cli/search.html?q=cluster+image
https://docs.netapp.com/us-en/ontap-cli/search.html?q=cluster+image
https://docs.netapp.com/us-en/ontap-cli/search.html?q=cluster+image
https://docs.netapp.com/us-en/ontap-cli/search.html?q=cluster+image
https://docs.netapp.com/us-en/ontap-cli/search.html?q=cluster+image
https://docs.netapp.com/us-en/ontap-cli/search.html?q=cluster+image
https://docs.netapp.com/us-en/ontap-cli/search.html?q=cluster+image
https://docs.netapp.com/us-en/ontap-cli/search.html?q=cluster+image
https://docs.netapp.com/us-en/ontap-cli/search.html?q=cluster+image
https://docs.netapp.com/us-en/ontap-cli/search.html?q=cluster+image
https://docs.netapp.com/us-en/ontap-cli/search.html?q=cluster+image
https://docs.netapp.com/us-en/ontap-cli/search.html?q=cluster+image
https://docs.netapp.com/us-en/ontap-cli/search.html?q=cluster+image
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-enable.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-enable.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-enable.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-enable.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-enable.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-enable.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-enable.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-enable.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-enable.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-enable.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-enable.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-enable.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-enable.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-enable.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-enable.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-enable.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-enable.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-enable.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-enable.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-enable.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-enable.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-enable.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-enable.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-query.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-query.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-query.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-query.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-query.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-query.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-query.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-query.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-query.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-query.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-query.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-query.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-query.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-query.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-query.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-query.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-query.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-query.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-query.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-query.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-query.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-query.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-query.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-onboard-enable.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-onboard-enable.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-onboard-enable.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-onboard-enable.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-onboard-enable.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-onboard-enable.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-onboard-enable.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-onboard-enable.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-onboard-enable.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-onboard-enable.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-onboard-enable.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-onboard-enable.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-onboard-enable.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-onboard-enable.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-onboard-enable.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-onboard-enable.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-onboard-enable.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-onboard-enable.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-onboard-enable.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-onboard-enable.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-onboard-enable.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-onboard-enable.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-onboard-enable.html

() =mmEssws  CARENEREY -

BYaZ Al
* MNREH NSE HIMNBEIRERE (KMIP) EARSE—IEMER > ARRRIMISRERBERE

"IN EIREEBEENERREE"

* B AREEEES A SEITIIE -
* ERERSTIHERR ZAT > 55/tECEMetroClusterIRiz o

1. MR EERARE :

security key-manager setup -enable-cc-mode yes|no

%t ONTAP 9.4 [48 ~ &R LUER -enable-cc-mode yes UEIBR] ER{FAE T EHHE
@ BWMATIREERS - MREERE ~ BIEAR NVE -enable-cc-mode yes ™ E{EHE
M HVREREE volume create Ml volume move start AR EBEENNNE °

TSN EERR LRERESREERREN « MAEREESRENMRHBRABREES

clusterl::> security key-manager setup
Welcome to the key manager setup wizard, which will lead you through
the steps to add boot information.

Would you like to use onboard key-management? {yes, no} [yes]:

Enter the cluster-wide passphrase: <32..256 ASCII characters long
text>

Reenter the cluster-wide passphrase: <32..256 ASCII characters long
text>

2. A yes EIRT FRENEDIBEIE o
3. EEARBIRTETH « BA32EI256{EF T2 BRVERIZES ~ oA M"cc-mode']  (64F2561EF T2
RUIERAZREE) o

@ YNRISERT"cc-mode" BRIEIE D It64EF 7T  RIE R EERAREFEBRETEBAEN
RmZAl « A AT EREE -

4. {DBRIEISHRIRT T « EMHABMELS -
S BEEEERMANMRERN :

security key-manager show-key-store
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S¥4A T R " security key-manager show-key-store' 1E"15% 2 Z & EIONTAP" o

clusterl::> security key-manager show-key-store

Node: nodel
Key Store: onboard
Key ID Used By

<id value> NSE-AK
<id value> NSE-AK

Node: node?
Key Store: onboard
Key ID Used By

<id value> NSE-AK
<id value> NSE-AK

SERL TR
ONTAPE BEi &R EEEMAHN EIREMNENERE (RDB)
RERBEWERNTHER > FFHRENBRIRFERFININRZEAE - B FIHEHANESHEEE"
FERAER
'FEREOMNEZREESEM"
C"ZEEFREEREARE"
R REIEEETERE"
MR EEREEANEZSREE"

fEFIONTAPHR & £ iR BRI BRI Ba-E SIRIEIK4 FIPS BAIRI¥EL SED

e LUEA storage encryption disk modify fpoidERIEEE EiEsk4a FIPS i
IS SED o EREENRL(E AL SRR ENRARR L _ ERVERY o

FREELF

BIIMNEZHERE R A EEE RMIDREAIFERER « 7EREIFRE « FRARERENEFI - RIEHLEID
(MSID) BAEHRID 0x0 « ESASHAREBIIRETAR(E - HINVMeliiRi% « IRETARESRNUIEHE - RRBE
BHE#ID - 2R EBIDISIKGE B RIMNBHEREER « AR SR HEE SR DEBERAIFFERE -

e Al
T ARREEES A SEHITIET/E -
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1. $5IRE RIS S IR4AFIPSHARRI% Y SED :

storage encryption disk modify -disk disk ID -data-key-id key ID
WMES 2EZERIONTAP " E:¥40 “storage encryption disk modify Bl » s52/ ©

@ RAJLUER security key-manager key query -key-type NSE-AK #@fR&i@IDAYES
A
< ©°

clusterl::> storage encryption disk modify -disk 0.10.* -data-key-id

<id value>

Info: Starting modify on 14 disks.
View the status of the operation by using the
storage encryption disk show-status command.
WMES 2 EERONTAP " E:¥40 “security key-manager key query Bl > 5269 o
2. EREIERERE TR
storage encryption disk show

M55 2 EERIONTAP " E:#40 “storage encryption disk show Bzl > :F2E] o

clusterl::> storage encryption disk show

Disk Mode Data Key ID
-0 data <id value>
.0

0
5 dl data <id value>
]

HERIEN
* EF IR
* AT IR AR AR

& FIPS 140-2 B 5355 i85 K45ONTAP FIPS BEH)25

AT LUfEF storage encryption disk modify #F% -fips-key-id A FIPS 140-2
EusE £ i8T5 R4S FIPS MARRIERVEETR - SREEENRLII L £ 58 A BRI F B SN RERR IR (E
% ~ BUANBA LGRS B IR ABARTE I EE -

RIRER I

R 2R AR EEARAN SR TSR RETFIPS 140-26038 o R « EALUERESE
KZBUERIMFIPS E R EERE o
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LWERRFFEHETEE -

e Al
HERREBNRE A RSTARFIPS 140-2/R88 © o "NetApp EiEMHIREAT A" G IRHMIFHEIIGIRARIERIE -

1. CARFSRE EIRRERBRE SR o Lo UEARTNBEFE MR EEEN AT NESREER
I o EER B F A <I5kEI8 storage encryption disk show©

2. $5RFIPS 140-286:5 & 1845SED :

storage encryption disk modify -disk disk id -fips-key-id
fips authentication key id

AT LUER security key-manager query #fR&iBIDAIES ©

clusterl::> storage encryption disk modify -disk 2.10.* -fips-key-id
<id value>

Info: Starting modify on 14 disks.
View the status of the operation by using the
storage encryption disk show-status command.

3. EREIEREREER
storage encryption disk show -fips

Mi5< 2ZEEIONTAP "E¥4A “storage encryption disk show &zl > E2R o

clusterl::> storage encryption disk show -fips
Disk Mode FIPS-Compliance Key ID

2.10.0 full <id value>
2.10.1 full <id value>
[...]

FERAE
* "REF IR
* EF NIRRT
* AT IR AR AR

7 ONTAP FEUHEBEAR KMIP RARSSEARVEEEE FIPS HHAEL

eI LUEA security config modify 8% -is-fips-enabled BEIBRINE2ESE
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FIPS SRR ~ U EEHPRIBRMER o NIt Gat B R ERKMIPHEARSSEF « U
FIPS#EZ\ffEFAOpenSSL °

RNERIE

BB REFIPSHEBENE « RERKRBEEATLS1.2FFIPSEENZBRENS - TERSEAEFEFIPSIE

B;EI o
BB BN EEENZ D MER 2% - FEEHREELRND -

R Z Al
* EFIERSOARERFIPSHEBEL o

* FREKMIPEIRRESEBUZASIRTLS VL .2 - YR EEHEFIPSHBEINE « REFETLSV1.27 BESTRKMIPE

ARESHYZELR

1. PR E AR AR

set -privilege advanced
2. BB R AIRTLSV1.2 .

security config show -supported-protocols

W"ES 2EERONTAP " E:$4l “security config show Bzl » FH2E ©

clusterl::> security config show

Cluster Cluster
Security
Interface FIPS Mode Supported Protocols Supported Ciphers Config
Ready
SSL false TLSvl.2, TLSvl.1l, TLSvl ALL:!LOW: yes
!'aNULL: !EXP:
!'eNULL

3. BA2EEFIPSHEARER !
security config modify -is-fips-enabled true -interface SSL
WMIES 2 EERIONTAP ESE4A “security config modify Bl » 5526 ©

4. FENEIREIEERD o
S. N ERHEEEEFIPSHBIEL !

security config show
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clusterl::> security config show

Cluster Cluster
Security
Interface FIPS Mode Supported Protocols Supported Ciphers Config
Ready
SSL true TLSv1.2, TLSvl.l ALL:!LOW: yes
'aNULL: 'EXP:
!'eNULL: 'RC4
EENetApp/nE

EGH ONTAP H#9 Volume EHRHNER
AT LAER volume move start FANEEIFEUHINZ Volume BRI S ©

a2 Al
T ARREEEE A ERITIE T/ -

1. BEIRAMNNZHEEE « TECHINZHEE SR

volume move start -vserver SVM name -volume volume name -destination-aggregate
aggregate name -encrypt-destination false

MN"IES 2 EERONTAP "E¥40 "volume move start B3l > 52 -
ToLEeRIHMBARIRE Volume voll EBHIM Aggregate aggr3 WEUHINZHEE EAER

clusterl::> volume move start -vserver vsl -volume voll -destination

-aggregate aggr3 -encrypt-destination false

AR ERIPREIEEAIINZE I8 - HIRE EAVERIRME ©
2. MR E B ERMNE
volume show -encryption
ML 2EERIONTAP "SB5$4H "volume show Eifl » 552 ©

TG LEERHMIEEEERE clusterl BINZE :
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clusterl::> volume show -encryption

Vserver Volume Aggregate State Encryption State

vsl voll aggrl online none

£ ONTAP BN HIR &

AT LU volume move start FANBENIMIZHIEENGS o BENIVHEREE A LU
MENESRHARNESE L

RIRERIE
gN2R B Y ERFAEE B Rt Volume R 32 #E VolumeINZE ~ RIBBEHRI &R/ -

o —encrypt-destination BY3EIE volume move start MNEMEERNTERES true c IEELAHFEBEHN
# Volume MIZHEK ~ AIFERIEARG RNIVOREEIEE ERERRE o

RG22 Al
T ARREEES A BERITIET(E -

1. BBIRANMEHIRE - WFHIRE BRI IIEIRE

volume move start -vserver SVM name -volume volume name -destination-aggregate
aggregate name

MN"IES 2 EZERONTAP "E:¥40 "volume move start &3l > 52 -

Ty <EREAAMIRE Volume voll E BRI Aggregate aggr3 MAFHEREE FRIE RN :

clusterl::> volume move start -vserver vsl -volume voll -destination

-aggregate aggr3

2. FESRHAIR & ERUAME

volume show -is-encrypted true
WM"5<2EERONTAP "EE4H "volume show B2l » sE2HE ©

TG LERERLENINZEAEE clusterl :
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clusterl::> volume show -is-encrypted true

Vserver Volume Aggregate State Type Size Available Used

vsl voll aggr3 online RWw 200GB 160.0GB 20%

f£F8 ONTAP F#J Volume Encryption rekey start 68 < 2B ENNZEE

THIEFHERNNE B L2 REMUE o ETIEENT4839.35IIRONTAP ~ f&u] LAER
volume encryption rekey start EBENNZEEIBAIGRS o

FAREETLE

EMBAEE—BRR « AR ° & ﬁi.lil%éf“ MR REEAEB R AERTRE « AILIT volume
encryption rekey pause EE{FERIHT » LUK volume encryption rekey resume SR<URIEIE

o

=

EEMMAEETNZA - MIRESAMERE - TR AREHEEEGERMNER - T « B ER
ERER o

@ fREEF R volume encryption rekey start EFT#IA SnaplLock Volume ©

. BEATERE :

volume encryption rekey start -vserver SVM name -volume volume name

Ty LEEFENNEEE voll 7 SVM Lvs1 :
clusterl::> volume encryption rekey start -vserver vsl -volume voll

2. HESDEITIAEEAVIREE ¢

volume encryption rekey show

WM5S S EERONTAP "E#4H volume encryption rekey show &l » 52 -

\

Tl GETEMBA R

clusterl::> volume encryption rekey show

Vserver Volume Start Time Status

vsl voll 9/18/2017 17:51:41 Phase 2 of 2 is in progress.
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3. EMEAFETTAME « AR E SRR MZEThEE
volume show -is-encrypted true
MI5<2ZERIONTAP "&E554H "volume show Bl > FZ2H °

TG LEREREMNINBHAEE clusterl :

clusterl::> volume show -is-encrypted true

Vserver Volume Aggregate State Type Size Available Used

vsl voll aggr2 online RW 200GB 160.0GB 20%

fEFIONTAPHIR BB BIRENE < £ EHIREIIINE T8

AR EHRENNE SRR LB ENE o WAIUER volume move start %3R8
ENE R - BN E I LI ERNE SR REANES R -

RAREIET(E
f&EEEA volume move start EHT#IA Snaplock 3 FlexGroup HEREE o

FtaZ Al
T ARREEEE A RERITIET/E -
1. #’%@Jfﬁﬁ HRE TS ENE T

volume move start -vserver SVM name -volume volume name -destination-aggregate
aggregate name —-generate-destination-key true

MIES 2 EEEONTAP"E:#4H "volume move start Bifl » FBZRE o
TH 2 %R AENIRA Volume voll EHRM Aggregate aggr2 TEBEMHLEE :

clusterl::> volume move start -vserver vsl -volume voll -destination

-aggregate aggr2 -generate-destination-key true

lTIT
[e]

ARG RHIRERIIANMNE SR - HIRE ENBERHDREINZIRRS
2. MERHIERE ERUBME ¢

volume show -is-encrypted true

M55 2EERONTAP "E$4H "volume show Bl > :52R o
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TG LERETENINBHAEE clusterl ©

clusterl::> volume show -is—-encrypted true

Vserver Volume Aggregate State Type Size Available Used

vsl voll aggr2 online RW 200GB 160.0GB 20%

E1RONTAP NetAppffz I MER S 1
fEANetAppfEfFINE (NSE) B » SR LUEEERE TR o

RNERI(E
MREERIMNBER/EIERREN (KMIP) ~ BIFIENSEIRIZ R EEaE 18 o

@ Onboard Key Manager (OKM) R3ZiENSEIRIEHRINEEEEEE £iF o

Py
1. fEF security key-manager create-key ELEMEESRNG< o

TBSEEMNERE SR - A EREEE -
2. {EF storage encryption disk modify -disk * -data-key-id SEESEEIEIIGS

R
.« T IR

filB% ONTAP HBININZR HEFEE
BRI LUER volume delete MIPRNMBHAREENTGS ©

Rt Z A
c BN EREETIEEAREHITILITIE -
* Volume % BBf4R ©

1. MFRINZHLRE :

volume delete -vserver SVM name -volume volume name
e Z2E EFIONTAP " F&HAl "volume delete Bl » 528/ ©

Tolar < SR RRMBHEIRE voll !
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clusterl::> volume delete -vserver vsl -volume voll

A yes BRFIRTICHEDMIERE
RG24/ PR MIEREAIR & RIINE 248 o

BEETEIEAD - force true A “volume delete ’ RINEMMIPRIEIEE I EHER B ERNMNBZREE o <
EEEMER - N1 2 ZERIONTAP "SEH4H "volume delete Bl » ;25 ©

SERkTE
ERILUEH volume recovery-queue ZHHEERZBEEBEAMECSMBREEENS S volume delete 85 %

volume recovery-queue SVM name -volume volume name

"YN{alfE A Volume RecoveryIhAE"

ZEHMBRINEZEHREE LRER
T RRINE L 2NN Z ONTAPHAR & B 8%

WEZIENVERHIR &R ~ IERILUER L 2BIRIEE - EAFENEERER NERE
£t o ONTAPIIZ IR & ERERLFEE I RARERHEACERERETRE « flnE T8
EIEIH&J RERT - BERERAIEETERIEEZIBRKE T - SRR EMMFERNE

LZEARMEERNERANVERHIRE EAATMIFRAVES o SEIEBFERMER Volume © S AERAKMIPAEAR
RIEHEIR - MIFRNEZREERER -

ERZEBHFNEESE

* TERXFINetApp Aggregate Encryption (NAE) HYAggregate i1z VIR E NI L 2B ©
* D2 ERMEERAN ERRANVENEIEE LR MIERRITEE -
* R RIERINZE R Volume ©

- EMAEBAKMIPERE RIS - MFRESHmEERE -
IBONTAP IHHRASTIE « R2BMRINAEGBFIRR o
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clusterl::> security key-manager onboard show-backup

TmVOQXBwIEt1eSBCbG9iAAEAAAAEAAAACAEAAAAAAADUD+LYAAAAACEAAAAAAARAA
QAAAAAAAAABVO1HOAAAAAMhT7gDLRYH1DBZz12piVdAdy9ATSFMTOCOT1YFss4PDjTaVv
dzRYkKLA1PhQLxAWJIWwOIyqgqSr8qgY1l1SEBgmlIWgESDLRgkiAAAAAAAAACgAAAAAAARAA
3WTh7gAAAAAAAAAAAAAAAATAAAAAAAGAZIEIWvdeHr SRCAVHGCl10+wAAAAAAAAAA
IgAAAAAAAAAOAAAAAAAAAEOTCROAAAAAAAAAAAAAARAACAAAAAAAJAGr3tJA/LRZU
QRHwv+1aWvAAAAAAAAAAACQAAAAAAAAAGAAAAAAAAACAhTCcVAAAAAT]1 PXeBfml 4N /CcQSARAARA
AAAAAAAAAAACAAAAAAABAF6JCZch+IF+ZeOutovhv8oAAAAAAAAAACQAAAAAAALA
gAAAAAAAAAAN3Zg7AAAAALOT7gD20+H8TuGgSauEHogAYyWcLv4uAOm2rrH4nPOMON
rDRYRa9SCv8AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAALA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
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7£ ONTAP 9.6 KE#hRASH ~ MBI ER security key-manager key query -node node name 3%
MR iR EER

ol

7£ ONTAP 9.5 ERhrAH ~ EOJLAER security key-manager key show i @UBEEEELREE
J&= o

@ NREEEE Flash Cache 1HABMZR 4 LA NSE ~ &t FEZERXF NVE 8 NAE ° NSE A&/l
2 Flash Cache 1848 FHYE K} o

WES 2EERONTAP " E:¥4l “security key-manager key query B3l » s526] o
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1. IREHITONTAP NZEMIRAAVRRZA « EARMIREEMNE ~ SHRIT TP :

YNRITHITONTAP IR EFMIRAAIhRZS « HEHITONTAP NZRRARIMZRINRES ~ SHBGBUIED 5 o
a. 5’7 bootargs :
setenv kmip.init.ipaddr <ip-address>
setenv kmip.init.netmask <netmask>
setenv kmip.init.gateway <gateway>
setenv kmip.init.interface e0OM

boot ontap

b. KEENEAFA ERAMINAER « JARIERUEIE (11) Configure node for external key
management °

C. {KEBIETIABIERT o
WAFMEBIRREENE - AR GREIFEINGER -
d. {¢RAEINAER ~ #EHUEIE (1) Normal Boot °
2. BIREH

tEHRZS... ONTAP fERAILE
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FEHThRAONTAP “security key-manager external restore -vserver SVM -node node
-key-server host_name

IP_address:port -key-id key_id -key REEFHARAONTAP
-tag key_tag’

®

7 ONTAP 9.6 8 < RIEIMF £ B EIEEE SRIEREPRIFMAENRL clusterl !

‘node AR PR A ERS o
AR EEREER « FZEIH< o

clusterl::> security key-manager external restore

e
* "ZEEREERELINPER"

EHAONTAPEE /Y KMIP SSL &:%

;ﬁﬁ SSL/EZREAZIHAE G BT /REBIZATEM/ER « MR RAER T RATFE
E o

FsEZ Al
* BUAEREEENERARGENLERE (KMIPARRESE) -
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. HE%@EE MetroCluster IRIFHRE KMIP SSL /&:% « B BEMEZE LR RABFER KMIP SSL /&

.
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S ER
1. LEFKMIPFRIIREECALS ©

security certificate install -type server-ca -vserver <>
2. ZEFTIIKMIP A F im/&:E -

security certificate install -type client -vserver <>
3. EMEREEENARUFERMZENRE !

security key-manager external modify -vserver <> -client-cert <> -server-ca
-certs <>

NRITTEONTAP TR STIRINFERVIRIZ R TRIR IR SR T AERIRRZ<9.6 U E #ThivA<MetroCluster ~ TSR
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B ONTAP F#Y FIPS higFEi&sl SED

AR IPSHARIE SV SEDRY S Eﬁf—iﬁiﬁﬂ RRPEAIRAEE] o BTV E R R S i8teKGE
HARIMERRI o BHICFIPSHERRE ~ KA E BT BIFIPS 140-28g5 %ﬁA °

WRHARCHIEE R "IIZ SASTINVMelZiEi (SED ~ NSE ~ FIPS) "~ G BEEE BT
N "RFIPSHARE L SEDIME A FMREE" EVIBRIERFAZ A - HAECHNBIFR AR (FAt%
BEIEATYO) o WIRKESEM ~ WIS EMIEERNAEARR - EBCRRMERHELSK ©
FAYaZ Al
RN BFNEREE RSB I8 EIRID o
c BN AREECIEE A RERITILTIE -
1. BEHREETAHRE :

storage disk show -broken

M52 2 EERIONTAP E3$4H “storage disk show Eifl » A2 ©

clusterl::> storage disk show -broken
Original Owner: clusterl-01
Checksum Compatibility: block

Usable
Physical
Disk Outage Reason HA Shelf Bay Chan Pool Type RPM Size
Size
0.0.0 admin failed O0b 1 0 A Pool0 FCAL 10000 132.8GB
133.9GB
0.0.7 admin removed Ob 2 6 A Pooll FCAL 10000 132.8GB
134.2GB

[...]
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2. FIRIRMEREREERS ISR P AVIET « TBIRHIRHARR « M LURTAOFIPSHAIRI SN SEDETTE I o
3. $RIRHT BHANABRABE A 1

storage disk assign -disk disk name -owner node

M52 EERIONTAP &E5¥4H “storage disk assign Bifl » 520 ©
clusterl::> storage disk assign -disk 2.1.1 -owner clusterl-01

4. FESDERIRITHARR :

storage encryption disk show

W"5< 2 ZERONTAP " E:¥4H “storage encryption disk show &zl » F526 o

clusterl::> storage encryption disk show
Disk Mode Data Key ID

0.0.0 data <id value>
0.0.1 data <id value>
1.10.0 data <id value>
1.10.1 data <id value>
2.1.1 open 0x0

[

5. BWE KBRS S IRIEAGFIPSHARISESED ©
"1RIKE KRS S IRAAF IPSHABRISSISED (SMIEIRETR)
6. BHE ~ sAIRIRFIPS 140-255:8 SIMAAFIPSHARRI o
"KFIPS 140-258:8 SI815 KA IPSHAREIL"
HERAEN
* EIFHARR D EC"

* ETF AR
* "EF IR

{EFIPSHARE T SED _EAYE R A 72 EY
T FEUN{EIME FIPS EEEh2SEl SED EAYONTAPE X 1ZEY

NRICEZ(EFIPSHAREESED LRVERLK A HUAFE ~ (E2REHRE R ERBIZER X
HIERER ~ KR LUBIEHER - REBEXAEEZFINEN - MEFTEEEEFERY
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RIDRATARE « HIMIRERLZEID 0x0 (SASHAIRH) SnullEid (NVMeRiRi%) o EHME LR LAY
BREETFE - MEEEHEN o ERIUREHSVHEIREEERBIES AR o

AL EEN

B ITEHERFIPSHAR X SN SEDRE « RS REERINE IHRARMBVBE(E « WA RIS TUSHE HAER o
SRS EHIRERAER - B ENBEREKEEAFR -

TRILUBRREEE SRME B B IR « SURERERIFRA B RN HER

7T ONTAP /512 FIPS FhEt4st SED

YNRICAEEE FIPS WARRI% S SED ERVERIKIEEATFAY ~ AR B ER ~ AT
{#/ storage encryption disk sanitize FAIBIBHAIRIERIARS o

RARNEETIE

EREBRNEHEREE - RNERERNESREELMIMEKE - RENEEREERSBRE - LREH\ID
RmTARIE ~ HINBIERLZEID 0x0 (SASHAERTE) SnullEid (NVMeWiRi) o SHMEEHIE ENERE
AR MEEERE - LR LR BINSHMIRERERRIFTHIEMIR -

FRtaZ Al
T AEREEES T SERITIET(E -

1. BEAEERENVEREEES —EME ENESHEE -
2. MIBRFIPSHERE S SED B4 ERAggregate :

storage aggregate delete -aggregate aggregate name

clusterl::> storage aggregate delete -aggregate aggrl

WM"5< 2E ERIONTAP E¥4M “storage aggregate delete Bl » :52E] ©
3. HAIZEHEHIFIPSHIF S SEDRIHEREID !
storage encryption disk show -fields data-key-id, fips-key-id, owner

M5 2 ZERIONTAP " E¥40 “storage encryption disk show &zl » 5269 o
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clusterl::> storage encryption disk show

Disk Mode Data Key ID
0.0.0 data <id value>

0.0.1 data <id value>

1.10.2 data <id value>

[.

4. MNRFIPSHEEREIUFIPSHEBRILHIT « AR EIREIFIPSERSE £ 18I DER[EITEEAIMSID 0x0 :
storage encryption disk modify -disk disk id -fips-key-id 0x0

AT LU security key-manager query #MfR&i8IDAYERS ©

clusterl::> storage encryption disk modify -disk 1.10.2 -fips-key-id 0x0

Info: Starting modify on 1 disk.
View the status of the operation by using the
storage encryption disk show-status command.

S. AMRIHE
storage encryption disk sanitize -disk disk id

1&e \ﬁﬁﬁ tEar < B PR B IR AR S R ERRVRAIE - EERIEFTEAIE » BMipHBEI AW > 5BFER -force-
all-state 318 o YN"15< 2E ERIONTAP 5541 “storage encryption disk sanitize Bl > s520] ©

(D ONTAP BIRTEHARERE « AEBEM - BARRNEEFRHAE -

clusterl::> storage encryption disk sanitize -disk 1.10.2

Warning: This operation will cryptographically sanitize 1 spare or
broken self-encrypting disk on 1 node.
To continue, enter sanitize disk: sanitize disk

Info: Starting sanitize on 1 disk.
View the status of the operation using the
storage encryption disk show-status command.

6. fEPRBIBMIRINIE

storage disk unfail -spare true -disk disk id

/. REHRESHARERE !

storage disk show -disk disk id
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MR B RS  Siak—EHEEE -

storage disk assign -owner node -disk disk id

8. WA R BIEHIRAVENRE BN R B R BV EARE BIRG RS

system node run -node node name

#1T disk sanitize release Bi% °

9. BB nodesdroand ° BRARFRIAIRIIE -
storage disk unfail -spare true -disk disk id
10. RESTHEREIRATC AL A BN - W ATEE SRR IR :
storage disk show -disk disk id
HERAEER
* "RETFHERR D EC
* fETFHLERER T
* ETFHEERREE"
* REFINEEER L
* R INEEEREE"
* AT INE LR AR R

7 ONTAP HH5% FIPS higRit&ay, SED

NRICHEEE FIPS MAIRIEEY SED EMNERLKIERATEE « MEARESE AR « &
AILAf#E storage encryption disk destroy WIRHAEMEES ©

RIRER I

BTN ERFIPSHAIR T SEDEF « R A L HIRINZ S8R ARIAMEH(E « W LR e85 T IH E iRk o
ERMEERRESTEEER « B ENERKEFEAFR o 78 « S UERENEHRER FHNERBZ2ID

(PSID) -~ BHFEERAFRBERENRE o NEFMEN - A2HE "EFESiELE - BFIPSHAE#EISED
RIERRFE" o

@ BRIEICHER A ] {EAYDIsk PlusfR#5 (NRD Plus) ~ HRIFE/7IEHERFIPSHAFRI%TNSED o $HERHARE
GEERBERM o

ez Al
T ARREEES A SEHITIET/E -

ﬁ“gﬂi
1. BEAEERFEENEREEE S —EREEE L NESRE -
2. MIBRFIPSHiREI%ELSED 284 8RMIAggregate :

storage aggregate delete -aggregate aggregate name
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clusterl::> storage aggregate delete -aggregate aggrl

WMN5< S EZERONTAP E#4H "storage aggregate delete’ Bl » F52 R o
3. BB ERAYFIPSHARE I S SEDRYRERRID -

storage encryption disk show

WMiES 2 ZERIONTAP " E¥40 “storage encryption disk show &zl » 526 o

clusterl::> storage encryption disk show

Disk Mode Data Key ID
0.0.0 data <id value>
0.0.1 data <id value>
1.10.2 data <id value>
[.

4. SHERHLRE -

storage encryption disk destroy -disk disk id

WM"t5< 2EERIONTAP E¥4H “storage encryption disk destroy &z » 526 o

() #AALERCBARRIEE  AEBRE - BARRNEERATHAS -

clusterl::> storage encryption disk destroy -disk 1.10.2

Warning: This operation will cryptographically destroy 1 spare or broken
self-encrypting disks on 1 node.
You cannot reuse destroyed disks unless you revert
them to their original state using the PSID value.
To continue, enter
destroy disk
:destroy disk

Info: Starting destroy on 1 disk.

View the status of the operation by using the
"storage encryption disk show-status" command.

HERIEN
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set -privilege
advanced
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storage encryption
disk modify -disk *
-fips-key-id 0x0

e. JEIEHARR ¢

storage encryption
disk sanitize -disk *
-force-all-states true
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KRERFIPSHEHAER 3 a
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set -privilege advanced

- 1% FIPS &8 ERATERBEL 2 ID 0x0 :

storage encryption disk modify -fips-key-id O0x0 -disk
disk id
FESD/EEERRTS -

storage encryption disk show-status

NRIEEKRM - SBEAETEFRHI PSID 25 ©

- IRIEIRIRAVRAER

storage encryption disk sanitize -disk disk id
R TREIEERT NI storage encryption disk show-
status @& F—F A0 ©

PRI B IEMARRIR R

storage disk unfail -spare true -disk disk id

BEUREEHEEERE

storage disk show -disk disk id

MR RBEAE  SFlEk—EEEE -

storage disk assign -owner node -disk disk id
L A BRI R BN R N R BN RE BV BNRE BRE BARY -
system node run -node node name

A/_7\O

#1T disk sanitize release @9

BB nodesdroand ° BB EBRAAFREINSE

storage disk unfail -spare true -disk disk id

- FESUHITRIRTE E R AR IRIAER « WRIESE SRR ERER !

storage disk show -disk disk id
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set -privilege advanced

C. IR E R A RMERERIRE

storage encryption disk revert-to-original-state -disk

V]

disk id -psid disk physical secure id
ERGSHREELRTRY storage encryption disk show-
status EE F—F a0 °

d. MRITHAITHIZ ONTAP 9.8P5 B FHRA ~ sABLET—D o MRITHITHY
= ONTAP 9.8P6 SKEEHTHRZS ~ 5hiit BB ERYRERR IR AE
storage disk unfail -disk disk id

e BEHIRELHEAERE !

storage disk show -disk disk id

R BHEAE  SBlEk—EHEEE -

storage disk assign -owner node -disk disk id
L A BB IR AR A B R BN RE BN R Y B RA A RL B R

system node run -node node name

#1T disk sanitize release B3% ©

f. BB nodesdroe .. B IRPRIETEIPE

storage disk unfail -spare true -disk disk id

0 FESDHIRIRTEE R A HRIEER « e EESIRTEERER :

storage disk show -disk disk id
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BEE FIPS MEXER ID - FARAENMELER - BEZNHM  RIFMERGEER -

R HARZE EFI A SASTINVMeHERE% (SED « NSE ~ FIPS) ~ BIETIAb RS2 AT  C B EHARRE Py
BFFERIR (RHETEAT) BITIAZR - MBS « A A B7ERES BB AR « BECRRNE
KlEk -

ez Al
T ARREEES A SEHITIET/E -

1. PR B AR A RS

set -privilege advanced
2. UNRFIPSHAFRELIFIPSIHARNHIT AR EREAIFIPSERE £5RIDREIFAZAIMSID 0x0 :
storage encryption disk modify -disk disk id -fips-key-id 0x0

AT LUER security key-manager query #fR&IBIDAIES ©

clusterl::> storage encryption disk modify -disk 2.10.11 -fips-key-id
0x0

Info: Starting modify on 14 disks.
View the status of the operation by using the
storage encryption disk show-status command.

ERUT e < HIEERD)
storage encryption disk show-status

18 show-status §< > EHZ%! Disks Beguni #1 Disks Donel HRIEIFHERE o

clusterl:: storage encryption disk show-status

FIPS Latest Start Execution Disks
Disks Disks
Node Support Request Timestamp Time (sec) Begun

Done Successful

clusterl true modify 1/18/2022 15:29:38 3 14 5
5
1 entry was displayed.
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3.

e BRI SR S 8D [CIFEER AIMSID 0xO -

storage encryption disk modify -disk disk id -data-key-id 0x0

HMEME -data-key-id BmIEER SAS 5 NVMe HIREIMIE /AR (RERT « HFEZRES 0x0 ©

e LAERE security key-manager query {fREiEIDAYERS ©

clusterl::> storage encryption disk modify -disk 2.10.11 -data-key-id
0x0

Info: Starting modify on 14 disks.

View the status of the operation by using the
storage encryption disk show-status command.

ERU T o SHEIEERI :

storage encryption disk show-status

18 show-status 5% » ERIHFHE o E“disks began’F1“disks done” RIEFHEAFEIRT > $R1EFER ©

HEEIET(

W IBINRES. 7TRIYAONTAP
E<

B ~ 7 e MR o

1.

2.

3.

4.

5 BN BLRYFIPSER S8 £ 18IDER[EIFEE AIMSID 0x0 -
disk encrypt rekey fips 0x0 disklist

e BRI ES S S 8D [CIFEER AIMSID 0xO -

disk encrypt rekey 0x0 disklist

HESEFIPSER S S EMThERRA !

disk encrypt show fips

ENENRETIRERIIEMAA -

disk encrypt show

eI AL EE T E 8 A FIPSHAREM RIS 8 - RATEONTAP E A A E—&ifh

1TRYE A SE G B TRERBIMSID Ox0& R IDE E iR RIARZRFI R ERI64EFT/E © ° Locked? HR{UZEIEE K

$HIE o
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Disk FIPS Key ID Locked?

HEREER
s "RIFINE R SR
s "EENINE MR R TR AR

#%F% ONTAP FFRYSMB IR BRI NER

HTﬁEEEHEF%%H# ll_.\E_”‘/{ﬁQEDEIEEP%ﬁKMIP1—JHE%§Eﬁ n% ° WJQD * EEIQ\L*@IVOlume
INZZEF ~ A AE & R ETKMIPEIAR 23 AYELR o

FAREETLF

ECREKMIPREARSS EHABCH R R E R BVERE « RS BB TR LA R EMRRER

() DROTHEREKVPARSERERRERI HLEED  WRES—HMPARSETRL
RSERE SIS -

FItaZ Al
T AREENSVMEES « A REHUTILI(F -
1. FRERKMIPEIAR 23 54 B AT ERRAAVELR

IthRZS... ONTAP fERALLHRS...
B IRZSONTAP “security key-manager external remove-servers -vserver SVM -key

-servers host_name

IP_address:port,..." A EEHARZIONTAP

AR EERIIRIEFRMetroCluster ~ A BEMERE FABIESVMEEIRITELLESDS ©

T%] ONTAP 9.6 s BEAERENMESMBEIREIRMFARES clusterl » F—EAMHKAY ks 1ZIETERE
IR 5696 ~ 3 {EERRY IP {iit% 10.0.0.20 ~ 1ZHRERHR 24482

clusterl::> security key-manager external remove-servers -vserver
cluster-1 -key-servers ksl1,10.0.0.20:24482

HRABEE security key-manager external remove-servers' M ‘security key-manager
delete "1ESZ2EEIONTAP" ©
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1. ERERFL  SERERERER

set -privilege advanced
2. (B ENIINPEREEEARSBAR

security key-manager external modify-server -vserver admin SVM -key-server
host name|IP_ address:port,.. -timeout 1..60 -username user_ name

BEEUIET - MBCEHRERELMH - ARBTOBANES « NROEEEBAR
() TEERMTHS © adnin s ERAEMEENEIRSVM - CURREEEEE - T4
R BSREERAARENS -

TS ERNBFRHEZEESR 45 7 clusterl HIETAREIFIE 5696 MWIMT £ IR EIRFEARES !

clusterl::> security key-manager external modify-server -vserver

clusterl -key-server ksl.local -timeout 45

3. fESVMBVSMERE IR EIER A FAIRBAS ((ZFENVE)

security key-manager external modify-server -vserver SVM -key-server
host name|IP_ address:port,.. —timeout 1..60 -username user_ name

BIENLET - IREERERELTE  AAMTTEBANDS « MR SWM BA
(D  #reataies . sBRAENN SM - CAERBENSVMERE « FHEMEHSN
B RSB FRBNE -

THa e EEERNERAERBMEN svnl RISTERERIR 5696 RISMBEIREIEMAARES

svml::> security key-manager external modify-server -vserver svmll -key
-server ksl.local -username svmluser

Enter the password:

Reenter the password:
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options -option-name encryption.data at rest encryption.disable by default
-option-value on
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