B A F A
ONTAP 9

NetApp
January 17, 2025

This PDF was generated from https://docs.netapp.com/zh-tw/ontap/abac/abac-overview.html on January
17, 2025. Always check docs.netapp.com for the latest.



Sk

[B 14 B T Bz
£ ONTAP #E17E M A FEES!
£/ ONTAP BJ ABAC /3%



B AR

£ ONTAP E1TBE R FEUE!

e LUE A ONTAP REEEEBMME R FEUES] (ABAC ) HIiZ5E RBAC
o ONTAP IREB e R A o] BAIEMIEZRE 4R ABAC B4 % » B155{EHA NFS #1 SMB/CIFS
BUFESE NFS 4.2 1 XATTRS °

BHRERES (ABAC) SEEFIERNEESE  IEZECAERE > BRBUEMIRRGY - BXIEE
BIFRAITRAZERN (NIST) B3 ABAC 12% > R{ItR 2 B —HHVEFRE -

%€ ONTAP 9 ° 12.1 F%A » f&eILUERE NFSv4.2 2 4 ERMEREE (XATTRS) RETE ONTAP » LUE
HEmERZEEEH] (RBAC) MBMAREZENUSE] (ABAC) B0#RIEE « EIERATE ONTAP fZEERE
7 NIST ABAC 1R E R SRR T FRAVEEHIEREE » ?Eﬁ%ﬁkﬂ%&ﬁ%ﬂ@Hiiﬂé%ﬁ?ﬁ%ﬁiﬁiﬁqﬂE’\J?;ZEWEBE s EIE
[FR&%IE1TE (PEP) - [RESRHFEE (PDP) » URZEEEFEHRE » ERNIBEEMAEMYNEL] o

NetApp ONTAP EFEEYE ( XATTRS ) MEMEFEUZES] (ABAC) #BEMNEASRTS NIST 4355 H ARG 800-
162 HHFTAYZER] » FE{RRTS ABAC B{ERY NIST 1Z% o A NFS 4.2 Z21ZHH XATTRS » Al fEHEEE
B AR ZERARE 0 TS NIST ABAC 1ZEEFEUEFRERHESERBEMER - ABAC EREERY PEP 1 PDp
fIES NIST ABAC 1Z#8 » E7EUEHIIEF P EHELTHNERK o SESEREMNERE] » UESLBRBMENRNG
fT5 NIST ABAC 122 H R R BUFEUERIFEK ©

HERAEEE
* "{§F ONTAP 9 ABAC 757&"

* "NetApp ONTAP 9y NFS : RIFEHRMCEHEEEism"
* BRER (RFC)
° RFC 2203 : RPCSEC_GSS F#itFERE
° RFC 3530 : MAIIERARM (NFS) 5B 4 HRIFEIHE

{58 ONTAP FJ ABAC 5%

ONTAP 2B EH A MR P AREMERER ABAC » BIEER NFS # SMB/CIFS #Y
2R NFSv4.2 #1 XATTRS o

&2 NFSv4.2
%€ ONTAP 9 - 9.1 FtR » ZIEHEA NFS BY NFSv4.2 THEE ©

Z:0HI NFS 2—7&(F M SELinux :ZHMaaIEEEES (MAC) REEBMERNERREIRN G X o B
MAC R RAEENERKR—EMHEF > W UNIX #RF] NFSv4.x ACL fBBECER

TIBTESEH) NFS R ONTAP IRTEAES M B AE NFS BB iHHY SELinux 2% :%E o RFC-7204 AESIEH
NFS o

B4 NFSv4.2 BYEFRARGIEHE ¢


https://www.netapp.com/media/10720-tr-4067.pdf
https://www.netapp.com/media/10720-tr-4067.pdf
https://www.netapp.com/media/10720-tr-4067.pdf
https://www.netapp.com/media/10720-tr-4067.pdf
https://www.netapp.com/media/10720-tr-4067.pdf
https://www.netapp.com/media/10720-tr-4067.pdf
https://www.netapp.com/media/10720-tr-4067.pdf
https://www.netapp.com/media/10720-tr-4067.pdf
https://www.netapp.com/media/10720-tr-4067.pdf
https://www.netapp.com/media/10720-tr-4067.pdf
https://www.netapp.com/media/10720-tr-4067.pdf
https://www.netapp.com/media/10720-tr-4067.pdf
https://www.netapp.com/media/10720-tr-4067.pdf
https://www.netapp.com/media/10720-tr-4067.pdf
https://www.netapp.com/media/10720-tr-4067.pdf
https://www.netapp.com/media/10720-tr-4067.pdf
https://www.netapp.com/media/10720-tr-4067.pdf
https://www.netapp.com/media/10720-tr-4067.pdf
https://www.netapp.com/media/10720-tr-4067.pdf
https://www.netapp.com/media/10720-tr-4067.pdf
https://www.netapp.com/media/10720-tr-4067.pdf
https://www.netapp.com/media/10720-tr-4067.pdf
https://www.netapp.com/media/10720-tr-4067.pdf
https://www.netapp.com/media/10720-tr-4067.pdf
https://www.netapp.com/media/10720-tr-4067.pdf
https://www.netapp.com/media/10720-tr-4067.pdf
https://www.netapp.com/media/10720-tr-4067.pdf
https://www.netapp.com/media/10720-tr-4067.pdf
https://www.netapp.com/media/10720-tr-4067.pdf

© EEEER (VM) BREREY Mac 123
* AHEPINERZZUSE E > BENHMSER)
* REEREE
* EEEEELinux
RS FA1R5CHY NFSv4.2
1SR LAE A T 5 PR R PRIE TR R B R S (Z FRAREC % NFS !

[-v4.2-seclabel {enabled|disabled}] - NFSV4.2 Security Label Support
(privilege: advanced)
L2 AERLSY > TARKES disabled ©

B4 NFSv4.2 pusasisE =t
£ ONTAP 9 - 9.1 Bi%4 > ONTAP IETF5&HIESR :

-+ AR | ONTAP SAMSIBITIZG » BAIMEERGHIZE -

() EEMACERIEIA D ECAI R HAHIATT -
© REMR ¢ RAFMKIET NFS B (v4.1 EERZ) > Bl MAC BEFEEE o
() ONTAP BEIREIE MREE)  (HERAHINIT MAC i) o

125 NFSv4.2 R4RAE S5
LU 4BRE &35 &8{EF Red Hat Enterprise Linux 9.3 (Plow ) KRZSBIHES o
1R#% John R. Smith FUEREEIRILAIERE “jrsmith A 751 Privileges 1RF :

* FHEEXLM = jrsmith

* Privileges = uid=1112 (jrsmith) gid=1112(jrsmith) groups=1112 (jrsmith)
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#Get the current context

context = selinux.getfilecon(file path) [1]
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{
"commonName" : {
"value": "Smith John R jrsmith"
by
"emailAddresses": |
{
"value": "jrsmith@dod.mil"
}
I
"employeeId": {
"value": "00000387835"
by
"firstName": {
"value": "John"
by
"lastName": {
"value": "Smith"
by
"telephoneNumber": {
"value": "938/260-9537"
by
"uid": |
"value": "jrsmith"
}
}
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UuIiD b4111349-7875-4115-AD30-0928565f2e15
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"vvalue": "DoD"
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[
{
"value": "ABC1000"
by
{
"value": "DEF1001"
by
{
"value": "EFG2000"
}
]
rEES {
"value": "US"
}
ERBR
[
{
"value": "TS"
b
{
"value": "3"
b
{
"value": "C"
by
{
"value": "U"
}
]
BZR D < 418 :
{
"value": "USA"
}
]
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Gk el {
"classification": "UNCLASSIFIED",
"value": "cn=smith john r Jjrsmith, ou=dod, o=u.s.
government, c=us"
1
dissemTos
{
"value": "DoD"
}
e ZE
{
"value": "DoD"
1
entityType
{
"value": "GOV"
1
fineAccessControls
[
{
"value": "SI"
b
{
"value": "TK"
bo
{
"value": "NSYS"

B PKI ZHEFIEET John R. Smith BYTFEGFHAEE K} » BIERE AR BREFE
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PEFBHIAAEEBEAESRE (NLP) 3 > UERRAIUERICAAEEZE » 7 HEEM © NetApp
BlueXP ¥ EEFTHE#ARTILUREIE—3 > ENNEFIIEFIRAREREERE - ASCMRERRA EEEXT
PEB o
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b SUNF) Ths i 8 Secrel poaticn wilh o
FOFORN Dasaminston Control
Migking hnrked for raining purposes
by L4 thee Dierrved From is
- / Wil SeomanCoges”

y Closardiod By: Urique 1D inchuda the 1151 of Sounce
Classilication | | Derved From: SCG X7, dimed makenals on of ntasched
Austherity L o 1 oot
EHodk | Declassity On: 20381231

SECRETINOFORN - =R Ermod Lini
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user.uuid "761d2e3c-e778-4ee4-997b-3bb%a6ald3fa"

user.entitySecu "UNCLASSIFIED"
rityMark

user.specificat "INFO"
ion
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user.Info

B&E

"commonName" : {

"value": "Smith John R jrsmith"
by
"currentOrganization": {

"value": "TUV33"

by
"displayName": {
"value": "John Smith"
by
"emailAddresses": |
"jrsmith@example.org"
I
"employeeId": {
"value": "00000405732"
by

"firstName": {
"value": "John"
b
"lastName": {
"value": "Smith"
b
"managers": [
{
"value": ""
}
I
"organizations": [
{
"value": "TUV33"
b
{
"value": "WXY44"
}
1/
"personalTitle": {
"value": ""
b
"secureTelephoneNumber": {
"value": "506-7718"
bo
"telephoneNumber": {
"value": "264/160-7187"
bo
"title": {

Nira T
Vdiuc

by
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user.geo_point [-78.7941, 35.79506]
}
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xattr B » R EREEBRITE > UEaHIHITR AU ER SIRREIEES -

HRERA xattis BIERAE » LHIE7E NFSv3 # NFSv4 IBIEH » (X B E R B F NS A S R T
2= o NFSv3 #1 NFSv4 fEZ1ZENEHH FPolicy Bai s IR IUtE R (EXEMEESHAS BB T ¢
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setattr offline-bit, setattr with owner change,

setattr with group change, setattr with mode change,
setattr with modify time change,

setattr with access time change, setattr with size change,
exclude directory

setattr fEXH) auditd 8% A EREEH -

type=SYSCALL msg=audit (1713451401.168:106964): arch=c000003e syscall=188
success=yes exit=0 a0=7fac252f0590 al=7fac251d4750 a2=7fac252e50a0 a3=25
items=1 ppid=247417 pid=247563 auid=1112 uid=1112 gid=1112 euid=1112
suid=1112 fsuid=1112 egid=1112 sgid=1112 fsgid=1112 tty=pts0 ses=141
comm="python3" exe="/usr/bin/python3.9"
subj=unconfined u:unconfined r:unconfined t:s0-s0:c0.c1023
key="*set-xattr*"ARCH=x86 64 SYSCALL=**setxattr** AUID="jrsmith"
UID="jrsmith" GID="jrsmith" EUID="jrsmith" SUID="jrsmith"
FSUID="jrsmith" EGID="jrsmith" SGID="jrsmith" FSGID="jrsmith"

A (B xattis B A& BN ONTAP FPolicy » Aligft—EB 0] B EFITHIE » EHNEEERARNTEMNZE
24 ERAEE o FIIF FPolicy HIERSESIEINAE » BB T LARE(RBHE » F81% xatts FFEEE » RIS HZ 2 H
EHEEIEE - ERIBNERARETIES L » BAMRINERTMEEN B AIENRERKIABSIRA
ONTAP FPolicy BJ/RHA °
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2. A% > PDP SIRIZEEIIA ABAC [REIZRFEIEEK o
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HY > ABR UL RE E[ol4s PEP o

EH:

red
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RINERE > FRAESERETZT ONTAP (fId1 AFF > AFF C) HHIEE o

UNEREREERLTN » Bl PEP XA ESIBMAEEUEFIEE o

PEP {RiEZEAENEERERENRL -

MRERAEEEEIESR » BrEEHEEMEUEE > B PEP SREFREBIFIIZHRMLIAE o

o o & w
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POP services

Acoess file with
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Sambs Au th enticate ¥ Get fle attributes Security natysis doc
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