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vserver object-store-server bucket policy add-statement -vserver svm name
-bucket bucket name -effect {allow|deny} -action object store actions
-principal user and group names -resource object store resources [-sid
text] [-index integer]
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clusterl::> vserver object-store-server bucket policy statement create
-vserver svml.example.com -bucket bucketl -effect allow -action
GetObject, PutObject,DeleteObject, ListBucket -principal userl -resource
bucketl/readme/* -sid "fullAccessToReadmeForUserl"
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clusterl::> vserver object-store-server bucket policy statement create
-vserver svml.example.com -bucket bucketl -effect allow -action
GetObject, PutObject, DeleteObject, ListBucket -principal group/groupl
-resource bucketl/* -sid "fullAccessForGroupl"
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vserver object-store-server policy create -vserver svm name -policy
policy name [-comment text]
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vserver object-store-server policy statement create -vserver svm name

-policy policy name -effect {allow|deny} -action object store actions
-resource object store resources [-sid text]
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ns-switch modify -vserver <vserver-name> -database group -sources
files, ldap
ns-switch modify -vserver <vserver-name> -database passwd -sources
files, ldap

AR ONTAP 39 REBFRYELL | hitps://docs © NetApp °© ONTAP - CLl/vserver-services-name-

service-ns-switch-modify.html[vserver services name-service ns-switch modify"] 88 % ©

2. ERBRIMHRHEEITRRAIZHE principal REAGEREFEEN LDAP B#4H !

object-store-server bucket policy statement create -bucket <bucket-name>
-effect allow -principal nasgroup/<ldap-group—-name> -resource <bucket-
name>, <bucket-name>/*

#ifl © THFRFIZEILAY Bucket [RAIFRILT buckl o [RAIREF LDAP B#H4H7FE groupl EEIR (FriEREHY
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vserver object-store-server bucket policy add-statement -bucket buckl
-effect allow -action

GetObject, PutObject,DeleteObject, ListBucket, GetBucketAcl, GetObjectAcl, Li
stBucketMultipartUploads,ListMultipartUploadParts,
ListBucketVersions, GetObjectTagging, PutObjectTagging, DeleteObjectTagging
,GetBucketVersioning, PutBucketVersioning -principal nasgroup/groupl
-resource buckl, buckl/*
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ns-switch modify -vserver <vserver-name> -database group -sources
files, ldap
ns-switch modify -vserver <vserver-name> -database passwd -sources
files, ldap

ERABEMRE ONTAP e 2 2BrhpYE4E ¢ https://docs © NetApp ° ONTAP - CLI/vserver-services-name-
service-ns-switch-modify.html[vserver services name-service ns-switch modify”] 88 % ©
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LDAPUser:password ) >’ 4&R52
NTAPFASTBINDbGRhcHVZzZXI6cGFzc3dvemQ="%Ekk
""NTAPFASTBIND" + base64-encode (user—-name:password)
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security login create -user-or-group-name <ldap-group-name>
-—application http -authentication-method nsswitch -role <custom-
role-name> -is-ns-switch-group yes
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security login create -user-or-group-name ldap-group-1 -application
http -authentication-method nsswitch -role s3role -is-ns-switch
-group yes -second-authentication-method none -vserver svm-1 -is
-ldap-fastbind yes
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EIRMEIRRFI S3 AR - tFIRESECELERR > MAEREMEREELRE

4R A
1. BT eI LA7FEN S3 fEf#&E REST APl IREEBH:TAR ©

security login rest-role create -vserver <vserver-name> -role <custom-
role-name> -api "/api/protocols/s3/services/*/users" -access <access-
type>

TEUEEERIF > s3-role RHEFERMBLNEREELEAR svn-1 > HTFAAFEUER > BIFEE -~ 2
STANEERT ©

security login rest-role create -vserver svm-1 -role s3role -api
"/api/protocols/s3/services/*/users" -access all

WM"ES 2EERONTAP " E:¥4l "security login rest-role create Bl » s52/ ©
1. FERUT AR FEREEAE security login' en < XIS AR 7ZEX S3 fE#E REST API InE5AY3T
B:TA® o #4072 “security login create’ TE"{5 S 2 Z EEIONTAP" o

security login create -vserver <vserver-name> -user-or-group-name
domain\<group-name> —-application http -authentication-method domain

-role <custom-role-name>

T:Eltl:%ﬁ@]':i:' > {81548 "domain\group 1" BIEER “svm-1" LUK EETAR “s3role RINEIE A LITFEY AP iH
2t o

security login create -user-or-group-name domain\groupl -application
http -authentication-method domain -role s3role -vserver svm-1

M"ES 2EZERIONTAP E:¥4H “security login create &ifl » 52 ©

& B A GHIE B A AT EHAT I ER & HONTAPE T A RAVEHR
*Japi/protocols/s3/services/{svm.uuid}/users imEh o FEBIFOY API > A FAETUESE B CHEINERE
MEIWREFE S3 FFIS - tPIREAECELRR > MAEAHEMEREEER®E o

% S3 I LDAP f£f#& « EX T H CHEFIER

7€ ONTAP 9.14.1 A - MREMAFEESERTEBETEESRNAR « KA UESE 8B CHFIENME
T8~ LUHFEX S3 AR iR - MRFEEA T ONTAP REST APl inRh BITELE R °

B S3 ERELELETR
Itt REST API MEOUfER 575 A M ind - BRALIRRHNEZER > 552R2%F "API X"
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HTTPS % BRI
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HRIREE » sSAERUTRINES S3 ERERT | userfqdn @ EHIE fqdn' BIEHMZZ2IREITH % ©
Curl& 4

curl

-—request POST \

--location "https://SFQDN IP /api/protocols/s3/services/{svm.uuid}/users "
\

--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"

--data '{"name":"userl@example.com"}'

Json#i H #i {5l
{
"records": [
{
"access_key": "4KXO7KF7ML8YNWYO1JWG",
" links": {
"next": {
"href": "/api/resourcelink"
by
"self": {
"href": "/api/resourcelink"
}
by
"name": "userl@example.com",
"secret key": "<secret key value>"
}
I
"num records": "1"
}
7 S EREEMEL SR

YN S3 EMEERFE » KAUENELHEFINEWNEIR o It REST API IFIYEEA TS A iR o

HTTPAS % BRIR
&% lapi/protocols/s3/services/{svm.uuid}/{E & /{&TE)
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Curl&s %

curl

--request PATCH \

--location "https://S$SFQDN IP
/api/protocols/s3/services/{svm.uuid}/users/{name}
--include \

--header "Authorization: Basic $BASIC AUTH" \

-—data '{"regenerate keys":"True"}'
Json# H #41
{
"records": [
{
"access key": "DX12U609DMRVD8U30Z1M",
" links": {
"self": {
"href": "/api/resourcelink”
}
by
"name": "userl@example.com",
"secret key": "<secret key value>"
}
I
"num records": "1"
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