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security login create -vserver SVM name -user-or-group-name usSer Or group name
-application application —-authmethod authentication method -role role -comment
comment
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clusterl::>security login create -vserver engCluster -user-or-group-name
adminl -application ssh -authmethod password -role backup
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security login create -vserver SVM name -user-or-group-name user Or group_name
—application application -authmethod authentication method -role role -comment
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METBNGSEE AER "TER" -


https://docs.netapp.com/zh-tw/ontap/authentication/manage-public-key-authentication-concept.html
https://docs.netapp.com/zh-tw/ontap/authentication/manage-public-key-authentication-concept.html
https://docs.netapp.com/zh-tw/ontap/authentication/manage-public-key-authentication-concept.html
https://docs.netapp.com/zh-tw/ontap/authentication/manage-public-key-authentication-concept.html
https://docs.netapp.com/zh-tw/ontap/authentication/manage-public-key-authentication-concept.html
https://docs.netapp.com/zh-tw/ontap/authentication/manage-public-key-authentication-concept.html
https://docs.netapp.com/zh-tw/ontap/authentication/manage-public-key-authentication-concept.html
https://docs.netapp.com/zh-tw/ontap/authentication/manage-public-key-authentication-concept.html
https://docs.netapp.com/zh-tw/ontap/authentication/manage-public-key-authentication-concept.html
https://docs.netapp.com/zh-tw/ontap/authentication/manage-public-key-authentication-concept.html
https://docs.netapp.com/zh-tw/ontap/authentication/manage-public-key-authentication-concept.html
https://docs.netapp.com/zh-tw/ontap/authentication/manage-public-key-authentication-concept.html
https://docs.netapp.com/zh-tw/ontap/authentication/manage-public-key-authentication-concept.html
https://docs.netapp.com/zh-tw/ontap/authentication/manage-public-key-authentication-concept.html
https://docs.netapp.com/zh-tw/ontap/authentication/manage-public-key-authentication-concept.html
https://docs.netapp.com/zh-tw/ontap/authentication/manage-public-key-authentication-concept.html
https://docs.netapp.com/zh-tw/ontap/authentication/manage-public-key-authentication-concept.html
https://docs.netapp.com/zh-tw/ontap/authentication/manage-public-key-authentication-concept.html
https://docs.netapp.com/zh-tw/ontap/authentication/manage-public-key-authentication-concept.html
https://docs.netapp.com/zh-tw/ontap/authentication/manage-public-key-authentication-concept.html
https://docs.netapp.com/zh-tw/ontap/authentication/manage-public-key-authentication-concept.html
https://docs.netapp.com/zh-tw/ontap/authentication/manage-public-key-authentication-concept.html
https://docs.netapp.com/zh-tw/ontap/authentication/manage-public-key-authentication-concept.html
https://docs.netapp.com/zh-tw/ontap/authentication/manage-public-key-authentication-concept.html
https://docs.netapp.com/zh-tw/ontap/authentication/manage-public-key-authentication-concept.html
https://docs.netapp.com/zh-tw/ontap/authentication/manage-public-key-authentication-concept.html
https://docs.netapp.com/zh-tw/ontap/authentication/manage-public-key-authentication-concept.html
https://docs.netapp.com/zh-tw/ontap/authentication/manage-public-key-authentication-concept.html
https://docs.netapp.com/zh-tw/ontap/authentication/manage-public-key-authentication-concept.html
https://docs.netapp.com/zh-tw/ontap/authentication/manage-public-key-authentication-concept.html
https://docs.netapp.com/zh-tw/ontap/networking/configure_network_security_using_federal_information_processing_standards_@fips@.html
https://docs.netapp.com/zh-tw/ontap/networking/configure_network_security_using_federal_information_processing_standards_@fips@.html
https://docs.netapp.com/zh-tw/ontap/networking/configure_network_security_using_federal_information_processing_standards_@fips@.html
https://docs.netapp.com/zh-tw/ontap/networking/configure_network_security_using_federal_information_processing_standards_@fips@.html
https://docs.netapp.com/zh-tw/ontap/networking/configure_network_security_using_federal_information_processing_standards_@fips@.html
https://docs.netapp.com/zh-tw/ontap/networking/configure_network_security_using_federal_information_processing_standards_@fips@.html
https://docs.netapp.com/zh-tw/ontap/networking/configure_network_security_using_federal_information_processing_standards_@fips@.html
https://docs.netapp.com/zh-tw/ontap/networking/configure_network_security_using_federal_information_processing_standards_@fips@.html
https://docs.netapp.com/zh-tw/ontap/networking/configure_network_security_using_federal_information_processing_standards_@fips@.html
https://docs.netapp.com/zh-tw/ontap/networking/configure_network_security_using_federal_information_processing_standards_@fips@.html
https://docs.netapp.com/zh-tw/ontap/networking/configure_network_security_using_federal_information_processing_standards_@fips@.html
https://docs.netapp.com/zh-tw/ontap/networking/configure_network_security_using_federal_information_processing_standards_@fips@.html
https://docs.netapp.com/zh-tw/ontap/networking/configure_network_security_using_federal_information_processing_standards_@fips@.html
https://docs.netapp.com/zh-tw/ontap/networking/configure_network_security_using_federal_information_processing_standards_@fips@.html
https://docs.netapp.com/zh-tw/ontap/networking/configure_network_security_using_federal_information_processing_standards_@fips@.html
https://docs.netapp.com/zh-tw/ontap/networking/configure_network_security_using_federal_information_processing_standards_@fips@.html
https://docs.netapp.com/zh-tw/ontap/networking/configure_network_security_using_federal_information_processing_standards_@fips@.html
https://docs.netapp.com/zh-tw/ontap/networking/configure_network_security_using_federal_information_processing_standards_@fips@.html
https://docs.netapp.com/zh-tw/ontap/networking/configure_network_security_using_federal_information_processing_standards_@fips@.html
https://docs.netapp.com/zh-tw/ontap/authentication/config-worksheets-reference.html
https://docs.netapp.com/zh-tw/ontap/authentication/config-worksheets-reference.html
https://docs.netapp.com/zh-tw/ontap/authentication/config-worksheets-reference.html
https://docs.netapp.com/zh-tw/ontap/authentication/config-worksheets-reference.html
https://docs.netapp.com/zh-tw/ontap/authentication/config-worksheets-reference.html
https://docs.netapp.com/zh-tw/ontap/authentication/config-worksheets-reference.html
https://docs.netapp.com/zh-tw/ontap/authentication/config-worksheets-reference.html

T35S I BE SVM BIEEIRE svmadminl AFELEZEMN vsadmin-volume 2B SVM HIA
BengDatal fEA SSH AKREE :

clusterl::>security login create -vserver engDatal -user-or-group-name
svmadminl -application ssh -authmethod publickey -role vsadmin-volume
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1. {5F SSH ARERMEAERN « TAMEERERS LA MFA !

security login create -vserver <svm name> -user-or-group-name
<user name> -application ssh -authentication-method <password|publickey>
-role admin -second-authentication-method <password|publickey>

THGLHRE SVM RREIEEIIRE adnin2 FHETERLEEMN adnin BA SVM B9ABengDatal A
SSH AMEBMNFEREDS :

cluster-1::> security login create -vserver engDatal -user-or-group-name
admin2?2 -application ssh -authentication-method publickey -role admin
-second-authentication-method password

Please enter a password for user 'admin2':

Please enter it again:

Warning: To use public-key authentication, you must create a public key
for user "admin2".

{58 TOTP EUE MFA

& ONTAP 9.13.1 Fita « WRIUERAHEERERRER SSH AREMNEAEBHBME R —RIEEN (
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{EF{FEREZIEM TOTP EXE MFA
1. EREREZEN TOTP BBEZREEENFERAEIRS ©

° BRRHERERS

security login create -vserver <svm name> -user-or-group-name
<user or group name> -application ssh -authentication-method
password -second-authentication-method totp -role <role> -comment

<comment>

© ERARRAERERR -

security login modify -vserver <svm name> -user-or-group-name
<user or group name> -application ssh -authentication-method
password -second-authentication-method totp -role <role> -comment

<comment>

2. K% MFA BEE(AH TOTP

security login show

f£F3 SSH AR 1 TOTP BUAH MFA
1. {0 SSH AR&&f TOTP B AZ A EZEFNEREIRE o

° BRRHERERS

security login create -vserver <svm name> -user-or-group-name
<user or group name> -application ssh -authentication-method
publickey -second-authentication-method totp -role <role>

—comment <comment>

© ERARRAERERR

security login modify -vserver <svm name> -user-or-group-name
<user or group name> -application ssh -authentication-method
publickey -second-authentication-method totp -role <role> -comment

<comment>
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security login show
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CERNNEEE S AR ERETEN SSH AREHR ©

2. 7EIERIIRA _EEIL TOTP 4848 :

security login totp create -vserver "<svm name>" -username
"<account username >"

3. HESRISHIRP ERUAE TOTP 484E :

security login totp show -vserver "<svm name>" -username

"<account username>"
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1. FERENERERIESR SSH ARMEiE - URIEEARH TOTP EEiE - EALHEREIIRS o
2. BHRBABEN TOTP WELE .

security login totp delete -vserver <svm name> -username
<account username>

3. Bir¥H TOTP ME &

security login totp create -vserver <svm name> -username
<account username>

4. FESDCHINRF EREAE TOTP 4HAG :

security login totp show -vserver <svm name> -username
<account username>
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1. FFEEEEA TOTP BiEE « AT ERE R EBEALIAEIRS o
2. BIHRMY TOTP MZE8 -

security login totp create -vserver <svm name> -username
<account username >

3. R RIIRE E A TOTP 4R :



security login totp show -vserver <svm name> -username
<account username>
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IETEREREEEESIRAHMIT

1. {EFH TOTP WZ£18 .

security login totp delete -vserver "<svm name>" -username
"<account username>"
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HER SVM o
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1. AR AREESIRE « UEASSLEFFISVM !
security login create -vserver SVM name -user-or-group-name user Or group name

-application application -authmethod authentication method -role role -comment
comment
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security login create -vserver
<svm_name> -user-or-—-group-name
<user name> -application ssh
—authentication-method publickey
-role <role>

* BRARHERE -

security login create -vserver

<svm_ name> -user-or-group-name

<user name> -application ssh
-—authentication-method domain -second
—authentication-method publickey
-role <role>

* BRARRAERE "

security login modify -vserver

<svm_ name> -user-or-group-name

<user name> -application ssh
-authentication-method domain -second
—authentication-method publickey

-role <role>

security login create -vserver

<svm_ name> -user-or-group-name

<user name> -application
<application> -authentication-method
domain -role <role> -comment
<comment> [-is-ldap-fastbind true]



FRZSONTAP  FZEfEzs8 REERS e
9.0 RRE#hR 4 o=

VN security login create -vserver
<svm_name> -user-or-group-name
<user name> -application <application>
—authentication-method domain -role
<role> -comment <comment> [-is-ldap-
fastbind true]

+ MBTBNRTEE « F2R "2MEESHREN RBAC MBETFR"
FERKTE
YNSRI E R R EADABIIEHI 2R S EE B SVMAYTFEY ~ BIKZASTRTE ~ tRA 7 SEFEXSVM

87 Active Directory48ig 122877 Y

EYFILDAPZENISHR A ZEX

O] LAER security login create 5% * 32 LDAP ¢ NIS FHERPFINEERE
Kl SVM o YR M RZELDAPIINISEARZSFEISVM ~ BB TE ~ IRE A 8ETF
EYSVM o

RAMNEETE
* RLIBEHERS o
* SNBSS R ELDAPEHNISAIARZZFEXSVM ~ 1R B A SETFEXSVM o

B ELDAPIENISTRIIR2S7FEX
CIATER IR P EENZ AIS Z B A TIE TE ©
. g&g%f&wﬁﬁig%i}f&%ﬁ’ékm&ﬁ HFEUESIAE » afLUER security login modify s ATHBITIL A

EREERERAEIEENAR
. ;ﬁONTAP IHAERIEMIRRZAS A2 « 946044 ~ FBLDAPINISEARSS « EiREAEIESEAERESE (MFA
. %Ibﬁﬁ’l&ﬂ%ﬁﬁ:@ IR BT AR FAONTAP "FitnsswitchB#s5BILDAPREEAS" MNRLDAPEIRES X

* BREXIBY LDAP R ~ ICRFEREF ': ' (483 LDAP EEERFEHEAMEMAPIFT (Flu -
gecos ™ ‘userPassword'%) o B[R~ ZEAENTHAEEZGERM o
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1.

EXFBLDAPZYNISTE & B AF IR A LIFEXSVM :

security login create -vserver SVM name -user-or-group-name user name
—application application -authmethod nsswitch -role role -comment comment -is
-ns-switch-group yes|no [-is-ldap-fastbind true]

NBTENILEE ~ AR "TIEKR" o

"B SEEARA"

T3 en < EIRRFE LDAP 3 NIS REBIEEIRS guest2 RATESLERMN backup FIEE SVM WA

fBengCluster ©

clusterl::>security login create -vserver engCluster -user-or-group-name
guest?2 -application ssh -authmethod nsswitch -role backup

. ZLDAPIENISERERMEMFAZA :

security login modify -user-or-group-name rem usrl -application ssh
—authentication-method nsswitch -role admin -is-ns-switch-group no -second
—authentication-method publickey

EReE AR LUIERE A publickey M58 #8885 /574 nsswitch ©
TH AR IEE R FBMFARRSE !
cluster-1::*> security login modify -user-or-group-name rem usr2

-application ssh -authentication-method nsswitch -vserver
cluster-1 -second-authentication-method publickey"

FER TR
MRITE R ELDAPENISEIARSZIFFENSVM ~ BIAZETRTE ~ iRA 7 BE7FEXSVM ©

R ELDAPZNISTAIAR2S77EY
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