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BEE—FRFIHVEM service-processor ? AfERmT system service-processor ssh add-
allowed-addresses ° lb83< system service-processor api-service RJFAREHAAREFIREE o

ENLe2EE - KTERE =R Telnet MixiF Shell (RSH) ~ A% NetApp EZEFRHLZE Shell (SSH) i
TE2EBERFE - IRFE Telnet 3 RSH ~ HZHEFHIF R « BILERUAELETHEE ©

It security protocol modify e BIEIRAHI RSH # Telnet HEELEAHRE - EEETEUA RSH #
Telnet ~ FiAERRNBRAIERES true ©

Base 134
B A2 BIEE AN B ANEE S o

LGRS s ER

cert SSL &R:EE:E
community SNMP t1E¥ =5
domain Active Directory E&z5
nsswitch LDAP 5% NIS B8
password g

publickey YN )

usm SNMP fEEELZ 2R

()  onmsthER2EEn  REEER NS o

& ONTAP 9.3 B¥h ~ EENEREZRE I BN FEREBMAMERE H/EA04H SSH admin 1RE
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[user@host0l ~]$ ssh ontap.netapp.local
Authenticated with partial success.
Password:

clusterl::>
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5| AR A

EEYHAIRS ~ 55817 security login show @< ©

clusterl::*> security login show -vserver clusterl

Vserver: clusterl

Authentication Acct Is-Nsswitch
User/Group Name Application Method Role Name Locked Group
admin console password admin no no
admin http password admin no no
admin ontapi password admin no no
admin service-processor password admin no no
admin ssh password admin no no
autosupport console password autosupport no no

6 entries were displayed.
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clusterl:

-application console -authentication-method password -vserver clusterl

clusterl:

Vserver:

Nsswitch
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:*> security login create -user-or-group-name NewAdmin
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:*> security login show -vserver clusterl

clusterl

User/Group Name

NewAdmin
admin
admin
admin
admin

admin

autosupport

7 entries were displayed.
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console
console
http
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Authentication

Method

password
password
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Role Name

admin
admin
admin

admin

service-processor password admin

ssh
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service-processor -authentication-method password

ERE—
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login create -vserver clusterl -user-or-group-name

login create -vserver clusterl -user-or-group-name

login create -vserver clusterl -user-or-group-name
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clusterl::*> security login lock -vserver clusterl -user-or-group-name

admin -application *

4. EERMRIERNEIEIRE REMBIER
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clusterl::*> security login delete -vserver clusterl -user-or-group-name

admin -application *

clusterl::*> security login show -vserver clusterl

Vserver: clusterl

Authentication Acct Is-
Nsswitch
User/Group Name Application Method Role Name Locked Group
NewAdmin console password admin no no
NewAdmin http password admin no no
NewAdmin ontapi password admin no no
NewAdmin service-processor password admin no no
NewAdmin ssh password admin no no
autosupport console password autosupport no no
7 entries were displayed.
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clusterl::> set -privilege diag

Warning: These diagnostic commands are for use by NetApp personnel only.
Do you want to continue? \{y|n}: y

clusterl::*> systemshell -node node-01
(system node systemshell)
diag@node-01's password:

Warning: The system shell provides access to low-level
diagnostic tools that can cause irreparable damage to
the system if not used properly. Use this environment
only when directed to do so by support personnel.
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(D) 5% REST AP BBRSRBHEASE « $51EF 'OAuth 2.0 EALEE" o)

A LATE ONTAP EEE W REBHFHEEREE ~ TP ERFRAL -

1. {5 Openssl $11T F7I8F < RELSHE !

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout test.key
-out test.pem \> -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=cert user"
Generating a 2048 bit RSA private key

writing new private key to 'test.key'

i ﬁ%@éi_@%%mﬁﬁﬁ g test.pem M— 1@%3}5’]&\2 ﬁf/\ key.out ° —ﬂz%ﬁ CN ﬁﬁgﬁ/\
ONTAP {ER#& ID ©

2. {F ONTAP ShLUBERARIERATEE (pem) HREBAMBENS  HERIT RS - LAEHRBTE
B EBBPIE |

security certificate install -type client-ca -vserver clusterl

Please enter Certificate: Press <Enter> when done

3. EXFH ONTAP LU sFi5i8 SSL ZENVEFin ~ M EF API ZEHIERE ID o
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security ssl modify -vserver clusterl -client-enabled true
security login create -user-or-group-name cert user -application ontapi

—authmethod cert -role admin -vserver clusterl

FET5IEFIP ~ EAE ID cert_user IREERA ~ AIERA/KRERERN API 7B - FAMERN
Manageability SDK Python 1§95 cert user 2REER ONTAP ks ~ Y1 TFFm

#!/usr/bin/python

import sys
sys.path.append ("/home/admin/netapp-manageability-sdk-9.5/netapp-
manageability-sdk-9.5/1ib/python/NetApp")

from NaServer import *

cluster = "clusterl"
transport = "HTTPS"
port = 443

style = "CERTIFICATE"
cert = "test.pem"

key = "test.key"

= NaServer (cluster, 1, 30)
.set transport type (transport)
.set port (port)

.set _style(style)

.set server cert verification (0)

n n n n n »n

.set client cert and key(cert, key)

api = NaElement ("system-get-version")

output = s.invoke elem(api)

if (output.results status() == "failed"):
r = output.results reason()
print ("Failed: " + str(r))

sys.exit (2)

ontap version = output.child get string("version")
print ("V: " + ontap version)

E< BRI LH EFR ONTAP hRZs o

./version.py

V: NetApp Release 9.5RC1l: Sat Nov 10 05:13:42 UTC 2018
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4. ZE{FEF ONTAP REST API $1{T/R:58UER:% « sAehl FAILER ©
a. 7£ ONTAP A ~ E 2 http ZZEXWIERZE ID :

security login create -user-or-group-name cert user -application http
-—authmethod cert -role admin -vserver clusterl

b. FE&8Y Linux AR IR L ~ BT TS RESL ONTAP R A iAEL

curl -k --cert-type PEM --cert ./test.pem --key-type PEM --key
./test.key -X GET "https://clusterl/api/cluster?fields=version"
{

"version": {
"full": "NetApp Release 9.7P1l: Thu Feb 27 01:25:24 UTC 2020",
"generation": 9,
"major": 7,
"minor": O
by
" links": {
"self": {
"href": "/api/cluster"

EEZ-Hil
« REBAIEREE « BEC NetApp Manageability SDK for ONTAP" o

REST API B ONTAP OAuth 2.0 &t BUES S

BT /ReBRYERE 240 ~ IRt eJ LUERS OAuth 2.0 Rt BYESR 5 2R3E1T REST API o

%t ONTAP 9.14.1 F';ﬁtzé.* ERT LUEIE MR (OAuth 2.0 ) ZRAEZRIESIE ONTAP FERITFEY o R LUE
FA1E(] ONTAP BENTE (8315 ONTAP CLI ~ REAEIEEHM RESTAPI ) ZKEEULINAE - i@ ~ OAuth 2.0%%
mw‘ﬂy#’“ﬁﬁu,}lﬁ ﬁgf%ﬁ H{EF REST API 7ZZEX ONTAP BSER o

OAuth 2.0 Token BV EEREIRF ERs8 09 ©

UNEEER OAuth 2.0 FUEAHE R » s 2R "(FF OAuth 2.0 ERsEFIIEHERY ONTAP 24" o

EAMEBHESH

BN L2 REDERIEERAEMRR « 28] « URERRESIEMSEIIRE - BEE
KNP BIEERERBER - ZBREEXR » FEX L,(&Liﬁﬁmﬁ)iﬁ%%
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7 ° ONTAP R =R MR LR B EIRIERVINEE -

HTHYZS IR P TORE
AT ZRABOEREIRSRE - ERRIBAE  SHTAIE - ONTAP 3B THITHAE |

* REZBFRALGAFIHITRIVMIE « NEFTHARFTH
* BAERKMREEILE

* EEWRFIEERTIRS
* EAERPELR
* BTENEHRESHE
* B AEXAEA

() TRENREREARDBABOAIEAHSREE o

% 1E SHA-512

AT NRZEZ2M « ONTAP 9 S'Z?a“ SHA-2 ZHEHERINAE ~ WIEREA SHA-512 R EMEI B ENR
18 o i2EENBIES A LR EEBEASRHEIRS

EFH4RZE ONTAP 9.0 SR EF#hRAS 2 & - EAXREFTRIENIRE ONTAP 9 FHEIRE HEF A MD5 MR
BE © I8 ~ NetApp sRFEZEHEE TR - UWBEEFLZ R SHA-512 fERAZE °

EHEHERTNAE R REMIT FAIIIE -
* BRI RiEEMRINAERIEAEIRR !
clusterl::*> security login show -user-or-group-name NewAdmin -fields

hash-function
vserver user-or-group-name application authentication-method hash-

function

clusterl NewAdmin console password shab512
clusterl NewAdmin ontapi password shab512
clusterl NewAdmin ssh password shab12

* EERIEEMERE (FI0 ~ MD5) HItRFIEH] « BHEEREE T —REAREEHEE !

clusterl::*> security login expire-password -vserver * -username * -hash
-function mdb5

* EREREEMRINENEIEHERS
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clusterl::*> security login lock -vserver * -username * -hash-function
md5

=EEE SVM FRIAEMERE EAPREITMZIINE autosupport ° ILFBRRRERME - #EINAE
A~ AR LR ERERR AR o

o HERREAENTIEMEINNSE autosupport ~ FBEHIT RIS !

::> set advanced
::> security login show -user-or-group-name autosupport -instance

Vserver: clusterl
User Name or Group Name: autosupport
Application: console
Authentication Method: password
Remote Switch IP Address: -
Role Name: autosupport
Account Locked: no
Comment Text: -
Whether Ns-switch Group: no
Password Hash Function: unknown
Second Authentication Method2: none

)

c EERTEBIBMEINGE (FHRE ¢ SHA512) ~ BHITRAIGS !
::> security login password -username autosupport

BREBRESM - MRAME -

security login show -user-or-group-name autosupport -instance

14

Vserver: clusterl
User Name or Group Name: autosupport
Application: console
Authentication Method: password
Remote Switch IP Address: -
Role Name: autosupport
Account Locked: no
Comment Text: -
Whether Ns-switch Group: no
Password Hash Function: sha512
Second Authentication Method2: none



B2

ONTAP RS ZSHREBSH » tlmE RS RAMBRAFEREAZER o

Bt
username-minlength
username-alphanum
passwd-minlength
passwd-alphanum

passwd-min-special-
chars

passwd-expiry-time

require-initial-
passwd-update

max-failed-login-
attempts

lockout-duration

disallowed-reuse

change-delay

delay-after-failed-
login

passwd-min-
lowercase-chars

passwd-min-
uppercase-chars

passwd-min-digits
passwd-expiry-warn-
time

account-expiry-time

account-inactive-
limit
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45
clusterl::*> security login role config show -vserver clusterl -role admin

Vserver: clusterl
Role Name: admin
Minimum Username Length Required: 3
Username Alpha-Numeric: disabled
Minimum Password Length Required: 8
Password Alpha-Numeric: enabled
Minimum Number of Special Characters Required in the Password: O
Password Expires In (Days): unlimited
Require Initial Password Update on First Login: disabled
Maximum Number of Failed Attempts:
Maximum Lockout Period (Days):
Disallow Last 'N' Passwords:

S o O O

Delay Between Password Changes (Days):
Delay after Each Failed Login Attempt (Secs): 4
Minimum Number of Lowercase Alphabetic Characters Required in the
Password: O
Minimum Number of Uppercase Alphabetic Characters Required in the
Password: O

Minimum Number of Digits Required in the Password: O

Display Warning Message Days Prior to Password Expiry (Days): unlimited
Account Expires in (Days): unlimited
Maximum Duration of Inactivity before Account Expiration (Days): unlimited

(D) #9.14.1 Bt - TBEOMIRREAITIRAERIEN < SEFBEMH ONTAP HIFZAE o
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