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BRAR... fA...

iSCSI
iscsi initiator show —-fields

igroup,initiator-name, tpgroup

FC
fcp initiator show -fields

igroup,wwpn, 1if
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FH4Rk o RZIEDPEEEVAYRA{R o ONTAPE A LABFA M iF IR A HIDPEEY REA SRR XDP ~ A
= A EERRZASHISnapMirror ©

RAMEIET (£
* SnapMirror ™ & HENSIRAMDPIERIRIAEIAAXDP - EEEIARIE « (SN ERETT RIRIRARZ « 22
U FHIXDPRAR ~ AR EFRTEE c IESHSEHN ~ 52/ "XDPHULDP# A SnapMirrorfEzR E" o

* FREEART « [CFEZEE ~ XDP SnapMirrorfi{A IS SEEME N2 R ER T SEFER REFRE © SnapMirror
RIS RESREIEN M) RS TARER o

(D i SnapMirrorB{RLEREDPEHAAXDP 2 1 ~ ZERERNERE (FINN BB/ ZERE FRE
) BRABERIEM -

TER
1. RERHEE ~ FEESnapMirrorfl{ZADPHEEY « $R5KRE A Snapmirror ~ BARKEEARME  BIGRES !

snapmirror show -destination-path <SVM:volume>

T3 EEFIZEETBEIY snapmirror show Mg .

cluster dst::>snapmirror show -destination-path svm backup:volA dst

Source Path: svml:volA

Destination Path: svm backup:volA dst

Relationship Type: DP

SnapMirror Schedule: -

Tries Limit: -

Throttle (KB/sec): unlimited

Mirror State: Snapmirrored

Relationship Status: Idle

Transfer Snapshot: -

Snapshot Progress: -

Total Progress: -

Snapshot Checkpoint: -

Newest Snapshot: snapmirror.l10af643c-32d1-11e3-954b-
123478563412 2147484682.2014-06-27 100026

Newest Snapshot Timestamp: 06/27 10:00:55

Exported Snapshot: snapmirror.l10af643c-32d1-11e3-954b-
123478563412 2147484682.2014-06-27 100026

Exported Snapshot Timestamp: 06/27 10:00:55

Healthy: true

() CTEEERRRMESEAR snapnirror show HLHELIBHIENIMBIRE «

2. AR B AHBEIRE ~ FRARMERIR&EE —(EEARISnapshotfE s

45


https://docs.netapp.com/zh-tw/ontap/data-protection/version-flexible-snapmirror-default-concept.html
https://docs.netapp.com/zh-tw/ontap/data-protection/version-flexible-snapmirror-default-concept.html
https://docs.netapp.com/zh-tw/ontap/data-protection/version-flexible-snapmirror-default-concept.html
https://docs.netapp.com/zh-tw/ontap/data-protection/version-flexible-snapmirror-default-concept.html
https://docs.netapp.com/zh-tw/ontap/data-protection/version-flexible-snapmirror-default-concept.html
https://docs.netapp.com/zh-tw/ontap/data-protection/version-flexible-snapmirror-default-concept.html
https://docs.netapp.com/zh-tw/ontap/data-protection/version-flexible-snapmirror-default-concept.html
https://docs.netapp.com/zh-tw/ontap/data-protection/version-flexible-snapmirror-default-concept.html
https://docs.netapp.com/zh-tw/ontap/data-protection/version-flexible-snapmirror-default-concept.html
https://docs.netapp.com/zh-tw/ontap/data-protection/version-flexible-snapmirror-default-concept.html
https://docs.netapp.com/zh-tw/ontap/data-protection/version-flexible-snapmirror-default-concept.html
https://docs.netapp.com/zh-tw/ontap/data-protection/version-flexible-snapmirror-default-concept.html
https://docs.netapp.com/zh-tw/ontap/data-protection/version-flexible-snapmirror-default-concept.html
https://docs.netapp.com/zh-tw/ontap/data-protection/version-flexible-snapmirror-default-concept.html
https://docs.netapp.com/zh-tw/ontap/data-protection/version-flexible-snapmirror-default-concept.html

46

volume snapshot show -vserver <SVM> -volume <volume>

THEFIFET volume snapshot show JKJEF B BEAREERYE L :

cluster src:> volume snapshot show -vserver vsml -volume volA
-——-Blocks—---
Vserver Volume Snapshot State Size Total% Used%

svml volA

weekly.2014-06-09 0736 valid 76KB 0% 28%
weekly.2014-06-16 1305 valid 80KB 0% 29%
daily.2014-06-26 0842 valid 76KB 0% 28%
hourly.2014-06-26 1205 valid 72KB 0% 27%

hourly.2014-06-26 1305 valid 72KB 0% 27%
hourly.2014-06-26 1405 valid 76KB 0% 28%
hourly.2014-06-26 1505 valid 72KB 0% 27%
hourly.2014-06-26 1605 valid 72KB 0% 27%

daily.2014-06-27 0921 valid 60KB 0% 24%

hourly.2014-06-27 0921 valid 76KB 0% 28%
snapmirror.10af643c-32d1-11e3-954b-123478563412 2147484682.2014-06-
27 100026

valid 44KB 0% 19%

11 entries were displayed.

cluster dest:> volume snapshot show -vserver svm backup -volume volA dst
-—--Blocks---

Vserver Volume Snapshot State Size Total% Used$%

svm_backup volA dst
weekly.2014-06-09 0736 valid 76KB 0% 30%
weekly.2014-06-16_ 1305 valid 80KB 0% 31%
daily.2014-06-26 0842 valid 76KB 0% 30%
hourly.2014-06-26_ 1205 valid 72KB 0% 29%
hourly.2014-06-26 1305 valid 72KB 29%
hourly.2014-06-26 1405 valid 76KB 30%
hourly.2014-06-26 1505 valid 72KB 29%
hourly.2014-06-26 1605 valid 72KB 29%
daily.2014-06-27 0921 valid 60KB 0% 25%
hourly.2014-06-27 0921 valid 76KB 0% 30%
snapmirror.l0af643c-32d1-11e3-954b-123478563412 2147484682.2014-06-
27 100026

(@)
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3. EERMATEMIIEAEHRITHZRNER « SAFLLIRARDPEIRF

snapmirror quiesce -source-path <SVM:volume> -destination-path
<SVM:volume>

MBTREMTEE B2 "FHE" -

A=

()  fmaEtENHSVMSE I ERT RS

L%(‘F%ﬁ@@%’*%%iﬁﬁ%iﬁ%@ZFaﬂE’\Jﬁﬁ% volA BRI svml MUK ERI#IVolume vola dst FARK svm backup

cluster dst::> snapmirror quiesce -destination-path svm backup:volA dst

4. FTHIRABIDPERERA(R ¢

snapmirror break -destination-path <SVM:volume>
MBSEMS S  HSH FHE -

()  cuEtaNMSYMEE N EENTIEHS
LUTFEHI3THE SRIRRARE @ 2 ERYRA{AR vola FARN svml MUK B RI#IVolume vola dst BERX svm backup

cluster dst::> snapmirror break -destination-path svm backup:volA dst

S. MNREBRMEIRE LA T BEIMIFRSnapshoti& 7 ~ SHIEAE !

volume snapshot autodelete modify -vserver SVM -volume volume
—enabled false

M EEf(= A B RthiiFR & £ 8 Snapshot 84S BENMIPR vola dst :

cluster dst::> volume snapshot autodelete modify -vserver svm backup
-volume volA dst -enabled false

6. MIFRIRARIDPIRERAA !

snapmirror delete -destination-path <SVM:volume>
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£ 2R FHE"-

00

WIARE B RMSVMEL B BB E TS < ©

LU E6IRI BRI RRARE @ 2 BRYRAR vola FARK svml MUK B RI#IVolume vola dst BIRX svm backup

cluster dst::> snapmirror delete -destination-path svm backup:volA dst

7. TERIR_ ERMURIAFEARES SVM

LKL

KEEMIERAA

snapmirror release -destination-path <SVM:volume> -relationship-info
-only true

MUTEEfI3E SVM SKEEEIRISREA -

cluster src::> snapmirror release -destination-path svm backup:volA dst
-relationship-info-only true

8. x

ANy

AILERIEREMNEL snapmirror show EILFT XDP fEE ARG S

snapmirror create -source-path <SVM:volume> -destination-path
<SVM:volume>

-type XDP -schedule <schedule> -policy <policy>

B AR RRERZRIRM B RYthVolume © IN1FETER

()  cuEUENMSVMEE HEERTIERS o

LA E6I7E R IRIERE & 2 B IL SnapMirror $K

KEEIMIERAMAR vola FARK svm1 WU BERI#IVolume vola dst
FEY svm backup {£ATERIE MirrorAllSnapshots [RR] :

cluster dst::> snapmirror create -source-path svml:volA -destination
-path svm backup:volA dst
-type XDP -schedule my daily -policy MirrorAllSnapshots

9. EED AR EAHHIRE

snapmirror resync -source-path <SVM:volume> -destination-path
<SVM:volume>

++

EENESEMRTER -« R LUER -quick-resync #IE - BIK

CREZETRFURHBAITIEGEK - NF
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TERNGLHEE  A2RFME © "SnapMirrorEF AT <" o

@ T AR E RYSVMEL B R R ENITIE S < - BEPAEMET A FEEEEEH « BEIER
FelT o MR SEMEEIERIEFRRAITEMRRD ©

M EERHIERED IR Volume Z R vola BIRK svml MUK B RI#IVolume vola dst BHEX

svm_backup :

cluster dst::> snapmirror resync -source-path svml:volA -destination

-path svm backup:volA dst

10. MNR=FA B EMIBRSnapshottEzs ~ FHEFRIA !

volume snapshot autodelete modify -vserver <SVM> -volume <volume>

-enabled true

SERL B
1. {6 snapmirror show FIIAEEEE SnapMirror BR BT ERIAIHS ©

2. SnapMirror XDP B /Yt Volume BEYAEEHT SnapMirror FREIEZHHY Snapshot 7% ~ FAERMEH
snapmirror list-destinations RIFEREMNT « LUEETRHHEY SnapMirror XDP Ef% ©

74k ONTAP Z RifiFRIRA RIIMNER 258 E IR (R AR AT E AR

F4k ONTAP 2 a1 ~ H1RE{ER NetApp #7FIN1Z (NSE ) #1917 ONTAP 9.2 SN EFRhR
K~ MFHERE ONTAP 9.3 SR E#ThRA ~ BlABERAG<LYAE (CL) MERERIEERN
INEBEEEEIE (KMIP) {AIARSSEAR o

1. FESONSEHRIE B BRIRHETE ~ RN R ERTARBUEHZEID 0x0 :

storage encryption disk show -disk *
2. ENERRERE
set -privilege advanced

3. EATEREUEZRZ ID 0x0 # FIPS £iRiEIR4e BRINEHNE (SED)

storage encryption disk modify -fips-key-id 0x0 -disk *
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4. FESPIEK FIPS IR4AFI AR E 5T |
storage encryption disk show-status
S. ERsE AR * R - EREREARER
storage encryption disk show
6. IBIREHREH KMIP {FARSS :
security key-manager show
7. MFRERERN KMIP fARES
security key-manager delete -address kmip ip address
8. MIBRIMNBEIREIRIZTUARAS :

security key-manager delete-kmip-config

(D) HSETRBRNSERSE -

T—t
FHRSEME ~ 1EX78 EHET KMIP GRS o

£ ONTAP FH#Rk 2Bl ~ sRFESDFTA BIRG_LEBTF7E netgroup 1838

FH4k ONTAP ZHi ~ MIRIEE R netgroup S AGEFERIEEZE (SVM) ~ BIABESRE(E
EiEL_EEBAE netgroup 182 o EIEL_EER/D netgroup 1EZRAISE G B FAARELER ©

1. W HEPRE AR A RS

set -privilege advanced

2. BEmE{E SVM B9 netgroup AREE :

vserver services netgroup status
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3. FERREME SVM W EEERAEREEABRIAY netgroup HEEEEEE ¢

vserver services name-service netgroup status

MRBERER - EaIUBGAT—F « BEFAKTEE - TR~ FEET—F
4. EEENTA—EHRE L ~ FHHE A netgroup 1 !

vserver services netgroup load -vserver vserver name -source uri

I ar S FIEFRA ERL_E T EnetgroupiE 2 - N RE(EERL_EBEFEnetgrouptE®  BIZHEER ©

HEREE
"f§ /A netgroups"
L ELDAPHEERIHFERTLSLUEIRENZ2 M

EFH4R ONTAP Z A1 ~ @4 ZEfEH SSLv3 :/E LDAP FRIH ~ LUEE LDAP AR EST
Z25ma ~ LUER TLS o FHakiEiS \/iﬁﬁHSSL °

RIETER ~ AP imREFRSBEARER ZMILDAPEAARNEME o G AR IEFEASSLILABIFERTLS o

1. FEEUISIEPRILDAPRIAR 22 1B TLS ©

WNERIBE ~ SBMUELE o CREZIELDAPEIARES A AR E IR TLSHIRRAS o

2. 1ML ONTAP LDAP AP ik4HAE E LA LDAP over SSL/TLS :

vserver services name-service ldap client show

MEERE ~ EAIUBCAHRTER o T8 - I[EEZEEEHALDAP over TLSHKIZEZ 21 -
3. HAEE LDAP B im4RAS « A7 5F SSL sakIfER TLS

vserver services name-service ldap client modify -vserver vserver name

-client-config ldap client config name -allow-ssl false

4. AR B AT LDAP BRIHER SSL !

vserver services name-service ldap client show
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HEREE R
"NFSEE"
TEEEREREHRHBENEE

= EN TR EmAEIGE R S E H R LR A R IRTERENERTREE - i
gnFHAREAREIRY 1/O BRFS o

MREERANRUATERERAEMNERIFE « 55 B TyEE !
s i
YNRIGEL SMBv3 —EfRRMFFHER A (CA) H= - BIRTMUERESE
Rl FHR % (M System Manager 8¢ CLI ) ~ MBS ER T

EREREE -

YNRITEEFASMBYV1ESMBV2HR L « SUEEFASMBV3IRMIFCAR A « BITEARIZEN EXRFE FEHAR -
R iR TSR gl - CRZIEREREEARAGERET(EREE

Hyper-VAISQL Server over SMBXZ 5 A H=3E (NDOS) o WIREREHyper-VESQL Server over SMB
FERAE ~ BIEARER ARSI A S ERESRNER ER AR LA « WIEONTAP ERThRAFEr R (i
FHERTRE o

* NFSv4.x

NFSv4.xF P im & fEFAIEFEBINFSVA XBIRIZF « BENEARIAR 2 ERVERPEFIRE - EULREFHRRE -
FERRN RSB EI TR IEAYI/ORLE

« NDMP
AREEER ~ AP mfEAENEEFULLIESE o
* BIPEER
REEER ~ AP mfERESAEEFLLIESE o
ANTEFHREAB S A 4R 2 A BN EN B SHEIR o BRIPTAEERERHNERK ©
- FEAEX (Fl¥OracleZExchange)
T ERURR AR - HLUaRAERAERARER « TRl R RE ZEAONTAP RICEREHE
f~ METARZEREERE -
7£ ONTAP A#RZ Al ~ sH5ThESD SSH FEMBR AR

74k ONTAP ZHi ~ NREBERAREIESIRFFEA SSH ARSIERENEE LU
SSL FIPS &5 « B EREIREIE ONTAP IRAZIEF SIS EE X o

TRISHONTAP STRMPLE T S IRER R R ARETHEUNHITZIENSSHER - EESBENNERNR
ESSHAFAER:E °
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ZE1THRONTAP FIPSIRIA SRR E BERTY JEFIPSIERN SRR H84RTY

9.11.1 REFHHrZ ECDSA-SHA2-nistp256 ECDSA-SHA2-nistp256
RSA-SHA2-512
RSA-SHA2-256
SSH-ed25519
SSH-DSS
SSH-RSA

9.10. 1 KRB R ECDSA-SHA2-nistp256 ECDSA-SHA2-nistp256
SSH-ed25519. SSH-ed25519
SSH-DSS
SSH-RSA

(D # ONTAP 9.11.1 B3tA ~ FBH3H ssh-ed25510 THBRAEANZIE -
MFHEEN - BB EAFIPSREERER I o

NRITA SSH ARTWIRFRAENERER X AN AERAXENSRBLEENRTE « DRIRREESR
Eh =N

"RABRRUN R R A SSH AR E RIS ©

%%ﬁﬁ@ SP 5 BMC -~ LUE{ETE ONTAP H4REERIEITRIRE S

CAFEEEONTAP ETHRZ A FEEMIIE - =ERFEEIEMONTAP IREMREMH
WENRESEMHNFERES - MIAREERIEARIEFFRE -

INRFETRIFNEE R4S EEONTAP BB LEAR B E A RIRIRERRAE « B BENEH NHITHHRVRIEE !

* BIOS /& AR

* IRFEEIESR (SP) EIREIEEHIR (BMC)
* (RTFAE

* BEER

* Flash REX

EEEFIRNER « LERZEA KRB ZAEREISPEBMC °

im%
1. AR Z AT EREREISPEBMC :

system service-processor reboot-sp -node node name

—RABEEHERE)—(E SP 3 BMC ° FRFEMFIEE SP 3 BMC 5t2 [ ~ ARBENRK -
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AL "FEIEIEE" TEONTAP MR AR ZME o MNREHActive 1Q EAIRRE ~ AL "fRONTAP ERIE
SELBImagelmage I EERR A5 B8 o

ERTRYRIRERR AN R ¢

s "ZMEIRE (BIOS~BMC~SP) "
s "EIERRE"
* "H4EEEA Flash Cache ZJEE"
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