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1. BEIRANNZHEEE « TECHINZHEE SR

volume move start -vserver SVM name -volume volume name -destination-aggregate

aggregate name -encrypt-destination false

MN"IES 2 EZERONTAP "E:¥40 "volume move start &3l > 52 -

Ty <EREAANIRA Volume voll E BRI Aggregate aggr3 WEUHINZHMEE FRER :

clusterl::> volume move start -vserver vsl -volume voll -destination

-aggregate aggr3 -encrypt-destination false
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2. FERHERE B IFRME

volume show -encryption

W5 S 2 EZE R ONTAP "E:$40 "volume show Bl » :52F -

T L EERHEIEE TR clusterl BINE :

clusterl::> volume show -encryption
Vserver Volume Aggregate State

vsl voll aggrl online
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Encryption State

none
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1. BEIRAENMEHIFE « WRHRE ENERRSINZE RS

volume move start -vserver SVM name -volume volume name -destination-aggregate
aggregate name

M54 2EZERIONTAP "E:$40 "volume move start Bl » 2R o
THGH<LEREAAMIRE Volume voll E BRI Aggregate aggr3 MiAFHEREE RIS RN :

clusterl::> volume move start -vserver vsl -volume voll -destination
-aggregate aggr3

2. SRR E RN

volume show -is-encrypted true
M5 2EERIONTAP E#4H "volume show Bl » A2/ o

TG LERERLENNZBEAEE clusterl :

clusterl::> volume show -is-encrypted true

Vserver Volume Aggregate State Type Size Available Used

vsl voll aggr3 online RWw 200GB 160.0GB 20%
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@ fREEFH volume encryption rekey start EFT#A SnaplLock Volume

1. BENERE :

volume encryption rekey start -vserver SVM name -volume volume name

T GLSEEEMNNEERE voll £ SVM Lvsi ¢

clusterl::> volume encryption rekey start -vserver vsl -volume voll

2. HESDEITIMAEEAVIRRE

volume encryption rekey show
M55 2 EERIONTAP"E#40 "volume encryption rekey show &l » 52 o

Tl GETEMBA R

clusterl::> volume encryption rekey show

Vserver Volume Start Time Status

vsl voll 9/18/2017 17:51:41 Phase 2 of 2 is in progress.

3. EMEAMEETHE « AR E ERAMEINEE
volume show -is-encrypted true
M52 2EERONTAP "EE4H "volume show B2l » s ©

TG LERERLENINZHEE clusterl

clusterl::> volume show -is-encrypted true

Vserver Volume Aggregate State Type Size Available Used

vsl voll aggr?2 online RW 200GB 160.0GB 20%
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1. BEIRAMIRE T EEMNEEE .

volume move start -vserver SVM name -volume volume name -destination-aggregate
aggregate name -generate-destination-key true

M52 EE R ONTAP "EF4H "volume move start Bl > 52 o
THSH<LEREAAMIIRE Volume voll E BRI Aggregate aggr2 WEIENNZE SR !

clusterl::> volume move start -vserver vsl -volume voll -destination
-aggregate aggr2 -generate-destination-key true

o

ARG RUIRERINNME SR - MRE LB RS INEZIRE
2. FEDHRE BRI ¢

volume show -is-encrypted true
Mt 2ZERIONTAP "B5#48 "volume show Bl > AR ©

TG LERERLENINZEAEE clusterl :

clusterl::> volume show -is-encrypted true
Vserver Volume Aggregate State Type Size Available Used

vsl voll aggr?2 online RW 200GB 160.0GB 20%
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1. &/ security key-manager create-key EXHEEEmNm< o

AR EEMNEREER « T8 BEREER -

2. fff storage encryption disk modify -disk * -data-key-id S4EE

FERIE
* "EEINE R EL
fiilBx ONTAP FFEYNIZA AR &
BB LUERA volume delete MIBRINBHAEERIGS ©

Bt Z Al
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* Volume A /BBE4R o

1. MUBRINZZHLERE :

volume delete -vserver SVM name -volume volume name
g1t L 2 EERIONTAP & ¥4H "volume delete Bl > FF2H ©

THa L EMbRABRIMNEZMRIRE voll ¢

clusterl::> volume delete -vserver vsl -volume voll

BIA yves BRHIEICHERMIBRES o
AT TE24/ )\ ERIPRAIEE AN 88 o

Bra & IBAVER L o

EEETEHIRAAD - force true A “volume delete’ EJ.LEHHHUB?EZZF—?Eﬁ%%%@E@HE@@@% o lbF<

FEEHEIR o WN"15 S 2 E B ONTAP"E¥4H "volume delete Bl » ;2R

FER R

,._,\E_[l«,(ﬁﬁﬁ volume recovery-queue ¥ HEBERBHIBEAMECRPRMSIEEMNG S volume delete A%

volume recovery-queue SVM name -volume volume name

"4N{a]{sE FVolume RecoveryIiag"
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RMPFERFHERIEME - L2 BRAUETEH D ERIRUNGABETTR ° ERJUGER volume encryption

secure-purge show BTRIEZEREMNG S o ERJLEA volume encryption secure-purge abort #p

LLURLEESE o



EB{ESANTH ERITRRER  MUERMRE S CERRZ HROEELUN « S CAAREN
(D ELNEABREBERZ HROERET, - IREFAMSLUNS TR IFEEAGTZEELUN

a2 Al
* B AREEEEESTENITIET(E -
* IETIFREERERER -
1. MR EZ 2EFRAIIEZETLUN ©
° ENASAHRFIG L « MREEL2FRRIES
° FESANEH L ~ SHHBREEBRZERNELR « MFFEEZE2BFRLUN_ERILUNSFELUN_EHETL -
2. HREFRRL EBERERERER

set -privilege advanced
3. MREEL R BPRAVERAIFIRIBA ~ sAMIFRIRE :
snapshot delete -vserver SVM name -volume volume name -snapshot
4. Z2 i ERMIBRAIIEES
volume encryption secure-purge start -vserver SVM name -volume volume name
THar< A 22 AR EMIPREVAEZR voll £ SVM Lvs1 :

clusterl::> volume encryption secure-purge start -vserver vsl -volume
voll

O. ERsE 2 BB ERIMEAS

volume encryption secure-purge show

€ BB SnapMirrori R RAIARINNZ ONTAPHL IR & FEIR U

& ONTAP 9 8 Rt ~ #&EBIIUATERA SnapMirror JEEIFRAZ BRI NVE BUHEREE E ~
RZEBMRINEE ~ URRETEER [ crub 1 Bl o
BEsA 2 Al

 CRAREEEEERERITIIM

* ML TEREERHEIR o

RIRERI(E

RRFFERFHNEREME « LEBEMROIEREH D ERBUNRABESTR o I AER volume encryption
secure-purge show IBIRIFEARBEMNG L o EOILUFEH volume encryption secure-purge abort &5



LR IEIEE o

EB{ESANTH ERITRRTEN  MUERMRE S CEHR 2 HROEELUN « S TR
(D ELUNEABREBERZ HROBRET, - IREFAMSLUNS TR IFEEARTZEELUN

1. EHEERHL  VIAEERERELR

set -privilege advanced

2. MBRICEL 2 BPRAIIEZETILUN o

° ENASHRP I £ « MIBREER 2/EFRAIES

° TESANEH L ~ SR BRICEBRZERNELR « MEREERZRE2BFRLUN EBILUNSTELUN ESEFL ©
3. IEIFRP R EFITF ER 2RI RItVolume !

volume encryption secure-purge start -vserver SVM name -volume volume name
-prepare true

£ SnapMirror FERIF BRI SELIEE LEBILD R o
4. NREBL2FRRAEEMFREBF « SARIBRRER :

snapshot delete -vserver SVM name -volume volume name -snapshot
5. MREEL R BFREZAIERIREF » FHRIT TP

a. 7£ SnapMirror FEREI L REMARRY B RUMIER & 2T IRER

volume snapshot create -snapshot snapshot name -vserver SVM name -volume
volume name

b. E# SnapMirror R EIEREIREE !

snapmirror update -source-snapshot snapshot name -destination-path
destination path

¥} SnapMirror JEFIZ RREFEIEE Volume ERLEDER o
a. BHESER (a) M (b) > ENERRENEEMLE -

g - INREETMEERRE > AEEERLRE (a) M (b) =Ko
b. FEDEMREBEFRE

snapshot show -vserver SVM name -volume volume name

C. MIPREHRIRE -

snapshot delete -vserver svm name -volume volume name -snapshot snapshot

6. Z2HUBIRMIFRAIES



volume encryption secure-purge start -vserver svm name -volume volume name
£ SnapMirror FERF BRIV S EMIEE BRI ER o

ToaLrIZ2B/RSVM I'VS1') £ Mvol1') ERIMIBRIEEE :

clusterl::> volume encryption secure-purge start -vserver vsl -volume
voll

7. HERZEBMRERIIMAE

volume encryption secure-purge show

1ERAE N
* "SnapMirror "

BB SnapMirror[E) & BA{ABINNZ ONTAPHA R & PR IEE R

it ONTAP 9 8 Bt « (AILUERIZ 2 EIRINAE « 7EE7 SnapMirror S RIAR NVE B
WE L~ Rehlfidh GEIE) EE o
RAEIETIE

RMPRERPHNEREME  R2APRTIAEREH D ER BV A BETTAL © EAIAER volume encryption
secure-purge show IBIRIEERENG S o ERJLIEA volume encryption secure-purge abort #p
LTLURIEEZE -

EB{ESANTH ERITRRTER  MUERME S CEER 2 HROEELUN « S CARAREN
(D ELUNEABREBERZ HROBRET, - IREFEMSLUNS TR IFEEARTZEELUN
EAT7, ~ BURERTR2ER -

Az Al
* B EREEEEES T RENTIET(E -
* T IFREERER -
1. EHERHRL - SERERERER :

set -privilege advanced

2. MBRIEE R 2 EFRAIREZRTILUN ©

° ENASAHF I L ~ RBREELZ2ERRIEER o

° FESANEH E ~ HHIEBREERRZERNER  MIFREELZZ2BFRLUN ERILUNSK7ELUN ESEF -
3. EIFAS RGP EF T ER2EFRIBE RI#Volume !

volume encryption secure-purge start -vserver <SVM name> -volume <volume name>
-prepare true
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#+¥¢4 SnapMirror B BRIV E MR E EEILTER o
4. MNREBERZFRIERUFIRED  BRIPRIRER !

snapshot delete -vserver <SVM name> -volume <volume name> -snapshot <snapshot>
S. NRLZEBFRMER(UM ERIREBH—ARIRIBH » 55 SnapMirror LU —RZIREBAATT

snapmirror update -source-snapshot <snapshot name> -destination-path
<destination path>

HEWEREARE > RS EZEERRUEHS o

6. MNRLZ2FMERMNEARN—HAIREF > BRI SnapMirror A4 AR WERLRE _EAIIRE :
snapshot delete -vserver <SVM name> -volume <volume name> -snapshot <snapshot>
EMEMRE E BT B o

7. B2 HMERRMPRAIIESE
volume encryption secure-purge start -vserver <SVM name> -volume <volume name>
£ SnapMirror E¥ RGPS EMIEE - EEILTER o
THeLALEBMRSVM M'vS1y £ Mvoll'y ERIMIBRER

clusterl::> volume encryption secure-purge start -vserver vsl -volume
voll

8. FERL R BPRIEZEMIARS
volume encryption secure-purge show

HERAE
* "SnapMirror E#T"

FENONTAPIRE X iR EIRZE
NetAppiE:RC CHE TR TIEESIETE o KN BN BB EHETRERAZINNZ
POE o
s Z A
s MW BREEFSVMEIES « ASERITHETIE -
* Wb TEEEHPERERR o
* 7EMetroClusterIRIEF » A EBE FEHREIEER » AT BHEE LB IEIEEEM °
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*/F%

set -privilege advanced

2. FRREEIREIERE - CEANGTEARTHITAIONTAPhRZ

EFhRZSONTAP

security key-manager onboard update-passphrase

REFEHIRZEONTAP

security key-manager update-passphrase
3. E%J)\—ﬂil T2 32 El 256 EF It RIZERS » S ‘cc-mode” » BIA—ENHL 64 F 256 {EF v 2 M
BE o

MNRIETERY""cc-mode " BRAZHE LIt64EF 7T ~ A XS REERAREFRBRETEMBHIRTRZA &
BERERVIERE o

4. TEBRAEISHTIRR |~ ~ BB AEREEE
o. MRITEEABIEMetroClusterficE - SHERHEE LRAYP EMEBHIZITIEE
a. BRIEFESIEONTAPRRARIEMIES » TR HEE LRP BI5IEE

FIHRZSONTAP

security key-manager onboard sync

AEEHHIRZEONTAP
* ZZONTAP 9.5 F1 » 3E{T

security key-manager setup -sync-metrocluster-config

* 7ZONTAP 9.4 K ER R » EAamE FRRISIEEE » F5 207 » ABERHEEL
HITU TS ©

security key-manager setup

b. HIRIR T > B8 AR IERESE
W R 0 R AR RIRY B AE5E o
FERL TR
iR E iR BT EE RN R FERRININZ2WUE » UERRER -
SREFRBTREETHER > AFHHENSREEEM -



HERIE
"FHBROANEZREEERN"
* LR EREEREANEEREE

FEIBDONTAPIRE IR EIEANR

s TEOnboard Key Managerf@# 25 « (G Z N E I8 EEEMERIHFRMINE
HREME °

BtA = Al

- B AREEEEEERITIL T

* I TEBEERRIR o

BRI TE

FRENEREEENNTEHHNIEENERERE (RDB) - SHEZFHFHHTHEEEM - UEEE
4 SCEEBSER o

1. SEREREMRER

set -privilege advanced

2. EMEENEREEBMHEN

ItEhR4s... ONTAP fERLLRS...
EFRRZSONTAP security key-manager onboard show-backup
REFEHARASONTAP security key-manager backup show

LUF 9.6 159 BEREIREBIEBHMNE clusterl
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clusterl::> security key-manager onboard show-backup

TmVOQXBwIEt1eSBCbG9iAAEAAAAEAAAACAEAAAAAAADUD+LYAAAAACEAAAAAAARAA
QAAAAAAAAABVO1HOAAAAAMhT7gDLRYH1DBZz12piVdAdy9ATSFMTOCOT1YFss4PDjTaVv
dzRYkKLA1PhQLxAWJIWwOIyqgqSr8qgY1l1SEBgmlIWgESDLRgkiAAAAAAAAACgAAAAAAARAA
3WTh7gAAAAAAAAAAAAAAAATAAAAAAAGAZIEIWvdeHr SRCAVHGCl10+wAAAAAAAAAA
IgAAAAAAAAAOAAAAAAAAAEOTCROAAAAAAAAAAAAAARAACAAAAAAAJAGr3tJA/LRZU
QRHwv+1aWvAAAAAAAAAAACQAAAAAAAAAGAAAAAAAAACAhTCcVAAAAAT]1 PXeBfml 4N /CcQSARAARA
AAAAAAAAAAACAAAAAAABAF6JCZch+IF+ZeOutovhv8oAAAAAAAAAACQAAAAAAALA
gAAAAAAAAAAN3Zg7AAAAALOT7gD20+H8TuGgSauEHogAYyWcLv4uAOm2rrH4nPOMON
rDRYRa9SCv8AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAALA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

3. BEMEMENIFEERRUIMZRMUE « UEE R KERFER -

FERAE N
* "Z2 FiREIEE A Eshow Backup"
"R HREEREANEDET"

7£ ONTAP FiZ R NETIEEIRNE EiE
A8 CIEBENERBSRERNTSE - RIRSNERHE » CIURTRES

fﬁf"‘ﬁ%ﬁkfﬁ@ﬁf@ o ERE IR EEMNE ZIBFIETERY P BREONTAPRR A A E A
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FIsEZ Al

* YNSREAE NSE BLS5MER KMIP fElfR2s—HEEA » SAMIERIMBRIREE S B LE - ARAFAER > SF2REIN
B EIRBETIONTAPIRE EIREIR" o

* B EREEEES T SENITIETF -

@ WNRE{EEE Flash Cache R4 A4 LB NSE ~ &thFEZZERF NVE 8¢ NAE o NSE &
BRI Flash Cache 1548 BRI o

EHThRZ<ONTAP
()  mREH4TH9R ONTAP 9.8 SUERTHEZ « i B RMAEE C N « MSIENRF (ontap-9-8] o

security key-manager key query -node node
"5 2 ZE R ONTAP " E:¥4H “security key-manager key query Bl » 55251 o

security key-manager onboard sync
M"I5S 2EERIONTAP " E#40 “security key-manager onboard sync B > :52E] o

3. IEBRENEIRTF T~ - BARENNEEREIRERMES

ONTAP 9.8 T EFhRAE ~ SIEMIRHIREE

YNRITHITONTAP IR EMIRABIhRA ~ M EREIREEMNE « BIAAERREIIERRENESREIRER
25 o MRICETHFIKIRES « WO BRITULRER ©

1. B ENRLBEIL E R TINAER « JABIEEGREIE (10) Set onboard key management recovery
secrets °

2. BA y UERILER -

3. HIRFETRE « MARENNEZEIREIRBMENS

4. HIREETE - MABOZIREH -
BABNEIRELHE > BRHROIRENEE -

o. WEFINAERT « EHUEIR (1) Normal Boot °

A EZEHIRZEONTAP
1. BPSHRETER

security key-manager key show

2. BREW

security key-manager setup -node node

SE4M T 2 “security key-manager setup "5 < 2E EEIONTAP" ©
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3. IEERBIBIR T LT « HARENAR SR EIDEMETE

IEONTAPSME IR EENB TR

TAIUFEERINITIREENE TR W EHEXEIRERVER - MRIEERMEEIBIE
BRI RENS R TR « &0 ﬁE%’?EE'EE?ZF fig o

MREA T
e

7£ ONTAP 9.6 &EHThRAP ~ BRI LUER security key-manager key query -node node name fp
IVEwhicknti prtit=cEabe- 1

Pl

7£ ONTAP 9.5 S ERRRAH ~ K] LAER security key-manager key show SnRUBE IR T EE]
}? o

@ WNREEERE Flash Cache 1H4BMZR 4 LA NSE ~ &t FEZERXFI NVE 3 NAE ° NSE A&/l
ZIF Flash Cache 1840 FHE KL o

M52 2EERIONTAP EE4H “security key-manager key query B3l » 5524 ©

ez Al
T AREENSVMEES « A REHUTILI(E -

ﬁu%
1. MMREHITONTAP HZEMIRAHIARZA « BRHEIRREME  BFRIT TS8R

INRITHITONTAP BB ERTIRABIRRZAS « BUZHITONTAP BIZRRARINZAIRRA ~ sHBRBIL BR o

a. %7 bootargs :
setenv kmip.init.ipaddr <ip-address>
setenv kmip.init.netmask <netmask>
setenv kmip.init.gateway <gateway>
setenv kmip.init.interface e0OM
boot ontap

b. KEENELFAM ERAMINAER -« JARIERUEIE (11) Configure node for external key
management °

. RERIRTMAEEEE
WAFTA BEGEENR - RN GROIFIEINGER -

d. {ERETIhAER S ~ BEHVEIE (1) Normal Boot ©
2. BRIFEE

ItERRZS... ONTAP fERLEH<...
EHThRAONTAP “security key-manager external restore -vserver SVM -node node

-key-server host_name
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IP_address:port -key-id key_id -key REEFHHRAONTAP
-tag key_tag’

‘node’ TER A FT A EAEL ©

®

%1 ONTAP 9.6 S 2 Al IMN & iR B IR SR EREPAFAEEE clusterl &

o

R FAREEIREIER - AZIEIH<

clusterl::> security key-manager external restore

HERIE
* "ZREREIEREINER"

EHONTAPEE FBY KMIP SSL /&5

;gﬁ SSUESEE B ZIHIA - S AT /RRBHZATENER « UBERRAEETRAVER

FsRZ Al

* B AEISRENENAREENLERR (KMPARIRESE) o

* MAAEEISKMIPAIARSS (KMIPfEIARSS- CARRE) MIBRAHESE -

© MAARBESSVMEES « AREMITUE T

* WIRIEETE MetroCluster IRIFHEH KMIP SSL 7&:E « RIS AEMIERSE L ZEERNER KMIP SSL /&

-
()  cEEss bRmEEz AN %  FEKMIPERS ERESRE A RARS R

TER
1. LRMHNKMIPFEIIRECARES !

security certificate install -type server-ca -vserver <>
2. ZEEFRHIKMIPFE P i /R

security certificate install -type client -vserver <>
3. EMERE IR VARMNERM LS !

security key-manager external modify -vserver <> -client-cert <> -server-ca
-certs <>

YNRIETEONTAP TR SR INAERVIRIR PRI THIRE SR SR T AEBIRRAR9.6 B E #ThivA<MetroCluster ~ TSR
EENEESVM ENEZREERINER  AIXAEERPHMERE LRITH< -
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MR HEEN AR BRI RENSRTR - AFH LB EERRELUSRTRE0E
() BEEEESE - T8 NetAppMIEE | RSB ARNABEIRA A B AT A
B R ISR -

B2 ONTAP HRY FIPS FishtEtaal SED

E?ﬁiFlPSE%E%*%&SEDE@HE%QET@ AREEIRAEE] o BTV E R R I8 1eKGE
HARVBERRE o HICFIPSHAREE « &R &,U\¢a/)§¥ﬁE’JFIPS 140-2B258 48 o

YORHAECES IEFE (R "NZ SASEUNVMelRRiE (SED ~ NSE ~ FIPS) "~ G RER E AT AYE
() = BFIPSHEESISED NS A MREE" ARG A - HARHNBFTERIRE (B
BIEATO) o ERBEM IR QTERBRS IR AR  HRRRNERIEL -
B A1
BB ERNRE SRR -
- U AREEERAAERTILTIE -

1. FEE R EIRRAHIE ¢

storage disk show -broken

"< 2E ERIONTAP " E4 "storage disk show Bl > 5526 o

clusterl::> storage disk show -broken
Original Owner: clusterl-01
Checksum Compatibility: block

Usable
Physical
Disk Outage Reason HA Shelf Bay Chan Pool Type RPM Size
Size
0.0.0 admin failed O0b 1 0 A PoolO FCAL 10000 132.8GB
133.9GB
0.0.7 admin removed Ob 2 6 A Pooll FCAL 10000 132.8GB
134.2GB

[...]

2. FRRHEERERIERRIE R P AVET « BIREIRHAER « Y LAAAIFIPSHAIRIESUSEDETTEHA
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3. EIRHT B HAMABRATBE R 1

storage disk assign -disk disk name -owner node

W52 EE R ONTAP B4l “storage disk assign &E&fl > s520 ©

clusterl::> storage disk assign -disk 2.1.1 -owner clusterl-01

4. FEETEISIRTHEER |

storage encryption disk show

WN"5< 2 ZE R ONTAP"E¥4H “storage encryption disk show &l » F528 o

clusterl::> storage encryption disk show
Disk Mode Data Key ID

0.0.0 data <id value>
0.0.1 data <id value>
1.10.0 data <id value>
1.10.1 data <id value>
2.1.1 open 0x0

(
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1. BEAZRERBNERBEES @R LNESES -
2. MIpRFIPSHEREM S SED B & aIAggregate -

storage aggregate delete -aggregate aggregate name

clusterl::> storage aggregate delete -aggregate aggrl

W"5< 2 ZERONTAP"E¥4H “storage aggregate delete Bl » F525 o
3. HAIEHEHIFIPSHAFE S SEDRIMERRID !
storage encryption disk show -fields data-key-id, fips-key-id, owner

W"5< 2 ZE R ONTAP"E:¥4H “storage encryption disk show &l » F528 o
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clusterl::> storage encryption disk show

Disk Mode Data Key ID
0.0.0 data <id value>

0.0.1 data <id value>

1.10.2 data <id value>

[.

4. MNRFIPSHEEREIUFIPSHEBRILHIT « AR EIREIFIPSERSE £ 18I DER[EITEEAIMSID 0x0 :
storage encryption disk modify -disk disk id -fips-key-id 0x0

AT LU security key-manager query #MfR&i8IDAYERS ©

clusterl::> storage encryption disk modify -disk 1.10.2 -fips-key-id 0x0

Info: Starting modify on 1 disk.
View the status of the operation by using the
storage encryption disk show-status command.

O. AMIRIEIHE

storage encryption disk sanitize -disk disk id

1&e \ﬁﬁﬁ tEar < B PR B IR AR S R ERRVRAIE - EERIEFTEAIE » BMipHBEI AW > 5BFER -force-
all-state 318 o YN"15< 2E ERIONTAP 5541 “storage encryption disk sanitize Bl > s520] ©

(D ONTAP BIRTEHARERE « AEBEM - BARRNEEFRHAE -

clusterl::> storage encryption disk sanitize -disk 1.10.2

Warning: This operation will cryptographically sanitize 1 spare or

broken self-encrypting disk on 1 node.
To continue, enter sanitize disk: sanitize disk

Info: Starting sanitize on 1 disk.
View the status of the operation using the
storage encryption disk show-status command.

6. MEPRAIEMIIEIPE | storage disk unfail -spare true -disk disk id

1. MEMWIREEHWAMEE | storage disk show -disk disk id
MRIFREHAESE ~ AIEk—E#HBEE o storage disk assign -owner node -disk disk id
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8. WA B BIEH RV ENRE BN R B R AV B R ENRLEARS

system node run -node node name

A
54

#1T disk sanitize release 83% ©

9. BB nodesdroand ° BRMRFRHIEEMIE | storage disk unfail -spare true -disk disk id
10. HESPHAFRIRTE R A IRHARE - WA EESBHERMFA | storage disk show -disk disk id
E R

* "EIEHLEE D

* "ETFRARR R

© ETEHERE AR AR

* "EENE RS

* EFINEREE"

* MEEINERARRR N ARAR"

7£ ONTAP H$HER FIPS R4t sy SED

UNRICHEEE FIPS 4fEtkay SED ERBERLKEEEZEFR - MEAREESEERMER « &
AILAf#A storage encryption disk destroy WIRHAEMEES ©

FAREETLF

B ITIHERFIPSHAEREEUSEDRT « RIS IFHIRINE TIMRAARMBIBEHE(E « LA eI 77 TS E IR o
SRS EHIR R EAER - B ENERKEEEAF - TL ~ R LU R ENTERERR IR ERYBREZ 21D

(PSID) ~ RHRERBREBRENRE ° MBFHAEN - F20 "EREZHIELRE - RFIPSHAREZSED
WIS RRTS"

@ PRIFIGHER TR {ERIDIsk PlusfR® (NRD Plus) ~ BHIAE/IEHERFIPSHAREEISED © SHE2RMIR
SREEMRBEIRNY

FRtaZ Al
T ARREEES T BERITIET(E -

1. BEAEEFRENERNZES —EREE EHESEE o
2. MIBRFIPSHERRE S SED F E 852k AIAggregate :

storage aggregate delete -aggregate aggregate name

clusterl::> storage aggregate delete -aggregate aggrl

M"i5< 2EERIONTAP " E:#40 “storage aggregate delete &l » 528 o
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3. A EHERAIFIPSHEREHE S SEDRYREREID :

storage encryption disk show

M"i5< 22 EEIONTAP "E:¥4A “storage encryption disk show &zl > E2R o

clusterl::> storage encryption disk show

Disk Mode Data Key ID
0.0.0 data <id value>
0.0.1 data <id value>
1.10.2 data <id value>
[.

4. SHERMLRR

storage encryption disk destroy -disk disk id

M52 2ZERIONTAP " E¥4H “storage encryption disk destroy &3l » 5526 ©

() AAERRCBARDIEN  AEBRE - BARNBERTHFE -

clusterl::> storage encryption disk destroy -disk 1.10.2

Warning: This operation will cryptographically destroy 1 spare or broken
self-encrypting disks on 1 node.
You cannot reuse destroyed disks unless you revert
them to their original state using the PSID value.
To continue, enter
destroy disk
:destroy disk

Info: Starting destroy on 1 disk.
View the status of the operation by using the
"storage encryption disk show-status" command.

FERAER
* RETF IR AR ER"
* EF IR
* AT IR AR AR
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set -privilege
advanced

d. NSRRI B FIPSIEAE
I~ AR ENREAFIPSERE &
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storage encryption
disk modify -disk *
-fips-key-id 0x0

e FILREFRE -
f. FAtEAMEERT -
0. AR EHERMARR -
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AR ~ BINEEERRE
FRMRR ~ SBRIRHARE -
disk encrypt
sanitize -all
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TEHGRE ~ SRIHERMARR -
disk encrypt
destroy disk idl
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C. ERERRADER

set -privilege
advanced

d. NI R FIPSIEEE
X« ARG EIEEIFIPSERE S
#®IDER[EIFEERMSID :

storage encryption
disk modify -disk *
-fips-key-id 0x0

e. JEIEHARR ¢

storage encryption
disk sanitize -disk *
-force-all-states true
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EERE H EIB RS

TEs2 AR FT A > BERAETENetAppIREEE THIT o SRR ST Mg

() EZAIBHENetAppE o (EIATLISE NetApp IS | UIfI7EONTAPRER ! f FRIBE LA

HEIE" o

1. 1 FIPSHiRE% S SEDE[CIARTS

WMNRSEDZE... sREATYITER. .

RERFIPSHEHEER 3 a
BEIRFIPSHEHAER -
BFIPS&&0 A

PR B AR AR A5 2R

set -privilege advanced

- 1% FIPS &8 ERATERNELZZ ID 0x0 :

storage encryption disk modify -fips-key-id 0x0 -disk
disk id

- FESDIREMI)

storage encryption disk show-status

NRIEEKR ~ AEAATEFRRY PSID 125 ©

- TRIRIRIRAVREER ¢

storage encryption disk sanitize -disk disk id
FRMmTREIFERTMIY storage encryption disk show-
status #EE F—F a0 °

- FRPR IS IEHARRR PR

storage disk unfail -spare true -disk disk id

BEUREREHEERERE

storage disk show -disk disk id

MR BEAE  SFlEk—EHEEE -

storage disk assign -owner node -disk disk id
L A RRIEMARA BN RE BN L BN R AU BN B ER R B R

system node run -node node name

1T disk sanitize release % ©

B#BH nodesdroand ° BBREEBRRAIRINFE

storage disk unfail -spare true -disk disk id

SOHIER IR EMAFIERMER - WA EE SRR ERER
storage disk show -disk disk id
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set -privilege advanced

C. IR E R A RMERERIRE

storage encryption disk revert-to-original-state -disk

V]

disk id -psid disk physical secure id
ERGSHREELRTRY storage encryption disk show-
status EE F—F a0 °

d. MRITHAITHIZ ONTAP 9.8P5 B FHRA ~ sABLE T—D  MRITHITHY
= ONTAP 9.8P6 SKEEHTHRZS ~ 5hiit BB ERYRERR IR AR
storage disk unfail -disk disk id

e BEHIRELHEAERE !

storage disk show -disk disk id

R BHEAE  SBlEk—EHEEE -

storage disk assign -owner node -disk disk id
L A BB IR AR A B R BN RE BN R Y B RA A RL B R

system node run -node node name

#1T disk sanitize release B3% ©

f. BB nodesdroe .. B IRPRIETEIPE

storage disk unfail -spare true -disk disk id

0 FESDHIRIRTEE R A HRIEER « e EESIRTEERER :

storage disk show -disk disk id
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ZIRERT storage encryption disk modify o REZ{REERT Y FIPS FEhRi&%EE
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(D RERILIZ (R FIPS BBEN238K SED RMOEIFRZRERR N BRI AIMNEERE ST EAEFR - —
BEE FIPS MEXER ID - FARAENMELER - BEZNHM  RIFMERGEER -

R HARZE EFI A SASTINVMeHERE% (SED « NSE ~ FIPS) ~ BIETIAb RS2 AT  C B EHARRE Py
BFFERIR (RHETEAT) BITIAZR - MBS « A A B7ERES BB AR « BECRRNE
KliE% -

e Al
T ARREEES A REHITIE T/ -

1. PR B AR R A RS

set -privilege advanced
2. UNRFIPSHAFRELIFIPSIHARNHIT AR EREAIFIPSERE £5RIDREIFAZAIMSID 0x0 :
storage encryption disk modify -disk disk id -fips-key-id 0x0

AT LUER security key-manager query #fR&IBIDAIES ©

clusterl::> storage encryption disk modify -disk 2.10.11 -fips-key-id
0x0

Info: Starting modify on 14 disks.
View the status of the operation by using the
storage encryption disk show-status command.

ERUT e < HIEERD)
storage encryption disk show-status

18 show-status §< > EHZ%! Disks Beguni #1 Disks Donel HRIEIFHERE o

clusterl:: storage encryption disk show-status

FIPS Latest Start Execution Disks
Disks Disks
Node Support Request Timestamp Time (sec) Begun

Done Successful

clusterl true modify 1/18/2022 15:29:38 3 14 5
5
1 entry was displayed.
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3. KENEEM BRI ES A S 8IDER[EITEERAIMSID 0x0 :

storage encryption disk modify -disk disk id -data-key-id 0x0

HMEME -data-key-id BmIEER SAS 5 NVMe HIREIMIE /AR (RERT « HFEZRES 0x0 ©

e LAERE security key-manager query {fREiEIDAYERS ©

clusterl::> storage encryption disk modify -disk 2.10.11 -data-key-id
0x0

Info: Starting modify on 14 disks.

View the status of the operation by using the
storage encryption disk show-status command.

ERU T o SHEIEERI :

storage encryption disk show-status

18 show-status 5% » ERIHFHE o E“disks began’F1“disks done” RIEFHEAFEIRT > $R1EFER ©

AEFEIR TV

TESZIRTNAED. TRAIAONTAP ~ IERI AR TN B Ea A FIPSHARRIERI T I8 - RBTEONTAP HAfER L —

AUE <R « A B RAEEER o

TER
1. BEREEMIFIPSES B £ $8IDR[EFEERAIMSID 0x0 :

disk encrypt rekey fips 0x0 disklist
2. BEREAERIERE S IRIDREIFARAIMSID 0x0 :
disk encrypt rekey 0x0 disklist
3. HESTFIPSEEE RIMEMNEMEIA !
disk encrypt show fips

4. BERERRESRENEMBA

disk encrypt show

IRAVE H O] AE B BB TEERAIMSID Ox0& 81D B RARESFI R B HI6HMEF TT/E o © Locked? i
FHIE o
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Disk FIPS Key ID Locked?

HEREER
s "RIFINE R SR
s "EENINE MR R TR AR

#2F% ONTAP VSN R IR EIEIZTVER

ETBERERFBEE « SR UIEERREPEKMIPEIRARSSAVELR © FIUl « EIEEHRZEVolume
INEZEF ~ AIAEE P ETKMIPEIARSSAYELR o

R EIRT(F
EITRETKMIPRIARSR EHARCH R EEERRLAVELRE « RAE BB PERARSREFTA R EMRRVESR o

@ MR B PEKMIPREIARSSE R B EEERIINBZIREE « FFHEES —aKMIPREIARES AT AR
RMERE SR

ez Al
T AREENSVMEIES « A REHITILI(E -

1. HHEfKMIP{EAR 25 2 B AT ENRGAYZELR

tERRZS... ONTAP fERLETHZ...
B IRZSONTAP “security key-manager external remove-servers -vserver SVM -key

-servers host_name

IP_address:port,..." REEHHRAONTAP

AR ELEERNIRETMetroCluster ~ EAXBIEMEZE L ABESVMEERITELEGS ©

T3] ONTAP 9.6 i< BFFREAFENMEIM S TR EIEMEARES clusterl » B—EdRH ks1 1ZIETARE
1218 5696 ~ 5 _{EEEHHEAY IP iEA3 10.0.0.20  $ZESEIRIE 24482 :

clusterl::> security key-manager external remove-servers -vserver
cluster-1 -key-servers ksl,10.0.0.20:24482

HEABEE security key-manager external remove-servers' M ‘security key-manager
delete "1ERBEERIONTAP"
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IECXONTAP/ MR IR E IR Ak B 1%

%€ ONTAP 9.6 B8 ~ [ERJLUEH security key-manager external modify-
server EFIMPETIREIEFARSS /0 BRIANERELBNGS ©

FYGZ Al

* MNARERENSVMEIES  AREHITIEI(E -

* WETFREERER -

* EEEXEHRIRREFMetroCluster ~ TN ETEMERE LAEESVMEERELEDER o

1.
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EREFRAL - BERERERER

set -privilege advanced

B ERENIMISREERNARBAS ¢

security key-manager external modify-server -vserver admin SVM -key-server
host name|IP address:port,.. -timeout 1..60 -username user name

BEELIET - IRCERSRELME  AGYRTOBANTS - IROEEEBAR
(D) TERAHEIRS © adnin_svy RS BAEENEESM - CHEREEERE « 14
RS SR EE L ARENS o

THa S ERMARESEER 45 ) clusterl RERTARIERIE 5696 RIIMNF T 18 EIRMAARES

clusterl::> security key-manager external modify-server -vserver
clusterl -key-server ksl.local -timeout 45

EEISVMB MR IR EERENAMRBAS (EENVE)

security key-manager external modify-server -vserver SVM -key-server
host name|IP_ address:port,.. -—timeout 1..60 -username user_ name

FFEMIRT « MIRIMERERELHE - ARSI CHAIEE « MR SVM BA
() #rExraEes « s TERABHN SVM o MAAREERSVMEIZE « 4 AEEHS}
B RERERARENS -

T @S ERERERRMEN svnl REETERERIE 5696 MM iR EIEFEARES ¢

svml::> security key-manager external modify-server -vserver svmll -key
-server ksl.local -username svmluser

Enter the password:

Reenter the password:



4. SHEHMEREMSVMEERE—ELSER -

FERAER
LR TIREEREIIMNMERERES"

7€ ONTAP A ZREERHEINITRERE

MREERNESRERVIMEINIERERE « AIAELRFNESIREIRMAR - 7 HERX
IR EIREIE o

a2 Al
© HRERENE « CERFRIAFIPSHARASSEDMER SIRER B TERIE ©

" FIPSHAIEI TN SED RS A FE(ReEIE "

© BRERRRINE « S EBCHINZE PR HERE o
"EXGH Volume BRI INZE"

s N EREEEEE A ERNITIE T -

1. MFEENNZSREERAR -

ItERRAs... ONTAP fEALHZ...
FHHRZAONTAP security key-manager onboard disable -vserver SVM
REFEHARASONTAP security key-manager delete-key-database

HRABEE security key-manager onboard disable & ‘security key-manager delete-
key-database "fES2EEIFIONTAP" ©

eI a2 iR EIRYHAZ|ONTAPIR & & i8 B IE
EBURERNSHEE » FEMHRBSHEE MR B LR EERE -

FRtaZ Al
© BB AUINE ~ BN FR A FIPSHAIR S SN SEDM BRI SR E R A THRE ©

HFIPSHIB I SEDIRIE B TR
© CRAAMBATE NS R EIRRER o
"o Eb R BRI

* T EREREBIES A ERITIE T -
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BN IREIEMP EREUAIISFAEABY ONTAP RRZS ©

E¥ﬁHﬁZ!SONTAP
. HEAEMEEIRELR -

set -privilege advanced
2. G !

security key-manager external disable -vserver admin SVM

@ X EFEERNIEE P MetroCluster ~ EABIEMEZE LBENTHS « AHEER
EIESVM o
FF4A TR “security key-manager external disable' 7E"f5 < 2 £ EEIONTAP" o

AEEHMHRZEONTAP
fERAHS :

security key-manager delete-kmip-config
SF4M TR “security key-manager delete-kmip-config' f£"15% 2 Z & ONTAP" o

e
ZeTREESIINEMER"

tlzu%ronmpgﬁb BRNELENSHESEARS  eREHE
=)

EFAKERRE - EANSERENREFERAMEZEREMIEENTIREEREMRES « BIFITHELE
Tafpfant L8 AN ERI1TA © ONTAP

MRRERMRDREAFEANSE - ARG EMHESED ~ LHMSEDER * B FRMAN AN SREIRMFRES
PR R R ERE 4R « UBREE B C RS EFIER -

REARGEAMEIEENTREIRMAMRES - RZS=/N\E - MRZBREFRAFNBLEEITAMERSR « A
HiEFgFLE » RFERETEFEL -

MRFEFRAMNEREAEENTIRERMEMRS  IGEARRBRILRE157ERSSLUER - IRFEFRMEEE
HAEEN IR EEMARBIEILSSUER  RREFEF T EERFHERFELE-

ERFAMERANBIERE T BEIRFAMRER « FECLIPETKMEHEEANFMENR o G LBERHZCHr-
CHERH&EBE R

?%T?c%@%~SEDEﬁ?—FEBE%&%E’\J%ﬁ%ﬁH%H ZBEEAHRAENNEN - MIRFBEFRAFELER

HEENEZREERARSUNSEENEEER « AREEAERTERERETRE - EREARKILIENT
fit o MRFBEFRAR E%Tﬁ*i%ﬁéla/ﬂﬂ#ﬁﬁiﬁﬁﬁ% AGEARKERE - EHSEDFEEBRERHN
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FELEER MELRERKIRS - 28 THLRERGEARKERE « UK EEBBR EEERE SRR
A%IEI’Js‘téﬁE%‘JﬁﬁmeéEE’JSEDﬁ'ﬁézﬁzﬁ%E’Jﬁﬂfé% HHE R PRHI AR R BURA N SRS RIR M SEDIRE

SED #5#! BNHTENE EINZRRHRNEEREER
BESIEERK
R
HDD 1024 KA o EMEEENEESBBRAA - hEEERER o
X440_PHM2800MCTO 800GB 3. BT o SHEIAE R STEHAREFFIE 2 AIERK ©
NSE SSD#Fc#lE2k2<NA0O
I NAO1
B A EERRZSNAOOZINAO1 5. B o SHENSER SRS 2 BiER ©

#IX577_PHM2800MCTO
800GB NSE SSD

X440 PHM2800MCTO 800GB 1024 KA o BMEBES NSRBI E « thELsEEL o
NSE SSD - §feikAFE 5

BAERSIERA 1024 KA o BMEEENEREEREXTA « REZEREN o
BIX577_PHM2800MCTO
800GB NSE SSD

PREHEMSSDHEEY 1024 KA o BMfEEENRETHRBERAR  thEKEREN -

HICFTASEDERE « IR EREARERRT -
MREGEIFFRAREAFELZERETTIEEN TR EIEAMRSMELLEERIBR « BIARIHR LS ERBAE
ERRRE - AR BESMERKRETRE -

TEEZEFIONTAPINE

WL IBLIELIEMRRASEE « INREHEB Volume/iNZ (VE) 1%#E « W(EANESIMNBEE
EIEER - BIIRIETER SR A AggregateFVolumeiNZ - ONTAPYIAME « {&o] LUKTERR
ERAEEREEAINZRINGE o

FIsEZ Al
T ARREEES T SERITILTF « IEREEESEZERNSVMEES -

1. ZETTONTAP AR BN MEAHBERZEMINEIIRE « FHIT FIHS !

options -option-name encryption.data at rest encryption.disable by default
-option-value on
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