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-unix-nt-acl-enabled {true|false}

3. HEERERIBREAFFERNE | vserver cifs options show -vserver vserver name

4. ROIER#ERELR . set -privilege admin

BRAEUN{PI{REE ONTAP SMB FlexVol #fik&HY UNIX H#[R

EWindowsFERIZ AR EE I 577 H Al B B UNIXHEPEAIFlexVol tE£Z2EEONTAP ~ ENEJ{R
BAUNIXHERR o

EWindowsf i L HERIETRE R HFERE - FISEIERNZ MRS « BIIHNEFE  RELER
REREEFE REDEFRERHRIGESRRE -

EWindows AP imHITZE AT EAE - FIEITTEARUNIXIERIVEBACL - IEEBACLHME—BIE

EWindowsfEFRTE N EAEZERT « (RBIERAIUNIXHEERR « LUIFBREEMEZE B HERBRNUNIXER o NMEREE
BIACLEREEIERINTFS ACL © ONTAP

BN A fEEARE A ONTAP SMB {AlAR28HY Windows Z2 MRS 1ZH K EIE UNIX #R

MREHEBEREESA LM ESSVM_EMgtreed « FRIBFEZE] BRI ZRHIUNIXFERR
B UfEAWindows B Fim ERY T2 RSIEE - E - S UERTEH KRR
EWindows ACLHIFERTZ o

* (EERUNIXTER
oI LUER TWindowsZ 241 REIEBRKBGEREFT RSN L2 MR HIEE qgtreeBIUNIXIERR © IR
fEFAWindowsZ 2 4 F RS EHRE B UNIXRER « AN BABIRICERENIREACE (EERERITR
A0) ~ AHREEITEE o IE - e LUFBEMREREEISRE B REIR o

SNRFEREER « U EREEFSIMUID « GIDAEM (B EARAMEMA) FIEINER o F)
g0 ~ YNREETRBIUVIDEAr-XHER « RIS UIDHEREE Zrwx o

* RUNIXTEREEE NTFSHERR

EAIAERA TWindowsZ 21| FIIZEH « iSUNIXZ2EYERRAEER L2 R MEE Sqtree &
FIWindowsZ 2 4EW4 « HFERENERNKREBUNIXERHNZ2EER -

B BSBBRFTA S HAYUNIXHEIRIEE ~ A 5Ei VKA EIWindows FE & MEHEYIH o AR IEATLL
EWindows{EREMEF B ERENTFSEACL © RERBRFTBUNIXZZ2 MY ~ LA Windows{EREF
B E RN LE 2 MR E dqtree PIERFERK « B FERRER K LHNBERZ2HER
REUNIXEEZANTFS o

SEERIRAEIREF « TEREIWindows {TA B E LS T EHEEE FERRMESE - AL ~ MRERER
Z2MEANEEERIFEFENK - FERRMESE « AN G EEEEE T AFRENRE °

BIESMBRIIRESZ 2 ERE
BRARUN [ 5 IE ONTAP SMB B P iz
ERE B HSMBRIARZZFTE V4RI 5REE « A REIE I SMBELFREFEESVM LRSI E



¥l o SMB{EIfRES S IEMTEERE 75 5% © KerberosFINTLM (I7ENTLMVASENTLMvV2Z ) o
Kerberos: g A BusR 4Aia F B ITEER 7% ©

KerberosE&:%
I ERFERISMBIIERSERET « 21&KerberosEizE © ONTAP
KerberosZActive DirectoryfyF EE&58ARTS © KerberosfalfRas s KerberosE i@ M0y (Kde) ARFEE1EActive

Directory P {#F K EEENZ 2 4 /R R IAERAE A o BANTLMERNAEIRIZE ~ Active DwectoryFH}f"”‘H?@EEﬂ%—%B
B (FlU0SMBEIARSS) EEIL TIERSER ~ BB IZBHAEKICUESE TIERSERER:E

NTLM &%
LZIEARRE - RIZEREEBEZIBRZ A « RS EIEER R ERSTINTLMA B imEs:E o

R EAEEADE Windows FEHEIREEIL SMB #E4Z - BIEEEEX S H SMB AIARSSEA NTLMv2 7E 24
71:552 °

A% ONTAP SVM S E G #HREHY SMB fAlfkEZ L 2 MRE

21 SVM ZHi ~ At HER EAX#EWERNM - BEFA2RFRBEDHF] (-identity
~-preserve BEIHRE A false 7€ SnapMirror 4BRERR) ~ REZANEYN{AI7E BBVt SVM
=¥ SMB ARBLZEMRTE ©

* FFFERAISMBEARSBZEMREFAEERREIBAUM o

B ERISVM_EZ 7 SMBfAIARESET « FiASMBfAlfkas X2 MR EH TR STERIE - ESVMKERER
AUANIA1E « B EMRADSE « 2KIF_ LASMBRERSEZZZIEREAGEREIB A o

* B AFEREIFFRRAISMBAMRS ZEMRE
YNREIERIFSVM LR E 7 FFFARAISMBRRESZZ 2 MRTE - BILATEBRSVMERGER (SnapMirror
FEFREz®) 2% EENM EFEREEEMRERIRE °
HE. ONTAP SMB faAlfres 2 2 1R ERIIERAE

TR LI R#FERNEE (SYM) LEIRSMBRIARSZEIERERBMER o TR UERLE
Bl REEE L 2R ERST IR

RIERTI(E

EETMZ 2 MR E R U ZYERITERE « ] LIZEBONTAP ER%SRCLIZYEAActive DirectoryE£48 /R I
W (GPO) REBIIETERR(E ©

HENER vserver cifs security show L{EEHEIRETNH SMB AiREEHE S » RAFLEEIERY

1. BT THIE AR —IRSE(E
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MRCREE AR, . FIER BAS
IEESVM ERFIBE R EMRTE

vserver name

SVMEWHEZEMRENRE

VServer name

'~l>

vserver cifs security show -vserver

vserver cifs security show -vserver
-fields [fieldname,...]

BB -fields ? REEAEREWPLERNL

0l
T3 EHIFERSVM VSIFIBE L2 MRE !

clusterl::> vserver cifs security show -vserver vsl

Vserver: vsl

Kerberos Clock Skew:

Kerberos Ticket Age:

Kerberos Renewal Age:

Kerberos KDC Timeout:

Is Signing Required:

Is Password Complexity Required:

Use start tls For AD LDAP connection:

Is AES Encryption Enabled:

LM Compatibility Level:

Is SMB Encryption Required:

Client Session Security:

SMB1 Enabled for DC Connections:

SMB2 Enabled for DC Connections:

LDAP Referral Enabled For AD LDAP connections:
Use LDAPS for AD LDAP connection:

Encryption is required for DC Connections:
AES session key enabled for NetLogon channel:
Try Channel Binding For AD LDAP Connections:

At~ BTRBYREBURAIEITONTAP FRAVRRZS

LU T EHIZETRSVM VS189KerberosbFiE{RTS -

5 minutes

10 hours

7 days

3 seconds
false

true

false

false
Im-ntlm-ntlmv2-krb
false

none

false
system-default
false

false

false

false

false
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clusterl::> vserver cifs security show -vserver vsl -fields kerberos-
clock-skew

vserver kerberos-clock-skew

HERIEN
BB RGPOAHRERIE

77t SMB £ E R E ONTAP ZHEEHE

FREMNEBEMRER AREFERMES (SVM) ERIAXHSVMBERAEREESNEZZE - 18
RGP RN EISEEEINEE o LRI LUBER AL E/MEA -

ez Al
WRTECIFSTRARES ERAAAERE « AHEBHEN K ERERE -

BRI

(D smETreeEtHER vserver cifs security modify CIFS ARENHS » HAK
(L 3ER T
:EIE#F\X& °

1. MIT T EHP—IBSE :

NRICAERAESMBERENZISEMEESIFIE WADS..

BERA vserver cifs security modify -vserver
vserver name -is-password-complexity
-required true

BFHA vserver cifs security modify -vserver
vserver name -is-password-complexity
-required false

2. ERcEFRERIEEMEMNLZ 2 MRTE | vserver cifs security show -vserver vserver name

Ll
MTFEHIRET ~ SVM VST SMBERE BN ENZITRME
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clusterl::> vserver cifs security modify -vserver vsl -is-password
-complexity-required true

clusterl::> vserver cifs security show -vserver vsl -fields is-password-
complexity-required
vserver is-password-complexity-required

TERAEER
* BTARARSZERENER
* TR R AEHE
* FRERERERS
* BEAKERERPEE

{22 ONTAP SMB frlfRR2§ Kerberos 2 ML E

e UE R LECIFSTRIAR 23 KerberosZ 2 MR TE ~ B R 5FHIKerberoshFiERIZ R £
R + KerberosZ:83n - UNREFZBENRH LR
RAREEIE
fERRIEX CIFS {aiRes Kerberos 585 vserver cifs security modify fie R EENIEERISERE—
FEERE2S (SVM) EHRE -vserver 8 o G0 LUEActive DirectoryBH4HRBYIHF (GPO) ~ &EHE
2B E—{EActive Directory#disi ~z & & _EFi B SVMBIKerberosZ 2145 7E ©
TER

1. $IT Y —RZIEEE -

MREEE. . WA

IEEAEFHY Kerberos BFERERE LR (U884 vserver cifs security modify -vserver
B (9.13.1 KRERMARA) F (9.12.1 HEHIR vserver name -kerberos-clock-skew

Z) o integer in minutes
TRERERE RO IIEE o

LUK A BB I35 EKerberos =85 dn © vserver cifs security modify -vserver
vserver name -kerberos-ticket-age
integer in hours

FARERE #4107\ ©
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FEEBRBBHIREN LR o vserver cifs security modify -vserver
vserver name -kerberos-renew-age
integer in days

FARRERTR ©

IEEKDC LR @NinERF - 2B BKDCEREIE/R vserver cifs security modify -vserver
FEORER o vserver name -kerberos-kdc-timeout
integer in seconds

2. EgiBKerberosZ2 MR E

vserver cifs security show -vserver vserver name

Ll

THEF S KerberosZ R M T FEEE : TKerberosF B8RS BA358E ~ TiSVM VS1HY TKerberosZE L&
M) %248/ \6F !

clusterl::> vserver cifs security modify -vserver vsl -kerberos-clock-skew
3 -kerberos-ticket-age 8

clusterl::> vserver cifs security show -vserver vsl

Vserver: vsl

Kerberos Clock Skew: 3 minutes
Kerberos Ticket Age: 8 hours
Kerberos Renewal Age: 7 days
Kerberos KDC Timeout: 3 seconds
Is Signing Required: false
Is Password Complexity Required: true
Use start tls For AD LDAP connection: false
Is AES Encryption Enabled: false
LM Compatibility Level: 1lm-ntlm-ntlmv2-krb
Is SMB Encryption Required: false

e
"HETARARSEERERENER"

" EBIGPO"

"R E R ECIFSRAREE"
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X E ONTAP SMB falikeSHIRIRERE R E B4R

e U TESMB R AR S LR ESMBfRARESNRIBEZ 2 B4k (thF#8A LMCompatibilityLevel
) N URFESMBAPIGEINTEEZE2MHEK - RIEZEZRKESMBRIRZINESMBREF %

EXNREEENRERER

RIREIET(F
() - TfeeueEst-ReSMBRRSESIENTLMERE o R iEKerberosEiE o
* LMCompatibilityLeve (£ SMBA B ixER:E « NERANBEIREE o

AR RERELEEERRASNEENZEEEBRZ— -

BfE siLPH

lm-ntlm-ntlmv2-krb (FB:%) EFEEKIS (SVM) #FSZLM ~ NTLM ~ NTLMv2
FKerberosEa:E 224 o

ntlm-ntlmv2-krb SVMIZEZNTLM ~ NTLMv2&KerberosEg 5% 2
% o SVMIBABLMERES ©

ntlmv2-krb SVMIZEZNTLMv2FIKerberosEisE L2 24 - SVMIE
SBLMAINTLMES S o

krb SVM{E1E= KerberosEgsE Z 2 M - SVMEZIEAELM
s NTLMAENTLMv2EE:ES o

1. RERBEELEELR | vserver cifs security modify -vserver vserver name -1lm

—compatibility-level {lm-ntlm-ntlmv2-krb|ntlm-ntlmv2-krb|ntlmv2-krb|krb}

2. BB e MEBRETRAMERER | vserver cifs security show -vserver vserver name

HERAE N
#AER Kerberos BY@ENECE AES IN&E

{5 AES 1% » & Kerberos E! @2 E52KH ONTAP SMB Z&2 14

# 7 LUKerberos A EREREIREREANEZ 2 M « (K] ESMB{aElikes EEXFHAES-256

FMAES-128/0% o IREETER « EEESVM EEZSMBRIARESE « SI=RAERMBRE
(AES) M o A ZRRITRESI T DA FAESTIZFRIR AV AL 214 ©

SMBH#IKerberos BRI R ESVM L2 7 SMBREIARZF AR « UK SMB L{EFE R E MEERHAREIE A - SMBfAIARSS

BT 5 Kerberosi@sNNZRLER .

» AES 256
» AES 128
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.l\"\-

* RC4-HMAC

MRECRBFEARSNZ2MNZLEE ETTKerberosiBa » (REZTESVM_EEYFAESHINZ 2K E1TKerberosi@
o

B SMBrRIARSE: « AEIEHI23 F £ Active Directory PR IIBIGIRS © LLE « KdcE R4S EH 3R P RINNZTh
fE o Z1& « FIERUSTERINIEERERNNE A P inTt 522 i m A AR 2 B R AR P 258 o

EONTAP (ZIBERL) 9.12.15844 « eI LIS E EMActive Directory (AD) kdci@ 5 HIINZZEERY o el I
“-advertised-enc-types BEIEREN R IEZIMNZEEE » ol UEREREHRSNEERE - BRI SER
Kerberos FYZEENECE AES IZ" o

SMB 3.0f2fftIntel AESHTE< (Intel AES NI) ~ AIEREAESEEA » WA KRR RS RYIE R
(D) DEEENE - (ESMB 3.3.18#A « AES-120-GCMERXAES-120-CCMsfi A SMBANEERA (I

RIREE ©
1ERAERR
ER R R ERE

7 ONTAP SMB Kerberos EUE:ERE AES IN&%

L EF B Kerberos AEMBVBEHFTRENRBAZEM « [RFEZTE SMB EiR23 L1EA
AES-256 #1 AES-128 % ° #& ONTAP 9.13.1 BitA ~ TERZEUH AES 1% - WMRERFEH
YSMBfrIARESEEEVAESHNZZEER! « LU{EELActive Directory (AD) kdci{TKerberosfliE
A ~ EEIUEFAAESHNE o

EETEREA AES % ~ URIERE A LUEEIEEMELER « BURIIEEY ONTAP Rz o

HkZSONTAP AES MZEERA ... R LUEE N ZELEENS ?
9.13.1 KE#hRs (OSEE =R

9.12.1 F3) 21y

9.11.1 RERIRAE FEH S

{EONTAP IHEEZ $EHY9.12.158%8 ~ AESINZ G FEHAEEFER -advertised-enc-types #IE ~ AJ:EIEE
BELAD KAcHININZLEEY o TBRRERE S rca Hl des » (BEEISEAESTERES » T EEUBAESINE o AT AR
BEIA R BARE (S B35 MIRCAFIDESINZESERY o 1 ONTAP 9.11.1 KB RhrAH « BUBEFEH -is-aes
-encryption-enabled EXFAFIEHAESIIZRRYIEIS « BIZIEEMELER o

A TIERTEM « AFERESE (SVM) EESTENAESTERMERR « EBADPRIKSRIRA TN - #FR
AR EaIWRIRPRVEMBEN (OU) NAMKEIEADGE °

fNR SVM REAKEMEB M « MZENMAEREZHHF (-identity-preserve BEIERER

false TE SnapMirror ZBEEH) ~ JEFEER SMB AR Z 2 MR EAGER 2B/ - NRIEBERIE SVM £
ESFA AES INZ; ~ BURAZEFBIRIA ©
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1. TR

FHHRZXONTAP
1. $IT I EAPh—IEEE :

MR EFHEKerberosBEHHIAESIIE L. .. WAL...
ERA vserver cifs security modify

-vserver vserver name -advertised
—enc-types aes-128,aes-256

B2FHA vserver cifs security modify
-vserver vserver name -advertised
-enc-types des,rc4

MizE : The -is-aes-encryption-enabled EIBEONTAP EFIRAF EBEF « AISEZ1EEHARAE
FRFERR o

2. BREREERMANEHAESINE ¢ vserver cifs security show -vserver vserver name
-fields advertised-enc-types

&)
LUTFEHRIA SVM VS1 89 SMB fRIARESELER AES N3350 .

clusterl::> vserver cifs security modify -vserver vsl -advertised-enc
-types aes-128,aes-256

clusterl::> vserver cifs security show -vserver vsl -fields advertised-
enc-types

vserver advertised-enc-types

vsl aes-128,aes-256

THEHI AT /SVM VS2_ERISMBRIARZZEIAAESINEZ LR - R FIRTRAEESH A B ZSMBER:S
ZOUREIEADSIE o
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clusterl::> vserver cifs security modify -vserver vs2 -advertised-enc

-types aes-128,aes-256

Info: In order to enable SMB AES encryption, the password for the SMB
server

machine account must be reset. Enter the username and password for the
SMB domain "EXAMPLE.COM".

Enter your user ID: administrator
Enter your password:

clusterl::> vserver cifs security show -vserver vs2 -fields advertised-

enc-types

vserver advertised-enc-types

vs2 aes-128,aes-256

EFHR4ONTAP
1. $IT Y E AP —IEEE :

MR EFHEKerberosBEHHIAESINEHELEL. .. BWAL...
ERA vserver cifs security modify

-vserver vserver name -is-aes
-encryption-enabled true

25 vserver cifs security modify
-vserver vserver name -is-aes
-encryption-enabled false

2. BRERTERMANEAAESINGE | vserver cifs security show -vserver vserver name
-fields is-aes-encryption-enabled

° is-aes-encryption-enabled H{IFEENEETR true MR EENFE AES % ~ B false MNREE
}EH o

Ll
AT IR 4 SVM VS1 ERY SMB falAR2ZSRRFAE AES Nz 4asY !



clusterl::> vserver cifs security modify -vserver vsl -is-aes

—encryption-enabled true

clusterl::> vserver cifs security show -vserver vsl -fields is-aes-

encryption-enabled

vserver 1s-aes-encryption-enabled

THEAIETASVM VS2 ERISMBEIARZS R FBAESINZLRE - AR EIRTAREESH A B I SMBAARES

ZOUNEIEADSIEE ©

clusterl::> vserver cifs security modify -vserver vs2 -is-aes

-encryption-enabled true

Info: In order to enable SMB AES encryption, the password for the CIFS

server

machine account must be reset. Enter the username and password for the

SMB domain "EXAMPLE.COM".

Enter your user ID: administrator

Enter your password:

clusterl::> vserver cifs security show -vserver vs2 -fields is-aes-

encryption-enabled

vserver 1is-aes-encryption-enabled

FERAER
"HEERE R A EREBEEAEE"

FFASMBEE K8 AR EZ 2

BEARUN{r]{EF ONTAP SMB ZE IR EZ 24
SMB% ﬁﬁbﬁAEEﬁSMBﬂHE%% 1 B s 2 MR RER

ARk E A EESMBRE ©

]

=&~ WRIfhLEERK
B - IRIETERONTAP ~ SRR HRENK » XIESMBHRE ° "Ji% #FEEE A LU SMBIA
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% T CIFSfRIARZISMBEEZ 2 4R E Z I ~ Windows A Bl EMMESMBEERAITE
YESI A P inECIFSElARES 2 FIRVEA B E - BoURERSEF T RIRE o
FFimSMBIRAIZEBWindows At 22 2 M R AR E 2R IEH ~ B TE R FERMicrosoft EIEEES (MMC)
Z¢Active Directory GPOREZE ° WA FinSMB= B L 2 4 MRERFFMAE « 552 FMicrosoft WindowsX
%o

M @MicrosoftF B i L i@ SMBEEE R AIRYERAA

®* Microsoft network client: Digitally sign communications (if server agrees)

IEER E R R T RV AR IRAISMBE EINAE o TERRARE - EHFPIREHAILRER « ECIFSER2sHIE
Pim@ BRI CIFS{aAR2s ERISMBEE R E ©

®* Microsoft network client: Digitally sign communications (always)

HEERE AR R iR e S R ESMBRE 7 SE AR B - FERAFA - ERFRE LERIERER « SMB
BETAIREWEDZREME Microsoft network client: Digitally sign communications
(1f server agrees) Kk CIFS falfRes_ERIEETE

@ MRCHIBIEE SR EATESMBEZEMNWindows B B ~ B BECIFSERES _EEXFASMB
BE o NRITRE - CIFSERESSME LB ERHRMIRE LR o

BRI CIFSTEAR2SSMBE E R EMNA NS REURISMB L EMSEL 2 EASMB 1.08(SMB 2.x5{ B iR s o
TRIEEZRNPE TERSEREASMB 1.0 BERSMBEE{TS !

B s ONTAP -REES ONTAP -EE%
BEECEAERRE REE BEEE
ZEZCHABAREE REE B2%E
HEECERELE BEEE BEEE
ZEZCMABRE B%E B%E

@ EHRWindows SMB 1 B #F1Z84IEWindows SMB 1R EETAE S HEASE « {HCIFSf
fREs EEEEE - BnJREELELR o

TRIBERPAE TEMSELEASMB 2.x8{SMB 3.0 A MSMBEEITS ©

() HRSMB 2.xHSMB 3.0FH - —ELEASVMBEE « FAEA o
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A ONTAP -FEEHE ONTAP -RERE

FEERE HE BEEE
REEE BEE BEE

TRIEERATERR M MicrosoftFl B imHERESSMBE E1TA ©

(CLaion MEEEZEZ FRANER  JRRATE BRRERE [AReSTERE DCHERE

E
SMB 1.0 md5 = =1 B Grn BfFER GEx ®E
) 2)
SMB 2.x HMAC SHA- & = rES rEE NE
256
SMB 3.0 AES-CMAC : & 26 FEE RS VB

Microsoft A B ZE#FEH Digitally sign communications (if client agrees) 3%
Digitally sign communications (if server agrees) Ef4HERBIERE o Microsoft AR

@ B2 EnableSecuritySignature BERRE © BEEBERETRZ SMB 1 174 ~ AIHEX
£ Digitally sign communications (always) BF4HRRIERED
RequlreSecurlty81gnature BEERTE o S BI LR Microsoft EBSEMRENIEEZE o The
SMB ZEEMH (FzE SMB1 1 SMB2)

BEfZ ONTAP SMB ZEH AN E

ESMBI {EMSESfEFASMBE Z6 « FRAFiRWindows B B iHBISMBIE & = ZI5 A =2
£ . 2o ZRPimiENRes (JFED « FE EHITSVMAIEIZYE 2 SMBEIARES) ©

AR BRI A P IR EARSIMNCPUEAEEMN « RAMERRE I RIE

MAER ERIZEBURATONTAP EFFHITRIARASEIVMware® o ¢ H 2 FRVINZEEUESEE « BIPITZONTAP 2%
ENSMBREPIRHEEFHIMAE - BUFASMBEER « R GRUASMBEEZHH -

1B SMBE B AL B EAES-NIFIEINAE © 52 FHardware Universe (ZIREHR) (HWU) ~ BEREHNES
L ZIRAES-NIENE ©

MNRIEFESERAIRRE F IR GCM JREERY SMB higzs 3.11 ~ he] LUE—HERERLHE ©

RICHHFEREONTAP ~ TIRAVARZASZ3VMware + SMBRRZARSVMEBETE « SMBEERMAER EsEEHRAE
£ ; BREEEERIRIGPETAERESE o

R (FEARES £ ERUASMBERE « BIIAER D HIWindows i P im Gk TERZ ASMBEE © WIRETAIERIWindows

PiEESMBIR#E « T BSMBESEEMMACRIE « CEUE AR R E(RE LU I EBREAWindows A B i
HEFHASMBEZE - {15E7EWindows A P i _H{EFESMBEZRFEAE « :32BMicrosoft Windows X {4 o
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ONTAP SMB % ZE4HREiER

BRI A% ESMBA R inACIFSAlfR2: 2 EHISMBEE1TA ~ U ETHNEEREK [

7ECIFS{aAR23 L E SMBEERFIEIENRTE ~ BUAREHNZEEK o

EoI U TE B P inE CIFSRIARES L SR ESMB2:E - :RESMBEER  sAE B NE= -

WnR... ...

CRERS AP IRHAERS ZEEANE RN EvF ~ :EAPIREE SMB % %E Require Option
(Sign always) APRIHEMNZEMHRE °

EEERAESMBREMEE DT ENHIZELEES LTELEUBRTEUERSMBEE « FCIFSERES L
(SVM) HISMBEZR AN EIER o

MEFEREWindowsF FimZ 2452 ERFAE 552 BIMicrosoft XX 4 o

BXARZ EE R A ONTAP SMB B4R

NREIESMBEIAREZ: LEUASHEANENSMBEE « MEZEMSVMZEE R A mEAHRE
HYZERI o

R ESMBAIARZEF « FISEEREZEERI L E - Y1RZ Al DNS ARSEE 28 2 sk CIFS FRARSIAIIA

B « FRAIRE AR SMB Akas T « ESEREEAM—RY IP (it - F11 - EREMBEEFE
an ARy SMB fAlAR23 FJAER A T3 DNS A sCiIER

10.1.1.128 A VS1.IEPUB.LOCAL VSl
10.1.1.129 A VS1.IEPUB.LOCAL VS1

ERFERZ - @EXENSMBRERTER « RAKRBAFIRIMERERIISMBREERENEELE - 1B
BEITABMN - EEBERT « BRIHALAERENER - MAPRKEEEEREZR « BIUNNERER
—EHAE « EFRHERRIGER - TERER T » MR ANSMBERE S RAMISMBEZEEX °

AEETYEA

1. Client1 EZFFIHZE « MAREEARTEEE SMBo:\ °

2. (F7EEEFENSMBREIARSAER « UERSMBEE

3. Client! BEARICERIIAAHE SMB EENFA—EHAE s:\ (FFRFERRSHERIER 0:\) o
4 ERBEFIMENERIE - GfFEA SMB E 0:\ Ml s:\ MR o

~fEAR SMB TRERTE ONTAP #HE

eI B AN ENSMBEE « s2H|E KA P imsESMBE © MNREFHONTAP ~ &
ESMBEEEBENNERR - 7 ZIETHAE - IRECEERLHFSMBEE « BERE
FESMB%E ~ AJUEHANENSMBEE
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RIER T
FERGEAVENSMBEE © B UMBREASERMMENSMBEEE o

FETFAERT » ERAEFASMBEE

1. MEBLBHSVMBES  EERERAONTAP FXESMBEB KR o
(D) 2 #EBEEFHRZONTAP LIESVBEBMIRANZIE -

FEERERNT « RAREEXIZRAONTAP ZIEIRA ERISMBEZBHRE G B BERNEE
FHRRRE ©

ERXTEREEREEE (SVM) KEINERMARE « MAENME -identity-preserve IR
snapmirror create SRS RRAEEERM SVM IR ERABRSFAE R o

MRIEEERTE -identity-preserve ¥E true (ID-preserve) - SMB HEZEMRTEZESEIERIM o

WMRIERE -identity-preserve ¥ false (JEID-preserve) -~ SMB HEZEMUREAZERIIEN
# o ZEULER T ~ BRI ENCIFSARSRZ 2 MR TEGRATERE - MREEERIRESVM LR AN ERNSMBER
Z I BEEB#MSVM EF B S ERNSMBEE ©

1. MITTFHEAR—IEEHE

MREIEESMBEE... BAMS...
ERUB vserver cifs security modify -vserver

vserver name -is-signing-required true

2FHA vserver cifs security modify -vserver
vserver name -is-signing-required
false

2. YN EESES CREREAXNERN SMB %2 Is Signing Required FHep <8t PRI AIEREAFR

THE | vserver cifs security show -vserver vserver name -fields is-signing-
required

il
THEAIRIASVM VS1RAHERISMBE
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clusterl::> vserver cifs security modify -vserver vsl -is-signing-required
true

clusterl::> vserver cifs security show -vserver vsl -fields is-signing-
required

vserver 1is-signing-required

vsl true
(D) snEReneEesmERLey  REERTERE o
R

* "SnapMirrorfZir"

#ET ONTAP SMB LT[R B EEE

TR ATECIF SfAlires L REREARSMB T{EREERRYABREEF o I RI AfE A LEE R FETSMB
THREERERERE - ERMNHIETSMBAFIE LIFEERERERNEZEMRTEER °

1. BT FHIE A —IREH(F

MRECREEERER.. . BB BIAMZ...
IEEHFERES (SVM) LMFABSETEMEEY vserver cifs session show -vserver

vserver name -is-session-signed true

ESVMEEBERETEEERIDIE S ZE T /EMEEREF vserver cifs session show -vserver

HHE R vserver name -session-id integer
-instance
gl
Toa L GRERSVM VS1 L ERZ T EREERBVIERI TIFFEERE - ERIVEZEHE A EET s Session

Signeds (EZEBMIIEREER) EHHEAL

clusterl::> vserver cifs session show -vserver vsl -is-session-signed true
Node: nodel

Vserver: vsl

Connection Session Open Idle
ID ID Workstation Windows User Files Time
3151272279 1 10.1.1.1 DOMAINN\joe 2 23s
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clusterl::> vserver cifs session show -vserver vsl -session-id 2 -instance
Node:

Vserver:

Session ID:

Connection ID:

Incoming Data LIF IP Address:
Workstation:
Authentication Mechanism:
Windows User:

UNIX User:

Open Shares:

Open Files:

Open Other:

Connected Time:

Idle Time:

Protocol Version:
Continuously Available:
Is Session Signed:

User Authenticated as:
NetBIOS Name:

SMB Encryption Status:

e
EiESMBEER TIERE R4t B R

E:¥E ONTAP SMB ZEZR TEREER ATt ER

%TLxﬁ“}%SMBI{’Fﬁ BERMRETERL

FREETLF

° statistics EFEHEREBRIGTIRM signed sessions FJFH?
2% © © signed sessions NIEStERMIMGEIERTEES

nodel

vsl

2
3151274158
10.2.1.1
10.1.1.2
Kerberos
DOMAIN\joe
pcuser

1

1

0

10m 43s

Im 19s

SMB3

No

true
domain-user
CIFS ALIAS1
Unencrypted

A FETRLE BRI B TAEPEER B FE ~ WL R RER

* cifs AIEREEEIEFRA SMB TEFEERRY SMB %3 ©
* smbl AJFEEEHE SMB 1.0 TYEFEERRY SMB %3E o

* smb2 AJFEEEIE SMB 2.x #1 SMB 3.0 TEFEERHY SMB %3 ©

MR E S SMB 3.0 A5t &R smo2 ¥4 -

EEEE %= E SMB LIEMEEEERETH

MRGCHEELLREZZET RN E BT EREERARE - SR LEBRBNEIH signed sessions MBYEILETT

5T established sessions sTE#s ©
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AR FRBIERSTERIEZR « ZRERRAERE R - MRS LERIRE « ERILURIRSEFFBVER - FILE
RIS PR EIERIEES) - NMFLEERINEFREEISEMRNER « UERLANEHRETILR - BELLERAR

BhIT AR o

1. BREMREAR R 7 ERS -
set -privilege advanced

2. BYAERIKREE | + statistics start -object {cifs|smbl|smb2} -instance instance
-sample-id sample ID [-node node name]
MRITKIETE -sample-id B ~ L ERTELSHBHIHAIE « WAFLEHEHIERS CLI TIEMREENTARER
Bl o BYE(E -sample-id AXFFE o MREEMEFENCLITIEREEPMITLILH <  BXRIETE -sample
-id 2« T EBR LAIRTERSES
ISR LUEZR IS E EWEAR T ERIRVERRL - NRERIEEENE, « BOIFWERETFIEHENARER -
"5SS EERIONTAP Bs¥4H "statistics start Bl » 352/ o

3. fM statistics stop FILINEBRERE RS °
SHAR T AR “statistics stop TE"TES 2 ZEIRIONTAP"

4. IBASMBEEBRER -
MREEBEAE T EERNEHN... AA...
EEZE0 TIEFSES ‘show -sample-id sample_ID -counter

signed_sessions

node_name [-node node_name] B2 EN TIEREM S @I TIERER
“show -sample-id sample_ID -counter established_sessions
signed_sessions
MRERBEERE—EHRNEN « FIEEEMAEE -node 2 -
WES 2 EERIONTAP Bs¥4H “statistics show Bl » 5528 ©

5. REIEEERER -

26

set -privilege admin
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45
LUT S HIsRBRMNFIBS I A AS (SVM) VS1_EBISMB 2. xHISMB 3.08F#st &Y o
TGS EREEREREAR :
clusterl::> set -privilege advanced
Warning: These advanced commands are potentially dangerous; use them

only when directed to do so by support personnel.
Do you want to continue? {yln}: vy

Ten < SREFTEEAIBERIRE ¢

clusterl::*> statistics start -object smb2 -sample-id smbsigning sample
-vserver vsl
Statistics collection is being started for Sample-id: smbsigning sample

Toer < EFIEEBAHRBERUE

clusterl::*> statistics stop -sample-id smbsigning sample
Statistics collection is being stopped for Sample-id: smbsigning sample

TS LETREHEENSMBIEMEL « MUK SIS EEEFREILAISMB T ERSER :
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clusterl::*> statistics show -sample-id smbsigning sample -counter

signed sessions|established sessions|node name

Object: smb2

Instance: vsl

Start-time: 2/6/2013 01:00:00
End-time: 2/6/2013 01:03:04
Cluster: clusterl

Counter Value
established sessions 0
node name nodel
signed sessions 0
established sessions 1
node name node?2

signed sessions

established sessions

node name node3
signed sessions 0
established sessions 0
node name node4
signed sessions 0

MR e < BEmEnEE2a) 25 ZESMB T IEREE ¢

clusterl::*> statistics show -sample-id smbsigning sample -counter

signed sessions|node name —-node node2

Object: smb2

Instance: vsl

Start-time: 2/6/2013 01:00:00
End-time: 2/6/2013 01:22:43
Cluster: clusterl

Counter Value
node name node2
signed sessions 1

THan e RO EEERER -

clusterl::*> set -privilege admin



TERAEE
* JIERSMBIT{EPEER R R EEE

&bk B -
VGRSl

ESMBERZS LR EMNERISMBINE « LUEEBSMBEE#H SR

BEfi#Z ONTAP SMB 11&
SMBHNZ AJ7ESMBfrRIAR2s L BN S EFASMBERHEEHINEE « @ —IBZ 24 IEEINGE o &

A LUEBHEARNRRE « B—REMENSMBIIZRE ©

RIFTER « BEEMFEEREEE (SYM) L7 SMB FRSIEF + SMB MMEEZMA o B ERITAESHTDF
FASMBINZFriREAIIEIRZ 214

EERERIBAISMBIERLES « SMBFAS AT ESMBINE o #Windows Server 2012f1Windows 8BIYA
BYWindows F P iin sz i SMBIIZ ©

SVM_EBISMBINZE Al & 4B M AE =& E M LAES -

* SMB fAiRESZ 2 #EIE « AJ7E SVM LRUBINEE
* SMB HAEBM 5 AIMfkEEHEAERE SMB &R

TRAILCRE BB BEMEA BSEFISVM EBFIAER « SR FESMBIIE A SEFEFIEHBEFRIER} - SVM
BARARE GIRALARBRAIRTE °

ARNSMBIMEHAR AR TR EAVAS - I TR -

R FASMBRR 23 SMBINE: AN EERE DA BRI N T 5

26 3 SVMERBFTA St FIEEY A RS
4RINE o 43 7 EIEARRE - BE{ESMB
TR MR @IS o

26 26 mn LB ARMEAH - SVMERH
P PR R FAR S B 4RI
# o A 7IEEARRE - BESMBI(E
SRR TN o

4 26 L AE DA AR o
FEFIILARAE « BN ATk S AR
AT o

3 3 SRESFRNNE o

ALZIENNZR SMB AR IRE L ELEETEENMZERN SMB FARB(HHERE
HINZRENEEGHMBREN - BREEEGAISTE -
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B2 ONTAP SMB NN H M AEN R £

= SMB T {EFEEREEFASMBINZERS « FrA {E3&RWindows A R inHISMBENER G =2 ZIRABERS
£ FERRIHNERES (TRENEE LRITSVMRIERS « Hh B3 SMBfAARES) o

MAER BRI A P iRl AARZSAICPUGE B EIE NN « NIBARIREN R E o

MAER ERIZEBURATONTAP ERRFITRIARZASEIVMware® o 1M H 2RV ENRUESEE « BIRITZONTAP il
ZHSMBRERIRHEEFHIMEE - BUFASMBMNZE R « TR SRUASMBINZENE -

1R SMBINZBZMAEEEAES-NIEIEINAE o 252 BIHardware Universe (ZiEER) (HWU) -~ FERIGHTES
EELIEAES-NIEIE o

MRIERESERA IR E F IR GCM JREERY SMB higZs 3.11 ~ el INE—HELERRHE ©

RICEVAERONTAP ~ SZIEMIRR A VMware ~ SMBRERZA R SVMEETIE » SMBINZEM SR ErfEE R RAE
B B RRIRIE TR R ERES o

SMBINZESMBfRIARES LTER AFA © (ERFEEEEMNZSMBHAE I SMBRARas EEXFASMBINE - #
gsmshuaﬁé » ONTAP ZiB#E— D RIEHZER « WINEEEERMEIFE - Fit « REENER A FERASMBII

B o

R AEEREARER ONTAP SMB &

NREEAFANSMBREERSMBINE « vl ATECIFS{alARzs 3 /E Ak X FB SMB/N
2 o IRIETESR ~ FEESMBIIZE

RIRERI(E

R Bl ATECIFSEIARES L BAFASMBANZ ~ LEThAEE AR CIFSEARES LFRB A - MR EARFECIFSHRSZ LAY
FRrELRAHFTESMBIIE « A2BEHHSEHAENEASMBREMALENSMBINE « BIUFRACIFSER
23 EFrERISMBINE ©

BIRREAFERI%ES (SYM) KEHIMERIMART « (8AEIAE -identity-preserve HIEEIR
snapmirror create FRSERAEEEMNM SVM RIRERARRESFAE R o

MRIEERTE -identity-preserve ¥ true (ID-preserve) - SMB INBZEMREZESEIERIM o

WMRIERE -identity-preserve ¥ false (JEID-preserve) ~ SMB INEZE2MREAZERIIEN
#h oo FEULIERT ~ BRI ERICIFSARBZEMREERATARE - MREEERIFESVM_LEAASMBIIE - BY
WZAETE B RV EFENRIFACIFSfAIARZISMBANE ©
p

1. MIT T EHP—IBSE :

MR EECIFSHERSS LIEASMBRENSMBINE #WMAGS...
THEE...

ERUE vserver cifs security modify -vserver
vserver name -is-smb-encryption
-required true
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MREEECIFSFEIARSE LIEASMBRENSMBINE #WMAGS...
THEE...

[ShEdEE! vserver cifs security modify -vserver
vserver name -is-smb-encryption
-required false

2. FEsR CIFS fAfR2s EFRAEERY SMB INEEAREERMASEA | vserver cifs security show

-vserver vserver name -fields is-smb-encryption-required

° is-smb-encryption-required HB{UMBEIEET true MRFE + F1E CIFS ARSI _LEUE SMB 0
# false MIRBEFH

&5
T5&E ) ASVM VS1_ERICIFSERESEN B S ERISMBINZEIAE -

clusterl::> vserver cifs security modify -vserver vsl -is-smb-encryption
-required true

clusterl::> vserver cifs security show -vserver vsl -fields is-smb-
encryption-required
vserver is-smb-encryption-required

TEREEER
* "SnapMirroriZir"

FIER R P imE S ERMNZR ONTAP SMB L{EREEELR

AT BB AR SMB TR ERVIRRT S  LUYIBTA S iR T PRI ERISMBIER © 157
BRI SMBA R i TR R TR RN R 2R TEE -

FREETL(F
SMBRFIm LIEREEAIUBE =BMEB Rz — !

* unencrypted
SMBI{EFEELRING © KRR ERFERELE (SVM) EBRSIABRIME o
* partially-encrypted
ERIRGEBERELR - SREINE - ERELABRINE - REFASVMERIIME
* encrypted

SMBI{EFEERETTEME - ERFASVMERIINE - HABRMEZFIAEERA « thAlSEREA - SVMER
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AU E G I R RETINE

B
R
F4}

1. MIT TR EHP—IBHE :

MRCBEETER.. BB

HEHEESVM_ Y TVEBEES ~
T {EREER

partially-encrypted

BEEEMEREN

BWAWT...

{unencrypted

encrypted} -instance’

‘vserver cifs session show -vserver vserver_name

vserver cifs session show -vserver
vserver name -session-id integer

-instance

1EESVM L5 E TIERS R IDAY NS
-instance
#11
Toen < EELIERSEIDA2MSMB T ERS B B RsHAER TIERSER B ~ BIEMERE
clusterl::> vserver cifs session show -vserver vsl -session-id 2
Node: nodel
Vserver: vsl
Session ID: 2
Connection ID: 3151274158
Incoming Data LIF IP Address: 10.2.1.1
Workstation: 10.1.1.2
Authentication Mechanism: Kerberos
Windows User: DOMAIN\joe
UNIX User: pcuser
Open Shares: 1
Open Files: 1
Open Other: 0
Connected Time: 10m 43s
Idle Time: 1m 19s
Protocol Version: SMB3
Continuously Available: No
Is Session Signed: true

User Authenticated as:
NetBIOS Name:
SMB Encryption Status:

EL¥ ONTAP SMB NZ4is1EH

TR A B ESMBINZF st B ~ WHEMPLEE RN TERRAHEAEREME ~ WL

RINZE o
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domain-user
CIFS ALIAS1
Unencrypted



RIRER T

° statistics ERSERBRNGCERMETIIEHES « CRILUERELEHEREENERN SMB TIEMEE
HERHERER

SR TE G
encrypted sessions IR HAISMB 3.0 TIERERBE
encrypted_share connections SRR PR I S

rejected unencrypted sessions IR AT B T AT TIEREER S8 e
rejected unencrypted shares SRS S S T AT A £ F S FE A

BESTHESR AT E Tt BRI —ERER -
* cifs PIEREEEFEPNA SMB 3.0 TIEREERRY SMB IN% o

ML E SR SMB 3.0 AstER cifs ¥t | MREEELLENNE TIERSERRVEE B T ERSERAREL ~ BT
EEEREY S encrypted sessions LRV HiETITET 2L established sessions sHEEs o

IR CELEBMZH AERIVEE LA RERRAEE A LB
encrypted share connections MARYER HE T connected shares sTELES o

* rejected unencrypted sessions IREEHZEI SMB TSR « ZTIERRERENRTZIE
SMB fNZERYFE R IHETINE ©

* rejected unencrypted shares IRt EEERE SMB HANRH « ZHAFTERBRZIE SMB ME
B A FImEITINE ©

AR FRABERFTERIEZR « ZRERERER - MIRTELERRE « ERILUGREBEHRER - FIEHE
FHRSERTIRMEIE VSR - MELEBERREFRERSEMNER « BRI HEREITIER - BIRLLEFIH
BN R o

1. PR SRR AR

set -privilege advanced

2. BYAERIREE | + statistics start -object {cifs|smbl|smb2} -instance instance
-sample-id sample ID [-node node name]

MREKIETE -sample-id B L EATELEHFIFAIE « WiFLLEFIE RS CLI TIEREERMITEREE
il o BYEfE -sample-id AXFFH - MREEMERICLI TIERSERPHITILS S ~ BRIEE -sample
-id 28K « T EER LA NTEREA) o

SR USRS E BUREE AR ST BRI AV ERRS - MNRICKIST R SO FWEERERFIB AT ER o
WM"IES 2 EERIONTAP B4R "statistics start B3l > 5526 o

3. M statistics stop (FIENERTERNGS °
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5FAH T 2 “statistics stop’ E"IES 2 EEIFIONTAP" o

- RAASMBINZE ALt E K

MREEER THIEEREN...

InZE TERSER

node_name [-node node_name]

‘show -sample-id sample_ID -counter
encrypted_sessions

node_name [-node node _name]

‘show -sample-id sample_ID -counter
encrypted_share_connections

EZRHBEENERIL A

connected_shares

BABARINZR TIEREER

node_name [-node node _name]

“show -sample-id sample_ID -counter
rejected_unencrypted_share

BWA...

‘show -sample-id sample_ID -counter
encrypted_sessions

MEZR TR 2R LN TIRRSER

established_sessions

MERLRER

node_name [-node node _name]

“show -sample-id sample_ID -counter
encrypted_share_connections

node_name [-node node _name]

“show -sample-id sample_ID -counter
rejected_unencrypted_sessions

EEARMNERHAER

node_name [-node node _name]

MRERBERE—HRNEN « FIEEERER -node B8 °

WM"IES 2 ZERIONTAP E:¥40 “statistics show Bl > s52E] o

RO EIERERER -

set -privilege admin
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vl

LUF SR BRI BE It 17 e 528 (SVM) VS1_EMISMB 3.0/NZ&is1E R o
Ty oSBT ERERBR :

clusterl::> set -privilege advanced

Warning: These advanced commands are potentially dangerous; use them
only when directed to do so by support personnel.
Do you want to continue? {yln}: vy

Ten < SREFTEEAIBERIRE ¢

clusterl::*> statistics start -object cifs -sample-id
smbencryption sample -vserver vsl

Statistics collection is being started for Sample-id:
smbencryption sample

T L EELZEHIRIE RIS -

clusterl::*> statistics stop -sample-id smbencryption sample
Statistics collection is being stopped for Sample-id:
smbencryption sample

T5en < BB SR B P AT R ILAYINZ SMB TEREER AN E B IZAISMB T FRESES -

cluster2::*> statistics show -object cifs -counter
established sessions|encrypted sessions|node name -node node name

Object: cifs

Instance: [proto ctx:003]
Start-time: 4/12/2016 11:17:45
End-time: 4/12/2016 11:21:45
Scope: vsim2

Counter Value

established sessions
encrypted sessions

2 entries were displayed

35



36

T8 < B ENRL I B PIEABRIRINZSMB LIERSER B A ¢

clus-2::*> statistics show -object cifs -counter
rejected unencrypted sessions -node node name

Object: cifs

Instance: [proto ctx:003]
Start-time: 4/12/2016 11:17:45
End-time: 4/12/2016 11:21:51
Scope: vsim2

Counter Value

rejected unencrypted sessions 1

1 entry was displayed.

T5ap < BEmEE AP ERRE PR AR RAISMBH RN INZZ RISMBHFE &4

clus-2::*> statistics show -object cifs -counter

connected shares|encrypted share connections|node name —node node name

Object: cifs

Instance: [proto ctx:003]
Start-time: 4/12/2016 10:41:38
End-time: 4/12/2016 10:41:43
Scope: vsim2

Counter Value

connected shares
encrypted share connections

2 entries were displayed.

T7ar < BRI S HIPEABRIAR NI SMBHAERHAE



clus-2::*> statistics show -object cifs -counter
rejected unencrypted shares —node node name

Object: cifs

Instance: [proto ctx:003]
Start-time: 4/12/2016 10:41:38
End-time: 4/12/2016 10:42:06
Scope: vsim?2

rejected unencrypted shares 1

1 entry was displayed.

FERAER
* FEE MRS LR ARVt ER « YN ET B

* R SEESIE I E IR E"
LZ2HLDAP LIERSELE
BZ ONTAP SMB LDAP FHZ s

HEONTAP INEEX R INAEST IRINAE IR TNAE SR INAE ~ IETNBE AR THAE S IRINBEFA SR E T 5E
MEIRINAE o (MW BERFEREES (SYM) LRECIFSHARIBREZEMRT « UEHE
FLLDAPfAIAR2E LAIERE ©

HENHDLDAPE M B HELMERAME SRMEAMATEN o IBH) SINELDAPEREHER « LUE S U4
XFEHBPHAEN o [LDAPZZHE R EEGIEHLDAPRERERERE - REREH - AMEELE

B o ¥R {E% none ©

7£ SVM LErA CIFS JRER LDAP 2B B IIINGE -session-security-for-ad-1dap ¥EIH vserver
cifs security modify @< °

7£ ONTAP SMB frlfk2s_-EXFH LDAP S EMEE

CIFSTEAREs N BAAEXCIFSFIARZI Z 2 MR ~ A REEREEME L THAE R Active
Directory LDAP{AIARZ3E1TZ 2B ©

FtaZ Al
T AAAADRRS EIEE « MHIETEENZ 2 MHEREE -

HER
1. 3% 7€ CIFS fAlfRzs Z 2 M8 ~ LUBYE Active Directory LDAP {EiR2SHIZEZEFZEME | vserver cifs

security modify -vserver vserver name -session-security-for-ad-ldap
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{none|sign|seal}

TR ARRFZEE (sign ~ BETEMY)  FEREH (seal HMEBIFE none  BEENEH) - BRE

% none °

2. HEs% LDAP BEEZHZHLZERTECIEMRTE | vserver cifs security show -vserver
vserver name

R SVM {ERHERERY LDAP {RlR2S R E A B R EM UNIX Bl ~ FlulfERE - B¥48H
@ RREEAE ~ BN BEFRRUBEHERRE -session-security FYEEIE vserver services

name-service ldap client modify @< °

& ELDAP over TLS

FEL ONTAP SMB SVM HIE K ZEIR CA &H

EE{FFALDAP over SSL/TLSZK{R#Active Directory’@ uﬂ#% s BB T id Active
Directory/&:EIRFEH B HEZBIRCAREBELREL E/REER 7*@ﬁ%ﬁ$iiﬁﬁiﬂiAscuﬁi$
18 o EEXFHERONTAP HSITALLAREFHEE %S (SVM) L RIERE o

FIsEZ Al

Active Directory’&z8IRFE 44 2E B # ¥ CIFSRIARZZ PR B RIAIEI T RN R T o ML R EActive Director’&
ERRFEAVMERIE N A2 BMicrosoft TechNetf2 T E ©

"Microsoft TechNetf2 I\ /& : technet.microsoft.com"

1. BUSHPAEIEIEHIAAIR CA JREE  pem XFHET ©

"Microsoft TechNetf2 I\ /& : technet.microsoft.com"
STRk1&
ESVM_EREIREE ©

HERAE N
"Microsoft TechNetf2 Tt &E"

7 ONTAP SMB SVM %4t FHEFEEMIR CA ReE

MNREELLELDAPEIARSFRF R EERATLSEITLDAPESE « M B ESVM ELEBHE
%m*ECA,mnE °

RINERTI(E

ONTAP hEFAER TLS @AREARETR » BRI UERKR LREREFEHIBE (OCSP) RIGEMAI/RENR
o YNRFETLS LRLDAPEIFAOCSP ~ BURISHRV/RE G EEIHELRE « ERthERM -

TR
1. ZHBHEBEZNIRCARE :
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a. FAIAZREE/REE | security certificate install -vserver vserver name -type

server—-ca

FIESHHEETTYFIE | Please enter Certificate: Press <Enter> when done

b. BEUEEE . pen AN FREEFIER « BERE « B11EMAENTT -—--- BEGIN CERTIFICATE-----
WALER --—-- END CERTIFICATE----- » REBEGIIRTNFITZ B &S

C. EsRE EEREMI/RET ©

d. $ZEnterseR &L o

2. HESBEZEEREE | security certificate show -vserver vserver name

HERIEN

* "REERERE"

7£ ONTAP SMB a3 L EXF LDAP over TLS

,akEI’JSMBHHE%‘%,Z\;E?EWE&SMBHHEEE 2MRTE ~ AREFHATLSE Active Directory
LDAP{AIRARESEITEZ 2@ ©

EONTAP (ZiREE[E) 9.10.1F3%A ~ Active Directory (AD) F&IBARFELDAPEARTER A2 IRLDAPRBE B45 o
E"‘*E&ZﬁﬁStart TLSLDAPSI# TEFSER L2 MR EAEBHE :t'“ﬁ A REERFBLDAPELFETEER
45 - ONTAPEE = EMEAE AD EARESHY LDAP L BR4E - 55FH -try-channel-binding-for-ad

-ldap 8% vserver cifs security modify e o
EERANERE F2H
* "THEEFR ONTAP NFS SVM Y LDAP"

* "2020 LDAPIEERLEFILDAPEEE R « FAMWindows" ©

1. 327E SMB ARSI Z2MHRTE « U Active Directory LDAP fRIfR23#E1TEL 2 MY LDAP &5l © vserver

cifs security modify -vserver vserver name -use-start-tls-for-ad-ldap true

2. 2 LDAP over TLS &2 M4 SREERES true | vserver cifs security show -vserver
vserver name

R SVM EREEIR LDAP a3k EaBE B EM UNIX Bl (FIanfERE - 45
@ EREE4E) -~ RSN ZEIBIN —use-start-tls #IA | {FH vserver services name-

service ldap client modify 8% ©

%€ ONTAP SMB %3878 LIESNEEM IR

WRIEZ BT IEAN. ABHIAONTAP ~ &R AR ESMBZ @78 « ONTAP £ E—SMBI{ERE
SR ~ TERIERVIE R TIREZEEIZINGE - ERMAINERIEEMAIEAES o
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ez Al
REERRIRESMB 3.0 EFRAS_EEITSRF « A BEEASMBZBEINAE  IRIEFAR » SMB 3.0 EH#ThRZA
ETEONTAP Z1ESMBRYEIARES LRRAE ©

B BIET(F
WMRONTAP 1EHfEEREE iR BB ERVARRS ~ SMBA Fin g B ENE R A Z{EERELR o

SMB T {EF&ERRBYRIR 4R 2 B BRI IS EARZRINIC ¢
* *FRIRFMONTAP &5 EAJ1G NIC *
PR ImSENICRI—EER « i TIREEREEEMEER

* *APIREONTAP ZIEEE LRI10GEEASTENIC

AR IHEENICRZ A2 FUEELR « WA TIEMSEREAEEFRAELR - AP IR EZE10GIEABERINIC
LEEITELR o

AT UEEL A28 CEFSHEIR)
* -max-connections-per-session

BEZEETRRRATTHRANERH - ERAI2EER -
MRCEEZRALLRREESHER « RIXNAHAPImERRETHRLAGERE 2 TRRI32(EER -

* -max-lifs-per-session

SEZBETFREMBSNAERTERE LR - ARS256EMEETH o

1. MR AR SR A HERE :

set -privilege advanced

2. 1£SMBfAlR2S LRI FASMB%i&iE -

vserver cifs options modify -vserver <vserver name> -is-multichannel

-enabled true

3. E&FEONTAP LtEIhAE R B EIFRSMBZ @78 T 1ERKER ¢

vserver cifs session show

REIEIRERER
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set -privilege admin

&)
THIEREERFAIA SMB LIRS ERBIIERAE « BRRE— TS EZELR :

clusterl::> vserver cifs session show

Node: nodel

Vserver: vsl

Connection Session Open
Idle

IDs D Workstation Windows User Files

138683,
138684,
138685 1 10.1.1.1 DOMAIN\
4s
Administrator

T5 g EIREREE R TIERSERID 12 SMB L EPSERAIEHAAE A -
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clusterl:

:> vserver cifs session

show -session-id 1 -instance

Vserver: vsl

Node: nodel

Session ID: 1

Connection IDs: 138683,138684,138685
Connection Count: 3
Incoming Data LIF IP Address: 192.1.1.1
Workstation IP Address: 10.1.1.1

Authentication Mechanism: NTLMvl

User Authenticated as:
Windows User:

domain-user
DOMAIN\administrator

UNIX User: root
Open Shares: 2
Open Files: 5
Open Other: 0
Connected Time: 5s
Idle Time: 5s
Protocol Version: SMB3
Continuously Available: No
Is Session Signed: false

NetBIOS Name:

£ SMB1aElikes L5 E TR

FIWindows{E & HUNIX{E R & HE

ETE:5H ONTAP SMB UNIX fEBEE

R U TERRUNIXE B E R EATEFERENFIE EthHEE R KMRER - SiEF 8
FZUNIXFIWindows Z ¥ FEERIERERER - 3E ~ R EBEEERHENFEREL
B ~ BIARFEER ETERAYUNIXEERE ©

FAREETLF

IRIEFERR ~ FRUNIXEREBYRIER Mpouser) ~ BRIARE A AE HEEARUNIXEEREHILIEE ©
TR LEE HthaiBERTRR UNIXTEﬁH%”"? ERRBOAGFERARFERKSE (SYM) RENLERT
BRED o NRICFEER Anullr & ~ BIEASELUUNIXTERERE RS D FIXCIFSERES - iz « SR

\\\\\\

HEWRERBERERERIRE « 78 T?HXCIFSHHE%% °
EREEEERERUNIXEREIRPERZECIFSHEMRS - KBANE TR IRYE

ﬁﬁﬁ%e %ﬁu_\‘ °

* EREWUNCIFSAARERAIZAEWindows EFREE S
= L ERAZEEREEEES) Fo

* ERERBRARYEEnIFS -

CIFSfAAR=SAI A ERVREE (SR CIFSTEIAR
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1. [EFEZRUNIXERE !

NREA... BA...
EATERBIUNIXERZE Mpcuser'] vserver cifs options modify -default

-unix-user pcuser

FEAS—EUNIXEREIRFMATERERE vserver cifs options modify -default

-unix-user user name

SHRERUNIXERE vserver cifs options modify -default

-unix-user ""

vserver cifs options modify -default-unix-user pcuser
2. FERBTERUNIXEREBIERE - vserver cifs options show -vserver vserver name

ET5EHIF « SVM VS1 EBIFERUNIXEARE MR B UNIXERE TR EAFRUNIXERZE Mpcuser')

vserver cifs options show -vserver vsl

Vserver: vsl

Client Session Timeout : 900
Default Unix Group 3 =

Default Unix User : pcuser
Guest Unix User : pcuser
Read Grants Exec : disabled
Read Only Delete : disabled

WINS Servers 3 =

HRTERE ONTAP SMB UNIX EEHE
HBEREUNIXEREEERTERNZEEEEEANFERE T HETIZREUNIXERE -
W ] EAR EICIFSAIARSS - E ~ MREBEE S RKBAZEEEGNERE « BIFREZSR
EREBUNIXERZE o FERBERAATFREAZEEHEGNEREEZFECIFSERe: (R
HBERBUNIXIER) o
AIIEET(E
LERBUNIXIREE « 520 T5EE :

* WNRCIFSAIRRIS M A+ 4B Sk ST AR SR A S B EE O 4RI I S8 BB A % B ERUBLLIETE

BICIFSARZ SR ERERAKREFRE « T ERERESTISTHUNIXERE o
© IR ILSEIES AnulFE  BEREEUNIXERE -
 ENERITUNIXERS « TAEEEP—EHEER%E (SVM) LERESREDREEEUNIXERE o
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* LEhRFERES B ANGFEREEZ BHHACIFSERES_EBUILTIN\GG FEFHHEAME °

Thomdirs-public) FIREBRN EEEIIERE - LRERRESDEANERERXEXBE - EILEE
FIHEMERENERL

1. BT THIEAR—IREH(E

MREEE... BA...

HREREBUNIXERE vserver cifs options modify -guest
-unix-user unix name

{ERREBEUNIXERE vserver cifs options modify -guest
-unix-user ""

vserver cifs options modify -guest-unix-user pcuser
2. HERRRE UNIX FHEBIEMRE | vserver cifs options show -vserver vserver name

£ T5EEFIH ~ SVM VS1_ERIFAERUNIXEREFREUNIXERE TR ESERUNIXERE Mpcuser')

vserver cifs options show -vserver vsl

Vserver: vsl

Client Session Timeout : 900
Default Unix Group 3 =

Default Unix User : pcuser
Guest Unix User ¢ pcuser
Read Grants Exec : disabled
Read Only Delete : disabled

WINS Servers 3 =

BRSESIESEH4HYESE ONTAP SMB R B &%

MREHIRIZFHRIBCIFSARIR - B#FERES (SVM) RKEAZEBRBERTR
-~ Al ass = 0 —ERAroot#ERANWindowstR P ~ A BEfFEXSVM LRSS ; &
A ~ G R EIESVM ~ AAINR A ESRIEREER -

RIRERI(E
MREHEEFRMRESENTFS » Jetc RIBHEHIERERI ACL > BRREIESEFEESNTFE ONTAP

e
4HREREZE o

1. BERBRRAER | set -privilege advanced
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2. RECIFSEREHEIE - BAKEIEEEHABEHE oot :

NRITHEE...
RARREIESREMSHEEroot

FRRAREESEEMEHEEro0t

R

vserver cifs options modify -vserver
vserver name -is-admin-users-mapped-to

-root-enabled true BMERE « RREIESE
AP BIPTEIRPER G R4 root /etc/usermap.cfg
HREHEERERNIER - MREERBENRARE
IEEEHARNIRPREILIESE « AIETHLUNIXEF IR
IRIRIEERET ~ MR Hroot# R o

vserver cifs options modify -vserver

vserver name -is-admin-users-mapped-to
-root-enabled false RAEIESEHPHINRS
FHHEERBE o CRAEAREMS E—(EREHE

Zroot °

3. FERIEIER EAFREMNE | vserver cifs options show -vserver vserver name

BEIEHEPREAR : set -privilege admin

ZA 5B ONTAP SMB T {EPSERE

EIRIVE A REE

,.;':—JL,(EETLLSMBI{’EBthxL,EE’JﬁﬁE%*Eiéfnﬂ EEREREAEEEHENER
BEBHEERESS (SVM) ERSMBIERSERHETTELR ©

RRERI(E
THERER A E REBSMB I RREFREAR :

* local-user

BERE AIHECIFSERE

* domain-user

SerE A ERE (AECIFSMAARSSM AR EERYARE)

* guest-user
BEAKREERE
® anonymous-user

fasg mERENUIfERE

1. ¥|ErEE SMB T{EPSEREARIEAELER | vserver cifs session show -vserver

vserver name -windows-user windows user name -fields windows-user,address,lif-
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address,user-type

MRECEFRCEYTIEREERNERAEREEN... BATIHZ...

HRANEAISEERAEENNAA TIEMEEL ‘vserver cifs session show -vserver vserver_name
-user-type {local-user

domain-user guest-user

anonymous-user} BRARGEERE

Rl
TH SRS EmRERZ leubs\user!'y 7ESVM VST EET 7 TEMSESMIE R Z1EE T (EPRER ST ¢

clusterl::> vserver cifs session show -vserver publ -windows-user
iepubs\userl -fields windows-user,address,lif-address,user-type

node vserver session-id connection-id lif-address address
windows-user user-type

publnodel publ 1 3439441860 10.0.0.1 10.1.1.1
IEPUBS\userl domain-user

ONTAP i < EIE R [RF B ER Windows AR IREREHAS

E’J%IE vserver cifs options modify #n< AIELIER] Windows FF E"J =prfdzs
£ - MRARAAPIHBLEREAENIEREE « AINNFAMNERSEERES ~ R
TEPEEr B EBAEK ~ BiSIEEERAER -

BYTF#EIE vserver cifs options modify E',¥ﬁi"' < LUZEF] Windows AR IRERERE © RiBiBE
LEIRIEM R AE « BJZIEREK « TEXEMSHE o BiEF|ELLEIER T LIRAVS0%EF « hEEIEXEMSESH

o
0N

* -max-opens-same-file-per-tree
SBECIFSEHIRERER—EER LRRNRARE

* -max-same-user-sessions-per-connection

BEERVEEEREFRARN TERERHE LR

* -max-same-tree-connect-per-session

SETERRERRHEAE ERREREBHE LR

* -max-watches-set-per-tree
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SEMNEEREINERBB LR (thEs gEEmm )

WMES 2EZERIONTAP E¥40 "vserver cifs options modify Bl » 55288 ©

HEONTAP Sf9.4FA%4 « FITSMB 5B 2hREL BT hie 4~ BV Al AR 2% AT LABR I A3 P imTE SMBE R _E BIX E A ARSSHIREZIE
EXRY (SMBR:EL) - SMBIEHEERHAFIREE) - BEARSIIES]

BI7f SMB ER R TFHIREEEZRYE LIRZHZES] -max-credits EIH o ILEIRRITARE128 ©

) &4 0FH B oplock K FH B i 44 BE

BRERUN{aI R B ERFTEE B RKLAZ ONTAP SMB R R im s

%ﬁzoplocks (14 sHE) FOFEHoplock A]{E ELbig 2t FHZERIH SMBFH}E' mE TR
SEEY ~ [O]5 K HE B TR B B IR IRER o 5’*1&%5%7%3@&&%)\1‘ s A S EHRIREE
ﬂﬂE’c%%EEEET?HE*EEﬁ*“ S22 o YN RR VBRI E « EMIRFRIAE o

fHEoplock2SMB 2. 1158 E & EHhRA PRI Y —FE38{E B oplock 2 T ° FAE oplock ;B FIRE B AN
{EISMB 2 [EER1S K {7 88 FB P i IR EAR A ©

oplocksB mEEZEHI A :

c FEBEHEABM ~ B vserver cifs share create BI ARG S « 3 vserver share
properties I BAIER S ©

* {#H qtree B volume gtree create gtree BIIFFMIER< ~ 3¢ volume gtree oplock EIERIEH
A
? [o]

BRfZ7EfEF oplocks Ff5& A ONTAP SMB [RENERHEXREZ &

FEREFERT « MREEEERFEERE LB ERoplock « ME _EEEREFE SR
X ~ WS —EEREERFOAFERNIERRI « WERREAMBEE A% AP i B
FoplockILFEUESE o WIREULHHFEAR S EEREIE « REBIBABRFIESERK

* BRHEKRBAIAEM
ERAEERARNEHEARE « HAEE MER FERZER

AR R FERASMB 1.0#1T ©
° HEZR_EB%BZoplock °
° BRI EERPEfoplockBRERIESE o
c MRERARNABET « AERIERRAGELRER -
* FERRERIEN R A ST

REAS R EEREE - RARINE - ERARISARDE - SAFX—EG5TH - NIRREURE
EXBBBEBRABRRML « AL BERZBAFEETE « ARMNRBAFERTH  BERFIEERK -
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#£17 ONTAP SMB A » ;5 AT {Z A oplocks

oplocksFI:Z A P imTEA M EHTEERMREAR « EMIRAERZRIEENNEE - EREFEER
133 (SVM) _ErISMBILF _EEfFHoplocks o TEHELEER T ~ EAISE 248 E(Z Hoplocks °
&) AZE—RBU B 1= FHoplocks ©

R EIETIE

NMREESHABREEE EEHBoplock ~ EZItHAERoplocktBEARABEEA « BlZItBAERoplocksE1{F

F o 12 E8oplocksiB5 i Volume oplocks&iE © 1A A& EHoplocks & 1% k14 F0FH Foplock ©

gTﬁﬁﬁLXE%JE%[‘EE’J%E?E?E?EOMOCK#%E’I“EZS’I* RIS EEMMHERAEE - S RILsSEREMH RS

1. YITERNITE

MREEE. .. RiE...
TEHRZEIHIRE ~ A& B Hoplocks A TGS | vserver cifs share create
-vserver vserver name -share-name

share name -path path to share -share
-properties [oplocks,...]

MRECHEEZHARBEZNEAA
A~ Bl oplocks ™ browsable #l
‘changenotify BNAR » IBAEE
}§%E -share-properties ¥EIL
() svB EEmSH - nRCESER
TERLSMYERHLAASHES ~ Blds
JBIETE -share-properties &

8 URABRZABNERRNER
BEo

EHEARIIHAEERAEAE _EMoplocks BIATYEEL | vserver cifs share create
-vserver _vserver name_  -share-name

_share name -path path to share
-share-properties
[other share property,...]

{2 oplocks B ~ SN BTEIEII T
FFEEHRARBEE « BREIETE
oplocks B4 o

HERIEN

B s ERIRAESMBHAE oplocks

EZ¥oplockiREE
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ONTAP 5% » FIHR7E SMB FFEEF qtree -EXFEZ (= oplocks

oplocks FTRF A IHTEAHS ESEMBAIRIAE « MIRTHESE(ERA0AAE - TRTAE
1EHERR & S qtree EBUAZ{F B oplocksAYER < o (St A ZB 78 MBS r] ATEREFR & M gtree &
Bt 1= Foplocks °
2R G TR PR & B FHoplocks ©

* T SK7E 2T VolumeBS{ZFHoplocks °

* IEEI A BERIEIR B AR E = A SVMENR = A oplock °

* ] U TEqtree £ ASVME A oplocks ©

oplockiEI & E Bqtree ID OB 14 ~ BIFTE S ERITER gtree © YIRITTEEE I gtreeRFR 5 E oplocks’

TE ~ qtree B #E A VolumeJoplocks® i ~ EERETER AR o 718 ~ MR EIEFgtree LIEE oplocks& E
B ELB5F* Volume_ERJoplocks& E ©

WMREHEE... fERILLHRZ...
1ERERE& S gtree L E{ A oplocks volume gtree oplocks R -oplock-mode &

B84 enable

=R & S gtree_EBJoplocks volume gtree oplocks {#H -oplock-mode &
B84 disable

HERIE

ES % oplockARAE

E{AS{Z 1A ONTAP SMB £ /) oplocks

B G EMEFERESS (SVM) ERISMBHF ERtAoplocks ° 7ZERLEFR T ~ E0I 548
E{SFoplocks ; 3& ~ MREFRIEFEAEEE E/oplocks ~ BRI SEREEHEK
FHoplocks °

RNERI(E

NREESHABNEEE R FHoplock ~ BiZitB&MoplocktEBAREEA « BIzZHEAERoplocksE{F
F - FHAHEAE _EMoplocksBe it IR &E Bt Aoplocks AL A& Hoplocks - 1A% & 78 FHoplock ©
S U BERFEIR A H A& LR == Foplocks °

1. BUTERITE) :
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MRITHEE, .,
BEIRENHEAE - EHAE LR FHoplocks

FBREIRANEARRIERALAE LAJoplocks

gl

BATIEGS -

properties add -vserver vserver name
-share-name share name -share

vserver cifs share

-properties oplocks

@ AU ERLGER D PRBYR B RIERE
EEREMHERRE -

MBS EMMEIRENHEBRABBER © L5kA
BENERAHBRATEHEHERAR

BIATYERS | vserver cifs share
properties remove -vserver

vserver name -share-name share name
-share-properties oplocks

(D TR U fERIAESR D PRBY BB RIERE
EBRRHNEMAERBMYE -

TRIFNEARNETERIRANERAARTBTERRIEE
zf;i@@?ﬁﬁﬁ?ﬁﬁﬁ’ﬂﬁﬁﬂ ANBERBER ~ BINEHEE
4 o

THE L T HEFERIEES (SVM ~ faifgAVserver) VS1E ~ $t¥$%7% TEngineering) BIEA&ERL

Foplocks :

clusterl::> vserver cifs share properties add -vserver vsl -share-name

Engineering -share-properties oplocks

clusterl::> vserver cifs share properties show

Vserver Share

vsl Engineering

Properties

oplocks

browsable

changenotify

showsnapshot

ot

ke
A
g
Y

Il f
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clusterl::> vserver cifs share properties remove -vserver vsl -share-name
Engineering -share-properties oplocks

clusterl::> vserver cifs share properties show

Vserver Share Properties
vsl Engineering browsable
changenotify
showsnapshot
TERAE R

* EIISMBH R R A Hoplocks
* BZ1ZoplockikEE

* MTIEEMRRARAENHEEE

B24%* ONTAP SMB oplock Ak%E

,QQTLX?P‘EEZEETONOCK#,U Eﬁ*ﬁ%ﬁﬁnﬂ o fE] LA A ItE B 5T 2Rk H1 B R LE 48 22 B oplock

» oplock/E &Rk HloplockAR & s UK 2B {EHoplockfl & o AT LURE FENPERTHTE
Eﬁ*ﬁ%ﬁﬁnﬂ °

BAMEETLE

,‘EEJJ'XTHTEE%%%EEE?FQEE%ﬁﬁqﬁﬁﬁﬁﬁﬁoplockﬂ%ﬁEﬁﬁ%ﬂ° S eI AR ER2BRERIRA HEE
FEARRE - 0 ~ EeILEEE L REEHEE A P imIPAIILEIEE RISHIEHEE o

EeI RET FYRAR SR Eoplock VB -

* #E3oplockISVM -~ &%k * VolumeFLIF
* $HEUUID
* {5 oplockdY A A kI Pk
* 1T oplockAIERTE
s HESEHIRE (SMB) F14EE! (oplock)
* BHEARE
* oplock/B4k
AR REFI SMB EIHARE
* FBEHEID (MREHK FHEoplock)

WM"5S2EERIONTAP E¥4H "vserver oplocks show Bzl » s526 ©

1. ERRET oplock #REE& vserver locks show A% ©
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gl

Ter < GETFIAHENTEREN o FIETIEZE LY oplock E#2F read-batch Oplock 4R :

clusterl::> vserver locks show

Vserver:
Volume

vs0
Object Path LIF Protocol Lock Type Client
/voll/notes.txt nodel datal

cifs share-level 192.168.1.5
Sharelock Mode: read write-deny delete
op-lock 192.168.1.5
Oplock Level: read-batch

T & HIFE A RATHE B ISAERAVEFMAE /data2/data2 2/intro.pptx o FEFER _EIRFFEA oplock
batch Oplock B4RZE IP itAMBFI 10.3.1.3 ¢

@ BTSN © h 2 EH Hoplock A HE S AIRMER L o LEEEHI{ERERoplockEFRAY
B
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clusterl::> vserver lock show -instance -path /data2/data2 2/intro.pptx

Vserver: vsl
Volume: data2 2
Logical Interface: 1if2
Object Path: /data2/data2 2/intro.pptx
Lock UUID: fflcbf29-bfef-4d91-ae06-062bf69212c3
Lock Protocol: cifs
Lock Type: op-lock
Node Holding Lock State: node3
Lock State: granted
Bytelock Starting Offset: -
Number of Bytes Locked: -
Bytelock is Mandatory: -
Bytelock is Exclusive: -
Bytelock is Superlock: -
Bytelock is Soft: -
Oplock Level: batch
Shared Lock Access Mode: -
Shared Lock is Soft: -
Delegation Type: -
Client Address: 10.3.1.3
SMB Open Type: -
SMB Connect State: connected
SMB Expiration Time (Secs): -
SMB Open Group ID:
78a90c59d45ae211998100059a3c7a00a007£70da0£f8ffffcd445p0300000000

e
EIISMBHARFRUAE{FAoplocks

B A {ZAREASMBHEAE EMoplocks

FAHATE SMB ##0 qtree EEXAZ(EH oplock BYER <L

i B AR B B A ZE SMB1E Ak s

B AR UN (Al BB IR RV E A E ONTAP SMB falfikas

SHISMBEIARES SZIRBH AR B (GPO) ~ ER—EM%A TEHARREM) BYRA
Fimt Active DirectoryIRIZEHBIER o eI UFERGPOEFEIE B E—{EActive Dlrectory
iz = FFTAREFEEKSS (SVM) BIERTE o

7ESMB{AIONTAP fRr2s_EEYFAGPORF  #ELDAPE H{E:X E Active Directory{afkes - BEXREVSGPOER o tNRIE
AISMBTEIARZSEAGPOE S ~ Active DirectoryfAliR28 & & [o] F5IGPOE :
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* GPO 4718

* BAIFGPORRZ

* GPOEZEMIE

* GPO/RAIEEMUVIDEE (GRRM—#RINE)

1ERAE N
* THREARIZIMERTFEINZ R
* "SMBEINFSTEZELIZ 2 4B HE"

SR 1EHY ONTAP SMB GPO

AN IFFR A RVERAEIRA(E (GPO) #EANCIFSE Rz ERMEEE (SVM) ~ (BSVM
PRI LA s R bR BEARRARYGPOSE o

SVMBHRI%#& F7IGPO :
* EMREFERRRERERE
WMFFE - ERERRAER
IEEERZPRENRD (CAP) #BNEMAHE - 8FTIIRE !

° SRR

° {ZFEIZBINEM

° (EREIRRMEN

° FERATh R EM

@ MR=ERZERFEEA—EERE (ERRZMIIEMN - ERRKRMEN - BB
HANKREM) ONTAP - RIERIRFEZAIHANREH

{#FH%E Audit Central Access Policy Staging MIERE Advanced Audit Policy
Configuration/Audit Policies/Object Access GPO

@ EEFREMRTEIZRAEREGPORE « SN BTEERE LR TENCIFSEISVM LR ERZ °
WMEKRESVMLERTEREZ « IRAZERKRIEEGPORE ©

© BRHRRE
° RYFACIFSHISVMRYEEAR R Bl S R IR 5 I P PR
fEFAERE Registry GPO
° BHARR BB IR

fEFERE Registry GPO :
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* BEREASN
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" SRR
* (EREIARINEN
* ERARMES

» BAZRIhER L E Y FERE Audit logon events BIERRE Local Policies/Audit
Policy GPO !

@ WR=ZERZERFRERA—EERE (ERZMINEN « ERZRMEN - RETE
ZRIHANRREH) ONTAP ~ BIERIRFEZRINFLMEM -

* TR
EEZRZIHFEURE « B TYIRE ¢

" SRR
" (EREIXBINEMF
* ERRMES

» BAZRIhER L E Y FRERE Audit object access BIERRE Local Policies/Audit
Policy GPO !
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* EREHEXNBBRASRER\F « SFERF iR
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ERTE Event Log GPO :
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fEFERE Maximum security log size BYERE Event Log GPO :

@ EEFEREZERERIMEHIEGCPORE ~ KN BEEERELERENCIFSESVM LR
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fEFEERE File System GPO :
() SEHRAGZR PO EBTAAEERSYMH o
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' BARERS
IEEBNREERSHNRARFE (UDEAEN) -

fEFAERE Maximum tolerance for computer clock synchronization BIERTE Account
Policies/Kerberos Policy GPO !
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IEEERERRNRRSS (LUNFREN) -

{FFHERE Maximum lifetime for user ticket MIERTE Account Policies/Kerberos
Policy GPO
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IEEEREEREONRRSH (UXAEM) o

{FFHERE Maximum lifetime for user ticket renewal MIEEE Account
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© ERERRISTR (R
- BRI
te A RS AR R A TR FB B MIBHAE B 8 o

{HHRE Take ownership of files or other objects BRI Local Policies/User
Rights Assignment GPO

* LR

IEECERENEEE - BEEREMEEEERENER (HIMES - EXIZHMActive Directory
Yt I EXRITEIRIETR o

ERRE Manage auditing and security log MIERTE Local Policies/User Rights
Assignment GPO !

- @ERAER (RBRERE)
157 FIBE B S A SRR R E MBHER B « BMEEAEMBHER AR B S rIsER AR -
fERAELARRHERMER « 7 BERWERM BB EEA ° (EARE Bypass traverse

checking FYE&RE Local Policies/User Rights Assignment GPO :

- BHHE
- REEBRE

IEE R RANERALEZNSMBREE ©

{FH%E Microsoft network server: Digitally sign communications (always) BYE&
7€ Security Options GPO :

° [REIESR
fEEERERAERRSE « LEZ T =IEGPORE :
* EmIBEZEMEREE (SAM) 1RF

2 2458 TE AR E 12 AR LE E i fR4A BB IS E 2 4R o ILIEIE S RETRA no-enumeration 1£
ONTAP fr (lNREZXHR) o

{FH%E Network access: Do not allow anonymous enumeration of SAM accounts
BYEZTE Local Policies/Security Options GPO :

* RIIBSAMIRE R

ZE2 R E R RERST AFFSAMIRE L ANE RS o IHEIBEEITRA no-enuneration &
ONTAP Hf (MNREZHA) -

{FHRE Network access: Do not allow anonymous enumeration of SAM accounts

and shares MJEXJE Local Policies/Security Options GPO :
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fFFEERE Network access: Restrict anonymous access to Named Pipes and
Shares BYE&RE Local Policies/Security Options GPO :

BTREEENEERFARAERMENE - 8N Resultant restriction for
anonymous user [t HAIRE=(ERGIESR GPO REMNEREHIINERAZE N o FJRERVEERIR
w0

° no—-access

ELERAEREIFIEENHEANRELEE « B EFASAMIRA AN - IRHIREBEER
B HIRERERF Network access: Restrict anonymous access to Named Pipes and
Shares BRYA GPO o

° no—-enumeration

ERERERUFIIEENHANAREE « BEEEASAMIRAMEARITIE - MRS TIMIERE
- MEHIEERS :

" o Network access: Restrict anonymous access to Named Pipes and Shares

GPO BEf=H °

* @& Network access: Do not allow anonymous enumeration of SAM accounts 3§
Network access: Do not allow anonymous enumeration of SAM accounts and

shares BB GPO °
° no-restriction

ERERERE TEFIVE « AILUERYISIE - MRFE TIMEBES - B EEIETRRE

" o Network access: Restrict anonymous access to Named Pipes and Shares

GPO EfZH -

* WM& EBE Network access: Do not allow anonymous enumeration of SAM accounts
M Network access: Do not allow anonymous enumeration of SAM accounts and

shares GPO BfZH o
* ZPREAH

TR ERREHE - SR EERNENERAEERFHENMEEN - iR ERRNERXREE
B » CIFSERRSAHEHHN MRS EEE BBREATEERHERATERNMASHMAER
E o

fEFERE Restricted Groups GPO :
* ERERRARE
FEEERHFIREBE - £EPREFIRERABRANEFFIRAFRE « SRESVM L ZEEFRAFEVER -

e
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AR ISR ERR o

* SMB{aEIARES WA ZEEE E M N A Windows Active Directory481g; o

* SMBfAAREZ BIEAR R EAFIRL ©

* WA EGPOII ERE 83 SMBAIARESEAEMI 4 EIWindows Active Directory#H#E(ii (OU) o

* WBATESMBEARZS LEXFIGPOXIE ©

7 ONTAP SMB falfk23 _EEX == GPO X 1&

e UATECIFSRAREs LR A S EAEHEFERIMHE (GPO) HiE - MNRIGTECIFSAARSS L
EYFAGPOX#E « B EHERA| L ERMEAGPO (EREESCIFSHIR:BEYIHZ
MAEM (OU) WIRR]) ERZECIFSEARES ©

@ RINEERTI(E
HATECIFSAARSS LU TREHAERZLRUAGPO °

1. TR HP—IBHE -

MRIGEE... AABRD...
EYFAGPO vserver cifs group-policy modify

-vserver vserver name -status enabled

ZAGPO vserver cifs group-policy modify
-vserver vserver name -status disabled

2. FESR GPO BRI FREAIARAE | vserver cifs group-policy show -vserver
+vserver name
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TRBF AR PCIFSAARSIBHERRIMRRERER S FA) -

gl
THSEREIEEFERESE (SYM) VS1 ERAGPOXIE :

clusterl::> vserver cifs group-policy modify -vserver vsl -status enabled
clusterl::> vserver cifs group-policy show -vserver vsl

Vserver: vsl

Group Policy Status: enabled

e
TR THRBY GPO

GPO ByfAlAREs &K
T #RUN{EI7E SMB {afRes L EF# GPO
FHEH SMB FAR23 L8 GPO RE

HTARGPOHRERE

an{AI7E SMB fRfk23_ EE#T GPO

BRAZUN{RT S5 ¥ ONTAP SMB faliR28 LY GPO

IRIETEZZONTAP ~ 900 EHEN T ERAEERRMEG (GPO) B#E—R «- Z24RT
F16/)\EEHBIE—K o IREIEEONTAP EHGPOZ BT ERHBIGPORAIRE ~ A
BEEEEH  Eo]UIECIFSERES L {EHAONTAP flextorn S &2 FEhEHT o

* IREETER ~ FRENGPO @ REES07 B T —REEZM i ©
IR EFRRIERAE ~ MR E Refresh interval # Random offset GPO &&FE °
] &E:HActive Directory A EVSEEGPORIE Ml - ONTAPUN SR Active Directory 52 #tFIGPORRASSEEE =
g;CIFSTjﬂE%% ONTAP HIEHEERIE ERFTRYGPO © U1RARASSEASHERE ~ BICIFSAARES LAIGPOREE

%I

HE
K

EGPOE16/ N\ EHEEIE— o

W}

.
YAl 22

e

F"r

SLGPORTEEE « HAIS 16/ SHEIEAR2EREGPO ° ONTAP
@ EAIONTAP Kishy 16/ S TRRR B AT o R Windows B BNTERRE -

* FrBHIGPOERE] LUEFAONTAP flexflexfcommand FEhEE T o

AO

I Er 2 1E# Windows gpupdate . exe " /force
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HERIEE
FEEH SMB fEARE LM GPO BE
FE)FH ONTAP SMB (AR5 Y GPO = E

IR AAE T AN EHCIFSAIRS FABHERAME (GPO) BT « AT HEMIELR
o MRAEHEBNRE - RERAEHAAARE « IEAERENREENRE -

1. YITEENTE

NRCREER... BARL...
HBEGPOKRE vserver cifs group-policy update

-vserver vserver name

FrEGPOE vserver cifs group-policy update
-vserver vserver name -force-reapply
-all-settings true

HERAE N
T #RUN{EI7E SMB {aiRes L EF# GPO

Z8;" ONTAP SMB GPO #HRERIERAE
R a] LARERActive Directory P EZRVEHAIR R4 (GPO) #BREESN ~ UKRFERARCIFS
ARESHIGPOZEREE N -

BAREIETIE
BRI URERCIFSTRIAR23 PR B A8isiActive Directory F EZHIFTBEGPOMAAEEH « HRETREMRZECIFSHARSS
Z GPOAHRERIAERAE A ©

1. YT Y EPh—IEEF - LIEETRERIGPOHREE !

MR ERETPTA R ARRARNERREN... BAMT...
1EActive Directory7E & vserver cifs group-policy show-defined

-vVserver vserver name

ERZECIFSEI#FELEKIS (SVM) vserver cifs group-policy show-applied

—vserver vserver name

Ll
T5IEEREERIEActive Directory R EZRHIGPOARRE « HARCIFSEYARISVMETBAVS1ER !
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clusterl::> vserver cifs group-policy show-defined -vserver vsl

Vserver: vsl
GPO Name: Default Domain Policy
Level: Domain
Status: enabled
Advanced Audit Settings:
Object Access:
Central Access Policy Staging: failure
Registry Settings:
Refresh Time Interval: 22
Refresh Random Offset: 8
Hash Publication Mode for BranchCache: per-share
Hash Version Support for BranchCache : versionl
Security Settings:
Event Audit and Event Log:
Audit Logon Events: none
Audit Object Access: success
Log Retention Method: overwrite-as-needed
Max Log Size: 16384
File Security:
/voll/home
/voll/dirl
Kerberos:
Max Clock Skew: 5
Max Ticket Age: 10
Max Renew Age: 7
Privilege Rights:
Take Ownership: usrl, usr?2
Security Privilege: usrl, usr2
Change Notify: usrl, usr2
Registry Values:
Signing Required: false
Restrict Anonymous:

No enumeration of SAM accounts: true

No enumeration of SAM accounts and shares: false
Restrict anonymous access to shares and named pipes:

Combined restriction for anonymous user: no-access

Restricted Groups:

gprl

gpr2
Central Access Policy Settings:

Policies: capl
cap?
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GPO Name: Resultant Set of Policy

Status: enabled
Advanced Audit Settings:

Object Access:

Central Access Policy Staging:

Registry Settings:

Refresh Time Interval: 22

Refresh Random Offset: 8

Hash Publication for Mode BranchCache:
Hash Version Support for BranchCache:

Security Settings:
Event Audit and Event Log:
Audit Logon Events: none
Audit Object Access:
Log Retention Method:

16384

success

Max Log Size:
File Security:

/voll/home

/voll/dirl
Kerberos:

Max Clock Skew: 5

Max Ticket Age: 10

Max Renew Age: 7
Privilege Rights:
usr?2

Take Ownership: usrl,

Security Privilege: usrl, usr2

Change Notify: usrl, usr2
Registry Values:
Signing Required: false

Restrict Anonymous:

No enumeration of SAM accounts:

No enumeration of SAM accounts

Restrict anonymous access to shares and named pipes:

Combined restriction for anonymous user:

Restricted Groups:

gprl
gpr2
Central Access Policy Settings:
Policies: capl
cap?2

om

T5EHETRERZCIFSEISVM VS1HGPOAREE :

clusterl::> vserver cifs group-policy show-applied -vserver

failure

per-share

versionl

overwrite—-as—-needed

true

and shares: false

no—access

vsl

true
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Vserver: vsl
GPO Name: Default Domain Policy
Level: Domain
Status: enabled
Advanced Audit Settings:
Object Access:
Central Access Policy Staging: failure
Registry Settings:
Refresh Time Interval: 22
Refresh Random Offset: 8
Hash Publication Mode for BranchCache: per-share
Hash Version Support for BranchCache: all-versions
Security Settings:
Event Audit and Event Log:
Audit Logon Events: none
Audit Object Access: success
Log Retention Method: overwrite-as-needed
Max Log Size: 16384
File Security:
/voll/home
/voll/dirl
Kerberos:
Max Clock Skew: 5
Max Ticket Age: 10
Max Renew Age: 7
Privilege Rights:
Take Ownership: usrl, usr2
Security Privilege: usrl, usr2
Change Notify: usrl, usr2
Registry Values:
Signing Required: false
Restrict Anonymous:
No enumeration of SAM accounts: true

No enumeration of SAM accounts and shares: false

Restrict anonymous access to shares and named pipes:

Combined restriction for anonymous user: no-access
Restricted Groups:
gprl

gpr2
Central Access Policy Settings:

Policies: capl
cap?2

GPO Name: Resultant Set of Policy
Level: RSOP
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Advanced Audit Settings:
Object Access:
Central Access Policy Staging: failure
Registry Settings:
Refresh Time Interval: 22
Refresh Random Offset: 8

Hash Publication Mode for BranchCache: per-share

Hash Version Support for BranchCache: all-versions

Security Settings:
Event Audit and Event Log:
Audit Logon Events: none
Audit Object Access: success

Log Retention Method: overwrite-as-needed

Max Log Size: 16384
File Security:

/voll/home

/voll/dirl
Kerberos:

Max Clock Skew: 5

Max Ticket Age: 10

Max Renew Age: 7
Privilege Rights:

Take Ownership: usrl, usr?2

Security Privilege: usrl, usr2

Change Notify: usrl, usr2
Registry Values:

Signing Required: false
Restrict Anonymous:

No enumeration of SAM accounts: true

No enumeration of SAM accounts and shares: false

Restrict anonymous access to shares and named pipes:

Combined restriction for anonymous user:

Restricted Groups:
gprl

gpr2
Central Access Policy Settings:

Policies: capl
cap?

FERAE R
EfRAkEs LRXFAA S A GPO 4%

28" ONTAP SMB ZfREf4H GPO FVHERAE

no—access

true

o] L BB/ RActive Directory R E&AEHARAIYIMYE (GPO) HERZECIFSERZSHIZREE
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HHEFHRE
RERIBIAT 1

&A% ~ GRS TYER

* BFEIRAATE
* BHERARRZ
* B

EEEHERBIBIREE R o FIRERVEIERLE

° Local £ ONTAP HIs%E E¥4H R Al B

° Site TEMBIIERIILAYIA & FE AR R ERF4B/RBRT

° Domain E&FARBIZEMISHERIILRIHEIEE AR 5% E B
° OrganizationalUnit EEFARBITEMEIEHLAVEMEN (OU) BRLERER
° RSOP #HEHTEBREREHRFIERZFIARERAMERRIIE

* XIREHERTE

* BRNRIREBHEE T BN Z REHENEAEMEHE

* FMEZREFARRVEHARBEE
B4R TR UL R PRSI BHAE LN BB AL B ©

1. T T EP—IBSE « BERFIA R REFEGPORERIE ¢

MR EERETFE ZIREFAEGPORAERAE . ..
7£Active DirectoryfE S

ERZECIFSaAR:3

&)

BWASL...

vserver cifs group-policy restricted-
group show-defined -vserver
vserver name

vserver cifs group-policy restricted-
group show-applied -vserver
vserver name

T3 SEHIFETREActive Directory48isi R E RRIZ REFAHGPOMERIE « HRCIFSEUARISVMATBRVS1 BN Z

4aig, -
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clusterl::> vserver cifs group-policy restricted-group show-defined

-vserver vsl

Vserver: vsl

Group Policy Name:
Version:

Link:

Group Name:
Members:

MemberOf:

Group Policy Name:

gpol
16

OrganizationalUnit
groupl

userl
EXAMPLE\group9

Resultant Set of Policy

Version: O
Link: RSOP
Group Name: groupl
Members: userl
MemberOf: EXAMPLE\group9
T3 EHIEERERZECIFSEISVM VS12Z ZIREFAAGPORIMERAE ¢

clusterl::> vserver cifs group-policy restricted-group show-applied

-vserver vsl

Group Policy Name:
Version:

Link:

Group Name:
Members:

MemberOf:

Group Policy Name:
Version:

Link:

Group Name:
Members:

MemberOf :

e
BT ARGPOHRERIE

gpol
16

OrganizationalUnit
groupl

userl
EXAMPLE\group9

Resultant Set of Policy
0

RSOP

groupl

userl

EXAMPLE\group9
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BB ONTAP SMB 1 R77EURHIRIAERI & A

e L BB RActive Directory P E &I RFEVRBISFHAE S o St n] UBE RSB EFHRA
Yt (GPO) ERZECIFS{aliR2s8IPREFEUREIHRAE o
RAMREETLE
K88 « GEETR FYE -
* SVM% 78

* RREFERAIRSTE
» SID

* e

=V
R ERESTS
* BERAY

()  IfeEmstrmCIFSARSTRET « BATMFZEGPO -

1. YT THEA—IREF « UERAAPRERRANER !

MRECREBRE A EREFEURAIVERE... BAL...
1EActive Directory7E & vserver cifs group-policy central-

access-policy show-defined -vserver
vserver name

ERZECIFS{aiR:S vserver cifs group-policy central-
access-policy show-applied -vserver
vserver name

gl
THIERIEERActive Directory FERRIFTAERFIURAIEN !
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clusterl::> vserver cifs group-policy central-access-policy show-defined

Vserver Name SID
vsl pl S-1-17-3386172923-1132988875-3044489393-
3993546205

Description: policy #1
Creation Time: Tue Oct 22 09:34:13 2013
Modification Time: Wed Oct 23 08:59:15 2013
Member Rules: rl

vsl P2 S-1-17-1885229282-1100162114-134354072~-
822349040
Description: policy #2
Creation Time: Tue Oct 22 10:28:20 2013
Modification Time: Thu Oct 31 10:25:32 2013
Member Rules: rl
r2

TIEHETERERE LAFERKS (SYM) BFMEEFERRRIEN !

clusterl::> vserver cifs group-policy central-access-policy show-applied

Vserver Name SID
vsl pl S-1-17-3386172923-1132988875-3044489393~
3993546205

Description: policy #1
Creation Time: Tue Oct 22 09:34:13 2013
Modification Time: Wed Oct 23 08:59:15 2013
Member Rules: rl

vsl P2 S-1-17-1885229282-1100162114-134354072-
822349040
Description: policy #2
Creation Time: Tue Oct 22 10:28:20 2013
Modification Time: Thu Oct 31 10:25:32 2013
Member Rules: rl
r2

1ERAER
* THRARSBVEREFNZ 2
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* BT ARGPOAHRERIE
* BT AREREFIRRIRAENR

BB ONTAP SMB R 77ER AR A RYAERAE

{ERTLABET B2 Active Directory e e 20 o 5 77 BN R B HE R A0 h s 7 BUR AR ¥4
o EHALUBBENZRRAIGPO (BHARAMMG)  BEMECIFSERRNhRE
ERAFRAIMERIE A ©
RAREIEIIE
TR BN EE R R EERZEPFIRRBRAINFMEEN © KRR « R & ¢

* Vserverfa#&

* RREFERAINATE

* e

© BIURE

* {EchEFfE

* BAIER

* EEAOHER

* BRER

MRCERTEEFEFIRABENFAEEFERRR WAGL...

RAEH...

1EActive DirectoryHE & vserver cifs group-policy central-
access-rule show-defined -vserver
vserver name

EHZECIFS{aiR2s vserver cifs group-policy central-
access-rule show-applied -vserver
vserver name

#11

THIERIEERActive Directory FIE £ 2 FRFIRRIERIBVFRIA R REFIVRRIRAENR :
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clusterl::> vserver cifs group-policy central-access-rule show-defined

Vserver Name
vsl rl
Description:

Creation Time:
Modification Time:
Current Permissions:

Proposed Permissions:

vsl r2

Description:
Creation Time:
Modification Time:
Current Permissions:

Proposed Permissions:

rule #1

Tue Oct 22 09:33:48 2013

Tue Oct 22 09:33:48 2013
O:SYG:SYD:AR(A;;FA;; ;WD)

O0:SYG:SYD: (A;;FA;;;OW) (A;;FA;;;BA) (A;;FA;;;SY)

rule #2

Tue Oct 22 10:27:57 2013

Tue Oct 22 10:27:57 2013
O:3YG:SYD:AR(A; ;FA;; ;WD)

O:SYG:SYD: (A;;FA;;;OW) (A;;FA;;;BA) (A;;FA;;;SY)

TrSEHEREERERE HEFERKE (SYM) NEDEFEURAEMNFIAERFIREIRAIEN

clusterl::> vserver cifs group-policy central-access-rule show-applied

Vserver Name
vsl rl
Description:

Creation Time:
Modification Time:
Current Permissions:

Proposed Permissions:

vsl r2

Description:
Creation Time:
Modification Time:
Current Permissions:

Proposed Permissions:

e
* THREARSVIERTFNZ 2
* BB RAGPOHRRRIE
* BT AREREFIRRIBENR

rule #1

Tue Oct 22 09:33:48 2013

Tue Oct 22 09:33:48 2013
O:SYG:SYD:AR(A; ;FA;; ;WD)

O:SYG:SYD: (A; ;FA;;;OW) (A;;FA;;;BA) (A;;FA;;;SY)

rule #2

Tue Oct 22 10:27:57 2013

Tue Oct 22 10:27:57 2013
O0:SYG:SYD:AR(A; ;FA;; ;WD)

0:SYG:SYD: (A;;FA;;;OW) (A;;FA;;;BA) (A;;FA;;;SY)
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AnEE SMB fAlikes Ehsik 5 ZH5HY ONTAP 85 <

TREHELE - ERKMERAEN - LURREBBEMIHERIG S © SR LITE SMB &
Ares LR EHHZ « UBENEMHHE -

Z ONTAP B AD [RFEEL S > (EEEHIHIRAZNE  vserver cifs domain password change

& ONTAP REL AD RFEELH » (FERPIHRA IS vserver cifs domain password reset

% ESMBfAfR2s A BB B BIKSIR 5 251G vserver cifs domain password schedule

modify -vserver vserver name -is
-schedule-enabled true

ZHASMBfRIARES LAY BB EMIRA ZIEEE vserver cifs domain password schedule

modify -vserver vsl -is-schedule
-enabled false

WM< 2EZERONTAP E#4H vserver cifs domain password &ifl > s3] o

AR SR EE AR

25~ ONTAP SMB #Z=1alAR23AVERE 1
Ra] L RERCIFS{aE RS _HF =T MLDAPE AR ES AN A8isi 124 2 4B B

1. EERENHEIRRINVERESERANEN « SBBA TGS | vserver cifs domain discovered-

servers show

Ll
T3 EHIFERSVM VSRR RIHFIARES -
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clusterl::> vserver cifs domain discovered-servers show

Node: nodel

Vserver: vsl

Domain Name Type Preference DC-Name DC-Address Status

example.com MS-LDAP adequate DC-1 1.1.3.4 OK

example.com MS-LDAP adequate DC-2 1.1.3.5 OK

example.com MS-DC adequate DC-1 1.1.3.4 OK

example.com MS-DC adequate DC-2 1.1.3.5 OK
HERAEN

* ERTERRRMERES
* (FLESRRENEIARES

B REHIEZE ONTAP SMB {@ik2s

BERMEMRECIFSAARES LAIEMRES « AJ:ECIFSAARES 15 FE A FLDAPE ARZS A 481E 1=
HIZRNEFEN - TREARSBENZE « CIFSARSBREEIEVS S LI MERSBHE A
Bifl - EEENARSRRAEEOEE - WINERER -

A A . . . .
1-$w)\7¢§”m:7'. vserver cifs domain discovered-servers reset-servers -vserver
vserver name

2. AT EMFERTNEMRESIERAESN ¢ vserver cifs domain discovered-servers show
-vserver vserver name

gl
THSEH R ERKREFRRFEFERESE (SYM ~ FLa1iERVserver) VS1BIEARES -
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clusterl::> vserver cifs domain discovered-servers reset-servers -vserver

vsl

clusterl::> vserver cifs domain discovered-servers show

Node: nodel

Vserver: vsl

Domain Name Type Preference DC-Name DC-Address Status

example.com MS-LDAP adequate DC-1 1.1.3.4 OK

example.com MS-LDAP adequate DC-2 1.1.3.5 OK

example.com MS-DC adequate DC-1 1.1.3.4 OK

example.com MS-DC adequate DC-2 1.1.3.5 OK
HERAE R

,,,, BRI AR AR
. (=1 SR EREFEIARSS
E1E ONTAP SMB #8igiZ4| b iEz

TEONTAP IAREEEHT9.35%A ~ (KAl UECURRABIIZHIZE (DC) AVFARAZFE o WIUME—2R »
ERLBERS SR RSB FRFTE UL RIFRIDCEIRM T ~ ETIRANEE  InfRIRIRMIE ©

RIRERI(E

RIETER - BIGRRIEFGRREAEAARNDC « SFEAIERRIDC « AMEULSPRIFAAEDC « UKRFIERIR
DC ° lttﬁﬂ‘ﬁ“ﬁﬂ FEEERERRILE « UAEREREPEFRHEARE - MREELREZEAMIDCERN « HEE
IEDCA BB EEAFI ~ SR ERRTS X o

7£ ONTAP 9.3 KEHhRAF discovery-mode BIB# cifs domain discovered-servers fn< AlE[KEE
I TFHIEAR—ERREEE !

* REREEPBIFFAEDC -
* QERRAHIEEFRHIDC -

o default-site SMB fAIRZZIBH A EEAFERAILEBE RIS KA SMRFEPIL SR ER o
* REITRIBREIEZ ~ SMBfRIBRESAEREEEURNRIFHIDC ©
EEFEAIER « S BELEZRSMBEARESIIERDC ©

ez Al
AR PSR FE 4R -
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= o 3 . . . . . .
1. I5EFRERYIRZEEIE | vserver cifs domain discovered-servers discovery-mode modify
-vserver vserver name -mode {all|site|none}

HY3EIE mode 28 !
°all
BZRFIARAMDC (F8%) ©
° site
RHDCHRZRRHIELHIES L o
° none

EEARIFHIDC » MAMITRE °

L {RETFHY ONTAP SMB A8igiiZE ik

FEDNS BENIFZ=40IE 12423 c ONTAPEE ~ RA] LU —(A S Z{E 4812 E 28518 F45E
A8 PR AR IS 2R B ES o

B ERIIF
RIEEREBERRBIEGSR R EEERET I SEHRARESH -

1. BEMMEERIFIMAITIEGILEE « SFRA TGS ¢

vserver cifs domain preferred-dc add -vserver vserver name -domain domain name
-preferred-dc IP_ address, ..t

-vserver vserver name ISEEAZERI4LE (SVM) %&f8 o
~domain domain_ name ¥STEHERENBIRIEH AP 2 #15AI5EE Active Directory 478 °

-preferred-dc IP address® ... KEFREIERF » {5 8 AMEBHERIIEN—ZE IP {irik » MUK
DIRIBER BT

gl

TGS g4Iz E]28172.17.102.25F0172.17.102.24 518 = SVM VS1_EHISMBEI AR 2 AR &
IHcifs.lab.example.com#8IiH SN SR ZEX BV 1B AR IEHIB A EE

clusterl::> vserver cifs domain preferred-dc add -vserver vsl -domain
cifs.lab.example.com -preferred-dc 172.17.102.25,172.17.102.24

HERIEN
EIREREIEIERIZRRE <
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B EIERFHN SMB 4FiE4|ikaY ONTAP %
CEEMERARIE « BRABIRIEBAITZERZSRNGS ©

MREREE. .. GRS,

TSR 16 FA BV AR 2R 28 vserver cifs domain preferred-dc add
FEN B FIRYAB T3S vserver cifs domain preferred-dc show
TBPRIE AVARIT T3S vserver cifs domain preferred-dc remove

WM5S 2 EERIONTAP "E$40 "vserver cifs domain preferred-dc Bzl » G528 o
R

Hrig 8 R AR I 25

EXFHEL ONTAP SMB #3igy 12 Hillub U N 25 4R

EONTAP IhEEZRO.8FHYA ~ BRI LUEE BN A IS 2R AVEAR ©

RIRER I

ONTAP EEMEZMIITEHILE (DC) @5l —encryption-required-for-dc-connection BB ES
true ; TARR{EA false ° RTEILEIBR « R BSMb3FHIHE G AR ONTAP-DCELR ~ [EA RABESMb37 218

[l
2N
28 o

SEENMZH DC @ - -smb2-enabled-for-dc-connections EIEZHHZEE « KA ONTAP R&355W
SMB3 Z48 o IR DCASZHESMBIFNNE « ONTAP B £ B 7 E4R o

1. B8 DC BIINZE4EE ¢ vserver cifs security modify -vserver svm name -encryption
-required-for-dc-connection true

FEAnull TERSERR1FENIEKerberosiz iz AV 17 %

fEF3 ONTAP SMB null T{EFEELZR1ZENIE Kerberos IRIGFHRY#TF R B

nul TYEPEERZEN AT IR E R (BN ERAER) BUHERR « RIS R TEHITHY
BARIRERFEHIREIR - ERPIRIEFER 124 {REGFEERERER - Mg 4nul TE
FEEES o null CYERSERZRRE B A IEKerberosBRsE Mak st ©

A% ONTAP SMB f#F RN IR Null TIEFEETFEX

BNl e AR EEE « FLEEnul TIEREREINN B RGBT HEER AL
HREEIP{L o
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RIETERR  REFENINUITIEREER A P ik B AR EUEELEONTAP THEE R 2RI RRARTS « FIUNHERBTIE « BE
REPRE ~ EEEFNERRERAEH o

ONTAP & AEEIERY Windows RestrictAnonymous B &t EH -restrict-anonymous °
@ B AR IR B EMnIER SRR NERRRERNREE i ~ T LUSAHASIETTF

BIPCSHAE (BEpmLEEHLRAE) o RABM vserver cifs options modify &

‘vserver cifs options show ‘—restrict-anonymous’ FHYEIE"15S 2 E ERIONTAP"

FRIESERE - BRIBITAKEEREFIA P IREBENI TR ERTFIEETRA - RRTZIRFIBAENK
Bl NeefE@M A - EERFIHFIERFRMAERNINUITIEFEREFR « ErIseREE I —ERAnUI T
PEER A P IRFRERIEHAE ; BILILEHARRCIRFIRERAEN « LREEBInul TIFERARIRNRERAE
IRIEMR ©

ONTAP TEHZ ¥ FERE L vserver name-mapping B8R ERIIEEREFEER null (FHE TIEEERFEHER

HERNBBRLR IP it o ZnulfEABBREIEEZ % « S UHEEERR I TN EERAE RNER
FERR ~ IEEFEPRE o nufERBWHAIABREA o nufEREREAFEEREBEE o

B EIPAIFEREFERAIMEFINUIERE « BERIRTHENEREER - A5 SBENTERRTEH « UL
FEREERENIEREHENREERR - ARERARE  AREFARIAMERE]IFERER#ERART

VAR P imiREIR L AIAEER £ ~ LUBSRIPt THEREE) RURITAEM o

HERAEER

REEAFERENFEPRS

25 null EFH&77EX ONTAP SMB &R AL FRIRER

TAI LRk —EEF A Hnull TIEREER B P im(E R ~ MECEnull TYERSER A P imBYIPMIL ~ 1L
EMIEERFRAASTEAITEERFNENNABRIRFE « ZBILAFF Ul TIEFREERA
FinFE#EFRAEER

1. M vserver name-mapping create 88% i null (FEEEHEEEABEMA Windows FHE » Ml
1P MR ©
THELERFnuERESREERE AN EHBTBgoogle.comfusert -

vserver name-mapping create -direction win-unix -position 1 -pattern
"ANONYMOUS LOGON" -replacement userl - hostname google.com

Ty ERnulFEREEHEEREREMIPIIL10.238.2.54/32 user1 :

vserver name-mapping create -direction win-unix -position 2 -pattern
"ANONYMOUS LOGON" -replacement userl -address 10.238.2.54/32

2. fM vserver name-mapping show ML BHENG S °
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vserver name-mapping show

Vserver: vsl
Direction: win-unix
Position Hostname IP Address/Mask

1 = 10.72.40.83/32 Pattern: anonymous logon
Replacement: userl

3. fFH vserver cifs options modify -win-name-for-null-user S Windows i 2 B&IEK
% null fEARE o

HEEEIREEAR RAnERER BB BHERER o

vserver cifs options modify -win-name-for-null-user userl

4. fFF vserver cifs options show FARAHERR null fEFE B Windows {FFE& o EH4H 2 M EM < ©

vserver cifs options show
Vserver :vsl

Map Null User to Windows User of Group: userl

EIESMBTrIR23HYNetBios k%

BEAZUN{AI EIE ONTAP SMB {afR2SEY NetBios 714

NetBios4% 2SMBRIARES (L L8 « SMBE R {EEL4FESMBREIARSSEEA o 21X
B E iR ZE ARV E R E S FISMBEARES « 1 FHESMBAARES I ERIATEZRARESIZ
TEEF SR ESMB1aEfR2SAINetBiosHIZIRE R °

@A) UATE 32 7 SMBfAI AR 23 FF el 2 7 SMBfRIAR 28 2 B AYE(AIRS R ~ 35 —{ENetBioshl % /BE o ERIUBERIEEE
HRFTIEETEFRNetBiosh % © ERILAfEANetBiosh! %5 B R R ER ESMBAARES °

e
FTA R TCPELR_EBINetBiosH 3l

1% NetBios Fl|#/BEHTIZE ONTAP SMB fAlfR2s

MRIEFHEZSMBA R iR(ER L EREISMBEIARES ~ ERILIEIL—{7NetBiosh BFE
5 2f¥NetBiosH!| & HiE ZIIRA KINetBioshl| &5 E o
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REFNEIET(E
* NetBiosh| B RERZ A A15EF T ©

s BB Z A UTESMBAARRS LR E2001ENetBioshl& °
* RAFERTYZERT

@#* O =+[]]5 " >~<>\/?

S ER
1. $Fi% NetBIOS B4 :

vserver cifs add-netbios-aliases -vserver vserver name -netbios-aliases
NetBIOS alias,..

vserver cifs add-netbios-aliases -vserver vsl -netbios-aliases
alias 1,alias_2,alias 3

o B LUE R LEE SR D PRAYE B 2R 15 € — T 2 {EINetBioshl % ©
° }5EMINetBiosH |2 B FIE FIRG5EE -
° NRBEBRIZTR - BIZEIFAINetBiosh&BE ©

2. BB IERERTIE NetBIOS 5%  vserver cifs show -vserver vserver name -display
-netbios-aliases

vserver cifs show -vserver vsl -display-netbios-aliases

Vserver: vsl

Server Name: CIFS SERVER
NetBIOS Aliases: ALIAS 1, ALIAS 2, ALIAS 3

HEREE R
* 1t SMB {AlAR235 E FMIBR NetBIOS Bl
* BB SMB {aElfR23HY NetBIOS Rl 5%

%t ONTAP SMB {alfR23/EE H#%F% NetBIOS 5%

MR REECIFSARRIEENeBiosH2 « AL EERBIRELNetBiosHI o fEih
BT B E RS IRF A EINetBios B4 ©

FAREETE

o] LUE B LUE SR D PRI R E KB P2 ENetBiosH% o R LUEBISERZI: CIFS AlhRk23 LBYFAE NetBIOS
A% - MAHRME -netbios-aliases B8 o

1. MIT T EHP—IESE :
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MRICEBR. .. BWA...

BERRISENetBiosHl% vserver cifs remove-netbios-aliases
-vserver _vserver name -netbios
-aliases NetBIOS alias ,...

JEEPHYERANetBios 3% vserver cifs remove-netbios-aliases
-vserver vserver name -netbios-aliases

vserver cifs remove-netbios-aliases -vserver vsl -netbios-aliases alias 1

2. FEEREBPRIEER NetBIOS A% : vserver cifs show -vserver vserver name -display
-netbios-aliases

vserver cifs show -vserver vsl -display-netbios-aliases

Vserver: vsl

Server Name: CIFS SERVER
NetBIOS Aliases: ALIAS 2, ALIAS 3

28~ ONTAP SMB {alik238Y NetBios 5|45 &

R L BB RNetBiosh &R & » BICAAEHIErSMBA F in ] @R ECIFSRAR AV BB E
s« EIRBERER ©

1. $14T T 5 ELh—TEBHIE |

MREHERTAR.. . NEH BwA...
CIFS{alAR23HINetBios % vserver cifs show -display-netbios
-aliases

SHAACIFS{EAREs B sTAY—EB 3 ENetBiosHl B E vserver cifs show -instance

T5| & 5IFERCIFSRARZSAINetBios ) % AHRAE M -

vserver cifs show -display-netbios-aliases
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Vserver: vsl

Server Name: CIFS SERVER
NetBIOS Aliases: ALIAS 1, ALIAS 2, ALIAS 3

TH B HI R REFMACIF SRS E I —EB 2 ENetBiosh! %G E -

vserver cifs show -instance

Vserver: vsl
CIFS Server NetBIOS Name: CIFS SERVER
NetBIOS Domain/Workgroup Name: EXAMPLE
Fully Qualified Domain Name: EXAMPLE.COM
Default Site Used by LIFs Without Site Membership:
Authentication Style: domain
CIFS Server Administrative Status: up
CIFS Server Description:
List of NetBIOS Aliases: ALIAS 1, ALIAS 2,
ALIAS 3

MN5S2ZEFEONTAP "E¥4A “vserver cifs show Bl » :52E]

HERAE
* AfEARESHTIE NetBIOS Bl&%IR
© BIEMEMRESSNG S

¥ ONTAP SMB AR imE S {F A NetBIOS B4 ELR

e FERSMB A P ine S EFNetBios 5l B E1TELR ~ MR E ~ BZERHHMENetBiosH!
LETEL - EEREHHRESEERERR -

RNERIE

S BEH —1nstance QETI’\-E,-Ei SMB E4FEREAEEEY NetBIOS B4 (QD%E) B2% - tNRFEA CIFS FERESH
Ty IP (NI SMB 4% ~ B ZE#HH NetBIOS Name HBiI% - (GEFIE) o

1. SITFRERRIEN(E -

RGBT FFIEEAINetBiosEH ... BWA...

SMB #E43 vserver cifs session show -instance
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BWA...

vserver cifs session show -instance

NRICERBET FFIEEINetBiosEH ...
fFRTEEHINetBiosH & BIELR

-netbios-name netbios name

THISEHIFETER TIEMREZID 123 SMBEARFTARINetBiosh R EH !

vserver cifs session show -session-id 1 -instance

Node: nodel
Vserver: vsl
Session ID: 1
Connection ID: 127834
Incoming Data LIF IP Address: 10.1.1.25
Workstation: 10.2.2.50
Authentication Mechanism: NTLMv2
Windows User: EXAMPLE\userl
UNIX User: userl
Open Shares: 2
Open Files: 2
Open Other: 0
Connected Time: 1d 1h 10m 5s
Idle Time: 22s
Protocol Version: SMB3
Continuously Available: No
Is Session Signed: true

User Authenticated as:
NetBIOS Name:
SMB Encryption Status:

domain-user
ALIAS1
Unencrypted

BIEXESMBEARZE I

{Z1E 5B E) ONTAP SMB falAkR2s

TR LS LESVM_ERICIFSfAIRRES ~ BEERAEEEZZBSMBHRAFEERE « THITI(F
FRAR o KA UEXENCIF SfRIARAZ R EFEIBISMBTFE © {FLECIFSEIARES 2 & ~ I&t0A]
DUERHE ERIEES (SVM) LERSFREEE o

1. MIT TR EHP—IBHE :
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MRICEE BWAMBL...

{E1ECIFS{EARES ‘vserver cifs stop -vserver vserver_name [-

foreground {true

false}]’ EYENCIFS{AlBRES

‘vserver cifs start -vserver vserver_name |- false}]’
foreground {true

-foreground IEEM L EERRIH RIUT - MREKRBALLSH « AIERERS true > BLORERME

BT ©
2. {FEFEREE CIFS [ARES EBIBRAER T IERE vserver cifs show 88% ©

]
TH &GS EESVM VS1_EERENCIFSTEARSS .

clusterl::> vserver cifs start -vserver vsl
clusterl::> vserver cifs show -vserver vsl

Vserver: vsl
CIFS Server NetBIOS Name: VS1
NetBIOS Domain/Workgroup Name: DOMAIN
Fully Qualified Domain Name: DOMAIN.LOCAL
Default Site Used by LIFs Without Site Membership:
Authentication Style: domain
CIFS Server Administrative Status: up

e
* BTARREIN AR ERAE
* ERMERRRAERS

% ONTAP SMB {alik2s =R ER OU

FRIEISHEEARAIOU ~ BRICIFSARRESSRIIIZF GERERAFEEATERNEMEN (OU

) CN=%Ef o fErIIUATER E?QH%CIFSHHE%%@:THE’JOU o

1. #£WindowsfalAR2S L  BAEY ™ Active DirectoryEFE LTS~ KSR o

2. ¥ BT ERILES (SVM) MActive Directory#ff o
3. Yt LR—TREAE « ABEIBH o
4. EEVEEBSVME I RAEAI0oU
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mR
SVMIH E TR ETEEIBIOUH o

7£#8) ONTAP SMB fAlfR2s Z Fil ° sRITIECAENRE DNS 4815

WNRICAEE Active DirectoryZ & U DNS{EIAR23 T3 SMBRIAR 2512 E H {4855 ~ ZEDNSH
BIRE T ERSMBRIARZIAIDNSER E% ~ BB EREEEERESS (SVM) ERISIEEDNS
(DDNS) ~ ZAAE#ENSMBRIARSS

FIsEZ Al

WBETESVM_EIEEADNS S EARTS ~ A REfEFADNSASE, - HE &8 3 SMBEIAR2S BANIR B 2 #rAist AV AR TS (1L
Btk o MMREFEANEZZRIDDNS ~ B4 B{ERActive DirectoryZ &HIDNSH #8{ElARES ©

RIRER I

EEZADDNS (MIRESVMLRE) € EIHRFERILIFRIDNSEEERFIE A « BRIGHIHAIDNSEHRIEEE
WRYSDNS AR MR © S BFEMIER o

AEERESMBRIARER Z AISTADDNSIERL « 5526 T7IEE !

"SR E BREDNSARTS"

# ONTAP SMB SVM /il A Active Directory #8333

eI LUE B8 ~ i {AFERE2S (SVM ) A Active Directory 4813 ~ mEEMIER
IR ER) SMB faAlfiRes vserver cifs modify i< ° KR EHFINA BAIEVAEE ~ 30
AFTEOAELE o

R Z Al
* SVMZEE BDNSARRE ©
* SVMHYDNS#REEAZERESN 2 B IZ4EIRIRHARTS o
DNS{RIAR 23X E B ZAWHLDAPFIAYH 5 23 MR M ARFES (L ECEE (SRV),
RAREIE T
* CIFS ARSI BIEARAE LB A down * A AEAEAE Active Directory 4BIE{EEX o
* MEGLHINTR > BEREZTEHRES up ° M52 EERIONTAP B up Bl » FAZH
* DNAAEIEES - i< A RE R B LD IENIRFE A AESERL ©

1. % SVM DA CIFS fElfR2348is . vserver cifs modify -vserver vserver name -domain
domain name -status-admin down

M"t5S SEERIONTAP " E:£40 "vserver cifs modify B3l » 2R - MRIEEEEHRTHATIHL DNS »
BT EABEAR vserver dns modify "{ES 2 ZEEKIONTAP" ©

HE7 SMB fAR2ZREIL Active Directory H231RP ~ A HIRHAH B SIHERH Windows 1RF &HiBZE
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S~ LUEREBEFIEE ou= example ou FHIRSF example.com #BiF o

{LONTAP IHEESEH19. 7R84 ~ AD"‘EEE_JLHIET#Keytabﬁ‘*EI’JURI « VEAIR R WindowsiR B 2 8N 2308
MBS E - BEULE URI BF ~ BREENA -keytab-uri 2% vserver cifs i< ©

2. HEs® CIFS fAlARESNIFAFAEERY Active Directory #4815 : vserver cifs show
#0451
ET5IEFH « SVM VS1_EAISMBEIARES MCIFSSERVER1') & {FMAKeytabkzE N Aexample.com4dig

clusterl::> vserver cifs modify -vserver vsl -domain example.com -status
-admin down -keytab-uri http://admin.example.com/ontapl.keytab

clusterl::> vserver cifs show

Server Status Domain/Workgroup Authentication
Vserver Name Admin Name Style
vsl CIFSSERVER1 up EXAMPLE domain

ZH;~ ONTAP SMB NetBios over TCP E43BVEREE

e BB B RTCP EMINetBios (NBT) E4RMIESEN o ETrieiHEAR B NetBiostHRARIRS
HERFRAR -

1. @Fﬁ vserver cifs nbtstat BEEREII TCP #43 EAY NetBIOS BEiFlRVEs < ©

()  FESBIPVIRENINeBiosHTERS (NBNS)

&4
LUTEEHIEER Meluster1') BINetBios%iBARTRE M -
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clusterl::> vserver cifs nbtstat

Vserver: vsl

Node: clusterl-01
Interfaces:
10.10.10.32
10.10.10.33
Servers:

17.17.1.2 (active

NBT Scope:
NBT Mode:
NBT Name NetBIOS Suffix

CLUSTER 1 00
CLUSTER 1 20

Vserver: vsl

Node: clusterl-02
Interfaces:

10.10.10.35
Servers:

17.17.1.2 (active
CLUSTER 1 00
CLUSTER 1 20
4 entries were displayed.

BAMNEE SMB {aik2sA7 ONTAP &5 <

)

State Time Left Type

wins 57
wins 57
)
wins
wins

58
58

CREMBERIL « B ~ B2~ (F1E ~ B®) ~ FMIPRSMBERRES - B s < A ERMER
BRRAAkEE - @ERERKBIRPZNE « PHEHSRPZBEE « DURAIEE%RNetBios

lIEZR

MRITCIEE. .
#i7 SMB fAARES

FESMBfRAREZHVIERAE S
&2 SMB fRIAR23

s SMBfal Ak 8545 2 H fth 481
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vserver cifs

vserver cifs

vserver cifs

vserver cifs

|||||

create

show

modify

modify



{Z1ESMBRIARZS vserver cifs stop

ExESMB1alikzs vserver cifs start
MIk% SMB fAlikReS vserver cifs delete
BRI BEIHIEZRSMBEIAR2IAVE RS vserver cifs domain discovered-servers

reset-servers

EESMBRIAR2: FIE 23R A H 5 vserver cifs domain password change

BHXSMBEIARZSHIE 23 IR P B85 vserver cifs domain password change

BFESMBRIARZF IR A R B ENZRIEE T vserver cifs domain password schedule
modi fy

#ESMBfAIARAZBINetBiosH % vserver cifs add-netbios-aliases

¥ FxSMB1aAR2EZHINetBios A% vserver cifs remove-netbios-aliases

gN"E< 2 E ERIONTAP REE4 "vserver cifs Bl » FH2H ©

FERAER
"MiB% SMB {RIRRZRET ~ At EREMBHE G E BN

EXF3 ONTAP SMB NetBios &FfEARTE

YEONTAP THAEEEHTRHLS ~ TEL = EANetBiosaf8ARTE (NBNS « ARFFEAWindows4gE
HHERATBARTSERWINS) o &Hi ~ N4t E2 B T WINS ~ 2 ER LB SR ERES
EUFECIFSHI#TZE SIS (SVM) o BERBILIEERERTITEEENBNSHIAERS « SiZBHt
HITBICIFSTRIARZ3FAFERUEANBNS o

FaYaZ Bl
* NRBELFANBNSIFALARONTAP ERRANSO ~ BIREESTRY UL TE - NBNSHAE BT —1REE ©
* FiBudp (EIEFB137) EXFANBNS
* AL 1EIFEIBIPVEHINBNS o

1. MR AR SR A HERE o

set -privilege advanced
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vserver name -instance
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