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~-preserve EIHREA false 7 SnapMirror 2B8EHR) ~ RFEZANE W AI7E B RVt SVM
FEIE SMB EfRBEEMRRE ©

* FFFERAISMBlEMRSGZZ EMREAEEREIBAIM -

St ERYHISVM_EZ 7 SMBAIARESF « FIASMBARSBZEMREH GRATERE - ESVMKEMER
AYMAIIRME ~ B ERELSE ~ 2RIR LANSMBRIRSBR L2 MR EFEER T BRI

* CRAFHREITFERNSMBRARBRRMRTE o
INREAERCRSVM LR T IFFERIOSMBAMRB L2 MRTE « BISELE BHHSVMERET (SnapMirror
RRREZ %) 2% EENH EFHREBLEMARNRE o

RESMBTafk=s 2 & 1452 E HVERAE A

TR R HFEREEE (SYM) LEERSMBRIRSZEIERERMERMER o A UERLE
Bl REREZEERERTIERE °

RNERI(E

BETHZ 2 MRE PR RITAR(E ~ thRTIZEBONTAP £ CLIEEAActive DirectoryE##HR Al
it (GPO) REMIIFFTAERRIE °

SB7NfER vserver cifs security show L{EEH4EEI(H SMB ARZSMIM < « RARELEIEMmRY o
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1. BT EHP—IBSE :

MRCBEETER.. BB BABL...

IEESVM ERIFREREMRE

vserver name

SVM LR EZ 2 MR EHRE

vserver name

vserver cifs security show -vserver

vserver cifs security show -vserver
-fields [fieldname, ...]

AL ~fields ? SRIEEAILUEABPLEARIE o

&)
T3 EHIFETRSVM VSIFIE L2 MRTE !

clusterl::> vserver cifs security show -vserver vsl

Vserver: vsl

Kerberos Clock Skew:

Kerberos Ticket Age:

Kerberos Renewal Age:

Kerberos KDC Timeout:

Is Signing Required:

Is Password Complexity Required:

Use start tls For AD LDAP connection:

Is AES Encryption Enabled:

LM Compatibility Level:

Is SMB Encryption Required:

Client Session Security:

SMB1 Enabled for DC Connections:

SMB2 Enabled for DC Connections:

LDAP Referral Enabled For AD LDAP connections:
Use LDAPS for AD LDAP connection:

Encryption is required for DC Connections:
AES session key enabled for NetLogon channel:
Try Channel Binding For AD LDAP Connections:

AR - BTBREBURIHITONTAP FIBYRRZ

LU TFEFIZERSVM VS189KerberosFF &R :

5 minutes

10 hours

7 days

3 seconds
false

true

false

false
Im-ntlm-ntlmv2-krb
false

none

false
system-default
false

false

false

false

false
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clusterl::> vserver cifs security show -vserver vsl -fields kerberos-
clock-skew

vserver kerberos-clock-skew

HERIEN
BB RGPOAHRERIE

R AEF A A SMBERE MR EZIEEHE

FREMNEBEMRER AREFERMES (SVM) EHIXHESVMBERAEREESNEZZE - 18
RGP RN ENSEEEINEE o KR LUBER AL E/MEA -

FRtaZ Al
WRTECIFSTRARES ERAAAERE « AHEBHEN S ERERE -

RANEETIIE
@ EAR1GER vserver cifs security modify L{EEFHBEINAH CIFS AiREGm < ~ AR
LEZEIRERY o
1. BT RHIE AR —IESEE

NRICAERAESMBERENZISEMEESIFIE WADS..

BERA vserver cifs security modify -vserver
vserver name -is-password-complexity
-required true

BFHA vserver cifs security modify -vserver
vserver name -is-password-complexity
-required false

2. ERcEFRERIEEMEMNLZ 2 MRTE | vserver cifs security show -vserver vserver name

Ll
MTFEHIRET ~ SVM VST SMBERE BN ENZITRME
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clusterl::> vserver cifs security modify -vserver vsl -is-password
-complexity-required true

clusterl::> vserver cifs security show -vserver vsl -fields is-password-
complexity-required
vserver is-password-complexity-required

TERAEER
,,,,, BT ARCIFSARBLZEMRENE

ERARERE A ETEREMRE
I ERE TR
SEAEERAEIRP TS

{EE4CIFS{alfk2sKerberosZ 2 4%

e LUE R LECIFS{AliReSKerberosZ 2 MR € ~ B A sFHIKerberosRFiERFZ TR L
R ~ KerberosZ:55=1n - UREHFREBENKRE LR o

RAMEIET(E
fERIEX CIFS {aiRes Kerberos 585 vserver cifs security modify i REENIEERISERE—
ZEEI%2S (SVM) ERRTE -vserver B8 o o LUEHActive DirectoryBH4ARAYIE (GPO) ~ £hE
2B E—{EActive Directory#disi ~z & & _EFi B SVMBIKerberosZ 2145 7E ©
TER

1. HIT T3 —RZIEENE !

MREEE. . BWA...

IEERFFM Kerberos FFERERME LR (WMU9D88E% vserver cifs security modify -vserver
B (9.13.1 KRERMARA) F (9.12.1 HEHMK vserver name -kerberos-clock-skew

Z) o integer in minutes
TAR R EASTIEE ©
LUNRE A BB I35 EKerberos =8 5dn © vserver cifs security modify -vserver

vserver name -kerberos-ticket-age
integer in hours

FARERE #4107\ ©
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FEEBRBBHIREN LR o vserver cifs security modify -vserver
vserver name -kerberos-renew-age
integer in days

FARRERTR ©

IEEKDC LR @NinERF - 2B BKDCEREIE/R vserver cifs security modify -vserver
FEORER o vserver name -kerberos-kdc-timeout
integer in seconds

2. EgiBKerberosZ2 MR E

vserver cifs security show -vserver vserver name

Ll

THEF S KerberosZ R M T FEEE : TKerberosF B8RS BA358E ~ TiSVM VS1HY TKerberosZE L&
M) %248/ \6F !

clusterl::> vserver cifs security modify -vserver vsl -kerberos-clock-skew
3 -kerberos-ticket-age 8

clusterl::> vserver cifs security show -vserver vsl

Vserver: vsl

Kerberos Clock Skew: 3 minutes
Kerberos Ticket Age: 8 hours
Kerberos Renewal Age: 7 days
Kerberos KDC Timeout: 3 seconds
Is Signing Required: false
Is Password Complexity Required: true
Use start tls For AD LDAP connection: false
Is AES Encryption Enabled: false
LM Compatibility Level: 1lm-ntlm-ntlmv2-krb
Is SMB Encryption Required: false

e
"B ARCIFSARB Z 2 MRENE A"

" EBIGPO"

" EERRMH E R ECIFSRAREE"
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R E SMBEI RS HIRIEERE Z 2 1L E MR

e U TESMB R AR S LR ESMBfRARESRIBEZ 2 B4Rk (thF#8A LMCompatibilityLevel
) ~ URFESMBAPIGEINTEEZZ2MHEK - RIEZEZRBKESMBRIRZINESMBREF %

EXNREMEENRERER

RIREIET(F
() - TfeeueEst-ReSMBRRSESIENTLMERE o R iEKerberosEiE o
* LMCompatibilityLeve (£ SMBA B ixER:E « NERANBEIREE o

AR RERELEEERRASNEENZEEEBRZ— -

BfE siLPH

lm-ntlm-ntlmv2-krb (FB:%) EFEEKIS (SVM) #FSZLM ~ NTLM ~ NTLMv2
FKerberosEa:E 224 o

ntlm-ntlmv2-krb SVMIZEZNTLM ~ NTLMv2&KerberosEg 5% 2
% o SVMIBABLMERES ©

ntlmv2-krb SVMIZEZNTLMv2FIKerberosEisE L2 24 - SVMIE
SBLMAINTLMES S o

krb SVM{E1E= KerberosEgsE Z 2 M - SVMEZIEAELM
s NTLMAENTLMv2EE:ES o

1. RERBEELEELR | vserver cifs security modify -vserver vserver name -1lm

—compatibility-level {lm-ntlm-ntlmv2-krb|ntlm-ntlmv2-krb|ntlmv2-krb|krb}

2. BB e MEBRETRAMERER | vserver cifs security show -vserver vserver name

HERAE N
EY S {Z FEAESHINZ LUEITKerberos B 3@

{EFAESNZ K% E KerberosiE:flHEa KL 2

# 7 LUKerberos A EREREIREREANEZ 2 M « (K] ESMB{aElikes EEXFHAES-256

FMAES-128/0% o IREETER « EEESVM EEZSMBRIARESE « SI=RAERMBRE
(AES) M o A ZRRITRESI T DA FAESTIZFRIR AV AL 214 ©

SMBH#IKerberos BRI R ESVM L2 7 SMBREIARZF AR « UK SMB L{EFE R E MEERHAREIE A - SMBfAIARSS

BT 5 Kerberosi@sNNZRLER .

» AES 256
» AES 128
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.l\"\-

* RC4-HMAC

MRECRBFEARSNZ2MNZLEE ETTKerberosiBa » (REZTESVM_EEYFAESHINZ 2K E1TKerberosi@
o

B SMBrRIARSE: « AEIEHI23 F £ Active Directory PR IIBIGIRS © LLE « KdcE R4S EH 3R P RINNZTh
fE o Z1& « FIERUSTERINIEERERNNE A P inTt 522 i m A AR 2 B R AR P 258 o

EONTAP (ZIBERL) 9.12.15844 « eI LIS E EMActive Directory (AD) kdci@ 5 HIINZZEERY o el I
-advertised-enc-types A RUAERNNZLEERVEIR « St o] LAER tEETE R (S FAERSIRIINZEFEEY - B fRig
E753% "B F1{E BKerberosBY @RI MNZEERL" o

SMB 3.0f2ffIntel AESHi#5< (Intel AES NI) ~ AIEIEAESIREE « WIAZIEMERIESR RS ER
(D) DEENE o (ESMB 3.3.18# « AES-120-GCMERRAES-120-COMs{iiASMBINEERA {2
REEE o
FARIE A
{EERCIFSTaliREEKerberosZ 248 E

Ev BTk {= B Kerberos Y@ FIAES I ZR

L EF B Kerberos AEMBVBHFIRENRBAZEM  [RFEZTE SMB EiR23 LA
AES-256 #1 AES-128 % ° #£ ONTAP 9.13.1 BitA - TERZEUH AES 1% - WMRERFEH
YSMBfrIARESEEEVAESHNZZEER! « LU{EELActive Directory (AD) kdci{TKerberosfli®

#l ~ R LUEFHAESHNE o

EETEREA AES % ~ URIGRE A LUEEIEEMELER « BURIEEY ONTAP Rz o

HRZ<ONTAP AES IZERA ... E] LS E INZREER0E 2
9.13.1 KE#hRAs (DSEE =HY

9.12.1 F& =1

9.11.1 B Rk F&h S

{EONTAP IHEEZ $EAY9.12.158%8 ~ AESINZ G FEHAEEF{ER -advertised-enc-types ##IB ~ AJ:EIEE
BELAD KAcHINNEZRLEEY o TARRERE A rcd M des > (BEEISTAESTERE » B ZEAAESIIZE o St e] LAERA
BEIA R BARE (S FI 855 FIRCAFIDESINZREERY o £ ONTAP 9.11.1 RRERhRAEF « SN BEFEH -is-aes
-encryption-enabled BXFAFEHAESIIZRRYIEIS « BIZIEEMELER o

A TIERREM « AFERESE (SVM) EESTENAESTRMERR « #BADPRIKSRIRP TN - #FR
AR EaIWRIRPRVEMBEN (OU) NAMEEADGE °

YNR SVM REAKEMEB M « MZENMAEREZHHF (-identity-preserve BEIERES

false £ SnapMirror #BR&H) -~ JEFAER SMB fAfRZSZZEMREAGER BRI - IREEEHRIRE SVM £
EYF AES IN%E ~ BIRAFEIRIA ©
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1. TR

FHHRZXONTAP
1. $IT I EAPh—IEEE :

MR EFHEKerberosBEHHIAESIIE L. .. WAL...
ERA vserver cifs security modify

-vserver vserver name -advertised
—enc-types aes-128,aes-256

B2FHA vserver cifs security modify
-vserver vserver name -advertised
-enc-types des,rc4

MizE : The -is-aes-encryption-enabled EIBEONTAP EFIRAF EBEF « AISEZ1EEHARAE
FRFERR o

2. BREREERMANEHAESINE ¢ vserver cifs security show -vserver vserver name
-fields advertised-enc-types

&)
LUTFEHRIA SVM VS1 89 SMB fRIARESELER AES N3350 .

clusterl::> vserver cifs security modify -vserver vsl -advertised-enc
-types aes-128,aes-256

clusterl::> vserver cifs security show -vserver vsl -fields advertised-
enc-types

vserver advertised-enc-types

vsl aes-128,aes-256

THEHI AT /SVM VS2_ERISMBRIARZZEIAAESINEZ LR - R FIRTRAEESH A B ZSMBER:S
ZOUREIEADSIE o



18

clusterl::> vserver cifs security modify -vserver vs2 -advertised-enc

-types aes-128,aes-256

Info: In order to enable SMB AES encryption, the password for the SMB
server

machine account must be reset. Enter the username and password for the
SMB domain "EXAMPLE.COM".

Enter your user ID: administrator
Enter your password:

clusterl::> vserver cifs security show -vserver vs2 -fields advertised-

enc-types

vserver advertised-enc-types

vs2 aes-128,aes-256

EFHR4ONTAP
1. $IT Y E AP —IEEE :

MR EFHEKerberosBEHHIAESINEHELEL. .. BWAL...
ERA vserver cifs security modify

-vserver vserver name -is-aes
-encryption-enabled true

25 vserver cifs security modify
-vserver vserver name -is-aes
-encryption-enabled false

2. BRERTERMANEAAESINGE | vserver cifs security show -vserver vserver name
-fields is-aes-encryption-enabled

° is-aes-encryption-enabled H{IFEENEETR true MR EENFE AES % ~ B false MNREE
}EH o

Ll
AT IR 4 SVM VS1 ERY SMB falAR2ZSRRFAE AES Nz 4asY !



clusterl::> vserver cifs security modify -vserver vsl -is-aes
—encryption-enabled true

clusterl::> vserver cifs security show -vserver vsl -fields is-aes-

encryption-enabled

vserver 1s-aes-encryption-enabled

THRAIFASVM VS2 EHSMBRISMPBAESEER © RAFRTAKEIERANADESVMBARS
Z QU EIZADIESS -

clusterl::> vserver cifs security modify -vserver vs2 -is-aes

-encryption-enabled true

Info: In order to enable SMB AES encryption, the password for the CIFS
server

machine account must be reset. Enter the username and password for the
SMB domain "EXAMPLE.COM".

Enter your user ID: administrator

Enter your password:

clusterl::> vserver cifs security show -vserver vs2 -fields is-aes-

encryption-enabled

vserver 1is-aes-encryption-enabled

EFASMBE BRI CHERZ 2
fEFASMBEERRICAIR L 2 HAEH

SMBEE A B E(RSMBRIARZ L P s 2 B REAE R EFE « WrlfhLEEEW
B2 o IRIETERONTAP ~» EAHFPIHREX « LESMBEE - I E ~ HFEIEE A LUESMBE
RESEREAEESMBEE ©

SMBEZE[RANfAIR ZELCIFSEARAZAYEN

B2 T CIFSTEIARZSSMBEELZ M TEZIM ~ WindowsF P i EHRESMBE EREAth &
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YEHIF PimECIFSEIARSS 2 BIRVEM B2 E - B URERN S EB T RIKRTE °

FA R i#SMBIR Bl E B WindowsZs i 2 2 M R AIEE TE R1ZEH ~ BLREREAMicrosoft EIEEZES (MMC)
X Active Directory GPORELE ° WA FinSMB2EZ L 24 FRERFFMAE « 552 /FMicrosoft WindowsX
o

LU ZMicrosoftF P it MitESMBzE Z R AIRYERER -

®* Microsoft network client: Digitally sign communications (if server agrees)

5% R RTHERI 2 % B A R iR BYSMBRE B INAE © Fam AR - ERPIREAILRER « ECIFSAARSRIA
FiniEs BUA CIFSRARkE: LAISMBEERE °

®* Microsoft network client: Digitally sign communications (always)

I TE FIEHI A P iR S B 2SMBREE 7 el AR BN - AR AEA - ERFIH LERLRER « SMB
BETAGREMNRAFEKEME Microsoft network client: Digitally sign communications
(1f server agrees) B CIFS {aAlfR2s EAYERTE

@ MREHIRIFE S RE AR ESMBEEN Windows AP i ~ BlW/ETECIFS{EARES LRAFASMB
FE - MRILA ~ CIFSARSBMEERECHEHGBLERR

B IR CIFSTRARESSMBEE E % E B ML REURISMB TERSEL 2 EEFISMB 1.08{SMB 2.x58 E#ThRZS ©
TRIEEZRAE TERSEREASMB 1.0 AERSMBEETS !

RRiHk ONTAP -~ HEEHE ONTAP -FEHZE
HECFREARE =E BERZE
BHECRABARE REE BERE
BHECFRAELE BERE BERE
HECRABLE BERE BERE

@ ERWindows SMB 1R F1Z845IEWindows SMB 1B RiIEEX AR E HEHEE  {HCIFSf
RES EEEHE « B nJREE AR o

TRIEERPAE TIERSELFEFASMB 2.x5iSMB 3.0BFH A MSMBEETTA !
() =1SMB 2.xAISMB 3.0/ F 1 « —EBEFASMBES o MAMEF o

A ONTAP -FEEHE ONTAP -RERE
FEBEE %2 EEE
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A ONTAP -FEEHE ONTAP -RERE

REE BERE BEEE

TRIBERATERAIMicrosoftFl R il AAREFSMBEE E1T4 !

BammE MEEEZ FRANRER  JRRAE BRRERE ([@kesTERE DCHEmE

==}
=z
SMB 1.0 mds = =8 EEE GEx BEHE GExn HE
) )
SMB 2.x HMAC SHA- & =21 REE REE W
256
SMB 3.0 AES-CMAC: & =89 REE REE NE

Microsoft A E:&EFAH Digitally sign communications (if client agrees) Z{
Digitally sign communications (if server agrees) EH4AIRHIERTE ° Microsoft
@ BEEFA EnableSecuritySignature EHERIE © BLEERZFZE SMB 1174 ~ IJHEX
£ Digitally sign communications (always) Ef4HRBIEREDL
RequireSecuritySignature BE#RERAE o BRI Microsoft ZREEEVSE L E © The
SMB ZEEMMH (K= SMB1 1 SMB2)
SMBEEHMEENFZE

ESMBIL{ERSERFEASMBEZER « FREFRWindowsFH R imISMBE &R 2 =2 EIMBERS
&2 .\ 5o EZAPirMERE: (JFED ~ FE EHITSVMAEIZYE 2 SMBEIARES) ©

MAERS BRI A R IR ERSSNCPUAEEN « NAMEBAEILRINE o

MAER ENTREBURATONTAP EETHITRIRRASEIVMware® o 1M H 2 FRIMNZEEUEE L ~ BIEITEONTAP 2
ENSMBRERIRHEEIFHIMAE - BNFASMBEER « TR GRUASMBEZHH o

HEERISMBE B MAEEEAES-NIEIEINAE o 252 Hardware Universe (ZIEBERD) (HWU) -~ BERENTES
EELIEAES-NIEIE o

NRICEESERIRIEEE RN GCM EEER SMB hr7s 3.11 ~ HAJLUE—D A ERAE o

HCHHBIRONTAP + STIEHIKIAAVMware  SMBRRZRZSVMEETITE « SMBHBIKAR EOI I ARAR
% ; R AT TR SR EREE o

ynREARES L ERAASMBEE « BIAE 2 BIWindows i R iR & K FRER EASMBERE o MNRIERIERD WindowsFl

PimEESMBR:E « MESMBEZEMMAERIRE « KR UEEAAEERELS LEEERERIWindows B B i
HZEASMBEE - iE7EWindows P ix E{EFASMBE E/MEREE « 552 fMicrosoft WindowsXX 1§ o

RESMBEEMNEZ

TR LR E SMBA P iR ECIFSRIAR S Z FRISMBZ=EI1TA ~ U EEMNEZEFEK - &
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ECIFSfAlfR2s L3R E SMBE ERFFTEENRE  BUANEHNZEZEK °

& B AT A B e CIFS{AlAR2S L2 ESMB S ESMBEEERF « sSFE B TYiE= ©
WME... Bz,
TR S A PR ERSSZ BN L2 B ~ 2P IHEE SMB 2 Require Option

(Sign always) PR EMZEMRERRE ©

R EFAESMBRER R E T ENRTFEREES BELEMRTEUERSMBEE « (ECIFSHERSE
(SVM) HSMBEZERANEIER o

WMEREWindows A R IR L 2 4R ERIEFME N ~ s 2REMicrosoft>X 4 o
REZEEREmE2RFISMBEE AR

MRISIESMBEIRES LRA A ERAAERNSMBEE « REZBESVMS EE R £ in 248
HYZER o

TESMBIAIARESHT « FIAEEREZEERIEBE - Y1RE « B DNS AR E 221 A 5CEk CIFS {AARZHIIE
E FRETRE#EAMEER SMB AR E%%TE - ESEREHAEE— IP (i - HII0 - EREMEERE
anHARY SMB fElfR2S FIAER A 5 DNS A s2#IER

El'lT

10.1.1.128 A VS1.IEPUB.LOCAL VSl
10.1.1.129 A VS1.IEPUB.LOCAL VSl

EEBERR - BELENSMBRERER - RAKRBARIKIHIEREREISMBREERENEELE - 7@
BRITABEMNIN - EREBEERT « BAI ﬁi@tﬁﬁﬁfﬁﬁ AR - MARREEEEREZE L.ﬁﬁﬁ’] HIRER
—EHAE « EFRHERRIGER - TERER T « AR ANSMBERE S RAMINSMBREEEX °

HE R TS

1. Client1 EZFIHEZE - MAEEFEARTEE SMBo:\ °

2. FEFEEEZEASMBfREIARESAERE « UEKSMBEE o

3. Client! EFERARSELRIEANE SMB HENR—EHRAE s:\ (FRFERARSERFELR 0:\) o
4 ERZEFEINMENERE - A SMB %52Z 0:\ M s:\ HAiRH o

E A {ZAEASMBREFTENSMBES

AU EYB A ERSMBEE « sgflE R imssESMBEE o INEREXAHONTAP ~ (£
ESMBLEEABAERNIZELE - A ZEBTZAE - MREEEALHFSMBEE ~ BFE
ESMBEE - A UERANENSMBEHEE o

R EIETLE
FER RN ENSMBEE el BB RIS (ZAFTERNSMBEE
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ETFIERT » BRAZEHSMBERE ©

1. BMAXENSMBEE « £ERKIERABONTAP RZIESMBEERRZA
() 2 #EmEeABREONTAP SESVMBEBHIRANZIE -

EEREERT - EAREEZIZIRAONTAP 2 IRhRZAS EISMBRE B G IBARIFEREBE

FHARZRIREE ©
B ERFELREES (SVM) KEIMERAR « (8AZEEIME -identity-preserve HYEEIR
snapmirror create 83<RREEBHM SVM HEERAARSFHAE R o
WMNRITEZE -identity-preserve #=EIE true (ID-preserve) -~ SMB H#EZE2MREEEZINBAM o
WMNRITZE ~identity-preserve #EIE false (JEID-preserve) -~ SMB HEZEMREAZTERTIEN
o FEUEBERT ~ EEﬁiﬂtETClFSﬂﬂE%#%ﬁﬁigﬁﬁrﬁ %{H o MR EERIFESVM_ RS ERNSMBER
Z - BB ERMSVM EFER BN ERNSMBEE ©

1. BT THIE AR —IRE(E

MRICHEESMBEE... BAL...
BERA vserver cifs security modify -vserver

vserver name -is-signing-required true

2158 vserver cifs security modify -vserver
vserver name -is-signing-required
false

2. FIERHRERSERASFAXER SMB #E Is signing Required T3 L HitH RRIRIRE RPN
EMME . vserver cifs security show -vserver vserver name -fields is-signing-
required

gl
THIEEFI AT ASVM VS1 RV ERSMBEEE !

clusterl::> vserver cifs security modify -vserver vsl -is-signing-required

true
clusterl::> vserver cifs security show -vserver vsl -fields is-signing-

required
vserver 1is-signing-required

(D) snEReneEesmERLeY  REERTEYE -
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FIESMBL{FIEERBR TR EERE

R LIECIF SRR S L BERiE ¥R SMB T {ERE ER RUMERAE 51

o EILAfEA I E AR A ETSMB

TR REERE - ERMNFEISMBAP In LIFRERESAMENREMREER °

1. MIT TR HP—IBHE :

MR ERERAR.. . EH BARSS...
IEERFEEREMKSS (SYM) LHFrEEZZELEMSER  vserver cifs

vserver name

ESVMEAERTETLEMERIDINE BT (EMRERFE vserver cifs
sAE vserver name
-instance

Ll

THas L ERERSVM VS1 LEZEZ T FFEERAVERI TIEPEER B - TRRMIBERE LA ERET (s Session
Signed) (EEBMIIEREER) &AM :

session show -vserver
-is-session-signed true

session show -vserver
-session-id integer

clusterl::> vserver cifs session show -vserver vsl -is-session-signed true

Node: nodel

Vserver: vsl

Connection Session

ID ID Workstation Windows User

3151272279 1 10.1.1.1 DOMAIN\joe

Open Idle
Files Time
2 23s

THer < B LIERSERIDA2RISMB LIRS ERREHAAR LIFMSERE N « B LIERRESERE !
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clusterl::> vserver cifs session show -vserver vsl -session-id 2 -instance
Node: nodel
Vserver: vsl
Session ID: 2
Connection ID: 3151274158
Incoming Data LIF IP Address: 10.2.1.1
Workstation: 10.1.1.2
Authentication Mechanism: Kerberos
Windows User: DOMAIN\joe
UNIX User: pcuser
Open Shares: 1
Open Files: 1
Open Other: 0
Connected Time: 10m 43s
Idle Time: 1m 19s
Protocol Version: SMB3
Continuously Available: No
Is Session Signed: true

User Authenticated as:
NetBIOS Name:
SMB Encryption Status:

domain-user
CIFS_ALIASl
Unencrypted

e
EPESMBRE ER T RFEER Mt E i

ESIESMBE BN TIERS AT E R
%'}_JL,( ESMBI{EFEE AT B ~ WA EFFLEER UM TR EREE « WMERARE

FAREETLE

° statistics EMEHERBRNFTIRM signed sessions AIFAREEEZE SMB TIER BB ERIETE
23 © © signed sessions NIEStERMIMGRIERTEES

ZIRESPEFRA SMB TERSERRY SMB & o
° smbl OJ:EMRESIE SMB 1.0 T{EPEEZRY SMB %= o
* smb2 A[RENESIE SMB 2.x 1 SMB 3.0 TEBEERRY SMB % 2E o

* cifs A;

Mg E S SMB 3.0 At BN smo2 Y91 -

MRCERLLREZZE TIERERAVEE S TIFRERARH ~ TRIMULEBIIEIL signed sessions MABVEHIEST
58 established sessions &2 ©

WARFFRABRERFTERIEE « ZRERIERER - MIRTELERRE « ERILUZREBEHRER - FIEHE
FHREFTRMEIERVEEA - DMELEBEREFREESEMBER « WEELRBIEHREITILR - BIREER A
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BhiGs R -

1.

3.
4,

5.

26

PR S AR AR A 1R

set -privilege advanced

BMAERINE | + statistics start -object {cifs|smbl|smb2} -instance instance
-sample-id sample ID [-node node name]

MRIEHKIETE -sample-id B ~ LT EATELHFFFILE « WASLEEGIERS CLI TIEFSERTERE
Bl o BUE(E -sample-id AXFFE o NIREEEERICLI TERSERPHAITIAR S ~ BERIEE -sample
-id BHE -~ T EER SLAINTERSEE

SR LU IS E BUREE AR ST BRI AV ERRL - MNRICGKISTER SO FWEERERFIBEEMASTER o
fEF statistics stop BIENEREIERNG S ©

IBIRSMBE BT E R -

MREEER T EENEF... BA...
ERENTIERE *show -sample-id sample_ID -counter

signed_sessions

node_name [-node node_name] ERENTFRERNERINTIERE
“show -sample-id sample_ID -counter established_sessions

signed_sessions

MRERBERE—HRNEN  FIEEERER -node B8 -

ROIEIRERER

set -privilege admin



45
LUT S HIsRBRMNFIBS I A AS (SVM) VS1_EBISMB 2. xHISMB 3.08F#st &Y o
TGS EREEREREAR :
clusterl::> set -privilege advanced
Warning: These advanced commands are potentially dangerous; use them

only when directed to do so by support personnel.
Do you want to continue? {yln}: vy

Ten < SREFTEEAIBERIRE ¢

clusterl::*> statistics start -object smb2 -sample-id smbsigning sample
-vserver vsl
Statistics collection is being started for Sample-id: smbsigning sample

Toer < EFIEEBAHRBERUE

clusterl::*> statistics stop -sample-id smbsigning sample
Statistics collection is being stopped for Sample-id: smbsigning sample

TS LETREHEENSMBIEMEL « MUK SIS EEEFREILAISMB T ERSER :
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clusterl::*> statistics show -sample-id smbsigning sample -counter

signed sessions|established sessions|node name

Object: smb2

Instance: vsl

Start-time: 2/6/2013 01:00:00
End-time: 2/6/2013 01:03:04
Cluster: clusterl

Counter Value
established sessions 0
node name nodel
signed sessions 0
established sessions 1
node name node?2

signed sessions

established sessions

node name node3
signed sessions 0
established sessions 0
node name node4
signed sessions 0

MR e < BEmEnEE2a) 25 ZESMB T IEREE ¢

clusterl::*> statistics show -sample-id smbsigning sample -counter

signed sessions|node name —-node node2

Object: smb2

Instance: vsl

Start-time: 2/6/2013 01:00:00
End-time: 2/6/2013 01:22:43
Cluster: clusterl

Counter Value
node name node2
signed sessions 1

THan e RO EEERER -

clusterl::*> set -privilege admin



e
FIETSMB TR B R ERE

1ESMBAIARES LR EMERNSMBINZ « LUEEBSMBEERE R
SMBINZZ4LE

SMBINZE AJESMBfalAres L RUAEF FASMBE FHEMINAE « B —HEZEHIRRINGE - &40
AIUEBHARNTRE « B—REFMFEHISMBIIERE °

RIFTER « BEEMFEEREEE (SYM) L7 SMB FRSIEF + SMB MMEEZMA o B ERITAESHTDF
FASMBINZ P RIIEER 214

EERIMNBHISMBI(ERSER « SMBF E iht B ESMBINE © #EWindows Server 2012f1Windows 8544
BYWindows F P iin sz i SMBIIZ ©

SVM_EHISMBINE a] 3558 AR s% B NS :

* SMB fAiRESZ 2 #EIE « AJ7E SVM LRUBINEE
* SMB HAEBM & AJkEEHLAERTE SMB MERTE

TRAILCRE BB BEMEA BSEFISVM EBFIAER « SR FESMBIIE A SEFEFIEHBEFRIER} - SVM
BARARE GIRALARBRAIRTE °

AMHISVMBIIFHRREIGAI IR EAVAES « I T RFT

EXFASMBIFARSSSMBINZE S AR E B A BRI IHINETA

26 3 SVMR IR PR AR R A ARS8
4RINE © 75 T SIBABRE « B{ESMB
TEMEERR @ TN o

26 26 s AR AN » SVMARE
P £ PR & B PR AR S AR AR
o 157 IBIEARS - B{ESMBTAE
PR ER R BTN o

# 26 e B DR R RN o
FEFRILLARRE - NIt iR
TN o

3 . SKERFINNEE o

REEMEZR SMB AR iR A EREREMER SMB ARSIHAE -

HNEZERENEEGHEREN - HRAEGRIRTE -
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SMBIZH WA R 2

= SMB T {EFEERfEEFASMBINZERS « FrA {E3&Windows A R inHISMBENER G =2 ZIRAEERS
£ FERRIRNERS (TRENEE LRITSVMRIER « Hh 83 SMBfAEARES) o

MAER BRI A P iRl AARZZAICPUGE B EIE N « NBARIREN ReAE o

MAER ERIZEBURATONTAP ERFHITRIARASEIVMware® o 1M H 2RV ENRESEE « BIRITZONTAP Al
ZHSMBRE IR EFHIMAE - BUFASMBIMNZE R « TR SRUAASMBINZENE -

1R SMBINZBZMAEEEAES-NIEIEINAE o 252 BIHardware Universe (ZiEBHR) (HWU) -~ FERIEHTES
EELIEAES-NIEIE o

MRIERESERA SRR E F IR GCM JREERY SMB higZs 3.11 ~ el IAE—HELERRHE ©

RICEVAERONTAP ~ SZIEMIRRZASAVMware ~ SMBRERZA R SVMEETE » SMBINZEMM SR ErfEE R RAE
B B RRIRIE TR R ERES o

SMBNZESMBfRIAREs LTERR AFA © (ERFEEEEMNZESMBHAE I SMBRARas EEXFEASMBINZE © #
gsmshuaﬁé + ONTAP ZiB#E— D RIEHZER « WINZEEEERMEIFE - Fitt « REENER A FEEASMBII

B o

EYFEREAEASMBRERENSMBIIZ

NREEAFANSMBREEKRSMBINE « vl ATECIFS{alARzs 3 /E Ak X FB SMB/N
2 o IRIETESR « FEESMBIIZE

RIRERI(E

REI ATECIFSEIARES L BAFASMBANZE ~ LEThAEE AR CIFSEARES LFRB A - MREARFECIFSHRSZ LA
FRELRAHFTESMBIIE « A2BEHHSEHAENEASMBREMALENSMBINE « BIUFACIFSfER
23 _EFRERISMBINZ ©

BN EAFERI%ES (SYM) KEHIMERMART « (TAEIAE -identity-preserve HIEEIR
snapmirror create FRSERAEEEMNM SVM RIRERARRESFAE R o

MRIEERTE -identity-preserve ¥ true (ID-preserve) - SMB INBZEMREZESEIERIM o

WMRIERE -identity-preserve ¥ false (JEID-preserve) ~ SMB INEZE2MREAZERIIEN
#h oo FEULIERT ~ BRI ERICIFSARBZEMREERATARE - MREEERIFESVM_LEAASMBIIE - BY
WZAETE B RV EFENRIFACIFSfAIARZISMBANE ©
p

1. MIT T EHP—IBSE :

MR EECIFSHERSS LIEASMBRENSMBINE #WMAGS...
THEE...

ERUE vserver cifs security modify -vserver
vserver name -is-smb-encryption
-required true
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MREEECIFSFEIARSE LIEASMBRENSMBINE #WMAGS...
THEE...

[ShEdEE! vserver cifs security modify -vserver
vserver name -is-smb-encryption
-required false

2. FEsR CIFS fAfR2s EFRAEERY SMB INEEAREERMASEA | vserver cifs security show

-vserver vserver name -fields is-smb-encryption-required

° is-smb-encryption-required HB{UMBEIEET true MRFE + F1E CIFS ARSI _LEUE SMB 0
# false MIRBEFH

&5
T5&E ) ASVM VS1_ERICIFSERESEN B S ERISMBINZEIAE -

clusterl::> vserver cifs security modify -vserver vsl -is-smb-encryption
-required true

clusterl::> vserver cifs security show -vserver vsl -fields is-smb-
encryption-required
vserver is-smb-encryption-required

FIEn R R iR E S EAMZERSMB MR ER

eI U EARSMB T ERS LIRS ~ MAIETR P ImE S ERAMENSMBELR - 55
BNt FIERSMBR P in T{FFSER R B AP RMI L 2 MR EELR -

RIER T
SMBRAF % LIRS rIUE =BMEBE Rz — !

* unencrypted
SMBI{EFEERRINE © KRR EFFER L (SVM) EBRIHEABRNME -
* partially-encrypted
ERREIBERE LR - SREINNE - ERELABRING o REFASVMERIIME o
* encrypted

SMBI{EFEERESTEME - ERFASVMERIINE - HEERMEZFEERA « thesEREUA - SVMER
AIINZERE A HEABRIINNERE
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1. YT I EP—IRE

MRICEEE AR, B BABL...
SFEHEESVMEB TIEREER « EEISEMNZERER  vserver cifs session show -vserver vserver_name

TEFRER {unencrypted

partially-encrypted
1EESVM L5 E TIERSERIDBYINER 5%

encrypted} -instance’

vserver cifs session show -vserver
vserver name -session-id integer
-instance

#11
Toen S EELIERSEIDA2MSMB T ERS B L RE AR TIERSER BT ~ BIEMEBRE -
clusterl::> vserver cifs session show -vserver vsl -session-id 2 -instance
Node: nodel
Vserver: vsl
Session ID: 2
Connection ID: 3151274158
Incoming Data LIF IP Address: 10.2.1.1
Workstation: 10.1.1.2
Authentication Mechanism: Kerberos
Windows User: DOMAIN\joe
UNIX User: pcuser
Open Shares: 1
Open Files: 1
Open Other: 0
Connected Time: 10m 43s
Idle Time: 1m 19s
Protocol Version: SMB3
Continuously Available: No
Is Session Signed: true

User Authenticated as:
NetBIOS Name:
SMB Encryption Status:

EiESMBINZRTER

(T ES RS MBI RS ST ) « 3t HBF IR B 32 37 09 T VERSERFN

HRINZER o

RIRERI(E

° statistics 3\/@3 *Eﬁﬁ)ﬁ E"Jﬁéﬁ/?\
HERLRER
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domain-user
CIFS ALIAS1
Unencrypted

FREMNE ~ WL

A A RE E FT RS SR EEIENNE R SMB T1EFEER



SHHEE R 598

encrypted sessions RIENZERISMB 3.0 TIERSERE=

encrypted share connections R AR B E AR E RV I R &K

rejected unencrypted sessions MR Z B R ImINZIREMmEEN TIERER R E R
rejected unencrypted shares RERRZ AP mIIEIEMmEBENHAREHE

BB TR TR BRI R
* cifs AIESESIEFA SMB 3.0 TYERSEREY SMB H0%E o

MNEHFE S SMB 3.0 Rt ER cifs ¥ | WMREEELLENNZE TEMSERRE B BT (ERSERAREL ~ RTLL
EEERAVEILE encrypted sessions MRVEIH#EITEE established sessions st#(#8 ©

MREELLRMZLRERNE B B RERRARR ~ AT EERRVE L
encrypted share connections MABVEIHEITEE connected shares 5T#(#s ©

* rejected unencrypted sessions IEEFEI SMB TIEEEMNXH ~ Z LIEBERTENTZIR
SMB NZ B P ImEI TN ©

* rejected unencrypted shares IEHERERE SMB HAMNKXY - ZHAZTERBFZIE SMB 1I%E
A FIREITINE ©

X

AR FRBNERTERIEZE « ZRERRAERE R - MRS LBERIRE « ERILURIREFFEVER - F1LE
RIS FIRHEIERIEES) - NMELEERINEFRECEISEMRNER « UERLANEHRETILR - BIELLRAR
BhfCREE -

1. PR E AR AR A PR

set -privilege advanced

2. BYAERIREE | + statistics start -object {cifs|smbl|smb2} -instance instance
-sample-id sample ID [-node node name]

NRITKISTE -sample-id B ~ L EGRLEELELFHAIS « WRULEHIERS CLI TIEFEERAITAREE
Bl o BYfEE -sample-id /X FFEH o WREFEAERBICLITIEFEERFNITILE L ~ ERIEE -sample
-id 286 « i BB R TAIHTARES -

RIS M e E UM ST B RIRVENRS - MRICKISEER « SO FWERETFIANRMIRETER -

3. fFd statistics stop FLLIKEREAERNGS ©
4. 1BIRSMBINEMRETER -
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MREEER THIEEREN...

% T {EREER

node_name [-node node _name]

‘show -sample-id sample_ID -counter
encrypted_sessions

node_name [-node node_name]

‘show -sample-id sample_ID -counter
encrypted_share_connections

MEZRHBEEERL A

connected_shares

EERMEZR TIEREER

node_name [-node node _name]

‘'show -sample-id sample_ID -counter
rejected_unencrypted_share

MREC RO TRE—EHRAIE

REIEIRERER

set -privilege admin

EWA...
‘show -sample-id sample_ID -counter
encrypted_sessions

INZR TIERS AN 22 I A T1EPEEL

established_sessions

Iz

B

BV RER

node_name [-node node _name]

“show -sample-id sample _ID -counter
encrypted_share_connections

node _name [-node node _name]

“show -sample-id sample_ID -counter
rejected_unencrypted_sessions

EEARMNERHAER

node_name [-node node _name]

B BEATER -node 88 ©



vl

LUF SR BRI BE It 17 e 528 (SVM) VS1_EMISMB 3.0/NZ&is1E R o
Ty oSBT ERERBR :

clusterl::> set -privilege advanced

Warning: These advanced commands are potentially dangerous; use them
only when directed to do so by support personnel.
Do you want to continue? {yln}: vy

Ten < SREFTEEAIBERIRE ¢

clusterl::*> statistics start -object cifs -sample-id
smbencryption sample -vserver vsl

Statistics collection is being started for Sample-id:
smbencryption sample

T L EELZEHIRIE RIS -

clusterl::*> statistics stop -sample-id smbencryption sample
Statistics collection is being stopped for Sample-id:
smbencryption sample

T5en < BB SR B P AT R ILAYINZ SMB TEREER AN E B IZAISMB T FRESES -

cluster2::*> statistics show -object cifs -counter
established sessions|encrypted sessions|node name -node node name

Object: cifs

Instance: [proto ctx:003]
Start-time: 4/12/2016 11:17:45
End-time: 4/12/2016 11:21:45
Scope: vsim2

Counter Value

established sessions
encrypted sessions

2 entries were displayed
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T8 < B ENRL I B PIEABRIRINZSMB LIERSER B A ¢

clus-2::*> statistics show -object cifs -counter
rejected unencrypted sessions -node node name

Object: cifs

Instance: [proto ctx:003]
Start-time: 4/12/2016 11:17:45
End-time: 4/12/2016 11:21:51
Scope: vsim2

Counter Value

rejected unencrypted sessions 1

1 entry was displayed.

T5ap < BEmEE AP ERRE PR AR RAISMBH RN INZZ RISMBHFE &4

clus-2::*> statistics show -object cifs -counter

connected shares|encrypted share connections|node name —node node name

Object: cifs

Instance: [proto ctx:003]
Start-time: 4/12/2016 10:41:38
End-time: 4/12/2016 10:41:43
Scope: vsim2

Counter Value

connected shares
encrypted share connections

2 entries were displayed.

T7ar < BRI S HIPEABRIAR NI SMBHAERHAE



clus-2::*> statistics show -object cifs -counter
rejected unencrypted shares —node node name

Object: cifs

Instance: [proto ctx:003]
Start-time: 4/12/2016 10:41:38
End-time: 4/12/2016 10:42:06
Scope: vsim?2

rejected unencrypted shares 1

1 entry was displayed.

FERAER
FERRT ARV St BRI A 5 EES

PN s =
RVESER L

Z2HILDAP T {EREESE:T
LDAPEZE RS

HEONTAP INEEX IR INAE S IRINAE IR TNAE SR TNAE ~ IETNBE AR THAE S IRINBEFA SR E T 5E
MEIRINAE o (MW BERFEREES (SYM) LRECIFSHARSBREZEMRT « UHE
FLLDAPfEIARZE LAIERTE ©

HENHDLDAPE M B HELMERAWE ZMEAMATEN o EH) SINELDAPEREHER « LUE S U4
XFEHBPRAEN o [LDAPZZHE R EEGIEHLDAPRERERERE - REREH - AMEELE

B o ¥R {E% none ©

7£ SVM LErA CIFS JRER LDAP 2B B IIINGE -session-security-for-ad-1dap ¥EIH vserver
cifs security modify @< °

TECIFSfAfR23 L RUFALDAPEEN & E

CIFSTEAREs N BAAEXCIFSRIARZI Z 2 MR « A REEREEME L ThAE R Active
Directory LDAP{AIARZ3E1TZ 2B ©

FRtaZ Al
T AAAADRARS EIEE « MHIETEENZ 2 MHEREE -

HER
1. 3%7E CIFS fAlfRzs Z 2 M8 « LUBYE Active Directory LDAP {EiR2SHIZEZEFZEIME | vserver cifs

37


https://docs.netapp.com/zh-tw/ontap/smb-admin/determine-statistics-objects-counters-available-task.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/determine-statistics-objects-counters-available-task.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/determine-statistics-objects-counters-available-task.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/determine-statistics-objects-counters-available-task.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/determine-statistics-objects-counters-available-task.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/determine-statistics-objects-counters-available-task.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/determine-statistics-objects-counters-available-task.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/determine-statistics-objects-counters-available-task.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/determine-statistics-objects-counters-available-task.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/determine-statistics-objects-counters-available-task.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/determine-statistics-objects-counters-available-task.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/determine-statistics-objects-counters-available-task.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/determine-statistics-objects-counters-available-task.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/determine-statistics-objects-counters-available-task.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/determine-statistics-objects-counters-available-task.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/determine-statistics-objects-counters-available-task.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/determine-statistics-objects-counters-available-task.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/determine-statistics-objects-counters-available-task.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/determine-statistics-objects-counters-available-task.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/determine-statistics-objects-counters-available-task.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/determine-statistics-objects-counters-available-task.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/determine-statistics-objects-counters-available-task.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/determine-statistics-objects-counters-available-task.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/determine-statistics-objects-counters-available-task.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/determine-statistics-objects-counters-available-task.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/determine-statistics-objects-counters-available-task.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/determine-statistics-objects-counters-available-task.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/determine-statistics-objects-counters-available-task.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/determine-statistics-objects-counters-available-task.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/determine-statistics-objects-counters-available-task.html
https://docs.netapp.com/zh-tw/ontap/performance-admin/index.html
https://docs.netapp.com/zh-tw/ontap/performance-admin/index.html
https://docs.netapp.com/zh-tw/ontap/performance-admin/index.html
https://docs.netapp.com/zh-tw/ontap/performance-admin/index.html
https://docs.netapp.com/zh-tw/ontap/performance-admin/index.html
https://docs.netapp.com/zh-tw/ontap/performance-admin/index.html
https://docs.netapp.com/zh-tw/ontap/performance-admin/index.html
https://docs.netapp.com/zh-tw/ontap/performance-admin/index.html
https://docs.netapp.com/zh-tw/ontap/performance-admin/index.html
https://docs.netapp.com/zh-tw/ontap/performance-admin/index.html
https://docs.netapp.com/zh-tw/ontap/performance-admin/index.html
https://docs.netapp.com/zh-tw/ontap/performance-admin/index.html
https://docs.netapp.com/zh-tw/ontap/performance-admin/index.html
https://docs.netapp.com/zh-tw/ontap/performance-admin/index.html
https://docs.netapp.com/zh-tw/ontap/performance-admin/index.html
https://docs.netapp.com/zh-tw/ontap/performance-admin/index.html
https://docs.netapp.com/zh-tw/ontap/performance-admin/index.html
https://docs.netapp.com/zh-tw/ontap/performance-admin/index.html
https://docs.netapp.com/zh-tw/ontap/performance-admin/index.html

security modify -vserver vserver name -session-security-for-ad-ldap
{none|sign|seal}

TR AR E (sign ~ BRTEEMY)  BBRELH (seal HMEBIF none  BREHEH) - BRE

% none °

2. HEs% LDAP BEEZHBHEZ R TEEIEHRE | vserver cifs security show -vserver
vserver name

R SVM ERERERY LDAP {RlR2S R E AR BE B EM UNIX Bl ~ FIUNfERE « B¥4AH
@ RS EEAE ~ B BEFRRVBEHERERE -session-security FYEEIE vserver services

name-service ldap client modify me o

R ELDAP over TLS
FEH B EERCAREIER

EEFHLDAP over SSL/TLSHK{RZActive Directoryi@slZ 2 ~ S4B SLHEActive
Directory’&:EIRFEHI B ZEZBIRCAREE LR E L E/REIER « ABRHEEBIRASCIF
18 o BEEXFHEEONTAP HSITALLAREFHFERMKSE (SVM) ERRRHE o

FIsEZ Al

Active Directory’&RzZ RIS BB ¥ CIFSEIARZIFAEB BVARIEEI TR RN TE - MNF LI EActive Director’&
HIRTFERVAERIE N ~ 552 BMicrosoft TechNetf2 T & ©

K

"Microsoft TechNet#i2T{ /& : technet.microsoft.com"

1. BUSHAREESIGAIIR CA B8 . pem XFHEH ©

"Microsoft TechNet’i2T{ & : technet.microsoft.com"”
SThkfg
TESVM_EREIREE ©
TERAE N
"Microsoft TechNeti2 T\ /E"
ESVM L&t B R EEMIRCARS

MNREELEELDAPAIIRZs R E EFEATLSETTLDAPEREE ~ (M BRESVM EZEBITHE
ZRIRCAR:E ©

R EETIE
EXFILDAP over TLSEF « ONTAP SVM_ERISVM_EEYSFyLDAPR i A HEONTAP {E RS 239.0F19. 1 BIEHS

SEE 3%
REE ©

EONTAP ITHEESZ1BRY9.2F8%4 ~ ONTAP FRrEEATLSENM AR A vl U FE B4R LRSI EHIBRE
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(OCSP) RIFEHAUREIRES o WRETLS EZLDAPEIFEOCSP ~ BIFEHRY/ER G EEHERE « ERthERK

*/F%E%
KERFEZNIRCARSE !

a. FHIRZEE/REE | security certificate install -vserver vserver name -type

server—ca

FEEHHETETFYENE | Please enter Certificate: Press <Enter> when done

b. FAEUEREE .pen FRANFIRERER « BE8UET « £1EHENTT ————- BEGIN CERTIFICATE-----
WIAEER ———-- END CERTIFICATE--—-—-- » REBEGTIRNF T Z BN RS ©

C. MEsREEREETEES o
d. $ZEnterseil &gt

e 2oy . C oo
2. BRELEERE | security certificate show -vserver vserver name

7£{AARES_EEUFALDAP over TLS

n;'tE’JSMBHHE%%«Z\’E?H'&E&SMBHHE%#%Ti s~ A BEfEATLSE2Active Directory
LDAPfAIR2ZEITLZ 2@ ©

EONTAP (Z#EZEE) 9.10.15H%4 ~ Active Directory (AD) FAFBARFSLDAPEARTAR AR SZIELDAPEE B4E o
E*‘*E&%Start TLSEILDAPSHiF TR R E MR ESRENE 15# 7 REERIBEBLDAPEIGETIEER

45 - ONTAPEEFFHNEMANA LS AD EAR23HY LDAP L BEELE ~ 556 -try-channel-binding-for-ad
-ldap 8% vserver cifs security modify &% °

EERABRE - F2H

* "LDAP ##tt"

* "2020 LDAPIERBEE4EFILDAPEZEE R « BAMWindows" ©
i%ﬁi
1. 327 SMB fARES L2 MRTE « LA EFE Active Directory LDAP fAIiR2:E1TE 2RI LDAP 851 © vserver

cifs security modlfy -vserver vserver name -use-start-tls-for-ad-ldap true

2. §#23 LDAP over TLS 2 MR EERES true . vserver cifs security show -vserver
vserver name

R SVM FERMEEN LDAP RiRESREHLIBE I EM UNIX B (BItnERE - B¥4EM
@ 4HEREFAE) -~ BUEtAZEIBIN -use-start-tls #IA | {#f vserver services name-

service ldap client modify #i% ©

TESMBZEEUIESHEEEEIE

MZIEZIETIEAV9.450IRONTAP ~ fEEJLIER ESMBZ3@78 ~ ONTAP £ E—SMB I {ERE&
EErh ~ EXEMBER MRS EEIBIIAE - ERMrINERIEEMNAIEFES o
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FIsEZ Al

REERRIRESMB 3.0 EFRAS_EEITSRF « A BEEASMBZBEINAE  IRIEFAR » SMB 3.0 EH#ThRZA
ETEONTAP Z3ESMBHYfAIARES LRI o

B BIET(F
WMRONTAP 1EHfEEREE iR BB ERVARRS ~ SMBA Fin g B ENE R A Z{EERELR o

SMB T {EF&ERRBYRIR 4R 2 B BRI IS EARZRINIC ¢

* *AFIRFONTAP & FAJ1G NIC *

PR ImSENICRI—EER « i TIREEREEEMEER

* *APIREONTAP ZIEEE LRI10GEEASTENIC

R RIHESENICRS FI I INEZELR « Wik TIFRRIEGEMEER - BRIRAEZE10GHNEATENNIC
ERITER o

TR UER T2 8 CGERSHEIR)

° -max-connections-per-session

BEZEETRRRATTHRANERH - ERAI2EER -
MRCEEZRALLRREESHER « RIXNAHAPImERRETHRLAGERE 2 TRRI32(EER -

* -max-lifs-per-session

BEZEETRERFFESIMERNTEHE LR - TARA256{EMEKTH °

1.

IR AR R A ERE | set -privilege advanced

2. 1ESMBfaElARES LRIFASMBZ4EIE . vserver cifs options modify -vserver vserver name
-is-multichannel-enabled true

3. EBBONTAP LEIHAERBCIIRSMBZ BB TIEFSEL | vserver cifs session show options

4. ROIEIEHEPRBLR © set -privilege admin

&4

THEEHIRETRFIAESMBIIEPSERAABRAE A « BRE— TR Z(EELR !
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clusterl::> vserver cifs session
Node:

Vserver:

nodel

vsl
Connection Session
Idle
IDs

ID Workstation

138683,
138684,
138685 1
4s

10.1.1.1

show

T3 EEHIRETR R TVERSELID 12 SMBIIERSERRYEFAHE M ¢

clusterl::> vserver cifs session
Vserver: vsl

Node:

Session ID:

Connection IDs:

Connection Count:

Incoming Data LIF IP Address:

Workstation IP Address:

Authentication Mechanism:

User Authenticated as:

Windows User:

UNIX User:

Open Shares:

Open Files:

Open Other:

Connected Time:

Idle Time:

Protocol Version:

Continuously Available:

Is Session Signed:

NetBIOS Name:

ESMB{ERES % EFERAIWindows {EFHEHUNIXERZ EE

Open
Windows User Files
DOMAIN\ 0
Administrator
show -session-id 1 -instance

nodel

1
138683,138684,138685
3

192.1.1.1

10.1.1.1

NTLMv1

domain-user
DOMAIN\administrator
root

2

5

0

5s

5s

SMB3

No

false
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L ETERUNIXERE

ERI LGS FERRUNIXERE R EATEERENME EMEEEAKKEER « fiEfiE8
FEUNIXFIWindows Z [ FEERIERBERFER o & ~ MR ECBERERHENFEREL
B~ B RIESR ETERRBIUNIXERZE

A EE TR

RIBTAR ~ FARUNIXERENBTES MMpcuser) E%ﬁ?ﬁ%ﬁ@ﬁ&%ﬁﬁﬁ%ﬁﬁ%ﬁﬁ?&uNIXT@%%E’\JI}JJ?E °
TRILEE E L iBERTARUNIXERE - MIEENR B ATFERAREFERESE (SYM) RENLBEIRT
BREF o IRILEERZnullzF & ~ B ABELIUNIXTER ERE RS 27 EXCIFS{RBRES J&Ttxs SR
B RERBEREREAIRS « Z 87N CIFSERES -

EREEEFERAERUNIXEREIRPERKECIFSHRS - KW ARNE NIISTRARE

* EREBEERSE -

* EAENMINCIFSARSEAHWindowsEFREEKE « CIFSEARSSHI E AT SERMEE (MRCIFSEAR
= L EMAZ AR EREES) fo

* ERERERAEHEENIFE -

1. BETERUNIXERE .

RS, BA...

EATERBIUNIXERZE Mpcuser'] vserver cifs options modify -default
-unix-user pcuser

FAS—EUNIXEREIRFMATERERE vserver cifs options modify -default

-unix-user user name

EHTERUNIXERE vserver cifs options modify -default

mn

-unix-user

vserver cifs options modify -default-unix-user pcuser

2. HEEBTERUNIXEREBIERMRE | vserver cifs options show -vserver vserver name

£ FHUEHIF ~ SVM VS1 ERIFRERUNIXEREFREUNIXEREITREAERUNIXERZE Mpcuser') :

vserver cifs options show -vserver vsl
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Vserver: vsl

Client Session Timeout : 900
Default Unix Group 3 =

Default Unix User : pcuser
Guest Unix User : pcuser
Read Grants Exec : disabled
Read Only Delete : disabled

WINS Servers R =

L ERBUNIXERE

REREBUNIXERAERBERNMAZEETEABZANERETHEIIREUNIXERE
A AEAR EICIFSRIARES © T ~ MRECRERIEREAZEEMANFERE  AIREZSR
EREBUNIXFERE - BRERFAAFREAZETAINEREELFECIFSHRSS (R
HBERBFUNIXIRR) o

RAREETE

HERBUNIXIRAEF « 553850 T5FIE !

* WNRCIFSRIARASMA S F AU S (S ER AR A B B 4B eI 23658 (% ~ B ERURLLEEE
AICIFSARBERERAERAKREFHE LR ERAEHEEZIEENUNIXERS o

* MRICEIER AnullF & ~ BEAREUNIXERE °

© EAEREIIUNIXERE « 7P —ERFERESE (SVM) BIBIRFEEREPHAREUNIXERSE
* LGB ERER S BEANERE S BEMACIFSHEMRSE _EBUILTINGG FEHENMAE o

* Thomdirs-public) EIREEANERENERE - LIREERAESNEANERERXAXEE « FILEX
FIREMERENEEE

1. MIT T EHP—IESE :

NRICHEE... BiA...

REREBUNIXERE vserver cifs options modify —-guest
-unix-user unix name

ERREUNIXERE vserver cifs options modify -guest
-unix-user ""

vserver cifs options modify -guest-unix-user pcuser
2. FESEZRE UNIX EEBIERRE - vserver cifs options show -vserver vserver name

E &G ~ SVM VS1 ERIFERRUNIXERE KRB UNIXERE R EAERUNIXERZE Mpcuser
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vserver cifs options show -vserver vsl

Vserver: vsl

Client Session Timeout 900
Default Unix Group 3 =
Default Unix User : pcuser
Guest Unix User ¢ pcuser
Read Grants Exec : disabled
Read Only Delete : disabled

WINS Servers 3 =

RRAAEESEHENE Eroot

MREHIRIZFRIBCIFSARIR - B#FERES (SVM) RKEAZEBRBERTR
» Al ZasE s =0 —E BB root#ERAIWindowstR B ~ A BEFEXSVM LIEEE ; &
F GREEEESVM ~ AR B BANEREER -

BREELF
BR  IREHNRERARESENTFS  HIGRER /etc BREAEERRRIACL ~ AIEAMEESEE

Ell

7ZHX ONTAP #HRE&

AL A
EES

1.

R HEPR B AR e A 1S

set -privilege advanced

- RECIFSHEIIRIREE « RAREESRHBBEELEEroot
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MREEE...
RAREIES AN SRR E oot

FRRAREESEEMEHEEroot

vserver cifs options modify -vserver
vserver name -is-admin-users-mapped-to
-root-enabled true BIMELNRE - RAEIESE
4HPPIFREIRBPERE R4 root /etc/usermap. cfg
RIREHERERBRIER - RITCEABRRARE
B EEHERNRA RIS ~ BIEEREUNIXAE R iR
TRARIESERT ~ 1EZ5S HrootE R ©

vserver cifs options modify -vserver
vserver name -is-admin-users-mapped-to

-root-enabled false REABIEEEHPRIRS
FTHEEERB - ARG E—(FHREHE

Zroot ©



R ZESMB T RS ERRERE RS

,at_JL,(EE/TLLSMBIT’EI‘”‘ExLM?EI’JﬁFH%+E§=§uﬂ Lﬁﬁbﬁ"ﬁﬁﬁ,\ﬁ BEARAER
HEBHEEFERES (SYM) ERISMBIEREEIEITES

RANEIETLIE
THEEER R E RIEBSMB T EREFRIEAR :

* local-user

EEE R A CIFSERE
* domain-user

B aME e AE (RIECIFSEARSS M E 4B S E ERIARIE)
* guest-user

BasE mAREEAE

® anonymous-user

fasg mERENUIfERE

1. ¥|ErEE SMB L{EPSEREBARMIEAELER | vserver cifs session show -vserver

vserver name -windows-user windows user name -fields windows-user,address,lif-
address,user-type

MRECERBTEERTTEREENEAEREEN... BWATI®Z..

RN EARISTEEREEERNNAA TIEMEES ‘vserver cifs session show -vserver vserver_name
-user-type {local-user

domain-user guest-user

anonymous-user}’ BRANSEERE

&)
THer S BREEAE leubs\usert'y] 7ESVM VS1 L 7 TEREEEREIER TIEMRER B !
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clusterl::> vserver cifs session show -vserver publ -windows-user
iepubs\userl -fields windows-user,address,lif-address,user-type

node vserver session-id connection-id lif-address address
windows-user user-type

publnodel publ 1 3439441860 10.0.0.1 10.1.1.1
IEPUBS\userl domain-user

fn S IEIENREBZMWindows B R in & R{ERAE

E’JLI_EIE vserver cifs options modify ap< BI:EEHEH] Windows ﬁﬁ)ﬁiﬂﬁﬁﬁél}_Tﬁﬁﬁ
£ c MRBEMRAFPHEBHEREAENIESEE  AINRENERHMEEES « BB
TIPSR E R BAERX - BIEEIENESREBEEL ©

B T53#EIE vserver cifs options modify BfiE&m< ?%%J Wlndows BRIHERFERE - NRBAEE
%%IEE’\JHE'&?(TE s BIEIERER « WFXEMSIHE o BEFIELERIERTE FIRAIB0%EF « hEHXEMSE S
* -max-opens-same-file-per-tree
SECIFStREBER—EER LRBNEARHE
* -max-same-user-sessions-per-connection
SEERNBEFEREFFERN TR E LR
* -max-same-tree-connect-per-session

SETERRERRHEAE ERREREEHE LR

* -max-watches-set-per-tree

MEFERIRE ~ F2RFME ~ LERERIBVAERE -

EONTAP Sf9.4FA%8 ~ MITSMB3E2hR L EHThR 4B EARES 7 LRI A P i TE SMBER L X E ARSI IR
EXRY (SMBRLEL) - SMBIEAHEEZHAFIREE) - BEARIES]

AI7E SMB ER R TFHIREEZRYE LIRZHZES] -max-credits EIH o ILEIRRITARE128 ©

) B4 0FH Eoplock 2RI FH B i 44 BE

I B E4t A1 7H S oplock A2 B 2R A P Iim M At
E4ftoplocks (HEHHTE) M oplock I TEFELEERHLAELF  :BSMBRAFIHHITIE

—
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sEEY ~ EIR R HE S P ImIRE - 248 P in A GBI R A RS ~ A S EHAREE
AR FEEFEERIESS - WLLATR DB E « B REE

BB oplockZSMB 2. 118#i1%E K EFIRASPrieEr—FE81E 2 oplock 2Tt © #EoplockrI: AR IRIEE BN S
{ESMB 2 FEIBR1S K R B4 BB B U IR ENAR RS ©

oplocks B MEZEHIA I -

s BBEEABMN « FH vserver cifs share create B HEARAAS « 3 vserver share
properties BIIEMNmS o

* fFH gtree B volume gtree create qtree BIIFFHIE S ~ 8¢ volume gtree oplock EILEBIES
AN

< ©°

fiEFoplockshy ~ FERFIRINERIERBIEER A

FEREBERT « MREERERZFEEZE LB B RKoplock ~ T3 ZEERIERF E =ML
182 ~ AIE—EREEREFUAERIIERIRY ~ MBREAMEE o A% AP iR
Foplock L FEUESE o WIRFEULHHFEARE S EEIREIR « REBIBAB R FIEGERK o
* BREERHAIAEE
EREARARNEHEARE « HaEE MIER FERZER

o AR ZERASMB 1.0#1T ©

° 182 LB B Zoplock ©

° REFEERPE oplockSRERAIEZEE o

c ERERARRAEEF « MERIERRAGELER
* HRERRIEAE A ST

RENA S RAEFAHREE - ERAEINE - ERAREATARNE - SAFE—RE5TH - MRREURE
RXIEBEBRBABRRSR  AIBARKBAFEETH - BBNRBAEERTH - BRI EER -

ZE17SMBH AR R A {F Foplocks

oplocks I :E A P im{E At HEERMRENAR  EMIEFHERIEEIEE - EREFER
123 (SVM) _ERISMBEEF _EEiFHoplocks o TERLER T « A sEE 18 E(Z Hoplocks ©
&) UAZE—R B 3 {S Boplocks °

FAREETLE

MREESHAEEIEE R FHoplock ~ B2 A& oplock tFHAREEA ~ BIEZEAERNoplocksE{Z
F o =R _EMoplocks{B5tht Volume oplockskiE © A& _EMoplocks 1% A #i%F1FH Foplock °

gTﬁﬁﬁLX%E%JE%[‘%E’\J%EHE?EEopIock?Eﬁ%J%’TEZ% RIS E EMtMHE AR - SR LEEEME RS

1. BUTERITE) :

47



MREEE... AE...

EHAEIHIE ~ EHAE _ERUBoplocks BIATYERS | vserver cifs share create
-vserver vserver name -share-name

share name -path path to share -share
-properties [oplocks,...]

MRECHEHAREERNEARN
A~ Bl oplocks ~ browsable  #
‘changenotify AR « (EREE
S -share-properties I
() sve memzy - mRCESER
ARSI AHEAASES ~ Blis
JBIETE -share-properties &

- UKRBRZERNHARES

%o
EHREIHEFERHEAE _EfMoplocks BIATYEL | vserver cifs share create
-vserver vserver name -share-name

_share name -path path to share
-share-properties
[other share property,...]

S FH oplocks B ~ A7ATERIIHEA
OB N
oplocks B4 o

R
E A=A A SMBHE&E EMoplocks

B oplock AR AE

iR &M gtree L BY A 4 {Z A oplock V<

oplocks ;B P imfE 4t FSHEERZMIRINAR ~ EMIEAHERIEERINGEE - BRENE
TEHiE &k gtree E RIS {E AoplocksBYER < o S wiZBR1ZE fAIBF n] IATEHARR @ M gtree £
EXFA 8k {SFoplocks ©

* FERR SRR & _ER A oplocks ©

* {REERTE IR T VolumeBF{Z FHoplocks °

* IEa] A BERFE IR A AR E A SVMERA = A oplock ©

¢ el MU fEqtree LA SVME A oplocks °

oplockiE I s& EBqtree ID OB 14 ~ BIFFE R ERITER gtree © YR ITTEEE I gtreeRFRIEE oplock&

TE ~ qtree B #E A VolumetJoplocksZ i ~ EERETER AR o 718 ~ MR EIEFgtree LIEFE oplocks& E
B EL B4 Volume_EMJoplocks& E ©
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MREEE... fEMALLa<...

1ERERE& S gtree LB A oplocks volume gtree oplocks M -oplock-mode &
#5824 enable

=R E S gtree_EBJoplocks volume gtree oplocks {#H -oplock-mode &
R4 disable

FERAER

B oplock AR AE

E A= BIRAESMBHAE EMoplocks

B G EMEFERESS (SVM) LERISMBHF ERtAoplocks o ZERLEFR T ~ E0I5EAE
E{SFoplocks ; 3& ~ MNREFRIEFEAEAE E/oplocks ~ BRI SEREEHEK
FHoplocks °

RAEIETE
MREEEESHEAENEIEE FEFHoplock « Bi%tH&Moplock AR EEA « BlzZEAEMoplocksZ{F
F - FHAHEAE _EMoplocksBHe it IR & Bt Aoplocks ° 2R A& EKoplocks - 1A% & 178 FHoplock ©
Ee] L BB IR H A& LRV S {=FHoplocks ©
1. PTERITH !

WMREHEE... RiE...
EBHIRENHEAE « FHAE _EEAoplocks BIATYE<S | vserver cifs share

properties add -vserver vserver name
-share-name share name -share
-properties oplocks

@ TR LUfERAESR D PREVEERIERE
EENEMIAEE -

HIBHANBTERMERENEARTFER © L5kA
BEENTAHBRATIHEHERER
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MRTHREE...
BRESERENHAEREAEAE Efoplocks

gl

BATIEGS -

properties remove -vserver

vserver cifs share

vserver name -share-name share name
-share-properties oplocks

@ AU ERLGER D PRBYR B RIERE
EBRHNEMERRE -

ECRENEARNATSRRANLARNTFERMER
gi@@f‘&%ﬁ%}ﬁﬁ’ﬁtﬁﬂ RBERBE  ANEERS

TS RITE T ERI4ES (SVM ~ fcaifBAVserver) VS1E « $1¥4%2 TEngineeringl FIHAEER

FHoplocks :

clusterl::> vserver cifs share properties add -vserver vsl -share-name

Engineering -share-properties oplocks

clusterl::> vserver cifs share properties show

Vserver Share Properties

vsl Engineering oplocks
browsable
changenotify
showsnapshot

THELEEHASVM VS1 E%% TEngineering] BItF&oplocks -

clusterl::> vserver cifs share properties remove -vserver vsl -share-name

Engineering -share-properties oplocks

clusterl::> vserver cifs share properties show

Vserver Share Properties
vsl Engineering browsable
changenotify
showsnapshot
HERAEN

#2137 SMBH A EFRY A 34 f= Foplocks

B2 #oplockiRBE
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MBI ESMBHAR LMHEAARS

A !:

B oplockikis

Idijo(ﬁl_EE&EE/-l_\OplOCka,uEﬁ*ﬁ%ﬁﬁnﬂ o AT AfE A LEE AR F ER R EE4E 22 B oplock
~ oplockZ #kFoplockARREEB 4R ~ UK 2L fEFHoplocktAE o St AILURE FEPETHTE
E’Jﬂ‘ﬁﬁﬁ“ﬁnﬂ °

RIRETET M
(BT P B 2 B o A B R BB PR T A5 oplock BURERIEE SR 10t BT LA (6 52 A 8 MU BB B S SR RO\
FEAARAEN o BN « ERI LU @RS A S P s T B TA ST o

(S BTN BET TSR A B oplock AR, -

* #1ZoplockBISVM - B2k ~ VolumeFILIF
* $HEUUID
* {E A oplockdY A B imI Pzt
* ¥E1ToplockAYE&IE
* HEREHE (SMB) #1483 (oplock)
* BHEARE
* oplockfE 4k
EARHRREFISMBE! HAFF RS
* FMEHEID (MR BEEFFHEoplock)

AR vserver oplocks show FME - UBUISSESHRVEFEREA ©

FER
1. {EFAEET oplock AKAE vserver locks show 83 % ©

i
TS BRI A HENTEREHN ° FTEERIEZE LB oplock % read-batch Oplock B4k :

clusterl::> vserver locks show

Vserver: vsO0
Volume Object Path LIF Protocol Lock Type Client

voll /voll/notes.txt nodel datal
cifs share-level 192.168.1.5

Sharelock Mode: read write-deny delete
op-lock 192.168.1.5

Oplock Level: read-batch
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THEFIRETERHETE R IERNFMAEN /data2/data2 2/intro.pptx ° EHEZE ER-FTHA oplock
batch Oplock EB4RZE IP iitAMNBEAIR 10.3.1.3 ¢

@ BT AAEE © fp 2 F i Hoplock I ZHEEIRMER L o L& HI{ERERoplockE LAY

B o

clusterl::> vserver lock show -instance -path /data2/data2 2/intro.pptx

Vserver:

Volume:

Logical Interface:
Object Path:

Lock UUID:

Lock Protocol:

Lock Type:

Node Holding Lock State:
Lock State:

Bytelock Starting Offset:
Number of Bytes Locked:
Bytelock is Mandatory:
Bytelock is Exclusive:
Bytelock is Superlock:
Bytelock is Soft:

Oplock Level:

Shared Lock Access Mode:
Shared Lock is Soft:
Delegation Type:

Client Address:

SMB Open Type:

SMB Connect State:

SMB Expiration Time (Secs):
SMB Open Group ID:

vsl

dataz 2

1if2

/data2/data2 2/intro.pptx
fflcbf29-bfef-4d91-ae06-062bf69212c3
cifs

op-lock

node3

granted

10.3.1.3

connected

78a90c59d452e211998100059a3¢c7a00a007£70da0£8££££cd445b0300000000

e EE
EIISMBH AR EUAEFHoplocks

B A e {ZAIEA SMBHEAE EMoplocks

E IR & Mgtree LRV S IE B oplockar <

i B AR IR B B A ZE SMB1E Ak as
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e er AR R Y E R ESMBalRZF A E

CHSMBRIARSSZIZEHAR A (GPO) ~ER—EA HARREM) pRA -~ &
Fit Active DirectoryIRIEHBIER o Er] UERGPOEFEIEBE I [El—{EActive Directory

MRz =5 LA RFERMES (SVM) RURRE °

ESMB{EIONTAP ARk2% ERYFAGPORF « #&LDAPZEA{FiX E Active Directoryfafkas + ZREUSGPOE - tNRE

AISMBEIRRESEAGPOES - Active DirectoryfAliR2 & & [E] F5IGPOE :

* GPO 78

* BRIMIGPORRZ

* GPOEZEMNE

* GPORRIENUUIDEE (GBRM—HAINE)

MERAE
EREREFEUER] (DAC) REERTFE

"SMBEINFSTEZE L2 2 HIEHE"

ZIEMGPO

AW IFFR A REHERBIYIMT (GPO) #EAMNCIFSEF#FERKES (SYM) ~ {ESVM
BI LU R BE IR AR RA RGP O%E -

SVMEB#i%1& F5IGPO :
* ERETEZRAERERE
VI FE | R EEURAER
IEEERZPRERNRA (CAP) EBMEBEMHLED « GIFTIIRE !
° SR
MREL LA ATIE S
°© EREIRKRBEN
° TEABINE RS

@ WMR=ERRERFEEA—EERE (EEARINEN « ERREMENS - RREZN
IHAIRREM) ONTAP - BISRERFEZAIHFI RS M o

fEFEERE Audit Central Access Policy Staging AYEZE Advanced Audit Policy
Configuration/Audit Policies/Object Access GPO !

@ EEFHEMEZFRRAEREGPORTE « BN BEEERELERENCIFSESVM LRERZ °
WMERRESVM_LEREREZ ~ IR EERAKRIEEGPORIE ©
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EYFAGPO vserver cifs group-policy modify

-vserver vserver name -status enabled

ZHAGPO vserver cifs group-policy modify

-vserver vserver name -status disabled

2. 758 GPO TIBERINFAEERIAREE | vserver cifs group-policy show -vserver
+vserver name

TREHEE NP CIFSRIARSSVEBHERARRSRER A [ERA) -

gl
THEHIRI TR EREER (SVM) VS1 ERUAGPOXIE !

clusterl::> vserver cifs group-policy modify -vserver vsl -status enabled

clusterl::> vserver cifs group-policy show -vserver vsl

Vserver: vsl

Group Policy Status: enabled

HEREE
ZEBIGPO

7ECIFS{AlBRkes L FEREGPORYER
ANEITECIFS{RIARES L EFHGPO
FHEHCIFSERES LAIGPORE

BB RGPOAHRERIE

40{a7E SMB frRlARzs L& # GPO
AR 7ECIFS{RIAR2SARE R EFHGPO
RIETESRONTAP ~ SO0 EREH AR (GPO) BF—X - Z2MRTE

F16/\EEEHEBIE—R o NREAEITONTAP EFHFGPOZ AT ERFHHIGPORAIEE - A

#BEEEH - Ko UTECIFSEARES L EEFONTAP flextofn @ &35 FEIEHT ©
* IRIRTER: ~ FTERGPOM B R R B0 EE T —REEEMEHT
LEREREIRIPRRIERE ~ WA {EAHRE Refresh interval Ml Random offset GPO 5&E ©

] &EsfActive Directory AEVSEEGPORE Ml - ONTAPYIER Active Directory 52 &tFIGPORR A SR EE =

59



nECIFS{AARES ~ ONTAP BIEEENIE ERFHIGPO © MRRZASEHSHEE « BICIFSEMRES LAGPORE

i
hp
HF
XS
it
(@)
T
o
)

16\ EE—R o

mimELCPORTEEE » 9816/ R ERZ 2R TEGPO - ONTAP
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* FRERIGPOERAILAfEFI ONTAP flexflexfcommandFEhE 3 o

I #F 2 1E#E Windows gpupdate . exe " /force @< ©
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SHHEGPOKRTE vserver cifs group-policy update

-vserver vserver name

FrEGPO&E vserver cifs group-policy update
-vserver vserver name —-force-reapply
-all-settings true
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NRICERR TR EERRERBERAE . . BABL...

1EActive DirectoryHE & vserver cifs group-policy show-defined
-vserver vserver name

A

ERECIFSEFFERIKSS (SVM) vserver cifs group-policy show-applied
-vserver vserver name

el
THIEEHIEE R EActive Directory" R E ZRRIGPOARRE ~ HAACIFSEYARISVMATBAVS1ERL !

clusterl::> vserver cifs group-policy show-defined -vserver vsl

Vserver: vsl
GPO Name: Default Domain Policy
Level: Domain
Status: enabled
Advanced Audit Settings:
Object Access:
Central Access Policy Staging: failure
Registry Settings:
Refresh Time Interval: 22
Refresh Random Offset: 8
Hash Publication Mode for BranchCache: per-share
Hash Version Support for BranchCache : versionl
Security Settings:
Event Audit and Event Log:
Audit Logon Events: none
Audit Object Access: success
Log Retention Method: overwrite-as-needed
Max Log Size: 16384
File Security:
/voll/home
/voll/dirl
Kerberos:
Max Clock Skew: 5
Max Ticket Age: 10
Max Renew Age: 7
Privilege Rights:
Take Ownership: usrl, usr?2
Security Privilege: usrl, usr2
Change Notify: usrl, usr2
Registry Values:
Signing Required: false
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Restrict Anonymous:
No enumeration of SAM accounts: true
No enumeration of SAM accounts and shares: false

Restrict anonymous access to shares and named pipes:

Combined restriction for anonymous user: no-access
Restricted Groups:
gprl

gpr2
Central Access Policy Settings:

Policies: capl
cap?

GPO Name: Resultant Set of Policy
Status: enabled
Advanced Audit Settings:
Object Access:
Central Access Policy Staging: failure
Registry Settings:
Refresh Time Interval: 22
Refresh Random Offset: 8
Hash Publication for Mode BranchCache: per-share
Hash Version Support for BranchCache: versionl
Security Settings:
Event Audit and Event Log:
Audit Logon Events: none
Audit Object Access: success
Log Retention Method: overwrite-as-needed
Max Log Size: 16384
File Security:
/voll/home
/voll/dirl
Kerberos:
Max Clock Skew: 5
Max Ticket Age: 10
Max Renew Age: 7
Privilege Rights:
Take Ownership: usrl, usr2
Security Privilege: usrl, usr2
Change Notify: usrl, usr2
Registry Values:
Signing Required: false
Restrict Anonymous:
No enumeration of SAM accounts: true
No enumeration of SAM accounts and shares: false

Restrict anonymous access to shares and named pipes:

Combined restriction for anonymous user: no-access
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Restricted Groups:

gprl

gpr2
Central Access Policy Settings:

Policies: capl
cap?2

m

THEHERERAZECIFSEISVM VS1RIGPOARRE !

clusterl::> vserver cifs group-policy show-applied -vserver vsl

GPO Name: Default Domain Policy
Level: Domain
Status: enabled
Advanced Audit Settings:
Object Access:
Central Access Policy Staging: failure
Registry Settings:
Refresh Time Interval: 22
Refresh Random Offset: 8
Hash Publication Mode for BranchCache: per-share
Hash Version Support for BranchCache: all-versions
Security Settings:
Event Audit and Event Log:
Audit Logon Events: none
Audit Object Access: success
Log Retention Method: overwrite-as-needed
Max Log Size: 16384
File Security:
/voll/home
/voll/dirl
Kerberos:
Max Clock Skew: 5
Max Ticket Age: 10
Max Renew Age: 7
Privilege Rights:
Take Ownership: usrl, usr2
Security Privilege: usrl, usr2
Change Notify: usrl, usr2
Registry Values:
Signing Required: false
Restrict Anonymous:
No enumeration of SAM accounts: true
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No enumeration of SAM accounts and shares: false

Restrict anonymous access to shares and named pipes:

Combined restriction for anonymous user: no-—-access
Restricted Groups:
gprl

gpr2
Central Access Policy Settings:

Policies: capl
cap?

GPO Name: Resultant Set of Policy
Level: RSOP
Advanced Audit Settings:
Object Access:
Central Access Policy Staging: failure
Registry Settings:
Refresh Time Interval: 22
Refresh Random Offset: 8
Hash Publication Mode for BranchCache: per-share
Hash Version Support for BranchCache: all-versions
Security Settings:
Event Audit and Event Log:
Audit Logon Events: none
Audit Object Access: success
Log Retention Method: overwrite-as-needed
Max Log Size: 16384
File Security:
/voll/home
/voll/dirl
Kerberos:
Max Clock Skew: 5
Max Ticket Age: 10
Max Renew Age: 7
Privilege Rights:
Take Ownership: usrl, usr2
Security Privilege: usrl, usr2
Change Notify: usrl, usr2
Registry Values:
Signing Required: false
Restrict Anonymous:
No enumeration of SAM accounts: true
No enumeration of SAM accounts and shares: false

Restrict anonymous access to shares and named pipes:

Combined restriction for anonymous user: no-access
Restricted Groups:

gprl

true

true



gpr2
Central Access Policy Settings:

Policies: capl
cap?2

FERAEN
7ECIFSaElfRzs LA AT =RGPOX &

BT PREF4HGPORYEFHE

eI LU RActive Directory R E&RABHERAYIH (GPO) HERZECIFSAARZEZAIZIREF
MRS o

FRERLIF
R¥ER ~ SRR TSR -
* BFHEIRAATE
* BHERARRZ
* B
FEERHERRINRERER - FISENENERE !

° Local & ONTAP Hz&E B#AH R AIRF
° Site TEMBIIERIILAYLA & FE AR R E B 4E/R B RT
° Domain EEFHARAIZTEMRIIERILLBVARINE R E R
° OrganizationalUnit EFHARAITEMASERIGAESEN (OU) BRERER
° RSOP #HEITEBREREHRFIERZFIABHERAMERRAE
* RIREFHERATE
* BRRREHEETBINZIREHENEREMNEE
* FMERIREHERVEHEEE

BFAEPIIAR UL EEPRTBFHE LM BHE R B ©

1. T T EP—IBHE « BERFTA X REFEGPORERIE ¢

MR ERETFE ZIREFEHGPORAERAE . .. WARL...
TEActive DirectoryH7E & vserver cifs group-policy restricted-

group show-defined -vserver
vserver name
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NRICERBTFA XIREFHHGPORVERIEH. ..

BWABL...

EHZECIFS{aiRzs vserver cifs group-policy restricted-
group show-applied -vserver
vserver name
il

5 & 5| B8R EActive Directory48is HE & Z FREFAAGPOMERAE ST « HHCIFSEUBRISVMETEAVS1BIRE
4R

clusterl::> vserver cifs group-policy restricted-group show-defined

-vserver vsl

Vserver: vsl

Group Policy Name: gpol
Version: 16
Link: OrganizationalUnit
Group Name: groupl
Members: userl
MemberOf: EXAMPLE\group9

Group Policy Name:

Resultant Set of Policy

Version: 0
Link: RSOP
Group Name: groupl
Members: userl
MemberOf: EXAMPLE\group9

THESEHIFETERECIFSEISVM VS1Z ZREF4HGPORMERAE !
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clusterl::> vserver cifs group-policy restricted-group show-applied

-vserver vsl

Group Policy Name:
Version:

Link:

Group Name:
Members:

MemberOf:

Group Policy Name:
Version:

Link:

Group Name:
Members:

MemberOf:

e
BB RGPOHRERIE

ETARSEPFIRAIBENR

& e] LU BB RActive Directory P E &I RIFENRBISFAHE M ©
M (GPO) ERZECIFS{aliR2s8IPREFEUREIHRAE o

RIRERI(E
&R ~ GRER FYIERM

* SVM4& T8

* RREFEURAIRIRTE
» SID

* FiEA

* BT
* EERBTE
* BERAY

®

gpol
16

OrganizationalUnit
groupl

userl
EXAMPLE\group9

Resultant Set of Policy
0

RSOP

groupl

userl

EXAMPLE\group9

TREFEEINPRICIFSAMRS A EET « ABEMAXIEGPO °

1. T T EP—IESE - UETERPREFNRANENR :

SRR BB AT



MR CRBETFAASEFEFEURRABERE. .. BWABL...

7fActive Directory R E S

ERZECIFS{ER::

el

vserver cifs group-policy central-
access-policy show-defined -vserver
vserver name

vserver cifs group-policy central-
access-policy show-applied -vserver
vserver name

TFIERIEERActive Directory R ERRIFTAERFIRAIEN !

clusterl::> vserver

Vserver Name

vsl pl
3993546205
Description:

Creation Time:
Modification Time:

Member Rules:

vsl P2
822349040
Description:
Creation Time:
Modification Time:
Member Rules:

cifs group-policy central-access-policy show-defined

SID

S-1-17-3386172923-1132988875-3044489393-

policy #1

Tue Oct 22 09:34:13 2013
Wed Oct 23 08:59:15 2013
rl

S-1-17-1885229282-1100162114-134354072-

policy #2

Tue Oct 22 10:28:20 2013
Thu Oct 31 10:25:32 2013
rl

r2

T™EHETERERE L#FERKS (SYM) BFMESEFEEURRIE !
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clusterl::> vserver cifs group-policy central-access-policy show-applied

Vserver Name SID
vsl pl S-1-17-3386172923-1132988875-3044489393~
3993546205

Description: policy #1
Creation Time: Tue Oct 22 09:34:13 2013
Modification Time: Wed Oct 23 08:59:15 2013
Member Rules: rl

vsl P2 S-1-17-1885229282-1100162114-134354072~-
822349040
Description: policy #2
Creation Time: Tue Oct 22 10:28:20 2013
Modification Time: Thu Oct 31 10:25:32 2013
Member Rules: rl
r2

FERAER
fERENRETFEUER] (DAC) (REIEZREFE

BT ARGPOHRERIE

TR REERAFRRBIAERIE R

ETARSEPFERABRRIENR

T LARETERActive Directorye 7 35 oh 5 77 B AU A RRAGE A0 oh st 77 BR R AUAR Bl ¥4
&Ml o WA LUBBEREFRRRAIGPO (BHARAIYIHE) ~ BRERZECIFSHAMRSBNFRE
EYJRBFRAIMERAE A -
RAREIETIIE
TR MEREE R R EERAZEFFIRIRAFHAEN © kTEx - G FIEH !

* Vserverfaf&

* RREFEGRAINGTE

* FREA

© BIIRFE

* &k fE

* BIRIHERR

© EEAOHER
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* BRER

MRCERTEEREFIRRABEANFAEEFERRR WAGL...

RAIEH...

7EActive Directory R E % vserver cifs group-policy central-
access-rule show-defined -vserver
vserver name

EHRZECIFS{aliRzs vserver cifs group-policy central-
access-rule show-applied -vserver
vserver name

#

T g HIFERActive Directory I TE #&Z R RFEURRIMBRIRIFAA R REZEURAFRAE ¢

clusterl::> vserver cifs group-policy central-access-rule show-defined

vsl rl
Description: rule #1
Creation Time: Tue Oct 22 09:33:48 2013
Modification Time: Tue Oct 22 09:33:48 2013
Current Permissions: 0:SYG:SYD:AR(A;;FA;; ;WD)
Proposed Permissions: O:SYG:SYD: (A;;FA;;;OW) (A;;FA;;;BA) (A;;FA;;;SY)

vsl r2
Description: rule #2
Creation Time: Tue Oct 22 10:27:57 2013
Modification Time: Tue Oct 22 10:27:57 2013
Current Permissions: O:SYG:SYD:AR(A;;FA;; ;WD)
Proposed Permissions: O0:SYG:SYD: (A;;FA;;;OW) (A;;FA;;;BA) (A;;FA;;;SY)

TrSEHBEREEREEE HEAFERKE (SYM) NEDEFEURAERMFIEEREFIRRIRAIEN
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clusterl::> vserver cifs group-policy central-access-rule show-applied

vsl rl
Description: rule #1
Creation Time: Tue Oct 22 09:33:48 2013
Modification Time: Tue Oct 22 09:33:48 2013
Current Permissions: O:SYG:SYD:AR(A;;FA;; ;WD)
Proposed Permissions: O0:SYG:SYD: (A;;FA;;;OW) (A;;FA;;;BA) (A;;FA;;;SY)

vsl r2
Description: rule #2
Creation Time: Tue Oct 22 10:27:57 2013
Modification Time: Tue Oct 22 10:27:57 2013
Current Permissions: O:SYG:SYD:AR(A;;FA;; ;WD)
Proposed Permissions: O:SYG:SYD: (A;;FA;;;OW) (A;;FA;;;BA) (A;;FA;;;SY)

HERIE
EREREFEUES] (DAC) REERFI
BB RGPOHRERIE

,,,,, B RFEURR YRR E

A EESMBRIAk2s BRIk P Z SRV AR

REEZNEETE - EXRMEATE - UKKREEHEHHIZEMNGS o Btr]UTE SMB 13
AR5 LR EHERR ~ LU BB EHHERE o

SERERUBAIRS T « EHAEEE vserver cifs domain password change
EREEIRP NS ~ BERBENE vserver cifs domain password reset
R E SMB1alfRaS LA B EhEl E B ISR A 5515 vserver cifs domain password schedule

modify -vserver vserver name -is
-schedule-enabled true

{ZFASMBEIARZS L BB EINIRF RIEEE vserver cifs domain password schedule

modify -vserver vsl -is-schedule
—enabled false

MFEFHAEN  F2RASERTHFME -
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BRI SR AR

FERIRREINFEARESEREE R
ISR BERCIF SRR 28 £ BRZR ZI AL DAP{RI AR 25 A0 4B B I 2R AR RAE A1 o

TER
1. BEEEREIERINVFIRSSERANER « BHATYIGS | vserver cifs domain discovered-

servers show
il
THEEHIFERSVM VS 1HFZRZIHIFEIARSS ¢

clusterl::> vserver cifs domain discovered-servers show

Node: nodel

Vserver: vsl

Domain Name Type Preference DC-Name DC-Address Status

example.com MS-LDAP adequate DC-1 1.1.3.4 OK

example.com MS-LDAP adequate DC-2 1.1.3.5 OK

example.com MS-DC adequate DC-1 1.1.3.4 OK

example.com MS-DC adequate DC-2 1.1.3.5 OK
HEHRAE

ETREREMRRARES
=B RIEICIFSTRIARES

BRI EHRRARES

ERKREHRRCIFSAARES LRYEARES « FIECIFSTRARS SR A RILDAPE ARSI 4a15HE
HIZRHEEFEN - EERARSBENZE « CIFSERaS g ZMEUFE LI ARV B AT
Bifl - EEENARSFRBEECER « IWINERER -

A AN . . . .
1-$w)\7:§Um:7'. vserver cifs domain discovered-servers reset-servers -vserver
vserver name

2. BB EIFERIINEIREHEEEZEN | vserver cifs domain discovered-servers show

—Vserver vserver name

&P
THEH T ERKREMRRFEFERKE (SVM ~ LAitERVserver) VS1HIAARSS :
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clusterl::> vserver cifs domain discovered-servers reset-servers -vserver

vsl

clusterl::> vserver cifs domain discovered-servers show

Node: nodel

Vserver: vsl

Domain Name Type Preference DC-Name DC-Address Status

example.com MS-LDAP adequate DC-1 1.1.3.4 OK

example.com MS-LDAP adequate DC-2 1.1.3.5 OK

example.com MS-DC adequate DC-1 1.1.3.4 OK

example.com MS-DC adequate DC-2 1.1.3.5 OK
HERAE R

BT ERRARSBVERENR
{FIEERRENCIF SRl AR =S

BRI ERIZRIRER

TEONTAP IAREEEHT9.35%A « ISRl UECURRABIIZHIZE (DC) AVFARAZFE o WIUME—2¢ »
ERLBERS SR R EEFRFTE B UL RIFRIDCEIRM T ~ ETIRANEE ~ InfRIRIRMIE ©

RIRERI(E

RIETER - BIGRRIEFSREAMEARNDC « SFEAIERRIDC « AMEULSPRIFAAEDC « UKRFIERIR
DC ° lttﬁﬂ‘ﬁ“éu FEEERERILE « UAEREREPEFRHEARE - MREELREZEAMIDCERN « HEE
IEDCA B EEAFI ~ SR UE BRI X o

7£ ONTAP 9.3 KR E#hRAH discovery-mode FIB# cifs domain discovered-servers fp< AJ:EfKIE
IR EAR—EERREE -

s FERAPIGHHIFFADC ©
s OEIRFAEILEHAIDC °

o default-site SMB fAIRZZIBH A EEAFERAILEBE RIS KA SMRFEPIL SR ER o
* REITRIBREIEZ ~ SMBfRIBRESAEREEEURNRIFHIDC ©
EEFEAIER « S BELEZRSMBEARESIIERDC ©
HER

[ 1 = 50 Ay " . . . . .
1. $5EFRERYIRZEEIE | vserver cifs domain discovered-servers discovery-mode modify
-vserver vserver name -mode {all|site|none}
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HYEEIE mode 28 :
°all
BRZRFIAAAMDC (FAR) o
° site
RDCERZRRHIELHIES L o
° none

EEARITFHIDC » MAMITIRE ©

I 18 A By AR 25

FIBDNS B FNIFRAIFILHI2SF - ONTAPTE ~ ST U — (B Z BRI HIZF MG =R T
MBI A IE PR 4B H 2B EE o

FARERTIF
MRIEE R EREREH S FE LT AN E S RIFAFESH -

1. BEIMEERFIVASIESIEEE  FRMA TR
vserver cifs domain preferred-dc add -vserver vserver name -domain domain name
-preferred-dc IP_ address, ..+
-vserver vserver name ISREFEFERIEEE (SVM) %18 o
-domain domain name }&TEFEEAIITIEHI LGP Z 4E1RYFCEE Active Directory %48 o

-preferred-dc IP address: ... REWRTIERF > 15 EBRAAEZERIILN—Z(E IP it » LUEHRE
DIRIBERET

gl

TGS g AgEITH|28172.17.102.2550172.17.102.24 5118 = SVM VS1_EHISMBEI RS AR E
IHcifs.lab.example.com#IH MR ZEX BV 1B PR AR IEHIB R EE

clusterl::> vserver cifs domain preferred-dc add -vserver vsl -domain
cifs.lab.example.com -preferred-dc 172.17.102.25,172.17.102.24

e
EIREREIEIERIZRAE <

EERIERMAEIER SRS
CEZANERAINFE - BTRRBSIRIERMEEIERIZENG S



MELAEE, . EALLSS

FrIg B R4 HI2R vserver cifs domain preferred-dc add
BRI B BV ARSI 25 vserver cifs domain preferred-dc show
2R 18 ARV ARIT I HI2s vserver cifs domain preferred-dc remove

MFEAER  HSHSESSHFME -

FERAER
IS8 R RVARIE IS 2E

B AR ARSI I 2R RUSMB 272 4R

REONTAP #H ST 18 TR THRERI ST B ThAE T 15 {F FISMB 2.0hRZEAR E491E1% 428 - MMRLEE
EHRI T 23 E{SFSMB 1.0 ~ FLUAZEE M - RETHHES.2BHIRONTAP ~ FasR 2R B
SMB2 °

BB E

o smb2-enabled-for-dc-connections A< EBEEHHEFAERL ONTAP RN RAATERIE - R4KTE
FRZONTAP {EA3Z3&SMB 1.0 ~ MSMB 2.08I{FF o Z4ATERKONTAP AEBAIRSMB 1.0 AR TEXREARA ~ I
EXFESMB 2.0 o fN RABIHIEF2F—FAta AR EASMB 2.0 ~ BIE{#FEHSMB 1.0

SMB 1.0R]4/tONTAP L5 @r FAE 48T 428 o TEXIBINAES. 1FRONTAP ~ W1ERSMB 1.08/H - BIX%ZERK
FISMB 2.0 SE B 4810 1= 1 83 3@ o

RABRAE
* "IETEERSERYFARYSMBhRRZ" ©
* "X IERISMBhRZASEATHAE" ©

@ YR -smbl-enabled-for-dc-connections 52743 false M —smbl-enabled %4 true ’
ONTAP 1E48 SMB 1.0 E4R AR P s » BESEERZEA SMB 1.0 ERMAFRES ©

FER
1. 8% SMB Z2MREZAI » AR E AL SMB IRZA © vserver cifs security show
2. M THEEBEEUETESMBRRA ©

B
3. FAPITEENSS smb2-enabled-for-dc-connections 318 o

MREEESMB2%... BAGL...
BERA vserver cifs security modify -vserver

vserver name -smbZ-enabled-for-dc
-connections true
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NRICIAZESMB27... BWAMBL...

B=H vserver cifs security modify -vserver
vserver name -smbZ-enabled-for-dc
—-connections false

EX PR A B3 RN 22 AR
HEONTAP InEETR9.8FH1A ~ PRI LIE E BB HBINIER 23 BVER

RIRER I

ONTAP FEEMZEMIIEHILE (DC) @5l —encryption-required-for-dc-connection BEIBRES
true ; TEER{EA false ° RTEILEIBR « R BSMb3FHIHE G AR ONTAP-DCELR ~ [FA RBESMb37 Z1&

[l
2N
28 o

SEENZHY DC @S - -smb2-enabled-for-dc-connections BHIEEHHZEE « KA ONTAP R&355%

1. BiFREL DC BIMNZEEE ¢ vserver cifs security modify -vserver svm name -encryption
-required-for-dc-connection true

FEAnull TERSERR1FENIEKerberosiziz AV #1751

ERAnull TIERS R F EXFEKerberosiRIR R RV#TF 58 40 B8

null TYEPEERZEN AT IR E R (AU ERAER) BUHERR ~ UIRTEAHE R4 TEITHY
FARIRERFEHREIR - ERPIHIEFER 124 IREFEERERER - Mg 4nul TE
FEEES o null CYERSERZRRE B A FIEKerberosBgsE Mak st ©

(#F AR AR Enul TR EFEY

BNl TER R AR EEE « AL EEnul TIEREREINN ARG BEHEER AL
HREEIP{L o

RIETERR ~ REFERINUI TIERSEL A R im el A ZER S LLONTAP THEER Z N R AARTS ~ BIMNLATIE ~ BEMR
ZIRRS ~ EEAFRUIAMEERGER -

ONTAP Z#E Windows RestrictAnonymous E#:& E{HEL - restrict-anonymous ¥EIH o &7

@ FITIEFIR B ENNIERE SR TFNARERNEE  fll S EREATRILE
HIPCSHAE (FBEMGREEBHARE) ° o vserver cifs options modify #l vserver
cifs options show FMERMEAERMIEZEN -restrict-anonymous #IH o

PRIESARTE - TRBITEAEERIERFNA PRSI TSR ERFIETRT - RERAZIRGIBANMRK
B MeefEMA')  EERBHFIERFRAZTRAINUITIEREERFE « AR E2Z T —EFFEnull T{E
PEER AR IRFRBRIEHE ; BILLAHERTRCRAIRBERAEE  LREFBInul LIFEERB R IRN#EFRRE
IRIEMR ©
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ONTAP FEFRIR (S ER: veerver name-mapping SR SEAIIEEAF A null (RFE TIFRERFIHER
RETRNFE 1P (i o AnulERERIBEZ & « RIS HEEMR I TR RE AR RN R
HEPR ~ $SEFEURE] o nuIEFEABRIABREA © nuIEAERATIVIMERS -

R RIPAUFERFRAENERNIERE « BERXTHENEREER - FZ2EEMTRPDER « ULE
REREFIMENERERRBNRHTRE - REBRAFRE - ARETRENAEREEnIEREREFRAR
I8 B iR AVARRS | ~ LUBKSRIPAIIE THREE) AYATAEME o

HEREE R

REE A ERENTFIIRS

BEnulllE REER AR HANEEE

eI k— B A Hnul TRFRER A P im(ER « Wactknull TYERSER AR B imBYIP{IL « X
EFME EREFRFEASFERANITEREEREFNENNBRIFSE « FBILRFul TR
FinFE#EFRFEER

1. i vserver name-mapping create #3% * i null fFEAEHEEERBEME Windows FRE > L
H 1P HEETTSR ©

Ty LERnIERERREE RS AR IE B Bgoogle.comiusert :

vserver name-mapping create -direction win-unix -position 1 —-pattern
“ANONYMOUS LOGON” -replacement userl - hostname google.com

Ty E#RnIEREEHEEREBMIPIIL10.238.2.54/328user1 :

vserver name-mapping create —-direction win-unix -position 2 -pattern
“ANONYMOUS LOGON” -replacement userl -address 10.238.2.54/32

2. {FF vserver name-mapping show R TEHENSS o

vserver name-mapping show

Vserver: vsl
Direction: win-unix
Position Hostname IP Address/Mask

1 = 10.72.40.83/32 Pattern: anonymous logon
Replacement: userl

3. A vserver cifs options modify -win-name-for-null-user B3 #F Windows 2 BEKI5K
4 null FRE o
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HEEEREEAN AAnIERER BB B ERER o

vserver cifs options modify -win-name-for-null-user userl
4. {8 vserver cifs options show FARHEER null EFEE Windows {FE&E S B4 HEM S < ©

vserver cifs options show
Vserver :vsl

Map Null User to Windows User of Group: userl

EIESMBTrRIR23AINetBios k%

E12SMBfrAlR2sHINetBioshl| L 4L EE

NetBios % 2SMBRAIARZSANELTE « SMBH PR el &4 ESMBAARSSE(ER - B
B E iR 2 A RSN E R E S FISMBEARES © 1 HESMBaliResEIERIAE ZRE AR AVA
FBET SR ESMB1aEAR238INetBiosHIZER R °

R A TE R 1L SMBfRI AR 2385 832 17 SMBRIAR 28 < B AVE RIS « 45 —fEINetBiosh! &5 E o AT LUMERIEFE
FhTIEETEFRNetBiosh % © 1 RILAfEA NetBiosh! % 5 B R RV BB ELR ESMBfAARES °

HERAE N
BETARTCPE4LR L AINetBiosE

i&—4HNetBios !4 ZSMBTrAlAR2S

UNSRIEF L2 SMBFR B i AR EAR ISMBRIRES « AIEII —{ANetBiosHI 2 A E -
B ZfFNetBioshl & HTIE FIIRB HINetBioshl BIBE ©
RAREETIIE

* NetBioshll A RERZ I & 15EF 7T ©

* R Z AIATESMBAIARES L& E2001ENetBioshl% ©

* RAGFERATIIFT -

@#* () =+[1]; " ~<>\/?

1. ¥t NetBIOS B4 :

vserver cifs add-netbios-aliases -vserver vserver name -netbios-aliases
NetBIOS alias,..
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vserver cifs add-netbios-aliases -vserver vsl -netbios-aliases
alias 1,alias 2,alias 3

° WA LUE A LUE SR D PRS2k IS E — 2 Z fEINetBios Al % ©
° $5EBINetBiosH| L BB ERARE -
c MRBEEMZER - RIEZEIMAINetBiosH&BE o

2. BB IERERTIE NetBIOS 5% © vserver cifs show -vserver vserver name -display
-netbios-aliases

vserver cifs show -vserver vsl -display-netbios-aliases

Vserver: vsl

Server Name: CIFS SERVER
NetBIOS Aliases: ALIAS 1, ALIAS 2, ALIAS 3

FEREE
tNetBiosH!|%a A E P 8 FENetBios k&

FERCIFS{afRas L AINetBiosH| & B E

%NetBios}!| % B EH#RNetBios 7%

NRIEFFECIFSABRZZAVTENetBioshl% « AILUEEERBIRIELNetBioshl% o &t
] LU B EE RIEFRFTA BINetBioshll% ©

REEIETIIE
o] UE R LUE SR D PRIV B E KB PR % {EINetBios % o AT LUERISE 2K#Z M CIFS RIARZ3_LRYFAAE NetBIOS
A% - MAHKME -netbios-aliases B o

1. MIT A Eh—IEEE :

MREEBR... BA...
SHEPHYFENetBios 4 vserver cifs remove-netbios-aliases
-vserver _vserver name_ -netbios

-aliases NetBIOS alias , ...

B EHHIFTE NetBioshl% vserver cifs remove-netbios-aliases
-vserver vserver name -netbios-aliases

vserver cifs remove-netbios-aliases -vserver vsl -netbios-aliases alias 1
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2. FESBEBPRIEER NetBIOS A% : vserver cifs show -vserver vserver name -display
-netbios-aliases

vserver cifs show -vserver vsl -display-netbios-aliases

Vserver: vsl

Server Name: CIFS SERVER
NetBIOS Aliases: ALIAS 2, ALIAS 3

ZERCIFSaAR2s - AINetBios | & /B E

RB] LA BENetBioshl| B8 - EEEEH|EISMBRA P in ] #42 ECIFS{AiRISNLTEBE
B~ BIENAEREH

1. BT FHIE AR —IREH(E

MRECRRER AR, .NEH BA...
CIFS{aElAR23HINetBios 5% vserver cifs show -display-netbios
-aliases

FHAACIFSEIREs BB —EB 7 ENetBios ! 4B E vserver cifs show -instance

T7 g HIFRCIFSAAR23FINetBios 5 BRI

vserver cifs show -display-netbios-aliases

Vserver: vsl

Server Name: CIFS SERVER
NetBIOS Aliases: ALIAS 1, ALIAS 2, ALIAS 3

T 7B HI B REFMACIF SRS BRI —ER ) ENetBiosh!%/FE :

vserver cifs show -instance
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Vserver: vsl
CIFS Server NetBIOS Name: CIFS SERVER
NetBIOS Domain/Workgroup Name: EXAMPLE
Fully Qualified Domain Name: EXAMPLE.COM
Default Site Used by LIFs Without Site Membership:
Authentication Style: domain
CIFS Server Administrative Status: up
CIFS Server Description:
List of NetBIOS Aliases: ALIAS 1, ALIAS 2,
ALIAS 3

MESRTHEAEN « sA2RFMmE -
1ERAE N
i —4ANetBios 3l ECIFS{AIARES

BEECIFSRIARERRIEN <

HEFSMBR F i S £ FENetBios ! AR

AT L ERSMB R P im 2 S EFINetBios Bl & #E1TE4R ~ IR ZE ~ B ZERAHMENetBiosH!
LEITELR - EEREHHEESHERERR -

RIRERI(E

S BfEF -instance Eﬁméﬁi SMB E4R1ERFEEY NetBIOS 5% (MIRA) H2H - WIRFEH CIFS FiRE%
FBEY IP (i1 SMB E4F ~ BIEE#H NetBIOS Name HHIA - (EFI) o

1. BITFRREVEN(E :

MR ERE R T5)IHEENetBiosE ... BA...
SMB E4R vserver cifs session show -instance
{E A5 BINetBios |4 BYE4AR - vserver cifs session show -instance

-netbios-name netbios name

TSR FIBEREER TR ERID 17237 SMBE4RFTFIHINetBioshI & & :

vserver cifs session show —-session-id 1 -instance
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Node: nodel
Vserver: vsl
Session ID: 1
Connection ID: 127834
Incoming Data LIF IP Address: 10.1.1.25
Workstation: 10.2.2.50
Authentication Mechanism: NTLMv2
Windows User: EXAMPLE\userl
UNIX User: userl
Open Shares: 2
Open Files: 2
Open Other: 0
Connected Time: 1d 1h 10m 5s
Idle Time: 22s
Protocol Version: SMB3
Continuously Available: No
Is Session Signed: true

User Authenticated as:
NetBIOS Name:
SMB Encryption Status:

domain-user
ALIAS1
Unencrypted

BIEXESMBEARZE I

=1 EXENCIF SRR ES

TR LAFIESVM ERCIFSTRIARES ~ EEEREFEABBSMBHAFIERE « HHITIE
FRAR o R UBRENCIFSAIRREZREFMEIBISMBTFE ° {FLECIFS{EIARES 2% ~ &thA]
DUEB T ERIEES (SVM) LEARSFREEE o

1. BT EHP—IBHE -

WMRTCHEE. .. BAMT...

{Z1ECIFSTAARES ‘vserver cifs stop -vserver vserver_name [-
foreground {true

false}]’ EX&hCIFSTalARES

‘vserver cifs start -vserver vserver_name [- false}]

foreground {true

LREEARIERHIT - IRERBALSH -« AERERS true > BLRERE

-foreground f5E AR

AT o
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2. {FEFEREE CIFS [AiRES EIERAE R T IEME vserver cifs show 88% ©

gl
THemLEESYM VS1 EREICIFSTEIARSS :

clusterl::> vserver cifs start -vserver vsl
clusterl::> vserver cifs show -vserver vsl

Vserver: vsl
CIFS Server NetBIOS Name: VS1
NetBIOS Domain/Workgroup Name: DOMAIN
Fully Qualified Domain Name: DOMAIN.LOCAL
Default Site Used by LIFs Without Site Membership:
Authentication Style: domain
CIFS Server Administrative Status: up

HERIEN
BT ERRMARBVERENR

EMREREMRRARSS

i CIFS{Rl k2312 E A [EHIOU

BIEEISERANOU « BAICIFSARSRLIER SR BRERERNESE (OU
) CN=EEf o IR ITERE R CIFSRREZ ERFRIOU °

HER

1. #EWindowsfallR2s L ~ BAEY ™ Active DirectoryE & LT~ Bk o

2. B HEFEEMSS (SVM) BYActive Directory#f4 o

3. B LiR—TBEGHE « ABERCBE” o

4. FEETEBESVMEEI RARAIOU

rER

SVM#tH G BT EEEAIOUH °

E%ESMBEARES 2R ~ FEITIECXSVM_LAYBNREDNSHE1S

MR B E Active DirectoryFE 5 TNDNSTRIARZF LS SMBAIAR 2878 EH M AT K ~ ZEDNSH
BIRE S ERSMBRIARZIAYDNSERE% ~ BB EREEEERIESS (SVM) EHIBIEEDNS
(DDNS) ~ Z #EFEENSMBIREIARES °

FRtaZ Al
WJATESVM_EECADNS B ARTS « 7 SEEFADNSARE - R 82 & & SMBEARES BAkIR A Z MR ARTS (L
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Bttt - MREERIZLZEHIDDNS ~ BwiZEfERActive Directory®2 S HIDNSHTEEARES ©

BAREELE

EEZADDNS (MIRESVMLERE) & EHEREERILIFAIDNSEEERFTIE E AN  BRIGAIHAIDNSERTIEEH
TERIADNSTEIARASMIBR o A BFEIMIBR o

EEEBESMBRIAREE Z AISTADDNSIERL « 552 B T7IE=E !

||%§E@JDNSH|§}%"

& SVMANAActive Directory#8i

Al LRI SRS (SVYM) N0A Active Directory 4833 ~ M =M
IREH SMB {alfR2s vserver cifs modify < ° ERILAEFNINA BRIRVAEE «
AFFRYAELE o

FIsGZ Al
* SVMAJEE ADNSHRRE o
* SVMHYDNS#ERE A ARESD 7 B IR MBI (HARTS o

DNS{RAR 23 A SABHLDAPFIADS =5 23 AR FIARFE (L ECEE (SRV),
BIREIET
* CIFSRRZBZNVBIENENBRES 181 ~ AREEEEDLActive Directory43ig o
* MRHLHINTH - RARBIEREGBEERS Tupy ©
* DNAABIEES - e < P RE R B D IRV A RESERY ©

1. & SVM NI CIFS {afR8s481% : vserver cifs modify -vserver vserver name -domain
domain name -status-admin down

WMNEHMAE ~ B2RNFME vserver cifs modify 8i% o MRIEEESFHR T4 DNS ~ 35
RN FME vserver dns modify i< ©

HE% SMB AlAR232 1L Active Directory #231R 5 ~ BRI RSB BHHERH Windows 1RF & BHZ
BE ~ LUEREFIEE ou= example ou FHIREF example.com 4iF o

EONTAP INAEEH9.759%A8 « ADEIES n]LURHKeytabfEZEAIURI ~ EAIRHERWindows ik B A B E RS
HERAE - ERINEI URI B~ B ENA -keytab-uri B# vserver cifs 5% ©

2. FEsR CIFS fAARESNIFAFAEEHY Active Directory 4813 © vserver cifs show

gl
ET5EEFI « SVM VS1_ERISMBIEARES MCIFSSERVER1') &{EKeytabB&z511 A example.com4Eid :
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clusterl::> vserver cifs modify -vserver vsl -domain example.com -status
-admin down -keytab-uri http://admin.example.com/ontapl.keytab

clusterl::> vserver cifs show

Server Status Domain/Workgroup Authentication
Vserver Name Admin Name Style
vsl CIFSSERVER1 up EXAMPLE domain

FETERITCPE4R EHUNetBiosE &l

TR IR ARITCP_EAINetBios (NBT) ERHE o ST PEH#ENetBiosHRARM
BERRARA o

g
1. £ vserver cifs nbtstat EERREAF TCP E4R _ERY NetBIOS BEEHIER< ©

() A EBEBIPGRENNeBosLHERE (NBNS) -

&)
LUT &5 Meluster1') BINetBiosHiBARTRE M -
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clusterl:

:> vserver cifs nbtstat

Vserver: vsl

Node: clusterl-01
Interfaces:
10.10.10.32
10.10.10.33
Servers:
17.17.1.2
NBT Scope:
[ ]
NBT Mode:
[h]
NBT Name NetBIOS Suffix

CLUSTER 1 00
CLUSTER 1 20

Vserver: vsl

Node: clusterl-02

Interfaces:

10.10.10.35

Servers:

17.17.1.2

CLUSTER 1
CLUSTER_1

4 entries were displayed.

E12 SMB fAlfRZZIHITR S

)

State Time Left Type

wins 57
wins 57
)
wins
wins

58
58

REMBERIL « B ~ B2~ (F1E ~ B®) ~ FMIBRSMBERRES - B s < A ERMER
BRIk - @EREREBIRP NS « PHEHKSRPZBEE « DURAIEEZRNetBios

lIEZR

MRITCIEE. .
#i7 SMB fAARES

FESMBfRAREZHVIERAE S
&2 SMB fRIAR23

s SMBfal Ak 8545 2 H fth 481
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vserver cifs

vserver cifs

vserver cifs

vserver cifs

|||||

create

show

modify

modify



{Z1ESMBRIARZS vserver cifs stop

ExESMB1alikzs vserver cifs start
MIk% SMB fAlikReS vserver cifs delete
BRI BEIHIEZRSMBEIAR2IAVE RS vserver cifs domain discovered-servers

reset-servers

EESMBRIAR2: FIE 23R A H 5 vserver cifs domain password change

BHXSMBEIARZSHIE 23 IR P B85 vserver cifs domain password change

BFESMBRIARZF IR A R B ENZRIEE T vserver cifs domain password schedule
modi fy

#ESMBfAIARAZBINetBiosH % vserver cifs add-netbios-aliases

¥ FxSMB1aAR2EZHINetBios A% vserver cifs remove-netbios-aliases

MFEAER  HSHSESSHFME -

FERAER
"MiB% SMB {RIRRZRET ~ At EREMBHE G E BN

EXFANetBios & fBARTS

YEONTAP ITHAEEEHTRELS ~ TEL = (EANetBiosaf8ARTE (NBNS « ARFFEAWindows4gE
HEERATBARTSERWINS) o S&Hi ~ N4t E2 B T WINS ~ 2 ER LB R ERES
EUFECIFSHI#IZE SIS (SVM) o BEBILIEERERTITTEZENBNSHIAERE « SiZBt
HITBICIFSTRIARZ3FARERNEANBNS o

FaYaZ Bl
* NRBELFANBNSLFALARONTAP ERRANSO - BIREESTRU UL TE - NBNSHHAEBINIF—1REE ©
* FiBudp (EIFB137) EXFANBNS o
* AL IEIFEIBIPVEHINBNS o

1. MR AR SR A HERE o

set -privilege advanced
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vserver cifs options modify -vserver <vserver name> -is-nbns-enabled

true
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set -privilege admin
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vserver cifs session show -vserver
e vserver name -instance
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vserver cifs session show -vserver
vserver name -lif-address
LIF IP address -instance
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