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vserver cifs security show -vserver
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clusterl::> vserver cifs security show -vserver vsl

Vserver: vsl

Kerberos Clock Skew:

Kerberos Ticket Age:

Kerberos Renewal Age:

Kerberos KDC Timeout:

Is Signing Required:

Is Password Complexity Required:

Use start tls For AD LDAP connection:

Is AES Encryption Enabled:

LM Compatibility Level:

Is SMB Encryption Required:

Client Session Security:

SMB1 Enabled for DC Connections:

SMB2 Enabled for DC Connections:

LDAP Referral Enabled For AD LDAP connections:
Use LDAPS for AD LDAP connection:

Encryption is required for DC Connections:
AES session key enabled for NetLogon channel:
Try Channel Binding For AD LDAP Connections:
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LU T & FI8ERSVM VS18KerberosIEERTS -

5 minutes

10 hours

7 days

3 seconds
false

true

false

false
Im-ntlm-ntlmv2-krb
false

none
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system-default
false

false

false

false

false



clusterl::> vserver cifs security show -vserver vsl -fields kerberos-
clock-skew

vserver kerberos-clock-skew
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vserver name -is-password-complexity
-required false
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clusterl::> vserver cifs security modify -vserver vsl -is-password
-complexity-required true

clusterl::> vserver cifs security show -vserver vsl -fields is-password-
complexity-required
vserver is-password-complexity-required
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FEEBRBBHIREN LR o vserver cifs security modify -vserver
vserver name -kerberos-renew-age
integer in days

FARRERTR ©

IEEKDC LR @NinERF - 2B BKDCEREIE/R vserver cifs security modify -vserver
FEORER o vserver name -kerberos-kdc-timeout
integer in seconds

2. EgiBKerberosZ2 MR E

vserver cifs security show -vserver vserver name

Ll

THEF S KerberosZ R M T FEEE : TKerberosF B8RS BA358E ~ TiSVM VS1HY TKerberosZE L&
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clusterl::> vserver cifs security modify -vserver vsl -kerberos-clock-skew
3 -kerberos-ticket-age 8

clusterl::> vserver cifs security show -vserver vsl

Vserver: vsl

Kerberos Clock Skew: 3 minutes
Kerberos Ticket Age: 8 hours
Kerberos Renewal Age: 7 days
Kerberos KDC Timeout: 3 seconds
Is Signing Required: false
Is Password Complexity Required: true
Use start tls For AD LDAP connection: false
Is AES Encryption Enabled: false
LM Compatibility Level: 1lm-ntlm-ntlmv2-krb
Is SMB Encryption Required: false
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1. RERMBEEBLREAR . vserver cifs security modify -vserver vserver name -lm
—compatibility-level {lm-ntlm-ntlmv2-krb|ntlm-ntlmv2-krb|ntlmv2-krb|krb}

2 BB M BRERERAFIEE | vserver cifs security show -vserver vserver name
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EXF AES IN%E ~ RIREFEIRIA -
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g 1. TR

FHHRZXONTAP
1. $IT I EAPh—IEEE :

MR EFHEKerberosBEHHIAESIIE L. .. WAL...
ERA vserver cifs security modify

-vserver vserver name -advertised
—enc-types aes-128,aes-256

B2FHA vserver cifs security modify
-vserver vserver name -advertised
-enc-types des,rc4

MizE : The -is-aes-encryption-enabled EIBEONTAP EFIRAF EBEF « AISEZ1EEHARAE
FRFERR o

2. BREREERMANEHAESINE ¢ vserver cifs security show -vserver vserver name
-fields advertised-enc-types

&)
LUTFEHRIA SVM VS1 89 SMB fRIARESELER AES N3350 .

clusterl::> vserver cifs security modify -vserver vsl -advertised-enc
-types aes-128,aes-256

clusterl::> vserver cifs security show -vserver vsl -fields advertised-
enc-types

vserver advertised-enc-types

vsl aes-128,aes-256

THEHI AT /SVM VS2_ERISMBRIARZZEIAAESINEZ LR - R FIRTRAEESH A B ZSMBER:S
ZOUREIEADSIE o



clusterl::> vserver cifs security modify -vserver vs2 -advertised-enc

-types aes-128,aes-256

Info: In order to enable SMB AES encryption, the password for the SMB
server

machine account must be reset. Enter the username and password for the
SMB domain "EXAMPLE.COM".

Enter your user ID: administrator
Enter your password:

clusterl::> vserver cifs security show -vserver vs2 -fields advertised-

enc-types

vserver advertised-enc-types

vs2 aes-128,aes-256

EHHR4ONTAP
1. $IT Y E AP —IEEE :

MR EFHEKerberosBEHHIAESINEHELEL. .. BWAL...
ERA vserver cifs security modify

-vserver vserver name -is-aes
-encryption-enabled true

25 vserver cifs security modify
-vserver vserver name -is-aes
-encryption-enabled false

2. BRERTERMANEAAESINGE | vserver cifs security show -vserver vserver name
-fields is-aes-encryption-enabled

° is-aes-encryption-enabled H{IFEENEETR true MR EENFE AES % ~ B false MNREE
}EH o

Ll
AT IR 4 SVM VS1 ERY SMB falAR2ZSRRFAE AES Nz 4asY !



clusterl::> vserver cifs security modify -vserver vsl -is-aes
—encryption-enabled true

clusterl::> vserver cifs security show -vserver vsl -fields is-aes-
encryption-enabled

vserver 1s-aes-encryption-enabled

THRAAASVM VS2 EHISMBRRSABAESIEEE - RAERTAMEZRHA S ESVBAMRS
Z QU EIZADIESS -

clusterl::> vserver cifs security modify -vserver vs2 -is-aes

-encryption-enabled true

Info: In order to enable SMB AES encryption, the password for the CIFS
server

machine account must be reset. Enter the username and password for the
SMB domain "EXAMPLE.COM".

Enter your user ID: administrator

Enter your password:

clusterl::> vserver cifs security show -vserver vs2 -fields is-aes-

encryption-enabled

vserver 1is-aes-encryption-enabled

FERAER
"HEERE R A EREBEEAEE"

EFASMBEREHR{CHBZ E T

BEAZUN{rI S5 F3 ONTAP SMB Z#ZKILa48iR L2

SMBEEA BN HERSMBEIARES LA Fin 2 BRERREFCERIFE « WAIPHIEERK
B - IRIZFARONTAP ~ ERFIREX + ZIESMBEE - (&  #FEES LR SMBIAE
ARESREATRESMBRE ©

10


https://kb.netapp.com/on-prem/ontap/da/NAS/NAS-KBs/Domain_user_fails_to_login_cluster_with_Domain-Tunnel
https://kb.netapp.com/on-prem/ontap/da/NAS/NAS-KBs/Domain_user_fails_to_login_cluster_with_Domain-Tunnel
https://kb.netapp.com/on-prem/ontap/da/NAS/NAS-KBs/Domain_user_fails_to_login_cluster_with_Domain-Tunnel
https://kb.netapp.com/on-prem/ontap/da/NAS/NAS-KBs/Domain_user_fails_to_login_cluster_with_Domain-Tunnel
https://kb.netapp.com/on-prem/ontap/da/NAS/NAS-KBs/Domain_user_fails_to_login_cluster_with_Domain-Tunnel
https://kb.netapp.com/on-prem/ontap/da/NAS/NAS-KBs/Domain_user_fails_to_login_cluster_with_Domain-Tunnel
https://kb.netapp.com/on-prem/ontap/da/NAS/NAS-KBs/Domain_user_fails_to_login_cluster_with_Domain-Tunnel
https://kb.netapp.com/on-prem/ontap/da/NAS/NAS-KBs/Domain_user_fails_to_login_cluster_with_Domain-Tunnel
https://kb.netapp.com/on-prem/ontap/da/NAS/NAS-KBs/Domain_user_fails_to_login_cluster_with_Domain-Tunnel
https://kb.netapp.com/on-prem/ontap/da/NAS/NAS-KBs/Domain_user_fails_to_login_cluster_with_Domain-Tunnel
https://kb.netapp.com/on-prem/ontap/da/NAS/NAS-KBs/Domain_user_fails_to_login_cluster_with_Domain-Tunnel
https://kb.netapp.com/on-prem/ontap/da/NAS/NAS-KBs/Domain_user_fails_to_login_cluster_with_Domain-Tunnel
https://kb.netapp.com/on-prem/ontap/da/NAS/NAS-KBs/Domain_user_fails_to_login_cluster_with_Domain-Tunnel
https://kb.netapp.com/on-prem/ontap/da/NAS/NAS-KBs/Domain_user_fails_to_login_cluster_with_Domain-Tunnel
https://kb.netapp.com/on-prem/ontap/da/NAS/NAS-KBs/Domain_user_fails_to_login_cluster_with_Domain-Tunnel
https://kb.netapp.com/on-prem/ontap/da/NAS/NAS-KBs/Domain_user_fails_to_login_cluster_with_Domain-Tunnel
https://kb.netapp.com/on-prem/ontap/da/NAS/NAS-KBs/Domain_user_fails_to_login_cluster_with_Domain-Tunnel
https://kb.netapp.com/on-prem/ontap/da/NAS/NAS-KBs/Domain_user_fails_to_login_cluster_with_Domain-Tunnel
https://kb.netapp.com/on-prem/ontap/da/NAS/NAS-KBs/Domain_user_fails_to_login_cluster_with_Domain-Tunnel
https://kb.netapp.com/on-prem/ontap/da/NAS/NAS-KBs/Domain_user_fails_to_login_cluster_with_Domain-Tunnel
https://kb.netapp.com/on-prem/ontap/da/NAS/NAS-KBs/Domain_user_fails_to_login_cluster_with_Domain-Tunnel
https://kb.netapp.com/on-prem/ontap/da/NAS/NAS-KBs/Domain_user_fails_to_login_cluster_with_Domain-Tunnel
https://kb.netapp.com/on-prem/ontap/da/NAS/NAS-KBs/Domain_user_fails_to_login_cluster_with_Domain-Tunnel
https://kb.netapp.com/on-prem/ontap/da/NAS/NAS-KBs/Domain_user_fails_to_login_cluster_with_Domain-Tunnel
https://kb.netapp.com/on-prem/ontap/da/NAS/NAS-KBs/Domain_user_fails_to_login_cluster_with_Domain-Tunnel
https://kb.netapp.com/on-prem/ontap/da/NAS/NAS-KBs/Domain_user_fails_to_login_cluster_with_Domain-Tunnel
https://kb.netapp.com/on-prem/ontap/da/NAS/NAS-KBs/Domain_user_fails_to_login_cluster_with_Domain-Tunnel
https://kb.netapp.com/on-prem/ontap/da/NAS/NAS-KBs/Domain_user_fails_to_login_cluster_with_Domain-Tunnel
https://kb.netapp.com/on-prem/ontap/da/NAS/NAS-KBs/Domain_user_fails_to_login_cluster_with_Domain-Tunnel
https://kb.netapp.com/on-prem/ontap/da/NAS/NAS-KBs/Domain_user_fails_to_login_cluster_with_Domain-Tunnel
https://kb.netapp.com/on-prem/ontap/da/NAS/NAS-KBs/Domain_user_fails_to_login_cluster_with_Domain-Tunnel
https://kb.netapp.com/on-prem/ontap/da/NAS/NAS-KBs/Domain_user_fails_to_login_cluster_with_Domain-Tunnel
https://kb.netapp.com/on-prem/ontap/da/NAS/NAS-KBs/Domain_user_fails_to_login_cluster_with_Domain-Tunnel
https://kb.netapp.com/on-prem/ontap/da/NAS/NAS-KBs/Domain_user_fails_to_login_cluster_with_Domain-Tunnel
https://kb.netapp.com/on-prem/ontap/da/NAS/NAS-KBs/Domain_user_fails_to_login_cluster_with_Domain-Tunnel

IR ZRAIMNEIRZE ONTAP SMB fAAka3HYEN

BR7 CIFS{alAR23SMBEEZ 2 4R EZ I ~ WindowsF B im LB M{ESMBE E R At &
YEHI R P iR BLCIFSEARSS 2 BRVEE (I3 E - EruUREMNSEH T KIERTE °
FFimSMBIRAIZEBWindows At 22 2 4 R AR E 2R IS ~ BLRTE R ERMicrosoft EIEEES (MMC)
Z¢Active Directory GPOREZE ° WA FinSMB=E B L 2 4 MRERVEFMAE « 552 FMicrosoft WindowsX
%o

LU @MicrosoftFl A i L M2 SMB2E Z R AIRYERER !

* Microsoft network client: Digitally sign communications (if server agrees)

IEER E R R T RV AR IRAISMBE EINAE o TERARE - EHFPIREHILRER « ECIFSEiRasHIFE
Pim@ BRI CIFS{aiR2s ERFISMBEE R TE ©

®* Microsoft network client: Digitally sign communications (always)

HEERE AR R iR B S R ESMBRE 7 SRS B - FERAFA - ERRE LERIERER « SMB
BETADRBEWVEDREME Microsoft network client: Digitally sign communications
(1f server agrees) K CIFS falfiRas LRYEETE

@ MRECHIBIEE SR EATESMBEZEMNWindows B BiE ~ B/ BECIFSERES _EEXFASMB
BE o NRITRE - CIFSERSSME LB ERHRMIRE LR o

B M CIFSRIIRESSMBEE R EMNB M EERBURISMB TR EL 2 EFASMB 1.08{SMB 2.x5 E#hRZS o
TRIFERPAE TEMSEEEASMB 1.0 B MSMBEETA -

FA R ONTAP -F"EBEERE ONTAP -ZE%E
EECERERRE REE EEE
HEZCHAETREE KREE BEEE
HECEHREXE BE#EE BE#EE
EECRAEXE BEEE BEEE

@ ERRWindows SMB 1F Fim#lEB 73 IEWindows SMB 1RG£ A Fis LIEA%EE ~ BCIFSfH
Ares LRERE « RIS EIAEIR o

TRIFERPAE TEMSEEEASMB 2.x8{SMB 3.0l A MSMBEEITS ©

() #HSMB 2XFISMB 30/ FH « —EBEFSMBEE < MASF o
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A ONTAP -FEEHE ONTAP -RERE

FEERE HE BERE
REEE BEE BEE

T RIBERETERR M MicrosoftFl B imHERESSMBE E1TA ©

(CLaion MEEEZEZ FRANER  JRRATE BRRERE [AReSTERE DCHERE

33
SMB 1.0 md5 = =1 B Grn BfFER GEx ®E
) 2)
SMB 2.x HMAC SHA- & = rES rEE NE
256
SMB 3.0 AES-CMAC : & 26 FEE RS VB

Microsoft A B ZE#FEH Digitally sign communications (if client agrees) 3%
Digitally sign communications (if server agrees) EHZH/FERIEZE ° Microsoft

@ B2 EnableSecuritySignature BERRE © BEEBERETRZ SMB 1 174 ~ AIHEX
X Digitally sign communications (always) EfZH/RBIFZEDY
RequireSecuritySignature BEERIE © AT Microsoft ZBEMEVFEZE © The
SMB ZEEMH (FzE SMB1 1 SMB2)

BEfi# ONTAP SMB 23 ZEH MR

ESMBIL R EEFASMBEEER; « FRAEEWindows A F imBYSMBEFER & 52 B Ae R
€ FETERRPEMNMERES (FED - £ LHITSVMBVERE B S SMBRIARER) o

MAER BRI P IRl AARZZAICPUE B EIE NN « NIBMARIREN RN E: o

MAER ERTZEBUATONTAP EPRHITRIARASEIVMware® o 1EH#EH 2RV EIEUESE L « BIPITZONTAP %
EMNSMBRE RIRHEFRIRAE - BIFASMBEER « TR G RUASMBEBEIE o

18RI SMBE B AL B EAES-NIEIEINAE © 52 BHardware Universe (ZIREHR) (HWU) ~ BERIEHNES
A ZIEAES-NIEE ©

MRIERESIERASTIRERE F IR GCM JREERY SMB higZs 3.11 ~ he] UE—HERERLHE ©

RITHIMEERONTAP ~ XIRBYRRAZSVMware » SMBRRZS R SVMEETIE  SMBE BB BRI G ARAE
£ ; SRR ERIRE PET R RER o

MR MRS £ ERUASMBEEE « BIIAEB D HIWindows Fi P im Gk TER ASMBEE © WIRTAIERI Windows

Pi#EESMBIR#E « TESMBESZEMMACRIE « e U AR EBRE UM L EBREMNWindows A B i
LZFHASMBEE - I1%E7EWindows A Bif L{ZFASMBEZMMEREIE - 52 BMicrosoft Windows X4 ©
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ONTAP SMB ZE4HRE 2%

WAILERE SMBR P imCIFSfRIARE: Z FERYSMBRZETA ~ UNSEHNREFEK ° &
ECIFSfalfkas L2 E SMBEZERFIERENRE » BURRIEHNZZENK °

(ERTLATE R P IR CIFSRIBRES LR ESMBEE © STSMBEEH  SEEE 52 |

... ...

SR ERRS AP IR 2 BEANEZ 2N EYE ~ ZZEFPIREE SMB %2 Require Option
(Sign always) APRIHEMNZEMHKE °

R EEFRAESMBREM S E DT ENHTFELEES LTELEMUBRTEUERSMBEE « FCIFSERES L
(SVM) HISMBEZER AN EIER o

MEREWindowsFH R IR Z 2 4R EREMAE T ~ 552 BMicrosoft > 4 o

B2 BSR4 4H) ONTAP SMB FE40RE

R EAESMBARIRS F AR E AL ENSMBEE « [AEXMEMSVMS EEEE A BAaL
HIAER o

RESMBEIAREEE « FISEERESEE R EanE o Y1RZE + B DNS Rk =28 A 528k CIFS AAREAIIE
B « FrETEE #XEAIERRY SMB AikEs 1% « EEEEBEAME— IP {iit - fIi0 - EREMEERE
an ARy SMB fAlARA3 FJSER A 51 DNS A sCiIER

10.1.1.128 A VS1.IEPUB.LOCAL VSl
10.1.1.129 A VS1.IEPUB.LOCAL VSl

EEBERR - @ELEMNSMBRERTER - RARBARIKIEGREZEISMBEERENEELE - 7@ -
EEITABNN - EEBERT « BRIERAXAFRANER - MAPKSEEEREZR « BIUMNERER
—EHAE « ERHERRGER - TERIER T » MR ANSMBERE G HRAMIISMBEZEEX o

EE R TG

1. Client1 EZFIHZE « MAREEARTEEE SMBo:\ °

2. (EFEFEEEFERNSMBMARSFMAER « UERSMBES °

3. Client! BEARCERIABHLE SMB ZENFA—EHAE s:\ (FFRFERRSHEREER 0:\) o
4. ERBEGFIMENERIE - §fEA SMB %E 0:\ Ml 5:\ MR o

AEABR SMB JRE:2E ONTAP %&
eI B AN ERSMBEE s E KA P imsESMBE © MNREFHONTAP &

ESMBHIEABEBMNFZERE « 7 8RITZANE - MREBEAFFSMBEE « BFRE
ESMBZE  AILUFRAMERSMBRE °
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RIRER T
FEREEANENSMBEE © Gl URERRASEAFIENSMBEE ©

FETFAERT « ERAEEASMBREE :

1. B ERSMBEE « RERERAONTAP R21ESMBEZERIMRA
(D 2 #EBESFHRZONTAP LIESVBEBMIRANZIE -

EERBENT « RAREEZIZRAONTAP ZIEIRA ERISMBEZHRE G B BERNEE
FHREIRE ©

ERXRTEREEREE (SVM) KEINERMARE « MAENME -identity-preserve IR
snapmirror create FRSERAEEENM SVM FIRERABRESFAE R o

MRITERTE -identity-preserve ¥IE true (ID-preserve) - SMB Z%EZEMURTEZESEIBRIM o

WMRIERE -identity-preserve ¥ false (JEID-preserve) -~ SMB HEZEMREAZERIIEN
# o FEUEERT ~ B ENCIFSERSBIZEMRTE ERATARE - MREEBERIFESVM LA S ENSMBEE
Z I BEEBIMSVM EF B S ERNSMBEE ©

1. BT TFHEAR—IEEHE

MRIECIEESMBEE... BABRL...
ERUEB vserver cifs security modify -vserver

vserver name -is-signing-required true

2FHA vserver cifs security modify -vserver
vserver name -is-signing-required
false

2. YEPNEESES CREREANERN SMB % E Is Signing Required FHen <8t PAIBNIEREAFR
LEMWE | vserver cifs security show -vserver vserver name -fields is-signing-
required

&)
T3 EH I ASVM VS1E B A ERSMBES
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clusterl::> vserver cifs security modify -vserver vsl -is-signing-required

true

clusterl::> vserver cifs security show -vserver vsl -fields is-signing-
required

vserver 1is-signing-required

vsl true
() snEsEosSesmEsey - RESSTEYE -
R

* "SnapMirrorfZir"

FT ONTAP SMB L{FPEER BT O EE

eI TE CIFST?H&%%J: TL,.ESMBIT’E[‘t"ExE’J*EEﬁénﬂ C LU R IEE R FErSMB
THREERESRE o IER BN HIERSMBRA A im LER BIFTEML 2R EELR

1. MIT TR EHP—IESE :

\

MREEEBRER.. . BB BIAGS...
IEEHFERISE (SVM) EMFABESZET(EMEEY  vserver cifs session show -vserver

vserver name -is-session-signed true

ESVMLEEBERETFEERIDIE S ZE T /EMSEREF vserver cifs session show -vserver

HER vserver name -session-id integer
—-instance
#
THE<LERRSVM VS1 L EHE TR AR TIFFEE R - ERAEZEHETERR s Session

Signedl (BB TIERSER) &I -

clusterl::> vserver cifs session show -vserver vsl -is-session-signed true
Node: nodel

Vserver: vsl

Connection Session Open Idle
ID ID Workstation Windows User Files Time
3151272279 1 10.1.1.1 DOMAIN\joe 2 23s
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THar < GIELIERSERIDA289SMB TIERS S _EREMEHAAR TIEFRECE A ~ BIETIERSER =
clusterl:
Node: nodel
Vserver: vsl
Session ID: 2
Connection ID: 3151274158
Incoming Data LIF IP Address: 10.2.1.1
Workstation: 10.1.1.2
Authentication Mechanism: Kerberos
Windows User: DOMAIN\joe
UNIX User: pcuser
Open Shares: 1
Open Files: 1
Open Other: 0
Connected Time: 10m 43s
Idle Time: 1m 19s
Protocol Version: SMB3
Continuously Available: No
Is Session Signed: true

User Authenticated as:
NetBIOS Name:
SMB Encryption Status:

e

EESMBEEN TIFREEAst Bk

:> vserver cifs session show -vserver vsl -session-id 2 -instance

domain-user
CIFS ALIAS1
Unencrypted

EZ¥E ONTAP SMB ZEM T EFSER AT ER

e A B ESMB T{ERS R 4R 51 &

= o

RIRERI(E

° statistics EFSHEREREGTIRM signed sessions FIAREIZEEE SMB TIFREERHMERFTH

}H > jf#:UﬁﬁugB&bEL_LE’JIﬂEB EXE:EE% > uﬂﬁmbﬁﬂifﬂ

28 © ° signed sessions NIRETERWIMEIEAFTEES

* cifs AIEERITESIZFRA SMB LT{EMSEEHY SMB %2 o
* smbl BJREMELIT SMB 1.0 T/ERSERHY SMB 3E o

* smb2 AJFEERIE SMB 2.x #1 SMB 3.0 TEFEERHY SMB 23 ©

ML EE SMB 3.0 FAEtER smo2 ¥4

MRCEELRER
§+§iestabllshed_86851onsn+§&%§°
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AR FRBIERSTERIEZR « ZRERRAERE R - MRS LERIRE « ERILURIRSEFFBVER - FILE
RIS PR EIERIEES) - NMFLEERINEFREEISEMRNER « UERLANEHRETILR - BELLERAR
BhfEERR 8 -

1. RIERERRAER :

set -privilege advanced

2. BYAERIKREE | + statistics start -object {cifs|smbl|smb2} -instance instance
-sample-id sample ID [-node node name]

WRIEKISE -sample-id B - LT EATELSFIHAE « WASIEEFHIEERA CLI TIEREERAVTERES
Bl o BYE(E -sample-id AXFF&H o IREEMEBERICLIT/ERERFHITIL RS ~ (BRIETE -sample
-id B - BB AAIITEREER)
EAT M RIS E ENER T E R RVEIRL « MMREKRISTEE R « A WEZEPFFAEEHRNARAER
WM"5S2EERONTAP ¥4l “statistics start Bl » B2 ©

3. i statistics stop EIENERRERNGS o
SHAR T AR “statistics stop TE"TES 2 ZEIRIONTAP"

4. IfRSMBEEMETER :

MREERR FHIEENEA... A
EEZE0 TIEFSES ‘show -sample-id sample_ID -counter

signed_sessions

node_name [-node node_name] ERENTFBERMNERINTIERE

“show -sample-id sample_ID -counter established_sessions
signed_sessions

MR RE—EEAER  SBIaEERIEE -node 8 ©
W"IES 2 EEEONTAP E:¥40 “statistics show Bl » 2R

S. REIEIEHERE4R

set -privilege admin

17


https://docs.netapp.com/us-en/ontap-cli/statistics-start.html
https://docs.netapp.com/us-en/ontap-cli/statistics-start.html
https://docs.netapp.com/us-en/ontap-cli/statistics-start.html
https://docs.netapp.com/us-en/ontap-cli/statistics-start.html
https://docs.netapp.com/us-en/ontap-cli/statistics-start.html
https://docs.netapp.com/us-en/ontap-cli/statistics-start.html
https://docs.netapp.com/us-en/ontap-cli/statistics-start.html
https://docs.netapp.com/us-en/ontap-cli/statistics-start.html
https://docs.netapp.com/us-en/ontap-cli/statistics-start.html
https://docs.netapp.com/us-en/ontap-cli/statistics-start.html
https://docs.netapp.com/us-en/ontap-cli/statistics-start.html
https://docs.netapp.com/us-en/ontap-cli/statistics-start.html
https://docs.netapp.com/us-en/ontap-cli/statistics-start.html
https://docs.netapp.com/us-en/ontap-cli/statistics-stop.html
https://docs.netapp.com/us-en/ontap-cli/statistics-stop.html
https://docs.netapp.com/us-en/ontap-cli/statistics-stop.html
https://docs.netapp.com/us-en/ontap-cli/statistics-stop.html
https://docs.netapp.com/us-en/ontap-cli/statistics-stop.html
https://docs.netapp.com/us-en/ontap-cli/statistics-stop.html
https://docs.netapp.com/us-en/ontap-cli/statistics-stop.html
https://docs.netapp.com/us-en/ontap-cli/statistics-stop.html
https://docs.netapp.com/us-en/ontap-cli/statistics-stop.html
https://docs.netapp.com/us-en/ontap-cli/statistics-stop.html
https://docs.netapp.com/us-en/ontap-cli/statistics-stop.html
https://docs.netapp.com/us-en/ontap-cli/statistics-stop.html
https://docs.netapp.com/us-en/ontap-cli/statistics-stop.html
https://docs.netapp.com/us-en/ontap-cli/statistics-show.html
https://docs.netapp.com/us-en/ontap-cli/statistics-show.html
https://docs.netapp.com/us-en/ontap-cli/statistics-show.html
https://docs.netapp.com/us-en/ontap-cli/statistics-show.html
https://docs.netapp.com/us-en/ontap-cli/statistics-show.html
https://docs.netapp.com/us-en/ontap-cli/statistics-show.html
https://docs.netapp.com/us-en/ontap-cli/statistics-show.html
https://docs.netapp.com/us-en/ontap-cli/statistics-show.html
https://docs.netapp.com/us-en/ontap-cli/statistics-show.html
https://docs.netapp.com/us-en/ontap-cli/statistics-show.html
https://docs.netapp.com/us-en/ontap-cli/statistics-show.html
https://docs.netapp.com/us-en/ontap-cli/statistics-show.html
https://docs.netapp.com/us-en/ontap-cli/statistics-show.html

&)
LUF SR BRI B IRt 17 e 528 (SVM) VS1_ERISMB 2 xFISMB 3.05E4is1 5K o

THan S BB EERERER -

clusterl::> set -privilege advanced

Warning: These advanced commands are potentially dangerous; use them
only when directed to do so by support personnel.
Do you want to continue? {yln}: vy

Ten < SREFTEEAIBERIRE ¢

clusterl::*> statistics start -object smb2 -sample-id smbsigning sample
-vserver vsl
Statistics collection is being started for Sample-id: smbsigning sample

Toer < EFIEEBAHRBERUE

clusterl::*> statistics stop -sample-id smbsigning sample
Statistics collection is being stopped for Sample-id: smbsigning sample

TS LETREHEENSMBIEMEL « MUK SIS EEEFREILAISMB T ERSER :
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clusterl::*> statistics show -sample-id smbsigning sample -counter

signed sessions|established sessions|node name

Object: smb2

Instance: vsl

Start-time: 2/6/2013 01:00:00
End-time: 2/6/2013 01:03:04
Cluster: clusterl

Counter Value
established sessions 0
node name nodel
signed sessions 0
established sessions 1
node name node?2

signed sessions

established sessions

node name node3
signed sessions 0
established sessions 0
node name node4
signed sessions 0

MR e < BEmEnEE2a) 25 ZESMB T IEREE ¢

clusterl::*> statistics show -sample-id smbsigning sample -counter

signed sessions|node name —-node node2

Object: smb2

Instance: vsl

Start-time: 2/6/2013 01:00:00
End-time: 2/6/2013 01:22:43
Cluster: clusterl

Counter Value
node name node2
signed sessions 1

THan e RO EEERER -

clusterl::*> set -privilege admin



e
* FlERISMB TSR B R ERE

b Ak BEE f =
AR IR

ESMB{ERES R EMNENSMBINE « LUEFEBSMBEE SR
BEfZ ONTAP SMB 1%

SMBNZ IIESMB1AAR2: LR B IS FSMBERMEEINGE « 8 —BLZEMIZRINFE o &
A LUEBHBARARERE « B—REFMREINSMBIIZEE °

RIETERR « BEEEMFERKEE (SYM) L2317 SMB FEIARSIF « SMB B EEMA o BN EEITRESHTDF
FASMBIIZ iR ERYIGER 2%

EERIINZENSMBIERES « SMBE B HAESIESMBINE © #£Windows Server 2012F1Windows 8F844
BIWindows i B i 2 #ESMBANE: ©

SVM_EBISMBANE RIE B mAE s E N1 AEER]

* SMB fAlfk#s L 23EH « 7J7E SVM LEATHEE
* SMB £AEE > AIRESEHAERE SMB MERE

TRILURAER B REMEA SEEFISVM ERFIEER - R FESMBIEA SEFIFIELBERNER] - SVM
BiRpRE GIAHAERTRTE

AMHISMBIIFHBRERGAR TUEREAVAES « I T RF

E{FASMBIFARSESMBNZ: S NEER R E B A FRRSSIRINETA

26 3 SVMeRHIF A £ P E R AR S
4RINE o 43 7 EIBARRE © BEASMB
TEMEERR TN o

26 269 EH B ARMEAH - SYMERH
P £ PR G B PR AR S AR AR
% o 3 7 BIBAAAE - BEASMBIIE
S ER R TINE o

3 26 A DR AR o
fEFRILLARRE - NIkt
TN o

3 3 KERFRNNE o

FZEMEZR SMB AR IR A EREREMER SMB ARSHHAE -

HMERENWEEGHINEREN - REEGARTE
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B2 ONTAP SMB INZHMEEN R E

& SMBIL{ERSEREASMBINEZRF « FREFRWindowsFH R imRISMBE &R 2 =2 EIREERS
&\ FERPImMERSS (TREIZE LMITSVMAVETRL - EARESSMBEIARES) ©

MAER BRI P i AARESAICPUE A EIENN « FBMAERIREN RoAE o

MAER ERTZEEUATONTAP fEFFHITRIARZASEIVMware® o 1M H 2RV ENRUESE A « BIRITZONTAP il
FHISMBIRE IR EFRIRIAE © BUAASMBINEE ~ THER & RUFASMBINZENE

1R SMBINZ M AEEEAES-NIEIEINAE o 252 BIHardware Universe (ZiEBEHR) (HWU) -~ FERIEHTES
EELIEAES-NIEIE o

MRIERESERASIRREF IR GCM JREERY SMB hitZs 3.11 ~ el IAE—HILAERRHE ©

RICEVAERONTAP ~ SZIEMIRR A A VMware ~ SMBRRZARSVMEETIE » SMBINZE MR ErfE @B RAE
7 AR ERIRIE TR R ERET o

SMBINIZ7ESMBfRIARES LTER AFEA © (R REEEEMNZESMBHAE I SMBRARES_ EEXFASMBIIE © #
gsmshuuﬁé ~ ONTAP ZiBE— S RIBRZRER « WINESEERNEIFE o Fit « REEXERZ FEEAESMBN

EYFASERAEARER ONTAP SMB 1%

MREBREABISMBIREZERSMBINE ~ RIUTECIFSTRIAR2Z SN A B R AUABSMBIN
E o IRIFFAR ~ FRESMBIIE ©

RIRERI(E

el AFECIFSTRIARSS L RXFASMBINE ~ LEINAEE AR CIFSHIARES LMFATBHA o MREFRHZECIFSHEARSS LM
FRrELRHEESMBIIE « A=2BEHHSEHAENEASMBREMALENSMBINE « BIAFACIFSER
28 EFrERISMBINE ©

BICREAFELRILES (SYM) KEIMERIMART « (8AZEIME -identity-preserve HYEEIR
snapmirror create FRQEAEEBNM SVM REEHABRESHAER o

WMRITETE -identity-preserve I8 true (ID-preserve)  SMB INEZZE2MRTEEESEIBRIM o

MRIEERTE -identity-preserve I8 false (JEID-preserve) ~ SMB NIZRZEMREAZTESIIEN
o FULERT ~ BRI EHCIFSHEARSIZE MR TE GRATERE - IREEERIFESVM_ERASMBNZ ~ Al
WZETE BRI EFHEUACIFSEAREISMBINZE ©
FER

1. AT TS EAP—IEENE !

MREBECIFSHERSS LIEASMBRENSMBINE #WMAGS...
THEE...

BERA vserver cifs security modify -vserver
vserver name -is-smb-encryption
-required true
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MREEECIFSFEIARSE LIEASMBRENSMBINE #WMAGS...
THEE...

[ShEdEE! vserver cifs security modify -vserver
vserver name -is-smb-encryption
-required false

2. FEsR CIFS fAfR2s EFRAEERY SMB INEEAREERMASEA | vserver cifs security show

-vserver vserver name -fields is-smb-encryption-required

° is-smb-encryption-required HB{UMBEIEET true MRFE + F1E CIFS ARSI _LEUE SMB 0
# false MIRBEFH

&)
T5&E 6 ASVM VS1_ERICIFSERRESEN B K ERISMBINZEIIAE -

clusterl::> vserver cifs security modify -vserver vsl -is-smb-encryption
-required true

clusterl::> vserver cifs security show -vserver vsl -fields is-smb-
encryption-required
vserver is-smb-encryption-required

TEREEER
* "SnapMirroriZir"

HEr A P in 2 S EAMNZR ONTAP SMB T {ERSERELR

R SMB TERERAOIIRIA LU S R T ERAIEAISMBEA - &5
BT SMBER B i TIPS ER R T BT B R 2 RIS o

RRERI(E
SMBRF I LIERSE I =BMEE Rz — !

* unencrypted
SMBI{EREELRING o KRR ERHFERELE (SVM) EBRHEABRIME o
* partially-encrypted
ERREREREER - FRENE - ERTHABRINE o REUASVMERINMNZE o
* encrypted

SMBIEREERESTEMNE - ERMASVMERRINE - HARRMEZEAISEERA « helsEREUA ° SVMERR
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AU E G I R RETINE

B
R
F4}

1. MIT TR EHP—IBHE :

MRICEEE AR, HER BABZ...

SFHEHEESVM EBI TIEREER « EEISEMNZERER  vserver cifs session show -vserver vserver_name

TYERER {unencrypted

partially-encrypted encrypted} -instance’

$EESVM _EHFE TERSERIDAYINZ vserver cifs session show -vserver
vserver name -session-id integer
-instance

Ll
Ter < BE LIERSERIDA2RISMB LIRS Fr EREREHAAR TIEMSERE N « BEMERE

clusterl::> vserver cifs session show -vserver vsl -session-id 2 -instance
Node: nodel
Vserver: vsl
Session ID: 2
Connection ID: 3151274158
Incoming Data LIF IP Address: 10.2.1.1
Workstation: 10.1.1.2
Authentication Mechanism: Kerberos
Windows User: DOMAIN\joe
UNIX User: pcuser
Open Shares: 1
Open Files: 1
Open Other: 0
Connected Time: 10m 43s
Idle Time: 1m 19s
Protocol Version: SMB3
Continuously Available: No
Is Session Signed: true
User Authenticated as: domain-user
NetBIOS Name: CIFS ALIASI
SMB Encryption Status: Unencrypted

EZ1" ONTAP SMB INZ 4t &kl

ISR LA BEESMBINZR AR ST ) ~ M B MRLE B 22 37 Y T ERSERFN L FREAR B INZS ~ HRLE
RINZE o
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RIRER T

° statistics ERSERBRNGCERMETIIEHES « CRILUERELEHEREENERN SMB TIEMEE
HERHERER

SR TE G
encrypted sessions IR HAISMB 3.0 TIERERBE
encrypted_share connections SRR PR I S

rejected unencrypted sessions IR AT B T AT TIEREER S8 e
rejected unencrypted shares SRS S S T AT A £ F S FE A

BESTHESR AT E Tt BRI —ERER -
* cifs PIEREEEFEPNA SMB 3.0 TIEREERRY SMB IN% o

ML E SR SMB 3.0 AstER cifs ¥t | MREEELLENNE TIERSERRVEE B T ERSERAREL ~ BT
EEEREY S encrypted sessions LRV HiETITET 2L established sessions sHEEs o

IR CELEBMZH AERIVEE LA RERRAEE A LB
encrypted share connections MARYER HE T connected shares sTELES o

* rejected unencrypted sessions IREEHZEI SMB TSR « ZTIERRERENRTZIE
SMB fNZERYFE R IHETINE ©

* rejected unencrypted shares IRt EEERE SMB HANRH « ZHAFTERBRZIE SMB ME
B A FImEITINE ©

AR FRABERFTERIEZR « ZRERERER - MIRTELERRE « ERILUGREBEHRER - FIEHE
FHRSERTIRMEIE VSR - MELEBERREFRERSEMNER « BRI HEREITIER - BIRLLEFIH
BN R o

1. PR SRR AR

set -privilege advanced

2. BYAERIREE | + statistics start -object {cifs|smbl|smb2} -instance instance
-sample-id sample ID [-node node name]

MREKIETE -sample-id B L EATELEHFIFAIE « WiFLLEFIE RS CLI TIEREERMITEREE
il o BYEfE -sample-id AXFFH o MREEMHERCLI TIERSERPHITILS S ~ BRIEE -sample
-id 28K « T EER LA NTEREA) o

SR USRS E BUREE AR ST BRI AV ERRS - MNRIGKIST R SO FWEEREPFIB AT ER o
WM"IES 2 EERIONTAP B4R "statistics start B3l > 5526 o

3. M statistics stop (FIENERTERNGS °
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5FAH T 2 “statistics stop’ E"IES 2 EEIFIONTAP" o

- RAASMBINZE ALt E K

MREEER THIEEREN...

InZE TERSER

node_name [-node node_name]

‘show -sample-id sample_ID -counter
encrypted_sessions

node_name [-node node _name]

‘show -sample-id sample_ID -counter
encrypted_share_connections

EZRHBEENERIL A

connected_shares

BABARINZR TIEREER

node_name [-node node _name]

“show -sample-id sample_ID -counter
rejected_unencrypted_share

BWA...

‘show -sample-id sample_ID -counter
encrypted_sessions

MEZR TR 2R LN TIRRSER

established_sessions

MERLRER

node_name [-node node _name]

“show -sample-id sample_ID -counter
encrypted_share_connections

node_name [-node node _name]

“show -sample-id sample_ID -counter
rejected_unencrypted_sessions

EEARMNERHAER

node_name [-node node _name]

MRERBERE—HRNEN « FIEEERER -node B8 °

WM"IES 2 ZERIONTAP E:¥40 “statistics show Bl > s52E] o

- ROIEIEREIRER -

set -privilege admin
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vl

LUF SR BRI BE It 17 e 528 (SVM) VS1_EMISMB 3.0/NZ&is1E R o
Ty oSBT ERERBR :

clusterl::> set -privilege advanced

Warning: These advanced commands are potentially dangerous; use them
only when directed to do so by support personnel.
Do you want to continue? {yln}: vy

Ten < SREFTEEAIBERIRE ¢

clusterl::*> statistics start -object cifs -sample-id
smbencryption sample -vserver vsl

Statistics collection is being started for Sample-id:
smbencryption sample

T L EELZEHIRIE RIS -

clusterl::*> statistics stop -sample-id smbencryption sample
Statistics collection is being stopped for Sample-id:
smbencryption sample

T5en < BB SR B P AT R ILAYINZ SMB TEREER AN E B IZAISMB T FRESES -

cluster2::*> statistics show -object cifs -counter
established sessions|encrypted sessions|node name -node node name

Object: cifs

Instance: [proto ctx:003]
Start-time: 4/12/2016 11:17:45
End-time: 4/12/2016 11:21:45
Scope: vsim2

Counter Value

established sessions
encrypted sessions

2 entries were displayed
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T8 < B ENRL I B PIEABRIRINZSMB LIERSER B A ¢

clus-2::*> statistics show -object cifs -counter
rejected unencrypted sessions -node node name

Object: cifs

Instance: [proto ctx:003]
Start-time: 4/12/2016 11:17:45
End-time: 4/12/2016 11:21:51
Scope: vsim2

Counter Value

rejected unencrypted sessions 1

1 entry was displayed.

T5ap < BEmEE AP ERRE PR AR RAISMBH RN INZZ RISMBHFE &4

clus-2::*> statistics show -object cifs -counter

connected shares|encrypted share connections|node name —node node name

Object: cifs

Instance: [proto ctx:003]
Start-time: 4/12/2016 10:41:38
End-time: 4/12/2016 10:41:43
Scope: vsim2

Counter Value

connected shares
encrypted share connections

2 entries were displayed.

T7ar < BRI S HIPEABRIAR NI SMBHAERHAE
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clus-2::*> statistics show -object cifs -counter
rejected unencrypted shares —node node name

Object: cifs

Instance: [proto ctx:003]
Start-time: 4/12/2016 10:41:38
End-time: 4/12/2016 10:42:06

Scope: vsim?2

rejected unencrypted shares 1

1 entry was displayed.

FERAER
* FEE MRS LR ARVt ER « YN ET B

PN =t =
* "R IE B IR EE

Z2HILDAP T {EPSER &M
BEfZ ONTAP SMB LDAP % ZfiHfit

EONTAP IHEESZ IR TNAE ST IR INAESZ IR INRESZ IR TNAE ~ TETIRE S IRTNAESZ IR INBE A AR EIHAE
MEIBINEE o BN BEEHEERIESS (SVM) LERECIFSHERESZRMERTE ~ LUIHE
TRLDAP{EIARR23 L RYERRE ©

HEOHALDAPEN B HEHFAME SBEMNTEN o ZEH) FMELDAPEREHER « LU R LAE
NFEHBRAEN o [LDAPZZMEHR EIEZIEHILDAPRERSTRERE RENE - AMEELE

E o JEE&(ES none ©

7£ SVM LRI CIFS ;=R LDAP #ZEHEIIINFE ~session-security-for-ad-ldap #¥ME vserver
cifs security modify s o

7£ ONTAP SMB {alfiR23 LB A LDAP S EMZE

CIFS{RIARZZ N BLIEACIFSRARBI ZE 2R IE ~ A RefE A EME T ThEEE Active
Directory LDAP{EIARZ8 1T L 235N ©

ez Al
T RAAADEIRSEBIES ~ MHIEEENZ 2 MAERRE -

1. 327 CIFS AR L2142 E ~ LIEA Active Directory LDAP {RIIRESMIFZEMZEIHE | vserver cifs
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security modify -vserver vserver name -session-security-for-ad-ldap
{none|sign|seal}

CAI RN AZEE (sign » BRIREY) « BERET (seal HMEEIE none ~ BEEHFET]) o FBRE

E.l none °

2. HEs% LDAP BEEZHBHEZ R TEEIEHRE | vserver cifs security show -vserver
vserver name

R SVM ERERERY LDAP {RlR2S R E AR BE B EM UNIX Bl ~ FIUNfERE « B¥4AH
@ RS EEAE ~ B BEFRRVBEHERERE -session-security FYEEIE vserver services

name-service ldap client modify me o

2 ELDAP over TLS

BEL ONTAP SMB SVM HIEHZEER CA &:F

EE{EFALDAP over SSL/TLSH{R:&Active Directoryi@ uﬂ;t% s A ZE ST Active
Directory’&FEIRFFHII B EEZBRCARFEREL E/RFBIER AR HBIASCINXF
18 o BEINFIERONTAP HSITALLARERFERIES: (SVM) LEZEEIRE o

ez Al

Active Directory’RsZ RS BB # ¥ CIFSEIARZ3FT B BIARIEEI TLREMKTE - MNF LI T Active Director’&
EARFSAVAEREE R ~ 52 EMicrosoft TechNetiZ2zUE ©

"Microsoft TechNetf2 I\ & : technet.microsoft.com"

1. BUYSHPAIEIERILARYIR CA /&8 . pem XFHET ©

"Microsoft TechNetf2 I\, /& : technet.microsoft.com"
SERk1E
ESVM_E L8 %:5

1ERAE N
"Microsoft TechNetf2 Tt &E"

7£ ONTAP SMB SVM tZ#EBHEEZERIR CA &5

MREELEELDAPERESEEE(FATLSETLDAPE: S « (RN BNLESVM RS
Z1IRCARS °

RAREETIIE

ONTAP HFAER TLS BAREARE - ERILUERG LREREEHIBE (OCSP) RIEEHEEINK
f& - YNRFETLS L ALDAPRIFAOCSP ~ BURISHRVRE G B EIHELRE « ERthERM -
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1. ZEBHBEZBNIRCARE !
a

L] SEE = . . . . .
. FIMRZEER5E | security certificate install -vserver vserver name -type
server-ca

FEEHHBEETFYENE | Please enter Certificate: Press <Enter> when done

b. FAEUEE .pen FRANFIRERER « BE8UET « £iEHENT ————- BEGIN CERTIFICATE-—---
WAGER ----- END CERTIFICATE----- s RBEDDIRTAF T 2B EES -

C. MR IEMEET/REE ©
d. #Enterseli L4t o

X ] SEE X o . PP
2. BRELEERE | security certificate show -vserver vserver name

MERIE

BB ERTR

BR R
1 ONTAP SMB faliR43 LR LDAP over TLS
1ERISMBRIARZE LR AELISMBfAIARES Z 2145 TE ~ 7 BEEA TLSELActive Directory
LDAP{RIAREEIT L 2B ©

EONTAP (ZIREE[E) 9.10.153%A - Active Directory (AD) F&IBARFSLDAPEARTER AN IRLDAPEE B4L o
2 R FAStart-TLSSILDAPSIE 8 T1EFEEE Z 2 MR E AR B E TR « TR ER B BLDAPERETRER

45 - ONTAPEE(FHAEMENEEE AD [ERESHY LDAP BE R4 ~ 35 -try-channel-binding-for-ad
-ldap 8% vserver cifs security modify #i< °©

EERARE B2
s "THEERA ONTAP NFS SVM B9 LDAP"
* "2020 LDAPEERLEFILDAPEEE K ~ A Windows" ©
. 327 SMB fARBZEMRBTE « LA EFE Active Directory LDAP AIIRESEITE LR LDAP &5 ¢ vserver

cifs security modify -vserver vserver name -use-start-tls-for-ad-ldap true

2. &3 LDAP over TLS 2 MR EERES true | vserver cifs security show -vserver
vserver name

YR SVM fERERER LDAP RiRES R EHBBE B E M UNIX Bl (FIUNERE -~ 254850
@ MEREEAH) -~ BIS BB —use-start-tls #EIE | vserver services name-

service ldap client modify i< °
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