EIEWebiRTS
ONTAP 9

NetApp
February 12, 2026

This PDF was generated from https://docs.netapp.com/zh-tw/ontap/system-admin/manage-web-services-
concept.html on February 12, 2026. Always check docs.netapp.com for the latest.



Sk

BIBWebBRTS
EIRERARTSEE
EIEHONTAP Web ARFSHIHRT
7£ ONTAP HEIRARFHIHES I E
FREIE Web #E5IZEHONTAPIES
FCEHONTAP Web ARFSHIFZER
FRREE Web IRFEFIONTAPE S
R EEONTAPEIRE_ ERVHMEBEIS <
7EONTAPHEIE SSL
EIE SSL WS
#& HSTS AR ONTAP Web AR7S
FE;R HSTS L&
B HSTS Ms& & R AfEFHARR
ZFH HSTS
fESRONTAP Web ARFS1ZEX S RE

© © © 0 0 N N O o a & W~ A -



EIEWebfRTE
IR AR TS AR

SR R F R ESHETFER S (SVM) BIWebARTS ~ BETWebARFFRIRE ~ UK

R A BERERES I UFIWebRT
ISR T A SR S R SVMEIWebARF :

* BASERRERNWebARTS

* IEEESTEMRMBHHTTP (SSL) 7ZEXWebARFS
* BBTMWebfRFEHIRTFE

* AHE LA EEREFRWebRE

* BTRASFERWebRIENAE

ETMEREERWebIRT « WA A TIIFEHRY :

- BRELEERRE -

140 ~ WebBRIS FTAE BRI B FIE R FENITNS o BAE OIS AR AERNIRE o

(RIS R E R AL AR o

BRI G EIERBRT) - 5 EHEENWebIRFSIR M IERAVIEEF % o AR ONTAP API Web BR%

cncaps)  (EREYAAE ontaps FRH © HIFAS Web H%5 - ERELRAR heco 7R3
()  EAMNER security login BREMERFIUSEMBESENHS o

* WebBRES B TE A A8 (2R HO T A i o

@ BB LUER vserver services web access IEFIA®BEFE Web RFEHIG S ©

SNERRARBA A ~ B AR TE A WebARFFRILIFRI AAERR] ~ LUAAFFHTTPEXHTTPS o

YNREFERHTTPSEITWeb RFF ~ th HR IR M Web iR 2 BRETSVMAISSL « B FIRHtHRE
BSVMBYBI/REE ©

EIEHONTAP Web ARFEBIEHRS

WebBR#5 2 EREPTUEAHTTPEHTTPSZFERERARER - #EEES R IUREWebE
BHES|IZE « RESSL ~ BXFAWebArF « UK EABREREFIWebARFS o

WZ B TFIWebRFEHIZIREEONTAP {E - ETHAESZ $RAYO.654 !



* RFFRRIERIEMELUNE (spi)

ILARF A B R STBLIFR AR B IBLIF « SRETSSHUECERRE « X OBENAERIMIBARS SR EHT TPEEHTTPS7E
HY o FEERE% €4 enabled ©

EAREFEIENRLH H S BRI OB HEERT 0 spi Web IRBE BEIZ L —ER—EERE S —(EEHRHY
REIRE (IERFIERNREIEE) BOBNEES - TEFTFEEIIHEE

* ONTAP API (ontapi)

S IEARTE AR EBMITONTAP IsyAPl ~ LURIRFZNMITEIETNAE o TEERRTES enabled ©
HESMBEIE T AR ELLARTS o AN ~ MNREFEASystem Manager ~ BIFERIFRIFLLARTS ©
* Data ONTAP £ (disco)

IERRFS BT ERE S BN AR B IR FE AR TR RS IR R & o AR TEA enabled ©

* B2 H (supdiag)

IHEBRFS AT 2l 2 it _E ROREPRIRIRAFEY  LUFBHETTRIBE DT FIMRRIRE  TARRES disabled  ERAETE
sz ik ABBYHET T RUAR LEARTS

* RAMEES (sysmgr)

LERRFSRTERI R M EIR SRR A E ~ ONTAP TMUILTHAEREMIT AARTS © FARRARE S enabled ° ILARFEEE
EFR%IE-

© FRSERRRE RIS (BMC) FE# (Fw_BMC)

IERRFS BT RS T EBMCHIBEIEE © TARRRES enabled ©

* EfIXXHONTAP (docs)

LEARFS AR ISTFENONTAP BRAME R} o FERRE S enabled ©

* ONTAP RESTful API (docs api)

HEARFS B R IC/FEXONTAP TRESTEMEBIAPIY Xff o TARRES enabled ©
* IEREEETE (fud)

HEARFS IR ISR LB TH - FARFRES enabled ©

* ONTAP L2 (ontapmsg)

HERRFS 2 1R S M R TRANTE ~ IR TRIES)  TEERERE A enabled ©
* ONTAP AO#8ik (portal)

IERRF SR B BIFE ERAIARES © TARKES enabled ©



* ONTAP REST EASHITE (rest)

IEARFSSZIERESTUINE ~ Al ARG SRR EERBENFIE TR c FBRRES enabled ©
* XRBEAIZES (SAML) BRISMERSIE (saml)

IEARFSIR M RIS IESAMLARFS(IERS o AR SR ES enabled ©
* SAML RFSIHER (saml-sp)

HERRFS Al AR R P RSP B RN BEAE A E IRFS S IRTS - TARRES enabled ©

RZE TR ZIREEONTAP i ~ HZIREAE RN ERMS -
* HBREMHBHIER (backups)
IEARFS AR T RARRE BN IER - THRRE S enabled ©
* ONTAP Z21M (security)

IEARTE ST IECSRFER B IR ~ LANNSEEREE o TR ES enabled ©

4
=

7€ ONTAP & IB R BHIAES

TR LIEERE EREWebFWIHESIE « LUEHIR S R5FWeb FEX ~ LU AT LAEFR IR
LESSLARZS o f& 0 AT IABETR Web{EHitAE 5 | ERVMERSRE o

TALGEBETIAN « TRERREEWebEHRESIE !
s AT LERIEERIEAPIHER I LUER HTTP 2 HTTPS 2K1FEY Web IRFFAR system services web
modify B3 -external 8% o

* O A RRIEE R B EMFER SSLv3 KETEZH Web FEY security config modify Bn<
-supported-protocol B o
RIETER ~ SSLV3E1ZA o BREZ2M1.0 (TLSv1.0) BRA » FAIREEEA o

WMIES 2 EERIONTAP EE4A “security config modify Bl » 5526 ©
* eI AR E R E NI ERWeb RSN E AR EFEIRIRE (FIPS) 140-2EREER
()  mERuEmEFPS 1402085 -

° EFIPS 140- 218 1RZ AR
R LUEIBR E KRB FIPS 140-2 fR%EMET is-fips-enabled 2#ZE true BAM security
config modify 8<% * ABfEM security config show MEERAR EARREMIA S ©

° EXFEFIPS 140-23R &8 B

* 7€ ONTAP 9.11.1 B9%4 » TLSv1 » TLSv1.1 #1 SSLv3 #E{5H > BA TSLv1.2 1 TSLv1.3 €13
ERARAREE - EZ R ZONTAP ZIEAZPFIMEN R FFET « MELRrAMNENRZEKEF19 o 10
RIZEREBFIPS 140-23R&01E 1 « JA%{=F ~ BITLSvV1 ~ TLSv1.1K%SSLv3E 4SS HAREE o 1RICATH


https://docs.netapp.com/us-en/ontap-cli/security-config-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-config-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-config-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-config-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-config-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-config-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-config-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-config-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-config-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-config-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-config-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-config-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-config-modify.html

4BBETIRE ~ TLSV1.28 TLSSV1 3 & {RIFERFIRRAS o

* $729.11.1ZHIFIONTAP FiZs ~ TLSvIFISSLV3ERE{EA ~ RAETLSVIAFITLSVI 2 4EFFER AR
A& o BUAFIPS 140- 2B EF  FEARIBFEUATLSVIFNSSLY3 © ONTAPINIRIGEIAFIPS 140-217
HIRN ~ AR EAZER ~ AITLSVIFISSLV3 I EMRHEAAREE « BIRIRTAIAVAER « TLSV1.28([H
BFECFETLSV1.1F0TLSV1.2 ©

° @EUX@EE@E%%%%%%E%’&E@%H% system security config show % o

WMN5S 2 EZERONTAP E#4H "security config show &l > s3] o

NRERFAR A « BIAZARRE A WebBRFSHVEETE (LIF) FHAAERR] ~ UAFFHTTPEHTTPSEE

NREEAHTTPSEITWebARFFEN ~ BIIREWebBRFRI R ES HFERKES (SVYM) RISSLAZERA ~ M
B RRMEESSVMBBIREE ©

£ THR) 4REH ~ (CHEE FRNWebEBGE S I EMMENREEEFEE BRI SERHEE L © MetroCluster
FIREIE Web 5| ZHIONTAPIE S
GO LAfER system services web AR EBEIRAREBHHES I ZNG<S o [EalLUER

system services firewall policy create # network interface modify

FAEF Web fFEXERBBF NigHIEr < o

MBAAEE. .. RS
ERERBRRTEWebBEHHESZE © system services web modify

* BASEREENWebEHIHESIZE
* BASFRAEENSSLYS

* RUASERZ MR (HTTPS) BIFIPS 140-
2ERRIE R

ERERERBETWebEEHHES | ZRV4ERE -~ FIETWeb system services web show
HRHE S EREZENEREE - LEERFIPS
140-2M B MR B E RV BEINER _EARER

BTRENEE B ARAIWebBE I ES [ ZE4ARE « UKREER system services web node show
EﬁEEE’JWebHE?‘}EE/ﬁ@

L_LBHM"‘F?‘E'J s AEHTTPEHTTPSEEi 1% EHE?% system services firewall policy create
REREHBNARRA ~ U ETWebFINERIBIBA
N FRIE -service B8 F http ¥ https BEF Web 77
ENESRIBIBIG NAE ©


https://docs.netapp.com/us-en/ontap-cli/security-config-show.html
https://docs.netapp.com/us-en/ontap-cli/security-config-show.html
https://docs.netapp.com/us-en/ontap-cli/security-config-show.html
https://docs.netapp.com/us-en/ontap-cli/security-config-show.html
https://docs.netapp.com/us-en/ontap-cli/security-config-show.html
https://docs.netapp.com/us-en/ontap-cli/security-config-show.html
https://docs.netapp.com/us-en/ontap-cli/security-config-show.html
https://docs.netapp.com/us-en/ontap-cli/security-config-show.html
https://docs.netapp.com/us-en/ontap-cli/security-config-show.html
https://docs.netapp.com/us-en/ontap-cli/security-config-show.html
https://docs.netapp.com/us-en/ontap-cli/security-config-show.html
https://docs.netapp.com/us-en/ontap-cli/security-config-show.html
https://docs.netapp.com/us-en/ontap-cli/security-config-show.html

MR EHE fEMALtan<

1B A R B E3L | F 322 37 R B network interface modify
A LUFER -firewall-policy {2 LIF BANAGER
B 28 o
TERAE
* "ECRAERE T E"

BCE HONTAP Web ARFEHITZEN

2 EWebRFSZEVIE rl B A B FERAHTTPEHTTPSEEE £ EFEREEE (SVM
) ERIBRFFAR o

1. MR BERAFS NS ~ sBFEE #F A WebBRFSBILIF MBS R AR B EHTTPHHTTPSTZEX

@ oI FEARER TR NAE system services firewall show #i% ©

KEE;?ET_BEKHI’_EUEF T HTTP 2 HTTPS - 55f#H system services firewall policy
show % ©

R ASRTE -service B8 system services firewall policy create SRS ZE http 3§
https BUARAIMUZ IRAERIZE

b. EEEEEIE HTTP B HTTPS RIBA X AERAZE BR it Web ARFSHY LIF HERAEE « 556 network

interface show #3% -firewall-policy 8
M"15< 2 EE R ONTAP EB:¥4H "network interface show B3l » 352 ©

,._,\E_Uy(ﬁﬁﬁ network interface modify #8% -firewall-policy iFFANABREIE LIF 2

WMES 2 EERONTAP "E:%4H "network interface modify &3l » F52E] o

2. Ex&i%%?&ﬂ'\] Web {E#itHES|E ~ 1B Web BRFEABAIHETFEY » 558H system services web
modify me e

3. MREITHERZZE Web ﬂlﬁ’z (HTTPS) - 35RENH SSL ~ MfFAAFEEDN SVM IRHEMU/REE

security ssl modify 9% °
M52 2EERIONTAP "E$4H “security ssl modify Bl > 5526 o
4. BERAEED SVM B Web RS ~ 35 vserver services web modify i< °
T A HEARESSVMB AN SERFEERLIE DR
S. EEIREABFIESER SYM LAY Web ARFS « 558 vserver services web access create ff

A\
<


https://docs.netapp.com/us-en/ontap-cli/network-interface-modify.html
https://docs.netapp.com/us-en/ontap-cli/network-interface-modify.html
https://docs.netapp.com/us-en/ontap-cli/network-interface-modify.html
https://docs.netapp.com/us-en/ontap-cli/network-interface-modify.html
https://docs.netapp.com/us-en/ontap-cli/network-interface-modify.html
https://docs.netapp.com/us-en/ontap-cli/network-interface-modify.html
https://docs.netapp.com/us-en/ontap-cli/network-interface-modify.html
https://docs.netapp.com/us-en/ontap-cli/network-interface-modify.html
https://docs.netapp.com/us-en/ontap-cli/network-interface-modify.html
https://docs.netapp.com/us-en/ontap-cli/network-interface-modify.html
https://docs.netapp.com/us-en/ontap-cli/network-interface-modify.html
https://docs.netapp.com/us-en/ontap-cli/network-interface-modify.html
https://docs.netapp.com/us-en/ontap-cli/network-interface-modify.html
https://docs.netapp.com/us-en/ontap-cli/network-interface-show.html
https://docs.netapp.com/us-en/ontap-cli/network-interface-show.html
https://docs.netapp.com/us-en/ontap-cli/network-interface-show.html
https://docs.netapp.com/us-en/ontap-cli/network-interface-show.html
https://docs.netapp.com/us-en/ontap-cli/network-interface-show.html
https://docs.netapp.com/us-en/ontap-cli/network-interface-show.html
https://docs.netapp.com/us-en/ontap-cli/network-interface-show.html
https://docs.netapp.com/us-en/ontap-cli/network-interface-show.html
https://docs.netapp.com/us-en/ontap-cli/network-interface-show.html
https://docs.netapp.com/us-en/ontap-cli/network-interface-show.html
https://docs.netapp.com/us-en/ontap-cli/network-interface-show.html
https://docs.netapp.com/us-en/ontap-cli/network-interface-show.html
https://docs.netapp.com/us-en/ontap-cli/network-interface-show.html
https://docs.netapp.com/us-en/ontap-cli/network-interface-modify.html
https://docs.netapp.com/us-en/ontap-cli/network-interface-modify.html
https://docs.netapp.com/us-en/ontap-cli/network-interface-modify.html
https://docs.netapp.com/us-en/ontap-cli/network-interface-modify.html
https://docs.netapp.com/us-en/ontap-cli/network-interface-modify.html
https://docs.netapp.com/us-en/ontap-cli/network-interface-modify.html
https://docs.netapp.com/us-en/ontap-cli/network-interface-modify.html
https://docs.netapp.com/us-en/ontap-cli/network-interface-modify.html
https://docs.netapp.com/us-en/ontap-cli/network-interface-modify.html
https://docs.netapp.com/us-en/ontap-cli/network-interface-modify.html
https://docs.netapp.com/us-en/ontap-cli/network-interface-modify.html
https://docs.netapp.com/us-en/ontap-cli/network-interface-modify.html
https://docs.netapp.com/us-en/ontap-cli/network-interface-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-ssl-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-ssl-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-ssl-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-ssl-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-ssl-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-ssl-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-ssl-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-ssl-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-ssl-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-ssl-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-ssl-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-ssl-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-ssl-modify.html

CIRFERENABKNEBRKEE o« U ERBRIREAE security login role show {ERAMLTH
BishAae security login role create me e

AABR# security login role show & ‘security login role create "15S2EEH
FIONTAP" ©

6. HNBEEREEFI Web IRIBRIAE « FIEENEHL « URGHERE hERERNERSG EZETRE

security login show @i% °©

7ZEY ONTAP APl Web ARF ontapi) ~ ERBEBNEBFHARTE ontapi EENGZE - EEEFEFIEHEM Web
RS ~ WEFEBAREMERE nttp FEHE ©

W52 EE R ONTAP B4 “security login show &l > 5520 ©
@ &RILUE A “security login create‘ﬁ%?ﬁﬁi“@ﬁﬁﬁﬁ’\]ﬁﬂyfiiﬁ o M"IESBEERIONTAP"SE
#¥40 “security login create’ Bl » 5269 o
RN EIE Web iRFEHIONTAPER <2

BB LUE vserver services web AN EIBERENHFELEEEE (SVM) Web BR
R AERMAS o A LUER vserver services web access EHIABEFE Web AR
RS °

WRCHEE... EELHS
R E = EHANSVMAIWebARF - vserver services web modify

* EXFE{E I WebARTS
* IEE ST RAEFEAHTTPSIZEYWebARFS

FEREE N anSVMAIWebiRFSAEEFI R FHE vserver services web show
RERaFEIEERanSVM EHIWebiRTS vserver services web access create
BRI EFEEERanSVM L WebRFEINAE vserver services web access show
B LA B FEEE HanSVM_ERIWebARTS vserver services web access delete
HERAE
5<L2ZEFIONTAP"

AR EIEONTAPEIRI_ RV ERERTER <

° spi Web RFGEEREFIERBICEAE DI OMERER « BEIIC— BRI A SR
5 —ERVIRMERE - AR FE2FE SRR « BErJUIERARETT systen


https://docs.netapp.com/us-en/ontap-cli/search.html?q=security+login+role
https://docs.netapp.com/us-en/ontap-cli/search.html?q=security+login+role
https://docs.netapp.com/us-en/ontap-cli/search.html?q=security+login+role
https://docs.netapp.com/us-en/ontap-cli/search.html?q=security+login+role
https://docs.netapp.com/us-en/ontap-cli/search.html?q=security+login+role
https://docs.netapp.com/us-en/ontap-cli/search.html?q=security+login+role
https://docs.netapp.com/us-en/ontap-cli/search.html?q=security+login+role
https://docs.netapp.com/us-en/ontap-cli/search.html?q=security+login+role
https://docs.netapp.com/us-en/ontap-cli/search.html?q=security+login+role
https://docs.netapp.com/us-en/ontap-cli/search.html?q=security+login+role
https://docs.netapp.com/us-en/ontap-cli/search.html?q=security+login+role
https://docs.netapp.com/us-en/ontap-cli/search.html?q=security+login+role
https://docs.netapp.com/us-en/ontap-cli/search.html?q=security+login+role
https://docs.netapp.com/us-en/ontap-cli/security-login-show.html
https://docs.netapp.com/us-en/ontap-cli/security-login-show.html
https://docs.netapp.com/us-en/ontap-cli/security-login-show.html
https://docs.netapp.com/us-en/ontap-cli/security-login-show.html
https://docs.netapp.com/us-en/ontap-cli/security-login-show.html
https://docs.netapp.com/us-en/ontap-cli/security-login-show.html
https://docs.netapp.com/us-en/ontap-cli/security-login-show.html
https://docs.netapp.com/us-en/ontap-cli/security-login-show.html
https://docs.netapp.com/us-en/ontap-cli/security-login-show.html
https://docs.netapp.com/us-en/ontap-cli/security-login-show.html
https://docs.netapp.com/us-en/ontap-cli/security-login-show.html
https://docs.netapp.com/us-en/ontap-cli/security-login-show.html
https://docs.netapp.com/us-en/ontap-cli/security-login-show.html
https://docs.netapp.com/us-en/ontap-cli/security-login-create.html
https://docs.netapp.com/us-en/ontap-cli/security-login-create.html
https://docs.netapp.com/us-en/ontap-cli/security-login-create.html
https://docs.netapp.com/us-en/ontap-cli/security-login-create.html
https://docs.netapp.com/us-en/ontap-cli/security-login-create.html
https://docs.netapp.com/us-en/ontap-cli/security-login-create.html
https://docs.netapp.com/us-en/ontap-cli/security-login-create.html
https://docs.netapp.com/us-en/ontap-cli/security-login-create.html
https://docs.netapp.com/us-en/ontap-cli/security-login-create.html
https://docs.netapp.com/us-en/ontap-cli/security-login-create.html
https://docs.netapp.com/us-en/ontap-cli/security-login-create.html
https://docs.netapp.com/us-en/ontap-cli/security-login-create.html
https://docs.netapp.com/us-en/ontap-cli/security-login-create.html
https://docs.netapp.com/zh-tw/ontap/concepts/manual-pages.html
https://docs.netapp.com/zh-tw/ontap/concepts/manual-pages.html
https://docs.netapp.com/zh-tw/ontap/concepts/manual-pages.html
https://docs.netapp.com/zh-tw/ontap/concepts/manual-pages.html
https://docs.netapp.com/zh-tw/ontap/concepts/manual-pages.html
https://docs.netapp.com/zh-tw/ontap/concepts/manual-pages.html
https://docs.netapp.com/zh-tw/ontap/concepts/manual-pages.html
https://docs.netapp.com/zh-tw/ontap/concepts/manual-pages.html
https://docs.netapp.com/zh-tw/ontap/concepts/manual-pages.html
https://docs.netapp.com/zh-tw/ontap/concepts/manual-pages.html
https://docs.netapp.com/zh-tw/ontap/concepts/manual-pages.html
https://docs.netapp.com/zh-tw/ontap/concepts/manual-pages.html
https://docs.netapp.com/zh-tw/ontap/concepts/manual-pages.html

A/_7\O

node root-mount Bp

MREHE...
FEME BRI BN R E S — ARV IREIR &

EREPER CRRRIRAEEE « SR IIHE
RhRYERSfE K H B ARG

—(EERRAMI PR ERE R 5 — BN REAVIRMER & ~ It
SR I B PR EL N B RE BV AR

HERAE N
15T 2EEFIONTAP"

TONTAPHEIE SSL

fERLta<...

system node root-mount create RE—{E#IE
RERI AR —EENRE TR TR B 55 — (BB o

system node root-mount show

system node root-mount delete

£ security ssl ANBIEESENFHFEEREEZS (SVM) SSL E&@inErss
< o SSL BABE M FAEI/REETE Web {AlfiR2s 12 B 23 < BRI NI ELR ~ EMENE

MR EFIRZEM o

TRAILEA T AN EERE N RFERMKE (SYM) BISSL :

* BYASSL

* EERZREROIESE © MR HEZENSVME L RRHG
* BEMSSLAAELIEEREERASSL ~ UKSSLRERH (WRA)
* RERFENSVMBIGAGERA « LUEWebTFEXEKFESDER

* EEOLUFASSLIRAE
* [RHIEZEWebRFEHIHTTPSER

=18 SSL &S

WA AGER security ssl ARNBEEENHFERESE (SVM) SSLERFERIGS °

MREEE...

AEE SYM B SSL ~ Wi B iURE B E 12 17 R
]

FEMEREE T SVM By SSL AHREF/RE TR

fEMALLa<...

security ssl modify

security ssl show

HRABERE security ssl modify M ‘security ssl show "{ESZ2ZERIONTAP" o


https://docs.netapp.com/zh-tw/ontap/concepts/manual-pages.html
https://docs.netapp.com/zh-tw/ontap/concepts/manual-pages.html
https://docs.netapp.com/zh-tw/ontap/concepts/manual-pages.html
https://docs.netapp.com/zh-tw/ontap/concepts/manual-pages.html
https://docs.netapp.com/zh-tw/ontap/concepts/manual-pages.html
https://docs.netapp.com/zh-tw/ontap/concepts/manual-pages.html
https://docs.netapp.com/zh-tw/ontap/concepts/manual-pages.html
https://docs.netapp.com/zh-tw/ontap/concepts/manual-pages.html
https://docs.netapp.com/zh-tw/ontap/concepts/manual-pages.html
https://docs.netapp.com/zh-tw/ontap/concepts/manual-pages.html
https://docs.netapp.com/zh-tw/ontap/concepts/manual-pages.html
https://docs.netapp.com/zh-tw/ontap/concepts/manual-pages.html
https://docs.netapp.com/zh-tw/ontap/concepts/manual-pages.html
https://docs.netapp.com/us-en/ontap-cli/search.html?q=security+ssl
https://docs.netapp.com/us-en/ontap-cli/search.html?q=security+ssl
https://docs.netapp.com/us-en/ontap-cli/search.html?q=security+ssl
https://docs.netapp.com/us-en/ontap-cli/search.html?q=security+ssl
https://docs.netapp.com/us-en/ontap-cli/search.html?q=security+ssl
https://docs.netapp.com/us-en/ontap-cli/search.html?q=security+ssl
https://docs.netapp.com/us-en/ontap-cli/search.html?q=security+ssl
https://docs.netapp.com/us-en/ontap-cli/search.html?q=security+ssl
https://docs.netapp.com/us-en/ontap-cli/search.html?q=security+ssl
https://docs.netapp.com/us-en/ontap-cli/search.html?q=security+ssl
https://docs.netapp.com/us-en/ontap-cli/search.html?q=security+ssl
https://docs.netapp.com/us-en/ontap-cli/search.html?q=security+ssl
https://docs.netapp.com/us-en/ontap-cli/search.html?q=security+ssl

1 HSTS A ONTAP Web BRFS

HTTP B EE#HZ 2% (HSTS) @—1& Web Z2 MRS » BIFBMRERLEZHREA
WE > HIUNHEFERBEEF] Cookie ¥ o iFEiBEFIER HTTPS » HSTS AIE(REAEE
B2 (AR Es 2 BVPR B @ ER L BANE o EONTAP 9.17.1 Bt » ONTAPAILL
ZAONTAP Web ARFS5&GIER HTTPS 45 o

®

RIRERI(E

* B0 9.17.1 RESRAS L KAIONTAPRETAR AR HSTS o AH#KkE 9.17.1 18 » HSTS FAsRARIA °
WA BTEFHRIZRIAE HSTS ©

* FREEMEIZIE HSTS "ONTAP Web fRFE"

QBEHEONTAPEIIIIAR S HTTPS E4R1E > Web BB 74 F38HM1T HSTS - MNRBERK
BIaL2EE - QIR EREINIT HSTS - BRI HSTS BEENIER » 5F2RICRRIERR M -

BAtAZ A
* UTEBTRERER o
FER HSTS FcE
EAIMEERE AN HSTS BEEURECREEERALTERAFHRRE ©

1. fEF “system services web show 152 EER B AIH Web ARFSECE > €13E HSTS :R7E :

cluster-1::system services web*> show

External Web Services: true
HTTP Port: 80
HTTPS Port: 443
Protocol Status: online
Per Address Limit: 80
Wait Queue Capacity: 192
HTTP Enabled: true
CSRF Protection Enabled: true
Maximum Number of Concurrent CSRF Tokens: 500
CSRF Token Idle Timeout (Seconds): 900
CSRF Token Absolute Timeout (Seconds): O
Allow Web Management via Cloud: true
Enforce Network Interface Service-Policy: -
HSTS Enabled: true
HSTS max age (Seconds): 63072000
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YEONTAP 9.17.1 B4 » SARYONTAPE TR HSTS  INRICHKIRBEEARE 9.17.1 HESHRA > BIE
EEEE FFHEA HSTS WUBaHIEER HTTPS © &R LY HSTS IR EREFALAMR - R ERHE HSTS »
SR L BERF S F R RERAR - BB HSTS % » A BEREEEVVATEESE T TRABHRNITREELR °

TR
1. {8 "system services web modify’ BIF HSTS SEN R AEHGB S :

system services web modify -hsts-enabled true -hsts-max-age <seconds>

“-hsts-max-age 15 € 2 E 2350 R HIFIT HTTPS HBFR (UFAERD) o FAR{ES 63072000 # (M

o

#MHE HSTS

2B R B EIEIEREE HSTS REGAMRES » BMEEONTAPHEMA HSTS @ Bfith &7 2B E ISR
BB SIEIT HSTS © 28 HSTS #% > A B REEL AR ENWEEE AR AE L REIHIT HSTS © t1R1%E
I HARS A RN 22 2 1 > BIBANIHAT HSTS B RIS R A4 2 77 EXONTAP Web fR%S » B3PI AT S
SR RS ARSI o

1. £/ “system services web modify @< :

system services web modify -hsts-enabled false

1ERAE N
"RFC 6797 - HTTP B8 E#HZ M (HSTS)"

R RONTAP Web FRFE1ZENRIRE

AAREIEER B E R ARFE AN o IR ARE(RLIF ~ BAAAEER ~ WebEEitHES|
£ » Webfr#5 « BU/&:E - MEEREFIUREIIRTE IERE ©

TRAIHB GBI K AR WebARFS AR FEER

IE7FEN S RE. .. B HEAEILAAREEERR. .. EEMRRIEER. ..

1G9 Web BB EE([D] unable  EHILIFERERIAERIERE o FHETE A LU pingiR EWebARTS
to connect Bf failure to BILIF ©

establish a connection E&

FEX Web ARESHS 82 L 555% © EBI LUER network

@ ping 83 ping LIF
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