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y saml-sp create?®
y saml-sp delete?®
y saml-sp modify?
k legal-hold end?
aggregate delete?
encryption disk destroy?
encryption disk modify?
encryption disk revert-to-original-state?
encryption disk sanitize?
bridge run-cli?
controller flash-cache secure-erase run?
controller service-event delete?®
health alert delete?
health alert modify?®
health policy definition modify?®
node autosupport modify?
node autosupport trigger modify?
node coredump delete?
node coredump delete-all?®
node hardware nvram-encryption modify?
node run
node systemshell
script delete?®
service-processor ssh add-allowed-addresses?
service-processor ssh remove-allowed-addresses?®
smtape restore?
switch ethernet log disable-collection?
switch ethernet log modify?
e 3
create?
delete

file privileged-delete?®
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volume flexcache delete

volume modify?

volume recovery-queue modify 2

volume recovery-queue purge 2

volume recovery-queue purge-all?

volume snaplock modify'

volume snapshot autodelete modify

volume snapshot create?®

volume snapshot delete

volume snapshot modify?

volume snapshot policy add-schedule
volume snapshot policy create

volume snapshot policy delete

volume snapshot policy modify

volume snapshot policy modify-schedule
volume snapshot policy remove-schedule
volume snapshot rename?®

volume snapshot restore

vserver audit create?®

vserver audit delete?

vserver audit disable?®

vserver audit modify?®

vserver audit rotate-log?®

vserver create?

vserver delete?

vserver modify ?

vserver object-store-server audit create?
vserver object-store-server audit delete?®
vserver object-store-server audit disable?®
vserver object-store-server audit modify?
vserver object-store-server audit rotate-log?
vserver options?

vserver peer delete

vserver security file-directory apply?®



vserver

vserver

vserver

vsServer

vserver

vserver

vsServer

vserver

vserver

9.14.1.

securi
vscan
vscan
vscan
vscan
vscan
vscan
vscan

vscan

ty file-directory remove-slag?®
disable?®
on-access-policy create?

on-access-policy delete?
on-access-policy disable?
on-access-policy modify?
scanner-pool create?®
scanner-pool delete?

scanner-pool modify?

cluster peer delete

event config modify

security
security
security
security
security
security
security
security
security
security

security

anti-
anti-
anti-
anti-
anti-
login
login
login
login
login

login

ransomware volume attack clear-suspect'
ransomware volume disable
ransomware volume event-log modify?
ransomware volume pause '
ransomware vserver event-log modify?
create

delete

modify

publickey create

publickey delete

publickey modify

system node run

system node systemshell

volume d

elete

volume flexcache delete

volume recovery-queue modify ?

volume recovery-queue purge 2

volume recovery-queue purge-all?

volume snaplock modify'

volume snapshot autodelete modify

volume snapshot delete

13



14

volume

volume

volume

volume

volume

volume

volume

snapshot
snapshot
snapshot
snapshot
snapshot
snapshot

snapshot

vserver create?

vserver modify ?

policy
policy
policy
policy
policy
policy

restore

vserver peer delete

9.13.1.12.9.12.9.

cluster peer delete

event config modify

security
security
security
security
security
security
security
security
security
system
system
volume
volume

volume

anti-ransomware

anti-ransomware

anti-ransomware

login
login
login
login
login

login

node run

delete

volume

volume

volume

volume

volume

volume

snapshot
snapshot
snapshot
snapshot
snapshot

snapshot

Create
delete
modify
publickey
publickey

publickey

node systemshell

flexcache delete

snaplock modify'

add-schedule
Create

delete *

modify
modify-schedule

remove-schedule

volume attack clear-suspect'
volume disable'’

volume pause'

create
delete

modify

autodelete modify

delete
policy
policy
policy

policy

add-schedule
create
delete*

modify



—_

a A W DN

volume snapshot policy modify-schedule

volume snapshot policy remove-schedule

volume snapshot restore

vserver peer delete

9.12.1/9.11.1

cluster peer delete

event config modify

security login create

security login

security login

security login

security login

security login

system
system
volume
volume
volume
volume
volume
volume
volume
volume
volume
volume

volume

node run
node sys
delete

flexcach
snapshot
snapshot
snapshot
snapshot
snapshot
snapshot
snapshot
snapshot

snapshot

delete
modify
publickey create
publickey delete

publickey modify

temshell

e delete

autodelete modify
delete

policy add-schedule
policy create

policy delete ™

policy modify

policy modify-schedule
policy remove-schedule

restore

vserver peer delete

. 9.13.1 2HRAIRE
WA 9.14.1 WEIRAIFREDS
- 9.15.1 BUFTFRAIRE
- 9.16.1 BUFTRRAIRE
- 9.17.1 BOFRRRAIRE D

° ItEEpe

FBRAR CLI » ERELERRAPTRERAR System Manager ©

AN A
AR

A
<

PN
<

A
<
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HERAE

. ll%%u
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M
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s EEEE"

* EFIE
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EIE MAV B9 ONTAP EIEE % EE¥4A
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a. B—TRE>RTE °*
b. #%—T > * FERENBEZEN - *
C. ¥#—T + Add *fERAE* - *
d. RESEHRLE -
MEHMAEN AR EHRAEEEFIE
2. B SEAMAVAZ AEEHAR
a B—TERE>HRE o
b. #—TF 5> *22MBRF* SEEERE BN WRHRREMAV - CEET G ETR-)
* B8 MABHERTE o
* WAL NERERERERIRES o
* BT A B F IR AL o
- TERREFAH | SEENEHAE o

ESFAMAVEE ~ i EEUSMAVIZ A SEAREEIR A AVARRE

CLIiZF
1. B AR EE Mail FromM Mail Server BE o A :
event config show

RTSRERLIN TIAS :

cluster0l::> event config show
Mail From: admin@localhost
Mail Server: localhost
Proxy URL: -
Proxy User: -
Publish/Subscribe Messaging Enabled: true

EEREELESH  AEA
event config modify -mail-from email address -mall-server server name
HRABEfR event config show & ‘event config modify "fESZ2ZEERIONTAP" o

2. BRI BRKRSEEERENAREES

NREAA... BALLSHS
BREANAKEES security login show
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MR, .. BALLER <

EN BRI RS ETIEERIEER security login modify <parameters>
BN RASIEERA security login create -user-or-group

-name admin name -application ssh
—-authentication-method password

HRABEf# security login show’ security login modify # “security login create "5
LBEBERIONTAP" ©

3. BIIMAVIZER#AE !

security multi-admin-verify approval-group create [ -vserver svm name] -name
group name -approvers approverl[,approverZ2.] [[-email addressl], addressl..]

° —vserver - IERA(EZIEEIE SVM o
° -name - MAV E4A% T8 « &% 64 BFIT °
° —approvers- —EARZETIZENBE - HiX AD BE » FAEI domain\user © I8 »

mydomain\pavan °

° —email ! —HZBEEFEAMUL - FERIT « 20 - BERIBITERFUREE o

g L TS ERL—EMAVEHE - HhE S miERN S MERMIVEFER (L o

cluster-1::> security multi-admin-verify approval-group create —-name

mav-grpl -approvers pavan,julia -email pavan@myfirm.com, julia@myfirm.com

4. BRRERrAR U B E B ¢

security multi-admin-verify approval-group show

&l

cluster-1::> security multi-admin-verify approval-group show

Vserver Name Approvers Email

svm-1 mav-grpl pavan, julia email

pavan@myfirm.com, julia@myfirm.com

fERE L RIECRAIBMAVEFBABAERS

*MizE  *FREIEEHREEMAVRREIEEIET BE]IT o
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MREAE... EALLEGRS
BB BT SECBRB N EE R security multi-admin-verify approval-

group modify [parameters]

SR IRHRE security multi-admin-verify approval-
group replace [-vserver svm name] -name
group name [-approvers-to-add
approverl|[,approver2..]] [-approvers-to-
remove approverl|,approver2..]]

fipREF4R security multi-admin-verify approval-
group delete [-vserver svm name] —name
group name

HaREn
S B ERE
£ ONTAP FEY AT R Z 188

VAR AZEESRE (MAVY) - RAZEESERE% - W ABISMAVIZ &R E
(MAVRAMEIES) NRGEESIZE  ZREREMIER

FREETLF
RFAMAVZ & ~ EXTERMAVEEMAVEIZSIZAE ©

@ MRIEHBEEARE MAV BEEREHVENER MRS EESREINE » SAHAENetApp IR IR K
MTAB"NetAppHIHE : MR MAV BIEERAA » AEASEIEEERE" o

RYFBMAVES ~ IGRI U E IS E T 728 o

Rl
EIIERREE - EORE—(ERFEA SERAMAVIEE o

MBEER MAV ZEE T HERERERE (ARP) - FEE—EHNIHIRAMIZEEHE - 5%
H# ARP 1= ~ ERBBMRATERINEK °

VBRI EE
HITZREFEMENIVEEHRE - ERNR/NEHFR1 -

(D)  sEnReEBE A WERREHENE— R EENEY -
RORIBER (1B~ 5% 1))

MAVEIE S AR EIZEERAVERR o TBREA VN () -~ IENRIMER1T - ZENRKEA14
X (14d) o
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f. ##—T TEUB1 LISERMAVAIIAZERE o
FMR4ERE 2 8 ~ HATMIMAVIRRE SRR S BB S H IR o

* RRE (ERUASREA)
* RERERNERBER
* RN ERERIREIEERH

TAILIR—TUETRRANER 5 - EEMAVIZGET SeAREIRARVAERS o
EEFRZEEEESE

1 B—TRERE
2 BT @ 22t BRPTEEERE*EN -
3. #—T TERA) it -

WABUSMAVIZE BESTRIE(FSE o

CLIFZ=F
TECLIFFEYAMAVINSE Z Fil ~ sBAZE/VEA—IE "MAV AR EIEEEA" WEBRIL °

MRIEHE... BALLER S
EXEAMAVINSE security multi-admin-verify modify

—approval-groups groupl|[,groupZ2..] [-

required-approvers nn ] -enabled true [

—execution-expiry [nnh] [nnm] [nns]] [
—approval-expiry [nnh] [nnm] [nns]]

) : TGS R RBER ERERHE  2[ELEX
HEE TR I HAEARIRIMAY o

cluster-1::> security multi-admin-
verify modify -approval-groups
mav-grpl -required-approvers 2
—enabled true

TR ~ LUSERADIAERS “EITIRA)

EIMAVAERE (FEMAVIZE) security multi-admin-verify approval-
group modify [-approval-groups groupl
[, group2..]] [-required-approvers nn ]

—execution-expiry [nnh] [nnm] [nns]] [
—approval-expiry [nnh] [nnm] [nns]]
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ESSEMAVINAE security multi-admin-verify show

gl

cluster-1::> security multi-admin-
verify show

Is Required Execution
Approval Approval

Enabled Approvers Expiry Expiry
Groups
true 2 1h 1h
mav-grpl

EAMAVIIEE (REMAVIZE) security multi-admin-verify modify

-enabled false
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#RE PR H
BB SR LUEEMRIERE -query BE1H > B ERRHIAHSINEENFE o Itk "-query BB A RS
4HRETTE > I SVM > Volume # Snapshot £78 ©

B3N > 7852 -query ¥ ‘volume snapshot delete ’ FJLARRTEAY —-snapshot
'hourly*, !daily¥*, !weekly* > RinUB/NE » SRFEBEBMAFIER Volume REBFAZ MAV R o

smci-vsim20::> security multi-admin-verify rule show
Required Approval

Vserver Operation Approvers Groups

vs01 volume snapshot delete - -
Query: -snapshot 'hourly*, !daily*, 'weekly*

()  EEBRasTESTREE MAY R « EAERESTUNRRERDE -

RIEFER » R RIEEERA S (RENIEXER EBIELHFER “security multi-admin-verify request create
"protected_operation" 85 % o {ERILUEERILTERR(E » K “request create’ D REIAT S ©

RIETER  RAFEATIIZEMAVRE « NBIERTLUSER A ERBISMALR
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@ 250 security multi-admin-verify rule pQWBLIES MAV SIBEXE - AEEHIT
security multi-admin-verify rule show°

WNREAE... EALLE S
EITFRAY security multi-admin-verify rule create

-operation '"protected operation'" [-
query operation subset] [parameters]

BB RAEIEEMNEER security login modify <parameters>
gl . TIIFRBEEZEA BEMIBRIEVolume ©

security multi-admin-verify rule create

-operation "volume delete" -query
vserver vsQO"

ECRFRA) security multi-admin-verify rule modify
-operation "protected operation”
[parameters]

fHIBRFR Y security multi-admin-verify rule delete

-operation "protected operation"

FETFRAY security multi-admin-verify rule show

ZKTE ONTAP 1T MAV REEHVIFZE
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System Manageri2/%

BERER—TIAEREE UBRIEEBEES IRER - RATEELZEERX - BFEAEZTWRIELUTIIAR
BYBAN :

Approval request to delete the volume was sent.
Track the request ID 356 from Events & Jobs > Multi-Admin Requests.
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Request to perform delete operation is pending approval.
Retry the operation after request is approved.
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cluster-1::*> volume delete -volume voll -vserver vsO0

Warning: This operation requires multi-admin verification. To create
a
verification request use "security multi-admin-verify

request
create".

Would you like to create a request for this operation?

{yin}: y
Error: command failed: The security multi-admin-verify request (index

3) 1is
auto-generated and requires approval.

° security multi-admin-verify request create "volume delete"

Error: command failed: The security multi-admin-verify request (index
3)
requires approval.
2. \ERFAARE - WEIEMAVEH]
a. NRPFEGZE ~ ALEIECLIFASUTERIEE -
)
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cluster-1::> security multi-admin-verify request show 3

Request Index: 3
Operation: volume delete
Query: -vserver vsO -volume voll
State: approved
Required Approvers: 1
Pending Approvers: 0
Approval Expiry: 2/25/2022 14:32:03
Execution Expiry: 2/25/2022 14:35:36
Approvals: admin?2
User Vetoed: -
Vserver: cluster-1
User Requested: admin
Time Created: 2/25/2022 13:32:03
Time Approved: 2/25/2022 13:35:36
Comment: -
Users Permitted: -

cluster-1::*> volume delete -volume voll -vserver vsO0

Info: Volume "voll" in Vserver "vsO0" will be marked as deleted and
placed in the volume recovery queue. The space used by the volume
will be recovered only after the retention period of 12 hours has
completed. To recover the space immediately, get the volume name
using (privilege:advanced) "volume recovery-queue show voll *" and

then "volume recovery-queue purge -vserver vs0 -volume <volume name>"

command. To recover the volume use the (privilege:advanced) "volume
recovery-queue recover -vserver vs0 -volume <volume name>"
command.

Warning: Are you sure you want to delete volume "voll" in Vserver

"ysO" 2

{yIn}: y

b. yIREAFETRIEH « MRS - REEMIERHHEMAVEES o
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cluster-1::> security multi-admin-verify request show 3

Request Index:

3

Operation: volume delete
Query: -vserver vsO -volume voll
State: vetoed
Required Approvers: 1
Pending Approvers: 1

Approval Expiry:

Execution Expiry:

2/25/2022 14:38:47

Approvals: -
User Vetoed: admin?2
Vserver: cluster-1

User Requested:
Time Created:
Time Approved:
Comment :

Users Permitted:

admin
2/25/2022 13:38:47

cluster-1::*> volume delete -volume voll -vserver vsO

Error: command failed: The security multi-admin-verify request (index 3)
hasbeen vetoed. You must delete it and create a new verification
request.

To delete, run "security multi-admin-verify request delete 3".
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show-pending } [nn] { -fields field1[,field2...]
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security multi-admin-verify request
approve nn

security multi-admin-verify request
veto nn

“security multi-admin-verify request { show

[-instance ] }'
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MR, .. BALLER <

fHBRE K security multi-admin-verify request
delete nn

&
TIEFEEMAVEIRBINEIRS | HRIFAINERE FEMFRIZERS - XEBFIHHEEE—RIE o

clusterl::> security multi-admin-verify request show-pending

Pending
Index Operation Query State Approvers Requestor
3 volume delete - pending 1 julia

cluster-1::> security multi-admin-verify request approve 3

cluster-1::> security multi-admin-verify request show 3

Request Index: 3
Operation: volume delete
Query: -
State: approved
Required Approvers: 2
Pending Approvers: 0
Approval Expiry: 2/25/2022 14:32:03
Execution Expiry: 2/25/2022 14:35:36
Approvals: mav-admin?2?
User Vetoed: -
Vserver: cluster-1
User Requested: julia
Time Created: 2/25/2022 13:32:03
Time Approved: 2/25/2022 13:35:36
Comment: -

Users Permitted: -

&) -
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clusterl::> security multi-admin-verify request show-pending

Pending
Index Operation Query State Approvers Requestor
3 volume delete - pending 1 pavan

cluster-1::> security multi-admin-verify request veto 3

cluster-1::> security multi-admin-verify request show 3

Request Index: 3
Operation: volume delete
Query: -
State: vetoed
Required Approvers: 2
Pending Approvers: 0
Approval Expiry: 2/25/2022 14:32:03
Execution Expiry: 2/25/2022 14:35:36
Approvals: mav-adminl
User Vetoed: mav-admin?2
Vserver: cluster-1
User Requested: pavan
Time Created: 2/25/2022 13:32:03
Time Approved: 2/25/2022 13:35:36
Comment: -

Users Permitted: -

e
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