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1. RAREREARREIESRS BIIREH

security login publickey create -vserver SVM name -username user name -index
index -publickey certificate -comment comment

MBERBNGCEE  A2RNIERSR "W AR REEREIRFEIIRE"
2. AR AWM EE ¢

security login publickey show -vserver SVM name -username user name -index
index

il
T GLERAREIEE SVM BEEERFEVREI svmadminl B SVM engDatal c AREREIEKE
5|4RSR5 ©

clusterl::> security login publickey create -vserver engDatal -username
svmadminl -index 5 -publickey
"<key text>"


https://docs.netapp.com/zh-tw/ontap/authentication/config-worksheets-reference.html
https://docs.netapp.com/zh-tw/ontap/authentication/config-worksheets-reference.html
https://docs.netapp.com/zh-tw/ontap/authentication/config-worksheets-reference.html
https://docs.netapp.com/zh-tw/ontap/authentication/config-worksheets-reference.html
https://docs.netapp.com/zh-tw/ontap/authentication/config-worksheets-reference.html
https://docs.netapp.com/zh-tw/ontap/authentication/config-worksheets-reference.html
https://docs.netapp.com/zh-tw/ontap/authentication/config-worksheets-reference.html
https://docs.netapp.com/zh-tw/ontap/authentication/config-worksheets-reference.html
https://docs.netapp.com/zh-tw/ontap/authentication/config-worksheets-reference.html
https://docs.netapp.com/zh-tw/ontap/authentication/config-worksheets-reference.html
https://docs.netapp.com/zh-tw/ontap/authentication/config-worksheets-reference.html
https://docs.netapp.com/zh-tw/ontap/authentication/config-worksheets-reference.html
https://docs.netapp.com/zh-tw/ontap/authentication/config-worksheets-reference.html
https://docs.netapp.com/zh-tw/ontap/authentication/config-worksheets-reference.html
https://docs.netapp.com/zh-tw/ontap/authentication/config-worksheets-reference.html
https://docs.netapp.com/zh-tw/ontap/authentication/config-worksheets-reference.html
https://docs.netapp.com/zh-tw/ontap/authentication/config-worksheets-reference.html
https://docs.netapp.com/zh-tw/ontap/authentication/config-worksheets-reference.html
https://docs.netapp.com/zh-tw/ontap/authentication/config-worksheets-reference.html
https://docs.netapp.com/zh-tw/ontap/authentication/config-worksheets-reference.html
https://docs.netapp.com/zh-tw/ontap/authentication/config-worksheets-reference.html
https://docs.netapp.com/zh-tw/ontap/authentication/config-worksheets-reference.html
https://docs.netapp.com/zh-tw/ontap/authentication/config-worksheets-reference.html
https://docs.netapp.com/zh-tw/ontap/authentication/config-worksheets-reference.html
https://docs.netapp.com/zh-tw/ontap/authentication/config-worksheets-reference.html
https://docs.netapp.com/zh-tw/ontap/authentication/config-worksheets-reference.html
https://docs.netapp.com/zh-tw/ontap/authentication/config-worksheets-reference.html
https://docs.netapp.com/zh-tw/ontap/authentication/config-worksheets-reference.html
https://docs.netapp.com/zh-tw/ontap/authentication/config-worksheets-reference.html
https://docs.netapp.com/zh-tw/ontap/authentication/config-worksheets-reference.html
https://docs.netapp.com/zh-tw/ontap/authentication/config-worksheets-reference.html

BEEESIRPHI SSH A E#EA X.509 /R:E

ATIRSERARAEIESIRSMN SSH L2 M ~ oI LUER security login
publickey BIE SSH AHEMAEEE X.509 &ERAMIRTE o

R ARERM X.509 /EEHERGEESRP EILRF

€ ONTAP 9.13.1 f4a ~ fERTLAHE X.509 /&8 AT AR EIE SR ERRMHN AR IBE RN - ErREE
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BB EESSHESR ©
* MREIAFERE X509 RESTEH  BoIUERAEREBNES o
* MRIEEERE X509 BEE T BRI
© MABIREIREEN (CA) IREIRGE -
o RNE(FRLEERR LS (PR CAREE) security certificate install 3% ©
° REEERIA SSH MY OCSP © 352/ “FHOCSPEEH(I/&E BT E " UESAERIET
1. ARSI X.509 REHARGEIE SRS EILRIMH -

security login publickey create -vserver SVM name -username user name -index
index -publickey certificate -x509-certificate install

BRI H S  BEMNTERSR AN REERERA R o
2. RIAMSANGEEE |

security login publickey show -vserver SVM name -username user name -index
index

gl
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AHRERERIERRSIREIE6 o


https://docs.netapp.com/zh-tw/ontap/system-admin/verify-digital-certificates-valid-ocsp-task.html
https://docs.netapp.com/zh-tw/ontap/system-admin/verify-digital-certificates-valid-ocsp-task.html
https://docs.netapp.com/zh-tw/ontap/system-admin/verify-digital-certificates-valid-ocsp-task.html
https://docs.netapp.com/zh-tw/ontap/system-admin/verify-digital-certificates-valid-ocsp-task.html
https://docs.netapp.com/zh-tw/ontap/system-admin/verify-digital-certificates-valid-ocsp-task.html
https://docs.netapp.com/zh-tw/ontap/system-admin/verify-digital-certificates-valid-ocsp-task.html
https://docs.netapp.com/zh-tw/ontap/system-admin/verify-digital-certificates-valid-ocsp-task.html
https://docs.netapp.com/zh-tw/ontap/system-admin/verify-digital-certificates-valid-ocsp-task.html
https://docs.netapp.com/zh-tw/ontap/system-admin/verify-digital-certificates-valid-ocsp-task.html
https://docs.netapp.com/zh-tw/ontap/system-admin/verify-digital-certificates-valid-ocsp-task.html
https://docs.netapp.com/zh-tw/ontap/system-admin/verify-digital-certificates-valid-ocsp-task.html
https://docs.netapp.com/zh-tw/ontap/system-admin/verify-digital-certificates-valid-ocsp-task.html
https://docs.netapp.com/zh-tw/ontap/system-admin/verify-digital-certificates-valid-ocsp-task.html
https://docs.netapp.com/zh-tw/ontap/system-admin/verify-digital-certificates-valid-ocsp-task.html
https://docs.netapp.com/zh-tw/ontap/system-admin/verify-digital-certificates-valid-ocsp-task.html
https://docs.netapp.com/zh-tw/ontap/system-admin/verify-digital-certificates-valid-ocsp-task.html
https://docs.netapp.com/zh-tw/ontap/system-admin/verify-digital-certificates-valid-ocsp-task.html
https://docs.netapp.com/zh-tw/ontap/system-admin/verify-digital-certificates-valid-ocsp-task.html
https://docs.netapp.com/zh-tw/ontap/system-admin/verify-digital-certificates-valid-ocsp-task.html
https://docs.netapp.com/zh-tw/ontap/system-admin/verify-digital-certificates-valid-ocsp-task.html
https://docs.netapp.com/zh-tw/ontap/system-admin/verify-digital-certificates-valid-ocsp-task.html
https://docs.netapp.com/zh-tw/ontap/system-admin/verify-digital-certificates-valid-ocsp-task.html
https://docs.netapp.com/zh-tw/ontap/system-admin/verify-digital-certificates-valid-ocsp-task.html
https://docs.netapp.com/zh-tw/ontap/system-admin/verify-digital-certificates-valid-ocsp-task.html
https://docs.netapp.com/zh-tw/ontap/system-admin/verify-digital-certificates-valid-ocsp-task.html
https://docs.netapp.com/zh-tw/ontap/authentication/config-worksheets-reference.html#associate-a-public-key-with-a-user-account
https://docs.netapp.com/zh-tw/ontap/authentication/config-worksheets-reference.html#associate-a-public-key-with-a-user-account
https://docs.netapp.com/zh-tw/ontap/authentication/config-worksheets-reference.html#associate-a-public-key-with-a-user-account
https://docs.netapp.com/zh-tw/ontap/authentication/config-worksheets-reference.html#associate-a-public-key-with-a-user-account
https://docs.netapp.com/zh-tw/ontap/authentication/config-worksheets-reference.html#associate-a-public-key-with-a-user-account
https://docs.netapp.com/zh-tw/ontap/authentication/config-worksheets-reference.html#associate-a-public-key-with-a-user-account
https://docs.netapp.com/zh-tw/ontap/authentication/config-worksheets-reference.html#associate-a-public-key-with-a-user-account
https://docs.netapp.com/zh-tw/ontap/authentication/config-worksheets-reference.html#associate-a-public-key-with-a-user-account
https://docs.netapp.com/zh-tw/ontap/authentication/config-worksheets-reference.html#associate-a-public-key-with-a-user-account
https://docs.netapp.com/zh-tw/ontap/authentication/config-worksheets-reference.html#associate-a-public-key-with-a-user-account
https://docs.netapp.com/zh-tw/ontap/authentication/config-worksheets-reference.html#associate-a-public-key-with-a-user-account
https://docs.netapp.com/zh-tw/ontap/authentication/config-worksheets-reference.html#associate-a-public-key-with-a-user-account
https://docs.netapp.com/zh-tw/ontap/authentication/config-worksheets-reference.html#associate-a-public-key-with-a-user-account
https://docs.netapp.com/zh-tw/ontap/authentication/config-worksheets-reference.html#associate-a-public-key-with-a-user-account
https://docs.netapp.com/zh-tw/ontap/authentication/config-worksheets-reference.html#associate-a-public-key-with-a-user-account
https://docs.netapp.com/zh-tw/ontap/authentication/config-worksheets-reference.html#associate-a-public-key-with-a-user-account
https://docs.netapp.com/zh-tw/ontap/authentication/config-worksheets-reference.html#associate-a-public-key-with-a-user-account
https://docs.netapp.com/zh-tw/ontap/authentication/config-worksheets-reference.html#associate-a-public-key-with-a-user-account
https://docs.netapp.com/zh-tw/ontap/authentication/config-worksheets-reference.html#associate-a-public-key-with-a-user-account
https://docs.netapp.com/zh-tw/ontap/authentication/config-worksheets-reference.html#associate-a-public-key-with-a-user-account
https://docs.netapp.com/zh-tw/ontap/authentication/config-worksheets-reference.html#associate-a-public-key-with-a-user-account
https://docs.netapp.com/zh-tw/ontap/authentication/config-worksheets-reference.html#associate-a-public-key-with-a-user-account
https://docs.netapp.com/zh-tw/ontap/authentication/config-worksheets-reference.html#associate-a-public-key-with-a-user-account
https://docs.netapp.com/zh-tw/ontap/authentication/config-worksheets-reference.html#associate-a-public-key-with-a-user-account
https://docs.netapp.com/zh-tw/ontap/authentication/config-worksheets-reference.html#associate-a-public-key-with-a-user-account
https://docs.netapp.com/zh-tw/ontap/authentication/config-worksheets-reference.html#associate-a-public-key-with-a-user-account
https://docs.netapp.com/zh-tw/ontap/authentication/config-worksheets-reference.html#associate-a-public-key-with-a-user-account
https://docs.netapp.com/zh-tw/ontap/authentication/config-worksheets-reference.html#associate-a-public-key-with-a-user-account
https://docs.netapp.com/zh-tw/ontap/authentication/config-worksheets-reference.html#associate-a-public-key-with-a-user-account
https://docs.netapp.com/zh-tw/ontap/authentication/config-worksheets-reference.html#associate-a-public-key-with-a-user-account
https://docs.netapp.com/zh-tw/ontap/authentication/config-worksheets-reference.html#associate-a-public-key-with-a-user-account

clusterl::> security login publickey create -vserver engData? -username
svmadmin? -index 6 -publickey

"<key text>" -x509-certificate install

Please enter Certificate: Press <Enter> when done

<certificate text>
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1. RAREIEEIRFBER X 509 /RERAH « LIREIRBH SSH AREHR

security login publickey modify -vserver SVM name -username user name -index
index -x509-certificate delete

2. IBRAREIRIUBREEE

security login publickey show -vserver SVM name -username user name -index
index

#45)
ToeRLEN SVM RAEIEEIRP R X.509 /KRB svmadmin2 BRI SVM engData2 FR5|4RIL 6 ©

clusterl::> security login publickey modify -vserver engData2 -username
svmadmin? -index 6 -x509-certificate delete

KR MEEBIRPBIR ARSI RE R
IERT LIRS IR B AT AR SIRANEBARAS

FIsEZ Al
T ARRENSVMEIES « AREBITILT(E

1. RAREESIRFBIRAFEIRA X.509 /K5RIH:

security login publickey delete -vserver SVM name -username user name -index
index

2. AR ARERIUREEE :

security login publickey show -vserver SVM name -username user name -index



index

gl

THHRLEH SVM R AT IEEIREBIFAKEIEBA X.509 &% svmadmin3 @A SVM engData3 &5 | 4R35
7 ©

clusterl::> security login publickey delete -vserver engData3 -username
svmadmin3 -index 7

7 SSH E A% E Cisco Zizi0) 2FA

i€ ONTAP 9.14.1 FAtA ~ ERILLRK ONTAP SREATEE A SSH HAfEfER Cisco £120ETT
E5hE (2FA) - CAIMAESREERRSRESE RO « MARKREEREFRAREAERE °
& ~ WO UTERE VM B (ZRITE% vserver ) REEZO » TEEER T ER

BARZEE VM BIfERE - MRERANRESZO « ©SERTRINIRETS A « LU
AR ERENREL A

MNRIEA SSH BEARBEZOER:S « FAETXER SSH BAR - BEEZMES - EHRLEN - HRE
Cisco Duo "z " o

AT LAfER ONTAP 85257 TEIZR#TT Cisco 1z 0RI FHITAE

* 37 Cisco Duo

* 8% Cisco Duo #8fE

* #PB% Cisco Duo #B%E

* &F Cisco Duo 4%

© RRR &l BEAE

* [EARE O EEAE]

* [BSBFERENEZOERE]

%7 Cisco Duo
TR LE B AREEERITERMTE VM (1 ONTAP CLI H#8% Vserver ) 3217 Cisco #1Z04EAE security
login duo create A% ° BIREEEMEF - Cisco Duo RUALEEES#TE VM BY SSH B A

1. & A Cisco Duo BEIEE#R ©

2. mifk * FEFAE0 > UNIX FERRRET * ©

3. SEEREME S EIR - MEERIR APl EHRTE o

4. {5 SSH B ALK ONTAP 1RE ©

5. BURILRETE VM B9 Cisco Duo &% « LUIRIEHME B S IESRPRI(E ¢
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security login duo create \
-vserver <STORAGE VM NAME> \
-integration-key <INTEGRATION KEY> \
-secret-key <SECRET KEY> \

-apihost <API HOSTNAME>

MBS HNERSHOVFAEN » F2R AR EESRENRBACHRE TIFR"

%458 Cisco Duo #HAE

IXBI LA Cisco Duo BREBERAENAIN (AN ~ IRMEZDEEIESR « HERMEE HTTP Proxy ) © tIREEE
EE P VM B Cisco Duo #HRE (£ ONTAP CLI H#8% Vserver ) ~ f&aJLAfFM security login duo

modify Bi< ©

T

1. & A Cisco Duo BIEER °

2. mifE * FERTER > UNIX FEFRRER * o

3. MIEHNEEEIE « WERIBN AP EHRTHE o

4. {8 SSH B AR ONTAP IRE ©

5. BB IL{47E VM B9 Cisco Duo 4855 « LUSIRIEP MBI E B A IESRPAE ¢

security login duo modify \

-vserver <STORAGE VM NAME> \
-integration-key <INTEGRATION KEY> \
-secret-key <SECRET KEY> \

-apihost <API HOSTNAME> \

-pushinfo true|false \

~http-proxy <HTTP PROXY URL> \
-autopush true|false \

-prompts 1]2|3 \
-max-unenrolled-logins <NUM LOGINS> \
-is—-enabled true|false \

-fail-mode safe|secure

B3 Cisco Duo #HfE

IRBILAFEBR Cisco Duo 4BRE ~ EEMAEE SSH FABEEEARER DuoTM #E1TE:E - BERREHE VM 1Y
Cisco Duo #HR& (7£ ONTAP CLI #H#8% Vserver ) ~ &BJLU#ER security login duo delete 83% °©

1. 8/ SSH B AR ONTAP tRFA o

2. #ERULHEETF VM B9 Cisco Duo 48R ~ LUEHIRTF VM BFBEXL <STORAGE VM _NAME> !
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security login duo delete -vserver <STORAGE VM NAME>

XA MIFR {72 VM BY Cisco Duo #BEE o

&%E Cisco Duo #H7E

ERILUE B REETE VM (£ ONTAP CLI %84 vserver ) B9IRE Cisco Duo #B8E security login duo

A
show % ©

1. {6 SSH ZAZH ONTAP IRF ©

2. BERILH#TF VM B9 Cisco Duo #HAE o [ AILURIEER vserver ARNIEERE VM B H - FHRH#7E VM
ZFEEVX% <STORAGE VM NAME> -

security login duo show -vserver <STORAGE VM NAME>

TREZEEZHLUTIIMEREL :

Vserver: testcluster
Enabled: true

Status: ok

INTEGRATION-KEY: DI89811J9JWMJCCO7IOH
SKEY SHA Fingerprint:
b79ffadblc50blc747fbacdb34g671d4814
API Host: api-host.duosecurity.com
Autopush: true

Push info: true

Failmode: safe

Http-proxy: 192.168.0.1:3128
Prompts: 1

Comments: -

BRI DR

& RI L35 Cisco DuoTM 1E1E435 %€ Active Directory ~ LDAP S Zsté(E FBEEBHEFINAERE « LIETT DuoTM
Easaief o RICEI L OBHE ~ RER E.F_‘ EHEPRIEREEITEZOEES © SR UEREII S 08
#H security login duo group create < o FBILRHARRF ~ o LUEIE S LB EP RS EE R E S
PRESEZOBRERF 25 o

SEE
1. {8 SSH & A &K ONTAP tRE o



2. 337 DuoTM BHH ~ LURIEHIVE B A IESRPIIE « MREEEE -vserver 8% ~ BHEGERERERIE
VAR

security login duo group create -vserver <STORAGE VM NAME> -group-name
<GROUP_NAME> -exclude-users <USER1l, USER2>

LB BB JATT S Active Directory ~ LDAP SZAHEEE4H o IERJ LUERIEENER®E —exclude
-users IEBBAEGEEIELRORERERFT o

AR O BFAE

SR AfEREARIRA M Cisco Duo B#4HIEH security login duo group show #3% °

1. £/ SSH & AEH) ONTAP 1RE ©

2. @8 DUO B#EIER ~ LURIRPRE IR S IESRHE - IREHE —vserver B « BHETRTEERE
Bk

security login duo group show -vserver <STORAGE VM NAME> -group-name
<GROUP NAME> -exclude-users <USER1l, USER2>

L0 EHERNATBAABRTS Active Directory ~ LDAP Sy ZAst#84H o o] LUEBISEMERE -exclude
-users AEEETRSH o
Bhx " €tz " B54E

ol R R REZ OEHEIER security login duo group delete T o MRICRPREFAE ~ SZB$4EF
NERAERTBEITEZOEFERERFP

1. £/ SSH EAEH) ONTAP 1RE o

2. #%[% DuoTM B#4B1EH ~ LURIRHPHE RIS IESRFRIE - IREEHEE -vserver ¥ « BESERERE
RABER -

security login duo group delete -vserver <STORAGE VM NAME> -group-name
<GROUP_NAME>

Lz OB EN BT ATTS Active Directory ~ LDAP S{ASHEEF4E ©

BB ERENEIZOEREE
RIS PR A e E IS E R EHHFEE%0 SSH BRsgiZF 25t o



HERFTA S ERE
TR AP EAEERA Cisco 10 SSH §&3F ©

1. {#F SSH E A LAY ONTAP IRE ©
2. {23 SSH &M Cisco Duo &5 LA vserver BFBEXUfX <STORAGE VM NAME> :

security login duo -vserver <STORAGE VM NAME> -is-duo-enabled-false

RS OBHEERE
AT ATE 8 120 SSH BRsE 2 REHRB N 82 OB NS E-ERE -

1. {#F SSH EAZAY ONTAP 1RE °
2. HHEEAEPRIS EEAEER Cisco Duo §8:E o UEHALBMERE SENMAR S IEEHME -

security login group modify -group-name <GROUP NAME> -exclude-users
<USER1, USER2>

S OEHENBIBYZATTS Active Directory ~ LDAP S{AHEEHE o IEERIEENERE -exclude
—users IEBEAEESEEZORIREFT
PR R OERE

fEAILAfEA Cisco €0 EIEER ~ HERSEN A FEREFEREZ O - WHEMERAIET » 552/ "Cisco
Duo X 4" o

EETZECAZEN kI /RERE

FIEXEERF L - REMERLECARZEZENELRE - UBRKREEXSVMEEFEASSL
{AiR2S ° EAILA{FE security certificate generate-csr EX/&iEsaE K (

CSR) HIAL ~ LUK security certificate install AR RZECIE/RBISHEE
1—LL|&:E|=IJE,JIL;\EE °

EEREREER

AT LUER security certificate generate-csr EERESBEENR (CSR) WM< o ERIEBRAENR
2%~ REBIRHEEEN (CA) BEXBEENHMURERHRLK o

FIsEZ Al
T AREENSVMEES « FREHUTIET(E -
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1. B4%CSR :

security certificate generate-csr -common-name FQDN or common name -size
5121102411536]2048 -country country -state state -locality locality
-organization organization -unit unit -email-addr email of contact -hash
-function SHA1l|SHA256|MD5

THEn<S &I CSR « HFEAM NIT 1 ZPIAY T Software | B¥EFFESM 2048 It ZEiE - HBEET
—Mk%f8%4 [ ervert.companyname.com™ | ~ (UMREENMMNEEHER - SYM B4 EIESVE FEMFhIL
% web@example.com ] ° AR EEEHHPERCSRMFAZ T o

#2137 CSR HEEA

clusterl::>security certificate generate-csr -common-name
serverl.companyname.com -size 2048 -country US -state California
-locality Sunnyvale -organization IT -unit Software -email-addr
web@example.com -hash-function SHA256

Certificate Signing Request

MIIBGJCBxQIBADBgMROWEgYDVQQODEWt1eGFtcGx1LmNvbTELMAKGAIUEBhMCVVMx
CTAHBgNVBAgTADEJMACGAIUEBXMAMQkwBWYDVQQKEWAXCTAHBgNVBASTADEPMAOG
CSgGSIb3DQEJARYAMEWwDQYJK0Z IThvcNAQEBBQADSWAWSAJBAPXFanNoJApT1nzS
x0cx1xgIMRRGZCR7tVmMTYygPSuTvfhVtwDJbmXuj6U3alwoUsbl3wfEvQnHVENCci1
2ninsJ8CAwWEAAaAAMAOGCSgGSIb3DQERCWUAAOEAGEagLfso5+4g+ejiRKKTUPQO
UgOUEoKuvxhOvPC2w7b//fNSFSFHVX10gEOhYECN/NX9h8mbphCoM5YZ40fnKw==

MIIBOwWIBAAJBAPXFanNoJApTInzSx0OcxixgqImRRGZCR7tVmTYygPSuTvihVtwDJb
mXuj6oU3alwoUsbl3wfEvVOnHVENCci2ninsJ8CAWEAAQJAWL2A0+bW3FKezEuIrQlu
KoMyRYK455wtMk8BrOyJfhYsB20B28eifjJvRWATOBEav99M7cEzgPv+p5kaZTTM
gQIhAPsp+J1hrUXSRJ979LIJJIY0sNez39717ViFXWQScx/ehAiEA+oDbOoOWlVvu
x34aitxVBU6ByVckYU8LbsfeRNsZwD8CIQCbZ1/ENvmlJ/P7NIEx]J2NCtEYxd0Q5
cwBZ5NfZeMBpwQIhAPKkOKWQSLadGfsKO0771itF+hOFGFNHbtuNTrVg4dvPW3nAiAA
PeMBQgEv28y2r8D4dkYzxcXmjzJ1luUSZSZ9¢c/wS6fA==

Note: Please keep a copy of your certificate request and private key

for future reference.

2. JECSREILREVEREER ~ ABUBFR (GINEFEH) FHEBEXEEENBIMECAEITEE -


mailto:web@example.com

gfﬂﬂMEXZQ CATREENBIUEBERAT - CRZRE—PILESRACAEENR (&S
RIECAZE BRIk /&E

] LAER security certificate install £ SVM %4 CA HZENFEREENG T - RATIRTK
IACRERIRIEEN (CA) R/EREBEMPERE - LUEHFARSE uﬁﬁ’]’ﬁaﬂfknn o ONTAP

Az Al
T ARERENSVMEIES « A REHITILI(E -

1. 225 CA ZEMRFEIRERE !

security certificate install -vserver SVM name -type certificate type
MBTERGTEE ~ a2 "TIFR" o

AR ZIRNEE A CAIREREMPAERE « BL/REBNAIIRE/REN/GEHEL - ONTAPIELL
() #BTAmsSEB0CAERRA « ERS THECANIRER - EMEANRE BN TS
RSB LA o

T GHLEE SYM "engData2’ %4k CA ZENFRIARZT/REFP4ERET
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LZHE CA ZENFIRS&RE T REIVES

clusterl::>security certificate install -vserver engData?2 -type
server

Please enter Certificate: Press <Enter> when done

MITIB8TCCAZuUgAwIBAwWIBADANBgkaghkiG9wOBAQQFADBEMRMwEQYDVQQODEwpuZXRh
cHAuUY29tMQswCQYDVQQOGEWJIVUzZEJMACGALUECBMAMOkwBWYDVQQOHEWAXCTAHBgGNV
BAOTADEJMACGALIUECxXMAMQ8WDQYJK0ZIhvcNAQkBFgAWHhcNMTAWNDI2MTkOOTI4
WheNMTAWNTI2MTkOOTI4W)BEfMRMwEQYDVQQODEwWpuUZXRhcHAUY2 9tMQswCQYDVQQG
EwJVUzEJMACGA1UECBMAMQkwBwWYDVQQOHEWAxXCTAHBgNVBAOTADEJMACGA1IUECXMA
MO8wWDQYJKoZIhvcNAQkBFgAWXDANBgkghkiGI9wOBAQEFAANLADBIAKEAYXrK2sry

Please enter Private Key: Press <Enter> when done

MIIBPAIBAAJBAMI16ytrK8nQj82UsWeHOeT8gk0BPX+Y5MLycsUdAXA7hXhumHNpvE
C61X2G32Sx8VEalth94tx+vOEzg+UaqHlt 0CAWEAAQJIBAMZ jDWlgmlm3gIr/n8VT
PFnnZnbVcXVM70tbUsgPKw+QCCh9dF1 jmuQKeDr+wUMWknlDeGrfhILpzfJGHrLJ
z70UCIQDr8d3g0G71UyX+BbFmo/NOuAKjS2cvUU+Y8a8pDxGLLwIhANGa99SusS18U
DiPvdaKTj6+EcGuXfCXz+GO0rfgTZK8uzAiEAr ImnrfYC8KwE9k7AO0y1RzBLAUWKY
AvudDn+/z+H1BdOCIQDDI93P/xpadETNz53Au49VESJIba/Jugckrbosd/1Sd7nQIg
aEMAzt6gHHT4mndi8Bo8sDGedG2SKx6Qbn2IpuNZ7rc=

Do you want to continue entering root and/or intermediate
certificates {yln}: y

Please enter Intermediate Certificate: Press <Enter> when done

MITE+zCCBGSgAWIBAgICAQOWDQYJK0oZIhvcNAQEFBQAWgbsxJDAIBgNVBACTG1Zh
bG1DZXJO0IFZhbGlkYXRpb24gTmV0d29yazEXMBUGA1UEChMOVmMEFsaUNlcnQsIElu
Yy4xNTAzZBgNVBASTLEZhbG1IDZXJOIENsYXNzIDIgUGSsaWNSIFZhbGlkYXRpb24g
QXV0aG9yaXR5MSEWHWYDVQQODExhodHRwO18vd3d3LnzhbGljZXJ0LmNvbS8xIDAe
BgkghkiGO9wOBCQEWEWluZm9AdmFsaWN1cnQuY29tMB4XDTAOMDY yOTE3MDYyMFEFoX
DTIOMDYyOTE3MDYyMFowYzELMAKGAIUEBhMCVVMxITAfBgNVBAOTGFROZSBHbyYBE
YWRkeSBHcm91cCwgSW5jLIExXMC8GAIUECxMoR28gRGFkZHkgQ2xhc3MgMiBDZXJ0

Do you want to continue entering root and/or intermediate
certificates {yln}: vy

Please enter Intermediate Certificate: Press <Enter> when done


Do you want to continue entering root and/or intermediate
certificates {yln}: n

You should keep a copy of the private key and the CA-signed digital
certificate for future reference.

fEFASystem Manager&iE/&:5

%ONTAP RRASSE €21 : 10 1) BEYE ~ &8I LUER System Manager? R B IR SR /RFITH#E
B - AP in/{ERESEE « URAH (RE) SEIRHEE -

A 7 System Manager ~ &I A EIREHMEREIZWEIRVESE « WERFEELEEREXNEN o EHaUE
EECERE - UESRAHEGHMERER o

AR REE

EﬁESystem Manager ~ &R MUSIRFEFERE LNEEREREEN - AP n/ AR REM A /REIREE
i ©

TR
1. f£System ManagerH ~ BEEVEE>RRE

2. BEFE Security (Z211%) &g o
£ ™ReE &R~ SRR TYEEMAER ¢

° EFNEERERERUHE -
° fEEFERA R IR/ RS REHRE -
° REFNIMREREEMLHE -

S. B MHFUSRAME—HR/EERFMER « 3ER - MR /RRE * BEE - ER S SAERIE
RIS o
BEGETRRERENEN - NMRECRAVBTRIERFVMHEN  FRIT FIDER

a. B * #1F > fEEFE VM* o
EEUHETFEVM o
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C. UHAZE * R * RI1TH -
d. 3EE * /558 * BERPREATHIETF ©
TR B
RN R RE [EEREEEENR] -
* BREEMDRZERSIRE « SEHHS—E o EAURSERSIRERIT FIIIE:

FULERSIFRH L. TAILHIT YRR ..
RIEERRER IR EELL * [install-trusted-cert]

* [MUFRMSIERY SRR IR AL

* [BAEERYEERRER]

FIE IR AR A R - [install-cs-cert]
* [gen-cs-cert]
* [delete-cs-cert]

* [renew-cs-cert]

EEE TR * [RILAR AR IR B )
* [fERAEEREERERSE]
* [MIBRAHERE IR )
* BRI

EEREZEZEENK
Ta it TUREE BEEMEMZRSIER - FEASystem ManagerEE/REHFEER (CSR) < RATELNES
WA FENICSR ~ TR U ER/REISEBEAIRBEZEUEE RABRE ©
HER
1. EFVRHRHE ° A2 [BREEH] o
2. BEHY + E% CSR
3. IHE X ERMBMEN :
a. WA ERBE -
b. BEEEKRME o
C. AR o
d. B ABMEENL
4. NRECEEMTERE « FEN ELRIF IR HEMEN o

[e]

Z&k (Nl EEREREREENL

R B[ LATESystem Manager R L4 EL S (ERY/ERRIRREE(T o
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HER
1. BRSBTS R o HSM (AR EH] -
2 eyl -+ Add 8
3. £ MRS EERVREIZEEN EikE - T THSEE :
° B ALTE o
© BRCRE  FEEAEEVM o
° B A BT o
| EBEE
° BIASKEE A RSB o

PR E1ERYREEIREE (L
£ System Manager ~ ] ARIBREERYREEIRIEEL ©

()  mmEmisTERRE ONTAP BIS(EEBRIRE -
1. AR SR BB R E N 3 1R o SR A EE S o
2. BEEEA BRI R4 o
3. JEEY : FERAEEI « AERIEE < MRS o

BRI REREE

B 7 System Manager ~ A LUEL BB EAS BN B RN ST /REBISREEL ©
TR

1. RS ERREIREE N RS 1S - 520 [T EH] -

2. ERSERVRBISER AT o
3. N : I EEREEE  NREBEFH - o

ZeE (i) AP imMERZS/RE
& 7 System Manager ~ &AL Hth A B i/(F AR 28 /&5
1. R AP IR/ARES RS IZE o A2 [1B85/RE

A2 REEE ©

o

SRy + Add P

3. 71 TS AMIERES) EiRL - $UT TS |
° B RE T o
© HHEE" « FEEREEEVM o

14



© BABARE -
BB o

© HAEAEEEER o
TAILHE S FREBA SRR RS HEEHEER AU — T EAREBREEAXS -

CHA*TAEER o
TR FERRARER KA EAAE SR - AR — T BEARAE S IRIEEANTF -

EE (g BRZ=BENAFIR/IEARSEE
B T System Manager ~ fEe] A ZEEREIMNY B K= E A P in/ AR &E ©
1. 13 A R iR/EARSS /KRR RS I1RE - A2H [BREREH] -
2. ERN+ EEBREZENRE Y o
3. £ TEAXBHEZBNRE @RL - MITTIDER
° BANRE R
° H{HCEEE" ~ FHERHEFVM o
° EARARE
o BEHEMEEN o
o AU MEERE o
o RV EIRA/ o
° BHEREFEVM* o

%A B im /R AR 28 /& 58
fE A System Manager ~ &R LAMIBR B F i/ (E AR 28 /&ES ©

1. G S i ARREES R 1B - 2R [IeiUEEEH]
2. IV A / FARIBREMNRE o
3. EEY : ERIEEE  RER— T o

BB P inlR R3S /&8
& T System Manager ~ f&r] LB B 1B HAL BN 2B EARY A P in/ B R3S /&8 ©

1. 1845 R i/ AR S R 1R - F2H (Ie/EEEH]
2. FEEVH PR / AR /REAIRAE
3. WY : ERTEEE « ARE—TEM o
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B AR REIR B (L
B 7 System Manager ~ fERLSERR AL FTBV A4St /REBIRAEES (L ©
HER
1. EFEAMBERBEEEEFR o B2H BREEEH] -
oy + Add B
3. & MHMEAHURIEBIRMEELL EiRLE ~ MITTFIIPER
° BARIE o
o HWHCEEE" ~ FAEEUETFVM o
° BIAMBRBE o
4. NREEEMTERE  FEN ELRIF W IR HEMEN o

AR BRI EURERSE
7£System Manager™ ~ SR LAfE A A REEIRIEE IR B RS
1. EFAMBERBEEE R - FH2H BREEEH] -
2. EIAREIREE AN RTE
3. N : TREEE > R EBEHE ©
4 R HERERBERRE
o TEIMAE HREBEFEARNR « R T EAUENREEBERE
* IEE/REAMIIKRE o

A

fBRAS 14 REE IR BE (1L
£ System Manager ~ & 0] LA BR AN S B IREE (] ©

1 B A REREEURSIRE - F2H MREEEH] -
2. RN RSRIREE IR o
3. EHY : TERTEEE > RERIE MR- o

BRI B
A7 System Manager * 7] L4 BB EAS BN B AR Ay BB IR R BE (1L

1 AR A RE R R E IR RE - AR [BHEEEH]
2. BEENAHRSEIREE IR o
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3. EHY : ERTEEE - ARE—TEM

S EActive Directory i H2sF AR E

RN BS S TEADARISIT A 277 ENE £ SVM ~ ADIEE A BETZEXSVM ° IR EAE
#48VM‘“*SMBHH&%§ BRIESVMERE AR ~ 5% tunnel BB EARNADZENESE
BIREZE o MNRE R ARRESMB RIARZS » AT LUTEADASE 2 IISVMIVERSIRE

R TS BRI 2R ERR ARTS | ONTAP

« Kerberos
- LDAP

* Netlogon

* BT 24 E (LSA)
SR N TERS B id B B AU FERNetlogoniE R LS | ONTAP

TEREER S 8B E X A1 ... BRYAER
HMA-SHA256 ~ LUERSINZIEZ (AES) AEMR Z2£9.10.1 ONTAP

NREHBEEHITHZE ONTAP 9.9.1 HELHRZA ~ M
B4R HI2s Zoaml# T AES KigHEZ 2/
Netlogon RS - RIFEARE LM - EEREERT ~ £BF
E%%g%&ﬁz%lﬂﬁ%ﬂ%& « AIETZE ONTAP B8 AS

DEFIHMC-MD5 (GREia\EiEks) FRBONTAP BIRRZS

MNRETIRETE Netlogon LEBERIHAMIFER AES TIEMEEER « BIFEEEE SVM LEEERA AES o

* #£ ONTAP 9.14. 1 F%a ~ TER21L SVM B ~ TERGRUA AES ~ MAEKFAHREER SVM WEZERTE - BIE]1E

Netlogon Z2@iEE I HAREER AES TIEMEERE1E o
* 7£ ONTAP 9.10.1 £ 9.13.1 #1 ~ }£3 SVM s ~ TERRZ1EH AES o BEEFA T < KEE AES

cifs security modify -vserver vsl -aes-enabled-for-netlogon-channel true

@ BICFRZE ONTAP 9.14.1 S EHHRAEF « LLEERR ONTAP Z21i789I8%F SVM B AES REFAZ
BENEE o EMEEEMILREMNE - 74 8E7EELE SVM ERUE AES o

(I E= =Y f_’yﬁﬂ SVM &7 SMB faikes ~ BRI LAEA security login domain-tunnel create SRS
SVM R EARIES tunnel ~ LUE AD 7ZENEEEE -
FtEZ Al

* RNBEABERISVMRESMBIEARES o
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* CUARFBADBIEAE RS ~ A REFEEERNEESVM °
* B EREEEESTENTIET(E -
EONTAP (S209.10.1) Fa%A ~ QD%UﬁSVMEﬁL (MBtEIE) FIEADTFEN ~ RUSIREGIEADMEE IS A

TNTLM ~ SRR LAfEFKerberos TR AT IRESEE o 7TERRA « FZiEKerberosiBECSVMEEREIRER T o BTN
BETER AR ~ NERE o

() —makEsKeerosiiE - —BKAHK - HEEHBITNTLMES o

1. KB FASMBIYERISVMER E 28887858 « WEADAIHIERISR P ENEEE :

security login domain-tunnel create -vserver svm name
MBTERGTEE ~ sASR "LTIFR" o
SVMIZEHIT ~ (EAEF AEEIBEET o

T e S EHEEA SMB BER SVM T 'engData’ | :BEAEEIEE o

clusterl::>security login domain-tunnel create -vserver engData

e LI SVME KR A

WMRIEREAKREER SVM B SMB {alAR23 ~ BIATLAER vserver active-directory create i< » A4Y
I8 ERY SVM I EKIRE ©

BAREELF

BIAZT vserver active-directory create SRR » RAFIRTEIRME AD FREIRERIEDEE - Mgt
EHBIRERR ~ LUER BT E AR P IEERAEME N - IRPRZIEARAZER

FYaZ Al
II_;\ \/,\E¥$jSVM EEE Tﬁgiﬂ?i—lﬂ:I«E °

1. TEAD#EIE LT SVMBYE SRS -

vserver active-directory create -vserver SVM name -account-name
NetBIOS account name -domain domain -ou organizational unit

BB SEE AER "TER" -

TFH6 <L ZIE4ITE "example.com™ for SVM “engData" £##1747% "ADSERVER1” WERSIRE c BMAGS
% R TRTEHAADFEHRERARE o
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clusterl::>vserver active-directory create -vserver engData -account
-name ADSERVER] -domain example.com

In order to create an Active Directory machine account, you must supply
the name and password of a Windows account with sufficient privileges to
add computers to the "CN=Computers" container within the "example.com"
domain.

Enter the user name: Administrator

Enter the password:

ﬂ

2 ELDAPZNIS{aAlfR2s FEAEE

,a:aézﬁ?a ELDAPEINISTEAREZ/ZEXSVM - LDAPZENISHR B A BETZEXSVM o 3ZHABSINAE
BT (EALDAPIENISH A B L IBIRTEHKIR o

2 E LDAPaEI AR 2517 EX

B ELDAP{EREZS FENSVM ~ LDAPIRE A BETZEXSVM o ,._,\E_[l«,(ﬁﬁﬁ vserver services name-
service ldap client create 7£ SVM Lt#1 LDAP BRI %ﬁ VER < o SRR AILUER vserver
services name-service ldap create FAIHE LDAP AP im4RRREL SVM RIS < ©

RIRER I
AZHLDAPEIARZZER AT LAEEFAONTAP B T HIThAER AV TERR SRS !

* ms-AD-BIS (KZZWindows 2012 EHhRAAD{EI RS HIRIFZEE4E)

* AD-IDMU ( Windows 2008 * Windows 2016 K&EHERZASHI AD RIARSS)

* AD-SFU (Windows 2003F1ERRAD{EIARES)

* RFC-2307 (UNIX LDAP{aIAR23)
FRIEBHMER « BRIRITFEATERZME - NRZ T/ LIERTER B EXIEA « LB E SRIZEHE - INE
n¥%m:§nﬂ N D%%Fﬁ

* "NFS #HRE"

* "NetApp#2fiT#k 54835 © UN{AITEONTAP IHAET; B ELDAP"

ez Al
* AR "CAEZZENERSZAI/RE" ESVME ©
TN ARRENSVMEIES « AREBITILT(E

\

S ER
1. £ SVM #1317 LDAP R imARRE :

19


https://docs.netapp.com/zh-tw/ontap/nfs-config/index.html
https://docs.netapp.com/zh-tw/ontap/nfs-config/index.html
https://docs.netapp.com/zh-tw/ontap/nfs-config/index.html
https://docs.netapp.com/zh-tw/ontap/nfs-config/index.html
https://docs.netapp.com/zh-tw/ontap/nfs-config/index.html
https://www.netapp.com/pdf.html?item=/media/19423-tr-4835.pdf
https://www.netapp.com/pdf.html?item=/media/19423-tr-4835.pdf
https://www.netapp.com/pdf.html?item=/media/19423-tr-4835.pdf
https://www.netapp.com/pdf.html?item=/media/19423-tr-4835.pdf
https://www.netapp.com/pdf.html?item=/media/19423-tr-4835.pdf
https://www.netapp.com/pdf.html?item=/media/19423-tr-4835.pdf
https://www.netapp.com/pdf.html?item=/media/19423-tr-4835.pdf
https://www.netapp.com/pdf.html?item=/media/19423-tr-4835.pdf
https://www.netapp.com/pdf.html?item=/media/19423-tr-4835.pdf
https://www.netapp.com/pdf.html?item=/media/19423-tr-4835.pdf
https://www.netapp.com/pdf.html?item=/media/19423-tr-4835.pdf
https://www.netapp.com/pdf.html?item=/media/19423-tr-4835.pdf
https://www.netapp.com/pdf.html?item=/media/19423-tr-4835.pdf
https://www.netapp.com/pdf.html?item=/media/19423-tr-4835.pdf
https://www.netapp.com/pdf.html?item=/media/19423-tr-4835.pdf
https://www.netapp.com/pdf.html?item=/media/19423-tr-4835.pdf
https://www.netapp.com/pdf.html?item=/media/19423-tr-4835.pdf
https://www.netapp.com/pdf.html?item=/media/19423-tr-4835.pdf
https://www.netapp.com/pdf.html?item=/media/19423-tr-4835.pdf
https://www.netapp.com/pdf.html?item=/media/19423-tr-4835.pdf
https://www.netapp.com/pdf.html?item=/media/19423-tr-4835.pdf
https://www.netapp.com/pdf.html?item=/media/19423-tr-4835.pdf
https://www.netapp.com/pdf.html?item=/media/19423-tr-4835.pdf
https://www.netapp.com/pdf.html?item=/media/19423-tr-4835.pdf
https://www.netapp.com/pdf.html?item=/media/19423-tr-4835.pdf
https://www.netapp.com/pdf.html?item=/media/19423-tr-4835.pdf
https://www.netapp.com/pdf.html?item=/media/19423-tr-4835.pdf
https://www.netapp.com/pdf.html?item=/media/19423-tr-4835.pdf
https://www.netapp.com/pdf.html?item=/media/19423-tr-4835.pdf
https://docs.netapp.com/zh-tw/ontap/authentication/install-ca-signed-server-digital-certificate-task.html
https://docs.netapp.com/zh-tw/ontap/authentication/install-ca-signed-server-digital-certificate-task.html
https://docs.netapp.com/zh-tw/ontap/authentication/install-ca-signed-server-digital-certificate-task.html
https://docs.netapp.com/zh-tw/ontap/authentication/install-ca-signed-server-digital-certificate-task.html
https://docs.netapp.com/zh-tw/ontap/authentication/install-ca-signed-server-digital-certificate-task.html
https://docs.netapp.com/zh-tw/ontap/authentication/install-ca-signed-server-digital-certificate-task.html
https://docs.netapp.com/zh-tw/ontap/authentication/install-ca-signed-server-digital-certificate-task.html
https://docs.netapp.com/zh-tw/ontap/authentication/install-ca-signed-server-digital-certificate-task.html
https://docs.netapp.com/zh-tw/ontap/authentication/install-ca-signed-server-digital-certificate-task.html
https://docs.netapp.com/zh-tw/ontap/authentication/install-ca-signed-server-digital-certificate-task.html
https://docs.netapp.com/zh-tw/ontap/authentication/install-ca-signed-server-digital-certificate-task.html
https://docs.netapp.com/zh-tw/ontap/authentication/install-ca-signed-server-digital-certificate-task.html
https://docs.netapp.com/zh-tw/ontap/authentication/install-ca-signed-server-digital-certificate-task.html
https://docs.netapp.com/zh-tw/ontap/authentication/install-ca-signed-server-digital-certificate-task.html
https://docs.netapp.com/zh-tw/ontap/authentication/install-ca-signed-server-digital-certificate-task.html
https://docs.netapp.com/zh-tw/ontap/authentication/install-ca-signed-server-digital-certificate-task.html
https://docs.netapp.com/zh-tw/ontap/authentication/install-ca-signed-server-digital-certificate-task.html
https://docs.netapp.com/zh-tw/ontap/authentication/install-ca-signed-server-digital-certificate-task.html
https://docs.netapp.com/zh-tw/ontap/authentication/install-ca-signed-server-digital-certificate-task.html
https://docs.netapp.com/zh-tw/ontap/authentication/install-ca-signed-server-digital-certificate-task.html
https://docs.netapp.com/zh-tw/ontap/authentication/install-ca-signed-server-digital-certificate-task.html

vserver services name-service ldap client create -vserver SVM name -client

-config client configuration -servers LDAP server IPs -schema schema -use
-start-tls true|false

()  SAEHSYMEERAZESEr TLS - REBFIRERSVM -
MBFEMRLEE  HSR T(r o

T3E<E7E SVYM [engData ] EEI%% corp 1 B9 LDAP BBRIRAHEE - BRIREERELEE IP (Lt

7 172.0.0.100 #0 172.16.0.101 B9 LDAP {alfR2s - AR im{EA RFC- 2307 IOEMELT LDAP T3 - AR
RIAR2S 2 RIRVEN E (A Start TLSHNZ ©

clusterl::> vserver services name-service ldap client create

-vserver engData -client-config corp -servers 172.16.0.100,172.16.0.101
-schema RFC-2307 -use-start-tls true

@ % ONTAP 9.2 Bi%4 -1dap-servers BUXHEML -servers o MM RI LUERLDAPERRES
By FE LTI IPALE o

. 1% LDAP P im4HREEL SVM 2R | vserver services name-service ldap create

-vserver SVM name -client-config client configuration -client-enabled
truel|false

METBNBTEE

AR "TIER" -

'ﬂll

TSGR LDAP FEPIH4ERE corp £ SVM engbata » MifE SVM _EEXFS LDAP BBk

clusterl::>vserver services name-service ldap create -vserver engData
-client-config corp -client-enabled true

@ %t ONTAP 9.2 ffl#8 vserver services name-service ldap create Y15 ONTAP &
RIEASLTEERSS « ML EITEBAEREE « WOFRERAS ©

3. {@Mvserver services name-service LDAPI&EE #p % ZREGE L T8 IR ZSIHIARAS o

20

T5sh S EEFESVM vs0 L AILDAPRIARES ©

clusterl::> vserver services name-service ldap check -vserver vsO

Vserver: vsO |

|

| Client Configuration Name: cl |
| LDAP Status: up |
|

LDAP Status Details: Successfully connected to LDAP server
"10.11.12.13". |
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2 FERISRE S TIHLONTAP RRASSER 2 EEN809 2BIHA A o

=2 E NIS fARREs1FEY

RN ZBEA B ENISERESEH SVMBYIFEE ~ NISIRE A BEFEXSVM o A LU#FEA vserver services name-
service nis-domain create £ SVM #1371 NIS 43I AHRERAR < ©

MREAT
EELGRY SANISHB  RAEH—(E NIS BERER active —R o

ez Al
* FESVMESRTENISHEEIZ AT ~ FiE B s E IR AR S EB R Al e AN
* MR ERENSVMEIES ~ AREHITIET(E -

1. £ SVM _E#I7 NIS 43i4HRE :

vserver services name-service nis-domain create -vserver SVM name -domain
client configuration -active true|false -nis-servers NIS server IPs

MBETRBNGSEE AER "TER" -

@ £ ONTAP 9.2 [ -nis-servers BUIANL -servers o IEFTEAIATERIE NIS fAIARESEVE
12 FE0E IP i3t o

THIe4EE SVM "engData" EEIT NIS 48154BAE o NIS 4915 nisdomain EEITRSAEATARES « X8 1P
fiI3t% 192.0.2.180 B9 NIS {AAR237&:H ©

clusterl::>vserver services name-service nis-domain create

-vserver engData -domain nisdomain -active true -nis-servers 192.0.2.180

B ATBARTS RIS

LIBARTE ISR TNAE IR IS EFALDAPTUINISI A B B IBARFS 2KIR o MR LUER vserver services name-
service ns-switch modify L LUIEELBIRIEIENEAIER

e Al
* R AE R ELDAPHINISEIARS37FEN ©
c BNEREEEESHSVMERES « AREHITIET(E
1. 5 ERBRBRENEAIRF :

vserver services name-service ns-switch modify -vserver SVM name -database
name service switch database —-sources name service source order
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iy

ke

BEs LR ~ SR "TIER" -

THEr <L EHEE SVM "engData" L "passwd" EkIERY LDAP I NIS & iBARFRIFEHIER o

clusterl::>vserver services name-service ns-switch

modify -vserver engData -database passwd -source files ldap,nis

SERREEEEN

BREARGE « BEZIEVEEIIRERN - MIREZE SVM B S -~ AIUER
security login password BRRUERLEHCHEN - IRECEEEEIES ~ nJUfE
H security login password i @UEBEARARTIZESNEZE o

FAREETLF
MEBL BT TR

(D RATLUER security login role config modify FAREIRELSE A EHERN 2 IREE
EFRAE < o NFRFMAEN ~ B2REA "mS2ZER" °
FtEZ Al
* MAERBRENSVMEIES « FEEF R CHER o
T EARREEIES « THEEFHMEIESHEN -

4= = [l . . .
1. $EEEEHNE | security login password -vserver sSvm _name -username user name

TGS EEHERATIEEMNEE adninl BAR SVMvsl.example.com ° RAGIRTEETHABIER
15 ~ R BE AN EFEAFEL ©

vsl.example.com: :>security login password -vserver engData -username
adminl

Please enter your current password:

Please enter a new password:

Please enter it again:
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HHIE M EPREHE Rt EEERS

COILUEMR security login lock AREERMAEBIEEIIRFMNGS « UK security
login unlock fRFFIEHEIRP IR ©

ez Al
T AR EEEE T ERITEETF -

1. HERREEBRS !

security login lock -vserver SVM name -username user_name

TGS EHERREIEERS adninl BN SVM vsl.example.comn :

clusterl::>security login lock -vserver engData -username adminl

2. ERHERMEESIRG °

security login unlock -vserver SVM name -username user_name

TS EREGEHERREIEESIRS adninl BAR SVM vsl.example.com :

clusterl::>security login unlock -vserver engData -username adminl

EERAMHIEAE
SRAMNEASHARRTARE EEEAFIHERA o KR UIEREGTS 2 BRERHR(R
FEHREAR

ERAIEAEARK

SHEEAR (EVMS) S/ HTENEEARKNES - CAMEHBAERARIREE audit. log
e

SREAEARMETZ EEH

PESEHATRE « (CRILURENGT S SRR ALR :

* BESARRONART NBFT  BHFTTH/ ST

- EEAERRRERSILE

* IRBIASFNABMBAESARY « BAEEEORRE R RUBHEERE

* BHRY TR R R BRI R AR AR IR P
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SR UER security login role config modify HITELETENGS o
REAME ~ A LURE T SIZEIND BR

* M security ssh modify FARRHIFFEIEILRY SVM ZFAERELMAEGS ©
* ERFERAEEERS - BIREHMDS-ER EIREBEEFL2HISHA-S12ERE L ©

HAMEE SR, ZHEHIHITSHA-2

AR 2% ~ ONTAP EEMZAEUNEESRF SEBEERMISENE - ERIFEBEER
B5A3LE o B2SHA-248EE ~ MDSHYZEMERIE - [t « TARZE ~ ERZRETERERE
WSR2 (EFATERRAYSHA-5125 = I 5E o

FAREETE

RIS R AR ERIT T ENE -
* BTN GEEREENERERRE
* EERIEEREEIRFIBE (HM0 « md5) -~ BFIERET T REARFEZEE o
* SHE RIS BIEEMERERIRSA -

* IBERZEONTAP hRZAER N BIEEANINRZASE « BEREEEEE AR « FHEERRTIEMNMEINNE
(md5) A o

ONTAP RIFSFaAm38 SHA-2 2515 ~ 2 HEE A NetApp Manageability SDK (security-login-create #

security-login-modify-password) °

1. BmdsRRERSIRPBEESHA-S1 22 W HRINEE

a. {FFfA MD5 RAEIEEIRFEE] | security login expire-password -vserver *
-username * -hash-function md5

GNIE—2R ~ EERFIMISIRPEREE TREAREERE -
b. EREAAMDSIRFMEAESBTIEASSHIEMREREA o
REAZINRS BB « MR EREE TR - SHA-512Ta AN S ERES -

2. BERERTE—BRNEARASEANEEZEIIMDSIRE  sFaHETIRE 2 !
a. SHEER MD5 MEIHAEAIIRE CEPSHEPR/BAR) © security login expire-password

-vserver * -username * -hash-function md5 -lock-after integer

EIEENRH:ZE -1lock-after ~ EAEREFIEHE MD5 1RF ©

b. EFREBEEBIFELERIEE « FEMRHEEIRS | security login unlock -vserver svm name
-username user name

C. AEREBEBTIEGHSSHIFREREAIIRE « LRGN EREREERE
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BT EHo
B TrBHIERER .

. £System Manager/ - #EHY* Storage > Storage VM* ©
ENCEEEPHITERBFEEVM o

RIEAELBNARIRIPAILL - ABE— T RIEHR"

BRERGERERNES o Ef) BREEEEFR
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