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security login publickey create -vserver SVM name -username user name -index
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clusterl::> security login publickey create -vserver engDatal -username
svmadminl -index 5 -publickey
"<key text>"
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clusterl::> security login publickey create -vserver engData? -username
svmadmin? -index 6 -publickey

"<key text>" -x509-certificate install

Please enter Certificate: Press <Enter> when done

<certificate text>
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security login publickey modify -vserver SVM name -username user name -index
index -x509-certificate delete
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clusterl::> security login publickey modify -vserver engData? -username
svmadmin?2 -index 6 -x509-certificate delete
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security login publickey show -vserver SVM name -username user name -index
index
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clusterl::> security login publickey delete -vserver engData3 -username

svmadmin3 -index 7

e

I RRBARG

75 ONTAP SSH & A& E Cisco €1zl 2FA

£ ONTAP 9.14.1 Bta ~ {EeI LU ONTAP sREATEE A SSH HARIER Cisco E1Z0ETT
BERE (2FA) o EaUEEERKRTEZD - MEBERZEREMAFERABRE ©
HE BRI LUTEHE VM B4R (ZEITEA vserver ) SREEZO - TEEEBER T ER

BANZHEE VM BIERE - MRERANRESZO « ES1ERATRIMNIERERE « LU
RFFBEERENREL A

WRIEA SSH B ABFREZCERS « (FHE TRER SSH BAR « KEEMEE - IERREHN « 52E
Cisco Duo "5~ 4" o

ICRTLAGE ONTAP ap <57 M EIZR#IT Cisco 12 OBI R ITIE -

* %7 Cisco Duo

* 8 Cisco Duo #HfE
* #PB& Cisco Duo 4H%E
* &F Cisco Duo #H5E

* B &l BEAE

* (AR Z 0 EEAE]

* [BRIBERENEZOEEE]

om

om

=

%7 Cisco Duo

ERIUERG S ARERESITERHIFE VM (£ ONTAP CLI FFE2A Vserver ) 17 Cisco EiZi0AHRS
security login duo create ° BIXEEMEF « Cisco Duo EEYFBILEEDT#F VM BY SSH ZE A © U1"{5
L2 EZERIONTAP"E:¥4H “security login duo create Bl » 526 o
TER

1. Z A Cisco Duo BIEE#R o


https://docs.netapp.com/us-en/ontap-cli/search.html?q=security+login+publickey
https://docs.netapp.com/us-en/ontap-cli/search.html?q=security+login+publickey
https://docs.netapp.com/us-en/ontap-cli/search.html?q=security+login+publickey
https://docs.netapp.com/us-en/ontap-cli/search.html?q=security+login+publickey
https://docs.netapp.com/us-en/ontap-cli/search.html?q=security+login+publickey
https://docs.netapp.com/us-en/ontap-cli/search.html?q=security+login+publickey
https://docs.netapp.com/us-en/ontap-cli/search.html?q=security+login+publickey
https://docs.netapp.com/us-en/ontap-cli/search.html?q=security+login+publickey
https://docs.netapp.com/us-en/ontap-cli/search.html?q=security+login+publickey
https://docs.netapp.com/us-en/ontap-cli/search.html?q=security+login+publickey
https://docs.netapp.com/us-en/ontap-cli/search.html?q=security+login+publickey
https://docs.netapp.com/us-en/ontap-cli/search.html?q=security+login+publickey
https://docs.netapp.com/us-en/ontap-cli/search.html?q=security+login+publickey
https://guide.duo.com/add-device
https://guide.duo.com/add-device
https://guide.duo.com/add-device
https://guide.duo.com/add-device
https://guide.duo.com/add-device
https://guide.duo.com/add-device
https://guide.duo.com/add-device
https://guide.duo.com/add-device
https://guide.duo.com/add-device
https://docs.netapp.com/us-en/ontap-cli/security-login-duo-create.html
https://docs.netapp.com/us-en/ontap-cli/security-login-duo-create.html
https://docs.netapp.com/us-en/ontap-cli/security-login-duo-create.html
https://docs.netapp.com/us-en/ontap-cli/security-login-duo-create.html
https://docs.netapp.com/us-en/ontap-cli/security-login-duo-create.html
https://docs.netapp.com/us-en/ontap-cli/security-login-duo-create.html
https://docs.netapp.com/us-en/ontap-cli/security-login-duo-create.html
https://docs.netapp.com/us-en/ontap-cli/security-login-duo-create.html
https://docs.netapp.com/us-en/ontap-cli/security-login-duo-create.html
https://docs.netapp.com/us-en/ontap-cli/security-login-duo-create.html
https://docs.netapp.com/us-en/ontap-cli/security-login-duo-create.html
https://docs.netapp.com/us-en/ontap-cli/security-login-duo-create.html
https://docs.netapp.com/us-en/ontap-cli/security-login-duo-create.html

AIfE * FEARTER > UNIX FERTRER * ©

SR EEEE « BRI API M2 o

&M SSH B AIZH) ONTAP RE ©

EX AL f#7E VM B9 Cisco Duo B&sE ~ LURIEF M ENERR A IESRHAE -

o & @ N

security login duo create \

-vserver <STORAGE VM NAME> \
-integration-key <INTEGRATION KEY> \
-secret-key <SECRET KEY> \

-apihost <API HOSTNAME>
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security login duo modify \
-vserver <STORAGE VM NAME> \
-integration-key <INTEGRATION KEY> \
-secret-key <SECRET KEY> \
-apihost <API HOSTNAME> \
-pushinfo true|false \
-http-proxy <HTTP PROXY URL> \
—autopush true|false \
-max-prompts 1[2]3 \
-is—-enabled true|false \
-fail-mode safe|secure
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Vserver: testcluster
Enabled: true

Status: ok

INTEGRATION-KEY: DI89811J9JWMJCCO7IOH
SKEY SHA Fingerprint:
b79ffadblc50blc747fbacdb34g671d4814
API Host: api-host.duosecurity.com
Autopush: true

Push info: true

Failmode: safe

Http-proxy: 192.168.0.1:3128
Prompts: 1

Comments: -
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<GROUP NAME> -excluded-users <USER1, USER2>
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security login duo modify -vserver <STORAGE VM NAME> -is-enabled false
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certificate install "TESZ2ZERIONTAP" o

EEREREER

B LAER security certificate generate-csr EE/REHEEER (CSR) WM< o EREBIENERX
2%~ RIEIRHEEN (CA) BEEBEENHIUEERE -

a2 Al
T AREENSVMEIES A REHITILI(E -

1. B4CSR :

security certificate generate-csr -common-name FQDN or common name -size
5121102411536]12048 -country country -state state -locality locality
-organization organization -unit unit -email-addr email of contact -hash
—-function SHA1l|SHA256|MD5

TAE<LEEIL CSR » HPhESHMEREELER 2048 ItfhAZEE£I8 sHa2s56 » HEFT—RABANAE
ZBP9 serverl.companyname.com VB 1T R Software ' UREBNMNBRELR - SVM &
HABEENEFEMMULA weblexample . com © REAEEH HPEERCSRMIAZ EIE o

#17 CSR H&EA

clusterl::>security certificate generate-csr -common-name
serverl.companyname.com -size 2048 -country US -state California
-locality Sunnyvale -organization IT -unit Software -email-addr
web@example.com -hash-function SHA256

Certificate Signing Request

NOTE: Keep a copy of your certificate request and private key for

future reference.

2. IRCSREILREVERER « ABUBFHR (HINEFEH) FHEXEEENBIMECAEITEE o
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LZHE CA ZENFIRS&RE T REIVES

clusterl::>security certificate install -vserver engData?2 -type
server
Please enter Certificate: Press <Enter> when done

Please enter Private Key: Press <Enter> when done

Do you want to continue entering root and/or intermediate
certificates {yln}: vy

Please enter Intermediate Certificate: Press <Enter> when done

Do you want to continue entering root and/or intermediate
certificates {yln}: vy

Please enter Intermediate Certificate: Press <Enter> when done

Do you want to continue entering root and/or intermediate

certificates {y|n}: n

You should keep a copy of the private key and the CA-signed digital
certificate for future reference.

HERAE N
* "EXZRM/ESE-CSR"
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£ ONTAP H1:%7E Active Directory A8iZ%Huh72EY

IRABS R E ADASIE IS fFENEE 5 SVM « ADIRE A AE7ZEXSVM o INREBEAE
EISVM:Z ESMBTaIARSS « BIRIAESVMEREARE » ZiiE tunnel :REAARADIFEEEE
BIRZE o MMREHARRESMBRIARES » AT LATEADAE 2 IISVMAYERSIRE ©

SR TR 2R BRsE AR TS | ONTAP

» Kerberos
* LDAP
* Netlogon

© LR RE (LSA)
TR T TERS B i8R B A AR (RNetlogoniE4R L E | ONTAP

TIEREEREIRREE BJfE ... FIATER -
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HMA-SHA256 * LUEBSINZIREE (AES) ZER Z249.10.1 ONTAP

MREHBEHITHIZ ONTAP 9.9.1 HERHRZA ~ M

BISHABEE S 2 SRkl IT AES RIZMH L 2
Netlogon A% - BIZERE LK - EERERT ~ EF
gi% TEABIERES « DA IEREL ONTAP K38 A&
wES

DEFIHMC-MD5 (G&EsaT\Ei8HF) FR B ONTAP BYRRZS
MRIEEETE Netlogon L BB ITHARIER AES TEMEEE S8 « BIEEE:% SVM L 2FEEUA AES o

* 7% ONTAP 9.14.1 BH4A ~ TE281L SVM B ~ TEsRZ R AES ~ AR FEE(EN SVM WEERE ~ BlAI7E
Netlogon Z2 @B E I AR E AES TIEMEEREE o

* £ ONTAP 9.10.1 = 9.13.1 Hf ~ 17 SVM F ~ TR E1FH AES ° IGREEA T <R AES !

cifs security modify -vserver vsl -aes-enabled-for-netlogon-channel true

@ EICFHERZE ONTAP 9.14.1 T EFTHRAEF « LLEERR ONTAP Z2i78VIRE SVM BY AES R ERAE
BEEE o SMEEEMUILRTEHNE « AFEEELE SVM ERUA AES o
R EBREE @A

MREEAER SVM RE SMB (@RS « BIRTLUFEA security login domain-tunnel create <&
SVM REARIED tunnel ~ LUE AD T7EXEE o

7£ ONTAP 9.16.1 Z Rl » (SN BAFEREEREEREIERER AD WEEEESIRE

FRtaZ Al
* BAERBERSVMERESMBEIARSS ©
* CUARBADRBIEAEIRS ~ A REFIEENEESVM °
* M AREREEEES A RERITIETE -

EONTAP (S209.10.1) BH1A ~ MRIEAESVMREE (4815:85E) AIHADEE » BIUNRIGEADAEE A EA
TNTLM ~ SRR LUEFAKerberosi E1TRIAEIEEREE o TEERTP ~ FZEKerberosERLSVMEER EIEEEE © tEIh
EFERARF ~» FERE °

(D)  —mmsEseberoskiil - —BAMK « HAEHMTNTLMEE -

ﬁ%ﬁi
1. BEUFASMBIYERISVMERE A BR-ERE  LUIBADASIEIEHISRFEGEEE !

security login domain-tunnel create -vserver <svm name>

M52 2 ZERIONTAP " E¥40 “security login domain-tunnel create &l » B 26] o
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() svMeEsT - BRELEEERE -

TE <L EIEEE SMB FWE R SVM 32T "engData’ 25883858 o

clusterl::>security login domain-tunnel create -vserver engData

e LI SVME KR A

MNREEARZEER SVM By SMB falfR2S ~ BIIRJLAER vserver active-directory create 3% ~ A4
i EBY SVM EILEBGIRE ©

FAREETLF

WAZ® vserver active-directory create <K + RAERTIEIRM AD FERAEIRFGIE « LR
TESIRIRERR ~ LUER BRGHTE EEIE RIS ERVABMER (L - IRPEIEARIZEN o

¢ ONTAP 9.16.1 FAtA » ISR LUERILLIEFRERAER AD WEEEIESIRE o

ez Al
T ARERENSVMEIES « A REHITILI(E -

1. 7EADAEIE L IISVMBIEASIRS -

vserver active-directory create -vserver <SVM name> -account-name

<NetBIOS account name> -domain <domain> -ou <organizational unit>

7t ONTAP 9.16.1 F%4 » LIk “-vserver 2HEHEZEIE SVM © 15 < 2Z ERIONTAP " E#4 "vserver
active-directory create &:fl > s526] o

MTFar < E SVM 895 L example.com' BIEZ—{E®ER “engData stEIRS " ADSERVERL © #A
R RRGIETCEMAADEAEIRSIE ©

clusterl::>vserver active-directory create -vserver engData -account

-name ADSERVER]1 -domain example.com

In order to create an Active Directory machine account, you must supply
the name and password of a Windows account with sufficient privileges to
add computers to the "CN=Computers" container within the "example.com"
domain.

Enter the user name: Administrator

Enter the password:
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7£ ONTAP 5 7E LDAP 5§ NIS fRIAR227ZEY

RN EA R ELDAPSENISEARZS/ZENSVM ~ LDAPZENISIEE A SEfZEXSVM © RTHASSIHAE
AR EALDAPENISHAE K LIBIRFE IR o

7% E LDAPA AR 2577 EX

s 7B s ELDAPRIARZZ3ZEXSVM ~ LDAPIRE Z BEfFEXSVM o &R LUER vserver services name-
service ldap client create £ SVM L3237 LDAP BFIm4ERERIE < o ARIERAILUEA vserver
services name-service ldap create A LDAP FIFIR4HREEL SVM E RIS ©
RAREELTE

RZELDAPEIARZZER B LA FAONTAP H R 3IIHSEIRIHAITARZRME ¢

* ms-AD-BIS (AZEWindows 2012 EHARASAD{AIARES FYRIFZEHE)
* AD-IDMU ( Windows 2008 * Windows 2016 K& E#ERZAEI AD RIAIRSS)
* AD-SFU (Windows 2003F1ERRADEIARES)
* RFC-2307 (UNIX LDAP{aEIAR23)
MRIEEHMER « BTHIRIFERTERZEHE c IR I « BRI LERTER BT EKIEA ~ LI CHIZE - InE
S  A2E
* "NFS 4B#E"
* "NetAppHifli#r 554835 : ANEITEONTAP IhEE /S E =R ELDAP"
FaYaZ Bl
s AR TE SVM LR CAZZENFEIRESEII/EE" ©
s MKNBAREEFHSYMEBIES ~ ABEHITUET(E ©

1. 1€ SVM L3237 LDAP FIRIRARAS
vserver services name-service ldap client create -vserver <SVM name> -client

-config <client configuration> -servers <LDAP server IPs> -schema <schema>
-use-start-tls <true|false>

() oAEENSYMERAHESEr TLS « REEFIEESVM o
WM5S 2 EERONTAP "E#40 "vserver services name-service Idap client create' &5l » 52 -

L TFer< BREIE%E SVM engData B LDAP BFRIRECE corp ° FARMEELELE IP itE
172.0.0.100 #1 172.16.0.101 89 LDAP {alik2s - AP imfER RFC-2307 Z21#21T LDAP &:f o F P imii(q)
AR2S 2 fERYEsN & e Start TLSANZ ©
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clusterl::> vserver services name-service ldap client create

-vserver engData -client-config corp -servers 172.16.0.100,172.16.0.101
-schema RFC-2307 -use-start-tls true

(D J8 '-ldap-servers’ FEEA “-servers' FEL o IERILAER “-Idap-servers #8135 E LDAP faAR
M EHLTBEY IP Lkt o

2. & LDAP AR In4HREEL SVM Z1rfElft | vserver services name-service ldap create

-vserver <SVM name> -client-config <client configuration> -client-enabled
<truel| false>

WM< 2 EERONTAP E#4H "vserver services name-service Idap create &zl > s52R] o

T e 2L ZREE: LDAP AP im4EAE corp A SVM engData @ iff SVM LEYH LDAP BRI ©

clusterl::>vserver services name-service ldap create -vserver engData

-client-config corp -client-enabled true

(D iZ “vserver services name-service ldap create 1 RONTAPHE X it R4 18(EARSS © BIZ@m <
BHITEERERE T IREERAE o

3. fEFvserver services name-service LDAPE & 3% 3R &35 2 FB (A AR 2SAVAREAE o

T5ep S EEFFESVM vs0_EHILDAPEIARES o

clusterl::> vserver services name-service ldap check -vserver vsO

| Vserver: vsO

| Client Configuration Name: cl |
| LDAP Status: up
|

LDAP Status Details: Successfully connected to LDAP server

"10.11.12.13". |

@B LAER “name service check 854 R EG 5L TERIARESHIAREE o

= E NIS fAAREs1FEY

B R ENISRIBRZFH SVMAYTZEAE ~ NISIRE A BETFEXSVM o B LU vserver services name-
service nis-domain create 7 SVM 37 NIS 4IHAHRERIARS ©

FIsEZ Al
* ESVMESRTENISHEEIZ AT ~ FiE B sk E IR AR 2 EB 2B Al e AFTFEN
* ML ARRENSVMEIEE « AReBITIET(E
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1. £ SVM _EE37 NIS 4314058 -

vserver services name-service nis-domain create -vserver <SVM name> -domain
<client configuration> -nis-servers <NIS server IPs>

N5 2 EZERIONTAP "E5£4M "vserver services name-service nis-domain create’ B:fl » :52R] o

(D & “-nis-servers’ FEXE “-servers’ FE& o ISR LU -nis-servers {35 E NIS [EARESHY
FHZFES IP Lk o

LTFER<7E SVM LEIZ NIS IHECE engData © NIS 48iF nisdomain &8 1p {IItAM NIs {@iRZ3E
17380 ~192.0.2.180°

clusterl::>vserver services name-service nis-domain create

-vserver engData -domain nisdomain -nis-servers 192.0.2.180

B iBiRF iR

L TBIRTE IR TR R B K FE ALDAPENISHI AR N ABIRFE KR o A LU#EH vserver services name-
service ns-switch modify L LIEELBIRIE RN EAIER o

FBYaZ Bl
RN BEE R ELDAPHINISEARES1ZEY ©
s RN EREETIESHSVMEBIES « AREMITUL T F -

1. {5 LTERBRRNEAIE :

vserver services name-service ns-switch modify -vserver <SVM name> -database
<name service switch database> -sources <name service source order>

WMIES 2 EERIONTAP "E$4R "vserver services name-service ns-switch modify Bl > ;5269 o

MTFE<L$sE SVM EERE engbata By 1oap Ml N1s &BIRFKIBEMNESAIER passwde

clusterl::>vserver services name-service ns-switch

modify -vserver engData -database passwd -source files ldap,nis

5 ONTAP BIEEZE
BREARGE - CEZIENEE YIRS - NREE SYVM BIES ~ AJLUFEH

security login password (R RUEELEHCHERNE - IRECEEEEIES ~ nJUfE
H security login password in@UEBEMARARTIZESNEZE o
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RAREIETLIE
BB URET TIIRA -

EREEESERERE
REMEZDN\EFT

* EXERSEL—EFEN—ERF
* FEEERE/MEZEER

°
~

@ &R LU “security login role config modify 85 % RIS 2N BL5 7€ A 1ERANE 2 1R B FIZRHEARA] o

Az Al
* M ARERENSVMEIES « TEEEHCHE o
* BAREREEES - THEEEHMERESHES

E}

E

TH LS EEERATIEEMNEENE adninl WA SVMvsl.example.com ° RAZIRTCEHABRIZE
B~ AR AN EIHEAFZL o

vsl.example.com: :>security login password -vserver engData -username
adminl

Please enter your current password:

Please enter a new password:

Please enter it again:

e
* "R EAABERER"

* BB AR

THTE M RIFEETE ONTAP R4 BIEEIRS

A LUEA security login lock AMBEERMEBIEERPIGS « UK security
login unlock FRFFIHEIRPMER S ©

FsEZ Al
T AEREEEE T ERITEETIF -

1. HERREERERS

security login lock -vserver SVM name -username usSer name

22


https://docs.netapp.com/us-en/ontap-cli/security-login-role-config-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-login-role-config-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-login-role-config-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-login-role-config-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-login-role-config-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-login-role-config-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-login-role-config-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-login-role-config-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-login-role-config-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-login-role-config-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-login-role-config-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-login-role-config-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-login-role-config-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-login-role-config-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-login-role-config-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-login-role-config-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-login-role-config-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-login-role-config-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-login-role-config-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-login-role-config-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-login-role-config-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-login-password.html
https://docs.netapp.com/us-en/ontap-cli/security-login-password.html
https://docs.netapp.com/us-en/ontap-cli/security-login-password.html
https://docs.netapp.com/us-en/ontap-cli/security-login-password.html
https://docs.netapp.com/us-en/ontap-cli/security-login-password.html
https://docs.netapp.com/us-en/ontap-cli/security-login-password.html
https://docs.netapp.com/us-en/ontap-cli/security-login-password.html
https://docs.netapp.com/us-en/ontap-cli/security-login-password.html
https://docs.netapp.com/us-en/ontap-cli/security-login-password.html
https://docs.netapp.com/us-en/ontap-cli/security-login-password.html
https://docs.netapp.com/us-en/ontap-cli/security-login-password.html
https://docs.netapp.com/us-en/ontap-cli/security-login-password.html
https://docs.netapp.com/us-en/ontap-cli/security-login-password.html
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clusterl::>security login lock -vserver engData -username adminl
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security login unlock -vserver SVM name -username user name
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clusterl::>security login unlock -vserver engData -username adminl
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1. BmdSRAEIEEREBEESHA-51223 5 R IhAE :

a. fEFfE MD5 R EIEEIRPEEN | security login expire-password -vserver *
-username * -hash-function md5

b. EREAMDSIRFNEAESZBTIEAHSSHIEMREREA o
RRAZINRS BB « MR TEREE TR - SHA-S12Ta AN B ERIES -

2. BFERAERE—BREARASEANEEZEAIMDSIRE  sHaHETIRA R !
a. $HTEDER MD5 MERIHAERIIRE (GEPFSHEPR/EAR) | security login expire-password

-vserver * -username * -hash-function md5 -lock-after integer

TEHEERNR#MZE -1lock-after ~ ERAEFEAFIHE MD5 1R o

b. EFRAELEMBITEFTEIEER « SARMREERS - security login unlock -vserver svm name
-username user name
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