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SE¥4M “security saml-sp create Bl > s52R o
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-idp-uri BOEptrERE (IDP) FHAIFTP
QIHEESEHTTPAAL ~ BIfEsZ T
EIDPHR4EE R o

-sp-host SAMLARTS L FERS EHONTAP (75
BI&4R) BIEMZTEIIPAIL © 1R
ﬁi‘ﬁ%} « BFERAEEEIELIFMIPAL

-cert-ca Ml —cert-serial 3 RRFEHFER EHONTAP FIFIIRESEE

‘-cert-common-name SEEHEER (REZRZKMMA) o &
B LU A BRFS R IR 1 T/R
HISHEEN (CA) MURSERIR ~ =
TEEIRERE—ARTE o

-verify-metadata-server IDP FPiEERMEARZIN G 72 # 5=
BWNEEREE true B false) ° R
EBEBMERKERILERS

true ©°

EIEAIRE

BRARUN(IEE L ONTAP EARS

B AR RIRREMSVMAREIEEIRS « AEIRPEIEIRAEN « AREEI
ZEMRFBAUNMEERG LIRS o« ADIRE B HEFEAAITIZEEHIZS L - LDAPFINISIRE
{AIFALDAPHINIS{EIBRES L

ELEHSVMEIES

%if’*’ﬂﬁ FIEENEESVM - E28 SVM AR FRELBNEEEES adnin SERERTERBTE

L

BAERRENEZEEES adnin ABIUEEREEERHEER - EEEESAREEERVHMABEIEAR
MEREEES -

_SVMRAEIES FHERSVM - 2EEESZREEZIUIENSVMASVMEIES °

SVM RAEIBEEWIE/K vsadmin KTER » A6 - EEEEESREEIRRFRNABEASVMEES o
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T —REBEEZANREEZEEN SVM RAEESRE
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aHNAR
MREHR—NERERAZEERKRS « IERAZIRPIEENIEARIEKGZERE - tREH  WRE

$5/k LDAP 3% NIS 1RF vsadmin A  UKIEK4GMEEIFEAER AD B#4HIRE vsadmin-volume B ~ AD
FREUEEEBRMHMNAXE A vsadnin IEE - ELEABERE &6 °

R AR P 77 EX
BARUN{EIRNFI A1 ONTAP 1R 72EX

IR BIERA BN « AHEBALZ2 M EBANEERA LIRS o KRR
“security login create' sn ¥ BB ASRIR P REFEINEEHER SVM ©

e
*BIUZEEA

EXF3 ONTAP iR B ZHE1FEY

1&B]LAER “security login create’ sn @ ZRENFAR A EIEEIRF » URBEFINEESHEN
SVM ° BiAGmTE « RRFIRTTCEAZ o
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FAREETLE
MREREEEIRMAGBEARPNEEIEGIA R » AIUER “security login modify s S HEBRTIEZAE o

WM"IES 2E ERIONTAP &40 “security login modify B&fl » s52R o

FRtaZ Al
T AEREEES A SERITIET(E -

1. BARAREIESIRP EAEBEFISVM :
security login create -vserver SVM name -user-or-group-name uUsSer OFr group name

—application application -authmethod authentication method -role role -comment
comment

THa L AR AREEIEEIRS adninl FATALEERN backup FIEIE SVM B BengCluster FH
B c MATE « RAGIRTEHAZTE o

clusterl::>security login create -vserver engCluster -user-or-group-name
adminl -application ssh -authmethod password -role backup

WMIES S ZEERIONTAP E:E40 “security login create Bl » 552/ ©

EF3 ONTAP 1RFE SSH A% i&77E

&R LAfER “security login create’ <% » ZRRMABIEEIRF{ER SSH AMEBEFIEEL
B} SUM o

BAREELE
* RS AR TR ENRA IR « 1R 7 SEFEXSVM o

A s SR A6 AR B R P FE T R B
TR UTER AR I Z AT Z BATUE T (F -
* MRERREERGEE AIRENFEUERIAE » AR “security login modify sr < B BEHTIEZASR o

W"ES 2 EZERONTAP B354l “security login modify Bl » 552/ ©

REREEE LRUABFIPSIET « A ARAXENSRBEMRENREHRASSHARTHIRS - MATEX
RNEREEZL o EEAFIPSZA » BAEMRERF - SRIRREESRERGRM -

TRIGHONTAP SZIEMRLE + i S iafa R B B AR E TR UFI BT IERISSHELR - ELSEBRRNERMNE
ESSHARESE o

ZE1TRRONTAP FIPSIEN IR E AT JEFIPSIRA BRI IREATY
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9.11.1 KeEHhRA ECDSA-SHA2-nistp256 ECDSA-SHA2-nistp256
RSA-SHA2-512
RSA-SHA2-256
SSH-ed25519
SSH-DSS
SSH-RSA

9.10.1 KR ERhRES ECDSA-SHA2-nistp256 ECDSA-SHA2-nistp256
SSH-ed25519. SSH-ed25519
SSH-DSS
SSH-RSA

(D # ONTAP 9.11.1 Bff « BH38f ssh-ed25519 TS IBMETANZIE -
MEEL AN - B EAFPSEEABRE -

ez Al
T ARREEES A SEHITIETE -

1. RF AR AR EIESIRA FEASSHAREIREFESVM !
security login create -vserver SVM name -user-or-group-name uUuser Or Jgroup name

-application application -authmethod authentication method -role role -comment
comment

T LA B SVM BIEEIRE svmadminl FEATELEERM vsadmin-volume 7 SVM BV
faengDatal fEM SSH A% !

clusterl::>security login create -vserver engDatal -user-or-group-name
svmadminl -application ssh -—authmethod publickey -role vsadmin-volume

M"t5S SEERIONTAP " E:¥40 “security login create &Eifl » 5520 ©
TeRE
MREE R ARSRARRBIESIRE BN - AIABLEBIAREE « IREZAEFHSVM ©
1N B 2 R B R B R 5 S S A B
RRZRAERE (MFA) 1RF
B¥fZ ONTAP SR XS

ZREFE (MFA) AEEEXRERAERUMERR L EAREABTENERNHE VM
LUgsRL 2t

fRICHY ONTAP hRASTIZE ~ RIS S EA SSH AR %R « EAEBHBMEFE —RIEZN (TOTP) #1T%
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R &5:E o ETEAMERRE Cisco Duo ( ONTAP 9.14.1 KRERIRZA) B - EREAZEIMNRE S X - U
EFE’/E.TTEFE%EI’JEEE Vabr e

BIfE ... BAYAGER o BRI BRERER A

ONTAP 9.14.1. SSHAREE TOTP
ERET TOTP
SSHRRIEE Cisco DuoTM
ERERE Cisco DuoTM

ONTAP 9.13.1.12.9.11.9.11. SSHARE TOTP
EREBE TOTP

ONTAP 9.3 SSHAR®® EREZN

YRERE MFA ~ EEEESVASTRAREEREIRRE « AIZIRF L ARSEERERTE °

No - } Does this Yes
- account need
Cisco Duo
2FA?
No Does this NG _Yes Configure Cisco Duo using
account need — security login duc create
TOTP MFA? command
Configure account with
password and SSH v
public key authentication
No 7 Does this at:t:nunt . Does this accourrt _ Yes
.~ need SSH public KEY ~  need SSH public key
S as primary as primary
authentlcatlon'? P T~ auihentlcatmn‘?
Configure account with Configure account with Configure account Configure account with
password and SSH public key and with password SSH public key
TOTP authentication TOTP authentication authentication authentication

£/ SSH 1 TOTP B ONTAP ZAEE:T

ZRERE (MFA) AREEERGEABIRERERSE A EREABTEHER SVM ~ LU
RE M o

RIRERI(E
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* B AREEEES T SENITIT(E -
* MREFEEEBKAGEARPWNEEIEGIAE » AILUER “security login modify e S HEEITIEZAR o

M"ES 2EZERIONTAP " E:¥40 “security login modify Bl » 5528 °
"EIE AR BIEEN AR
* MRCEAARERETRE « AN ETRARESREIRSEILAE « IREAHE7FEX SVM ©
"I B iR B R R P 1L A B
ERILERUARA FERZ AT 2 BT T o

* #¢SEE9.12.1BFYAONTAP ~ fEEJLUERAFIDO2 (Fast Identity Online) SHEA S8R (PIV) ER:BIZ4E
¥ YobikeyhERE 5ks8 48 B AL SSHA R IHMFA ©

fEF3 SSH AR B EZIEREAE MFA
i€ ONTAP 9.3 fi¥s « REEESFIMURESHKEREIRS « £/ SSH AR RBMEREZIBEEA MFA
1. {5F SSH ARERMEAERN « TAMEERERS LA MFA !

security login create -vserver <svm name> -user-or-group-name
<user name> -application ssh -authentication-method <password|publickey>
-role admin -second-authentication-method <password|publickey>

THEGLHEE SVM RREIEEIRE adnin2 FHETERLEEMN adnin BA SVM B9 BengDatal A
SSH AWM EREZ :

cluster-1::> security login create -vserver engDatal -user-or-group-name
admin?2 -application ssh -authentication-method publickey -role admin
-second-authentication-method password

Please enter a password for user 'admin2':

Please enter it again:

Warning: To use public-key authentication, you must create a public key
for user "admin2".

MIES 2 ZERIONTAP E¥4A “security login create Bl » 5269 o

£/ TOTP B MFA

it ONTAP 9.13.1 FtA ~ ISR UZR A A E FRFER SSH AR &R ERETBME A —RMEEE (
TOTP) BEABENER SVM ~ LUzt o BiA MFA B TOTP WiIRF# ~ AMEFEREXNEE A "SEal4ERE

=

aX e ©

TOTP B—EBMESE - HABRRBREE—RMEENE - IRFEA TOTP ~ EXIER SSH AREMEER
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ez Al
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{EF{FEREZIEM TOTP EXE MFA
1. EREREZEN TOTP BMBEZREEENFERAEIRS ©

° BRRHERERS

security login create -vserver <svm name> -user-or-group-name
<user or group name> -application ssh -authentication-method
password -second-authentication-method totp -role <role> -comment

<comment>

© ERARRAERERR -

security login modify -vserver <svm name> -user-or-group-name
<user or group name> -application ssh -authentication-method
password -second-authentication-method totp -role <role> -comment

<comment>

2. K% MFA BEE(AH TOTP

security login show

f£F3 SSH AR 1 TOTP BUAH MFA
1. {0 SSH AR&&f TOTP B AZ A EZEFNEREIRE o

° BRRHERERS

security login create -vserver <svm name> -user-or-group-name
<user or group name> -application ssh -authentication-method
publickey -second-authentication-method totp -role <role>

—comment <comment>

© ERARRAERERR

security login modify -vserver <svm name> -user-or-group-name
<user or group name> -application ssh -authentication-method
publickey -second-authentication-method totp -role <role> -comment

<comment>

+ N5 2 ZERIONTAP E$40 "security login modify Bl » 552/ ©

2. % MFA BEE(A TOTP
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security login show

WS 2 EE R ONTAP B4 “security login show &l > 5526 ©

TR &
* MREHARLARERAZGEESRP IR - RIS BASBIARER - IRFAFEFEISVM -

"R AREREEAENRS R R
* REERELRE AT SRR TOTP 5eM MFA 4BRS ©
@ TOTP 5E MFA BRI EREIRE"

HERAE N
s "HIEZAEESBONTAP IHAE (TR-4647) "
1S BEERIONTAP"
{£F TOTP 27 MFA ByZ1% ONTAP fEAREIRS
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clusterl::>security login create -vserver engCluster -user-or-group-name
guest?2 -application ssh -authmethod nsswitch -role backup

M52 2EERIONTAP ESE4R “security login create’ Bl » 526 ©

2. % DAPEINISTERERAMFAE A !
security login modify -user-or-group-name rem usrl -application ssh

—authentication-method nsswitch -role admin -is-ns-switch-group no -second
—authentication-method publickey

ERsE 7 A LUIERE S publickey M58 #8858 /574 nsswitch ©
THIEEHIEE R IEERUAAMFASRSE
cluster-1::*> security login modify -user-or-group-name rem usr2

—application ssh -authentication-method nsswitch -vserver
cluster-1 -second-authentication-method publickey"
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security login modify -vserver SVM name -user—-or-group-name usSer Or Jgroup name
—application application -authmethod authentication method -role role -comment
comment

IS EREARE"
THhLEEE AD ZEEIEERPAT® DOMAIN]I \guestl EFEALEEM readonly A :

clusterl::>security login modify -vserver engCluster -user-or-group-name
DOMAIN1\guestl -application ssh -authmethod domain -role readonly

THer < EEE AD B¥4HEIRFH SVM EESIRFRIAE DOMAINI \adgroup BE] vol_role A !

clusterl::>security login modify -vserver engData -user-or-group-name
DOMAINI\adgroup -application ssh -authmethod domain -role vol role
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security login role create -vserver SVM name -role role -cmddirname
command or directory name -access access_ level -query query
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TrepeaiRE vol role AETEFINPNG L volune 3% BEKRPHCHMEFEE volume
snapshot FH&E °

clusterl::>security login role create -role vol role -cmddirname
"volume" -access all

clusterl::>security login role create -role vol role -cmddirname "volume
snapshot" -access readonly

THELERE svM storage ABEHPHFTHMEFIME storage T Bif » BIEGFNPHHS
storage encryption FE#% - UKEHITEEFRR storage aggregate plex offline JEEIH®

2o

clusterl::>security login role create -role SVM storage -cmddirname
"storage" -access readonly

clusterl::>security login role create -role SVM storage -cmddirname
"storage encryption" -access none

clusterl::>security login role create -role SVM storage -cmddirname
"storage aggregate plex offline" -access all
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A (B0 ITEXRH ) » BREFNFRRGZ 30 2iE B TSEAREAR) ) © 7£58 30 RAVRFREERA
EAETUREFEEZS IEAER » B8R GENRERSS 30 £iE o

JIT #RIEA 2 R &/ VERIRA > BEAERITREIRAEIRIETR > MERKARTELERER - SHEBNEER
RERENGFINHRINELR AN RS o U TFEAFEIA T T #RREAN—LEE RBAA -
* REFEERFEARI “security login create # “security login delete’ 85 3R BB £ A& HY A B FN B R, o

* EFEERFEAR] “system node image update # “system node upgrade-revert T B HTR G HAR - BT E
» B0 L TFENEPR A AR 1R EE o

* REFEERFEARI cluster add-node ’ cluster remove-node * # cluster modify AR FAZEEIETT I
BMELE - REEFETME » T FEEVERAS RS o

* SFFERRFEARE “volume snapshot restore’ IR ERIEEMEN BREIE - BERIRETHE > s L FIVEIR
AR RS o

* AFFEREFSHR “security audit log show TE SRR T AR BN RREZHF B EMED
MBEEFFHANER T BHFIR > B2REREN JT B o
HEEEEUAONTAPERERTE JIT FEHER » TEREZREHEANNAISTE SVM ECETER JIT B ©

RINERT(E

* JIT #FRIBFHEB AR ER SSH FEIONTAPHERE - RAREIRETEEAE BRI SSH e A » B
EAETUREEETEEHENL S SSH FeEPIRAER -

© JIT #RIRFHESZ IR B AZES  nsswitch ADHEREEANERE o JIT BIRIEAFRZIRZEE DR
(MFA) o

a2 Al
* IS ZERONTAPREEIES "admin #ERFRRNIT FHEF o

B2 JIT 5]E
TR LUECAONTAPEE 2IHTAFE SVM BITERR JIT :R7E  BLERTRET BEE JIT I ERENTER D
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BRI R JT B3 -

BAREETLE

* F8&% “default-session-validity-period {E&—/N\EF o W EREFEREE JIT EEP o] UFEBIRHERIRRE
) ZREEEMIEFAER o

* F8&& “max-jit-validity-period {E%5 90 X © IbRERE T R EEEENRRB BEAZ B UTEE JIT I #R
MRRHAR o BRI AE—FAEDRTE JIT BXE > BREBBRERE JIT B3 -

1. BEBA JTRE :

security jit-privilege show -vserver <svm name>

‘-vserver B A o YIRTKISE SVM > Bep SHEEETREE JIT 5/E ©
2. 2 E SVM B JIT BE -

security jit-privilege modify -vserver <svm name> -default-session
-validity-period <period> -max-jit-validity-period <period>

MRIEHKRIEE SVM > BISESHRUEIREIF JIT 5BRE o U TEHE SVM WITES: JIT EEERRRES 45 0iE »
ERJITRERES 30 X svml : +

security jit-privilege modify -vserver svml -default-session-validity-period
45m -max-jit-validity-period 30d

EULERHIT - EAESRES—IRIZE 45 8B JIT 127 » Y HAUEEENRIAHEEZ B RS 30 XAEE)
JIT TEREER o

AEMAELE JIT #RIEAFEUER
A AZSONTAPERE SR JIT HEIRIZFA ZEVER o

1. B EEREBR JT FEUER

security jit-privilege user show -username <username>

‘-username B AR o MNRIEKISEFERESR » ZmTHRHBRFIEFERERN JIT EEHER °
2. AEREISKIE JT ZEHER :
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security jit-privilege create -username <username> -vserver <svm name>

-role <rbac role> -session-validity-period <period> -jit-validity-period
<period> -start-time <date>

° YR “-vserver RI5TE > AITEREE RO JIT 7FEL ©
° —role BEAEBHIEATN rRBaC AB - WMBKIEE > -role TBHRS

“admin ©°

° *-session-validity-period" B A& TR ERENH JIT FeEZA AU FEIEAACHNRRBERE - tIRX
}57E > BIZ 15 SVM default-session-validity-period #{# 8 ©

° —jit—valldlty period’ SERETEARENMGHEPZEBIUEE o117 SERIRRIFERM - R

Ki5E ° B “session- validity-period" WA o ILBHMAFERE %tﬁ_ﬁ SVM "max-Jjit-
validity-period ©°

° “-start-time’ EfEAE T ARRE) JIT G558 B HAMIERE  MNRKRISTE » BIfER B AT B EAFKRE

TEBGIFRASF ontap user 55 “admin  AGEIT 1 NREARERGHN 1T giE e
‘ontap user fFRESANE 2025 F£ 7 B 1 BTFF 1 RFABEEIRER 60 K gIT &EE 1+
‘security jit-privilege user create -username ontap user -role admin

-session-validity-period 1h -jit-validity-period 60d -start-time "7/1/25
13:00:00"

3 MNRFE > HEHERER JIT FEUER :

security jit-privilege user delete -username <username> -vserver
<svm_name>

HEen L AFHEEHEEAE R JIT FFEERR - BMEEFEVER HARIEHE Y1 “-vserver MNRKIETE > Al JIT 77H
HERGERER R - MREREREICEEIR T G5EF > BIRGERHRAEL -

B R IT A

TRES JT HREANE RAG - BNEERS - MEZRAE —(E RBAC AGKRIRHEER < HFEE
R - SEmTEEGEIONTAPE ¢ 2% » HRESARZn S RESENESEN -

fEEFAZEH we ]
EREMAEEIE * security login create 7 A\ B o e et P P T B ER R A5 /)

PREMENEEABIIER -

° security login delete

* security certificate BT RSN EMNIEAERE

create R o

®* security certificate
install
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security login create
—application ssh

system license add

system license delete

system node image
update

system node upgrade-
revert

security login role
create

security login role
modify

cluster add-node
cluster remove-node

cluster modify

vserver create
vserver delete

vserver modify

volume create
volume delete

volume modify

volume snapshot create

volume snapshot delete

volume snapshot restore

network interface
create

network port wvlan
create

ARED
BT SSH TFEVERAEITHE
HEFRE IR IR o

R TR BN S E AR IEEL
MIFREFRISBRIRERR o

RAFRED > RBEE

RFFEERBNZ 2 ARETE
RFEE LY o

RARERFTHUEMEE -

HEHEF SVM BIZEH#IRMUETR
EBEH °

RAWKRERE « SREX/NSMIFR
BYFEPR o

TeFHIRER M PR B IR AR R 18 R AY
FERR ©

RTEEERRANETHEREERN
TR



fERZEA

HIR R e EE

B R

RMHERIE

&5t Btk

EHMNEREE

BIRMEERE BRI

BiESEEE

MERAE
* "SHEA"
* "QoSHRARAR"
* 2Rt
» "SnapMirror"

* "Volume"

A A
<
* storage disk assign

* storage aggregate
create

°* storage aggregate add-
disks

° snapmirror create
* snapmirror modify

®* snapmirror restore

®* gos policy-group create

°* gos policy-group modify

°* security audit log show

* event notification
create

* event notification
modify

* volume show

®* security audit log show

®* security login show

* security login role
show

ARED

AT SRR E IR ST
BE7] o

B RHEFH U B & 3 18 SnapMirror
[EalE

TeFH MEBEBPEHFPREAEE o

EERt TR YR RAEZE
abes 2 oy P LH AR o
ReARENAHEMH B SNMP
PEBHAYRERR o

BT Es BB EVERUE

EPRERTE -

HEHRAERUBENRSER
?é’fEBE o TEFREFFE A T MEEE
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* "Vserver"

BEAREEESIRE

BRAEUNAI B IE ONTAP RAABIEERE

REAIREFRIAINME « ErEFEER AR REREIRF BRI - RRCAZEERN
AARZZBML/REE « HEREAD * LDAPEINISTZEY o SRR AR A ZENZ AIEN Z B HIT
FREELET(E-

R ARERE ONTAP RifEIES IR BRI

L EEITSSHAREIBERE « S /E%H%’\Faﬁﬁfﬁi%%ﬁ IHERPEIIRA « tRE A 5E
7ZEXSVM o &B]LUfEA “security login publickey create’ sp S £ ig A M EIEERF B
A o

MRIEE T
M REFREREENSSHAMSMBASSHRBIES « AIGLERAMSRIRBIRS o

FIsGZ Al
* W ABEESSHESR °

* B AREENSVMEES « AREFUTIET(E -

1. BARESRARREIESIRA BILRIH

security login publickey create -vserver SVM name -username user name -index
index -publickey certificate —-comment comment

M52 2EERIONTAP EES£4 “security login publickey create Bl » sA2R ©

2. R HERUEEEE

security login publickey show -vserver SVM name -username user name -index
index

M52 2 EEFRIONTAP E5%4H “security login publickey show &3l » s526 o

&)

THmLER A AKEIRE SVM SIEERP BN svmadminl A SVM engDatal ° AREIEEIERKE
5| 4RSR5 ©

clusterl::> security login publickey create -vserver engDatal -username
svmadminl -index 5 -publickey
"<key text>"
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&I ONTAP A#EEEH) SSH ARILIRM X.509 &3

ATIREEHRREIESIRAM SSH EEE% 2 » A AfEA “security login publickey’
—4Her SR EIE SSH N iRAEE X.509 FERIRANHIE o

R ARE B X.509 RE R R A EE SRS B IR

%€ ONTAP 9.13.1 fi4a ~ fERTLAE X.509 /&5 AR AR EIE SR ERMHN AR IBE RN - ErIREE
EAZKIRPR SSH B « ELZEMEIT/REBBHASREHNEE -

RIER I

UNRITIER SSH [EIFRHFER SSH AR&i8H0 X.509 R:EHKEREMRE « ONTAP 27EEA SSH AREIBEI TS
ZHI ~ BT X509 EENENY o NRZ/EHBEATHIEE « SSH ZEARSWIELE - METESHERARE

i o
Bt A1
© AR EERSVMEIRE « A AEHITIET I o
* S ADEESSHES -
- MBERBEHE X 500 BEREAM  CANEHEREBE0ES -
- MBEBERE X 500 BBE BRI :
- R ACHBERREN (CA) RIS -

o A BERMLRTZEEREHELS (PEFIE CAREE) security certificate install o W1"{5<
ZZERONTAP"E:¥4H “security certificate install Bl » 526 o

° [CEERIA SSH #Y OCSP ° 52/ "EAOCSPEEH (/A BT A" UESHERET ©

1. RAREIBA X 509 /&E AR REIE SRS B ILREH

security login publickey create -vserver SVM name -username user name -index
index -publickey certificate -x509-certificate install

15 2 Z EHONTAP R4 “security login publickey create B5Hl > 5525
2. BN MIUEREEE

security login publickey show -vserver SVM name -username user name -index
index

WMiES 2 ZERIONTAP " E¥4H “security login publickey show &zl » 526 o
&)

TS ERFARERE X.509 FFEH SVM RAEIESIRF B ILFIH svmadmin2 A SVM engbata?2 ©
NHAERERIERERS|IRIR 6 ©
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clusterl::> security login publickey create -vserver engData? -username
svmadmin? -index 6 -publickey

"<key text>" -x509-certificate install

Please enter Certificate: Press <Enter> when done

<certificate text>

RAGEESIRFK SSH AFEIRPHBIRRZRIHH!
TR UREIR A Y SSH AT 8RR IRERIR/RSERME - ARFRE QMR -

FIsEZ Al
T AREENSVMEIES « A REHUTILI(E -

1. RAREIEEIRF IR X 509 /BRI « LIREIRBH SSH ARER

security login publickey modify -vserver SVM name -username user name -index
index -x509-certificate delete

"5 2 EERIONTAP E#4H “security login publickey modify &3l > s5268 o
2. R AREIRUGREEE

security login publickey show -vserver SVM name -username user name -index

index

il
Ty <LEH SVM RAEIEEIRF IR X.500 &:EEAH svmadmin2 FAR SVM engbata2 R5I4RIE6 ©

clusterl::> security login publickey modify -vserver engDataZ2 -username

svmadmin? -index 6 -x509-certificate delete

RAMEESIRPBIFARZ IR /RE R
TRILUENR RS FR B ATV AR S8 H/REAERE -

FIsEZ Al
T AREENSVMEES « A REHITILI(E -

1. 1&%&.&%@@%@5 BERARZIRA X.509 R2RHH |

security login publickey delete -vserver SVM name -username user name -index

index

WMES 2 EERONTAP %40 “security login publickey delete" B > s5208 o
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2. BIRABSRLUREEE

security login publickey show -vserver SVM name -username user name -index
index

Ll

THEHLEH SVM R AT IEEIRPEBIF AT X.509 &% svmadmin3 @A SVM engData3 &5 | 4R
7 ©

clusterl::> security login publickey delete -vserver engData3 -username

svmadmin3 -index 7

e

"BERBANE"
#5 ONTAP SSH & A Cisco €1zl 2FA

%€ ONTAP 9.14.1 A ~ &AL ONTAP SREATEE A SSH HARI{#E A Cisco &1ZI0ETT
BEERE (2FA) o BAIUEEERKRTEEZD - METERZEREFRBFEREBRE °
& « eI UTEHTE VM BR (ZA1TEA vserver ) SBREEXD s EEREBER T ER
WA ZEE VM NERE - IREBANREEZD - ©EIEARRINIEEE S X ~ LU#
EREERENIRESE °

MNREA SSH ZFABAEZNE « (FHAE TXER SSH ZAR « BEEAMES - EHRLEN « F2H
Cisco Duo "z 25" o

ICRILUfER ONTAP 83257 TEIZR#1T Cisco £ ORI FHITAE

* 27 Cisco Duo

* #4758 Cisco Duo #HEE

* P43 Cisco Duo #Hf&

* &% Cisco Duo #8545

© RhR " &tz " B¥AE

* (ARSI EEAE]

* [BEEFERENEZORSE]
& Cisco Duo
O LUERR L AREEERITERHT VM (T ONTAP CLI HF8% Vserver ) 17 Cisco E1Z04EAS
security login duo create ° BIEEEMEF « Cisco Duo EEUAILEE S #E VM B SSH & A © f1"f5
S2EZERIONTAP"E:#40 “security login duo create’ Bl » :52E] o

1. & A Cisco Duo BIEEK °
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AIfE * FEARTER > UNIX FERTRER * ©

BTSSR - MBI AP 14578 o

5 SSH B AZH) ONTAP tRF ©

EX AL f#7E VM B9 Cisco Duo B&sE ~ LURIEF M ENERR A IESRHAE -

o &~ W BN

security login duo create \

-vserver <STORAGE VM NAME> \
-integration-key <INTEGRATION KEY> \
-secret-key <SECRET KEY> \

-apihost <API HOSTNAME>

%4 Cisco Duo #HAE

REI LA Cisco Duo BREERENAIN (AU ~ RS DEEEIET « AR HTTP Proxy ) © tIRESE
EEPEHTE VM B Cisco #1Z/04E85 (T ONTAP CLI F#E2 vserver ) » &R LUER “security login duo
modify 83 < © Y1"{5 < 2E ERIONTAP "S54 “security login duo modify B3fl » 526 ©

HER
1. & A Cisco Duo EEEMR °
2. 7ifE * FEAER > UNIX FERTRER * ©
3. SEREME S EIR - MERIRMN AP EHRTE -
4. fEF SSH B AL ONTAP RS ©
5. EEILH#TE VM B Cisco Duo 4BAS ~ WUSIRIBEF B E B A FESRHIE

security login duo modify \
-vserver <STORAGE VM NAME> \
-integration-key <INTEGRATION KEY> \
-secret-key <SECRET KEY> \
-apihost <API HOSTNAME> \
-pushinfo true|false \
-~http-proxy <HTTP PROXY URL> \
—autopush true|false \
-max-prompts 1[2]3 \
-is—-enabled true|false \
-fail-mode safe|secure

F2B4 Cisco Duo #HAE
O] LAF B Cisco Duo 4BRE ~ EFMAEE SSH FHETEEARER DuoTM #E1TEE - EERIRHE VM B

Cisco &1z 0v4HRE (£ ONTAP CLI H#8%5 vserver ) » fERILAER “security login duo delete 85 o "5 <2
EZERIONTAP"E£40 “security login duo delete &3l » 52 o
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1. £/ SSH & AEHI ONTAP RS o

2. #PRILEETF VM BY Cisco Duo AHAE ~ UEAY#TF VM GFBEL <STORAGE VM NAME> :

security login duo delete -vserver <STORAGE VM NAME>

A MR E7Z VM B9 Cisco Duo 4BAE ©

& E Cisco Duo #H5E

SR ERHLRIREETTE VM (£ ONTAP CLI #82 vserver ) BYIRA Cisco 1204888 security login
duo show ° WI"IEL 2 EERIONTAP"E5$4H "security login duo show Bl » 52 °

TER
1. {#F SSH E AR ONTAP 1RE °

2. BETIE#TFE VM B Cisco Duo 4B o I ATLUEIEER vserver ANIEEHE VM 28~ Bl EHE VM
£ FBEL% <STORAGE VM _NAME> !

security login duo show -vserver <STORAGE VM NAME>

TREZEEZHLUTIIMEREL :

Vserver: testcluster
Enabled: true

Status: ok

INTEGRATION-KEY: DI89811J9JWMJCCO7IOH
SKEY SHA Fingerprint:
b79ffadblc50blc747fbacdb34g671d4814
API Host: api-host.duosecurity.com
Autopush: true

Push info: true

Failmode: safe

Http-proxy: 192.168.0.1:3128
Prompts: 1

Comments: -

BigzoiE

] LAFER Cisco DuoTM 127E45 %€ Active Directory ~ LDAP Szt fE I B4R N AERE ~ LUETT DuoTM
ERsB1ER c IRECEIEZOEE - AR IRTZEHEPIFEREETEZOERE o B UERGSEIIEX
IRy :c | security login duo group create?®° o BEITBFARRY ~ G o LUEE MG 2 B AP B0 E E R B HERR
EEZOEESERERZI c MN'15S 2EERIONTAP B4 “security login duo group create’ Bifl » 52 o
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TER
1. {#F SSH E A A ONTAP 1RE o
2. #1317 DuoTM B#4H ~ LURIBE R EIEHIERTPHIE - RIEEE -vserver B8« BHASERERBRE

i -

security login duo group create -vserver <STORAGE VM NAME> -group-name
<GROUP_NAME> -excluded-users <USER1, USER2>

L0 EHAM BB AR A Active Directory ~ LDAP ZiZsE#4H o I(GEAERISIEENFERE -
excluded-users B A G4 AEIZ OERERRR ©

AR %O EFE

fEoI LU dn < RIEfRIR A 1Y Cisco 0 BHA1EE securlty login duo group showe° fI{ES2EE
EIONTAP"SE5%4H “security login duo group show & » $520 o

TER
1. {#F SSH E A A ONTAP 1R °

2. B8R DUO B¥4EIER ~ LURIRPHEARARSIERFRE - MREHEE -vserver B8 « BHEGRETEESE
B

security login duo group show -vserver <STORAGE VM NAME> -group-name
<GROUP_NAME> -excluded-users <USER1, USER2>

12 O EHEM B TBX AR A Active Directory ~ LDAP S{ASHEH4H o I(GEAERIFIEENFERE -
excluded-users i ARG AT ©
g " &tz " B4

EoI Ui S HPREZOEFBIER security login duo group delete o YIRICIEPREFAE ~ ZEHEFW
TEFH%H%T@@%‘E%*%DE@S&&FEF M52 2 EERIONTAP "E3%4H “security login duo group delete Bl
Dﬁ = Fﬁ ©

1. {5 SSH E A &K ONTAP IRE o

2. 0% DuoTM B¥4BIHE ~ URIRHHEMIRASIERPHE - MREE. —vserver B  BHESTEERE
RABER

security login duo group delete -vserver <STORAGE VM NAME> -group-name
<GROUP_ NAME>

12 O EHEM BB BT S Active Directory ~ LDAP ERZStEE4R o
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BRIB (5 A E R0 BEEE
TWRILURFRA ERE S E EREHFEEZ0 SSH BRgiZF 2 5h o

HHFFRAE SR OERE
TR ABFRAEAEEA Cisco 10 SSH §#3F ©

1. fEF SSH E A &K ONTAP IRE o

2. {SF SSH fEAER Cisco Duo E##E ~ LA vserver ZFBEN{L <STORAGE VM NAME> :

security login duo modify -vserver <STORAGE VM NAME> -is-enabled false

TEEgZOEBERE
AT 120 SSH BRsE 2 F REHRE N 82 OB AN ERRE -

1. fEF SSH ZE A &K ONTAP IRE o

2. $HEFAPRSE-RMAE S Cisco Duo B8  EHERBIERAE FENMA S ERFRIE :

security login duo group modify -group-name <GROUP NAME> -excluded-users
<USER1, USER2>

L2 0EHENRIBYZATT S Active Directory ~ LDAP Bt EHH - IEERASBIEEMERE -excluded-
users I AN B B ZELIZOEERERFT ©

WM5S S EERONTAP "E#4H “security login duo group modify &zl > s3] ©

PR ERE

fEALAfEA Cisco €0 BIEENR ~ BIRSEN A FEREFREZOERE - WHEERIET » 552/ "Cisco
Duo Xf4" o

7£ ONTAP HEA I ZH CA FZERAiREs /&5

FEREERA L - REMERZECAEZENEILIRE - UANKEEHSVMEETEASSL
RARES o MAIUAEAGSREEREZBEER (CSR) i security certificate
install ‘A “security certificate generate-csr R RLZEN/RBIEHEE
AR EIRYRES o SRABERE “security certificate generate-csr' ' ‘security
certificate install "TESZ2ZERIONTAP" °
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B LAfER security certificate generate-csr BEE/REHEEER (CSR) Mm% o HREBIENEX
218~ BEEIRHEE (CA) BEXEENHURERE

FtaZ Al
T ARERENSVMEIES A REHITILI(E -

1. B4%CSR :

security certificate generate-csr -common-name FQDN or common name -size
51211024]1536]12048 -country country -state state -locality locality
-organization organization -unit unit -email-addr email of contact -hash
—-function SHA1l|SHA256|MD5

THm<LERIL CSR » EFOSHEMBEREELER 2048 (icfAE£i8 suazs6 » BT —REBANAF
ZBPY serverl.companyname.com FEYEFMH 1T A Software ’ UREENIMNZRELET - SVM &=
BABTIEENEFEIEMALS weblexample . com © RAGEH EPEERCSRMAE R o
#2317 CSR HI&Ef
clusterl::>security certificate generate-csr -common-name
serverl.companyname.com -size 2048 -country US -state California

-locality Sunnyvale -organization IT -unit Software -email-addr
web@example.com -hash-function SHA256

Certificate Signing Request

NOTE: Keep a copy of your certificate request and private key for
future reference.

- ECSREILEBIRFER « ABUBFHX PINBEFEHH) BEEXEEENHIRECAEITEE -

zTI; TRIBIMNERZ % - CAEREZENBIURSREEGE - CRZGRE—HILESRNCARZNHNIRSE
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ZRCAZENMERIRE

eI LAER “security certificate install' 88 <72 SVM _E%4 CA SHZEMEREIER - AR FIRTICIHARERE
B (CA) RREMPLRE  LUBHAIAREERZNVERHEAS - ONTAPIN'ES 2 ERIONTAP & 41
“security certificate install B > 528 o

Az Al
T ARERENSVMEIES « A REHITILI(E -

1. 2% CA ZEMRFEIRERE !

security certificate install -vserver SVM name -type certificate type

AGRIRTOHACMUBBANEEE - B BB AR RB0EEE - ONTAPHIA
(D)  wsirAREENCARERE - BERS TECANIRES - MAKNRE e
RS BB TS o

LFap < A7E SVM 2% CA RERVRMRS/REMPMRE engData2 ©
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LZHE CA ZENFIRS&RE T REIVEHA

clusterl::>security certificate install -vserver engData?2 -type
server
Please enter Certificate: Press <Enter> when done

Please enter Private Key: Press <Enter> when done

Do you want to continue entering root and/or intermediate
certificates {yln}: vy

Please enter Intermediate Certificate: Press <Enter> when done

Do you want to continue entering root and/or intermediate
certificates {yln}: vy

Please enter Intermediate Certificate: Press <Enter> when done

Do you want to continue entering root and/or intermediate

certificates {y|n}: n

You should keep a copy of the private key and the CA-signed digital
certificate for future reference.

HERAE N
* "EXZRM/ESE-CSR"
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A T System Manager * BRI U BIENHAMEREIZWEIANRE « WERSESLEERAERNEN o BHaUE
EE RS - UMERRAGHPGHEHMERREN

BAREE
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HER
1. 7ESystem Manager™ ~ BERVHEE>RE ©
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£ MRE BEP - RN FYEHAER -

° EFNEEREREERUHE -
° fREFA PR/ FERESEEHE o
° RIEFINIRREREEMHE -

3. BEEVEREF LIGHRARE—ERRENFEER RN > URMESAEERERN * /RE * HE -
BESERRBERENEN - IRERBVETHERFFVMIEN » FRIT TR -

a. JEHY * {577 > (77 V" o
b. JRERREFVM o

o HIBE * B ¢ WIEH o

d. #EAY * /BB * BEASREETAVET o

BT R IE RS
s EEIURVESE T EE [EEREEEEK] o
* BB HR=ERSINEE  SEERNE—E o eI URSEZRSIZRHIT I :

RS IFE L. . R HIT IR ...
SEERY /RSB * [install-trusted-cert]
* [MBRMEERY BRI AEE(I)
* [BAEER BRI EN)

FIE IR ARAS RE - [install-cs-cert]
* [gen-cs-cert]
* [delete-cs-cert]

* [renew-cs-cert]
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BAOEENREREEN
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1. AR ERY R B 203 B o 5 BRY RiREEE ) o
2 ERENS(EH BRI ATE -

3. JEW : RBATEEBN  BH ¢ o

28 (FriE) AP imMEARES /&R
B 7 System Manager ~ f&RJ AR EEE {5 i/ EARES/REE ©

1. @R AP RMAIRSRRE RS IR o F2H (REEEN] -
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" BABERTE o
o WHAEEE" < SEEEUEEEVM o
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o JFEIFVFEAL o

° MAREAVREFAER o
TR UREX FER ASER KR LEEFAER « el UE— T EBEAMERSEERZEAXF -
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TR FIEPEASNER R EEEHE - I MR — T EARILBRERBIEEANF
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A T System Manager ~ ] LU EAZEINI B TR E A P in/ER2/REE ©
HER
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2 EN+ EEBREZENRE Y o
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2. EWA R / FARESREAIRE o

3. BEHY : RAEEEN o AR MikR - o

B P imME RS &g
A 7 System Manager ~ &R LUEXI 2B HASKENREHARY A P i/ (A AR5 /858 o

1. @R AP RAIRRE R IRE o F2E [R/EEEH] -
2. EWA R / FARESREAIRE o
3. BEHY : REEEN « AR —T B o

BB A RE IR (L
£ T System Manager ~ fEFLAER I ATBY AL /BRIRAER L ©

1. SR AHEEERAEEE o WA (BREEEN .
> mmo
3 4 TREAMEBIEES WRE BT THSH
C AT o
 BHRARIES  FEEBHEVM o
C BASBRETE -
4. MBECBBATIRE « PRI BB RE LRI -

A RS IREBRERSE
7£System Manager/ ~ &R A A BB IR B IR ZB/REE ©
Pz

1. EEIMBEREEIEEIE T o F2R [A/REE] -
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2. RN RSR IR IR o

3. EE : LMEEEN > AeBERE " o

4 HRBERERBERRE
© WAL ERERERS « ER— T EAUBAGEEZEERESE -
* IEEREAMHIRE

fRRAS I REE IR R B (L
£ System Manager ~ Bl IAMBRASHE BB IR EE AL ©

1 B AREREEURSIRE - F2H MR/EEEH]
2. EMANRRIRE B R R
3. EIE ¢ LA MR o

E AR IR R
£ T System Manager - &R LUEXI BB RIS RIRHEHARY A /RS IR BEALL -

1. B AREREE U RSIRE - F2H [BHEREEH]
2. RN RSEIREER (IR o
3. EHY : LN ARIF—T B o

7 ONTAP A:5%E Active Directory 48112 Hub77EY

IR AZBSC R EADASITIZHISS ZENEE T SVM « ADIRE A E7ZEXSVM © IIRIEEAE
FISVMEZESMBTEIARES * BIATHESVMEREARE ~ Sid&_tunnel_:REABMNADEFEEE
HIfEE o NREFRFZESMBIEIARES » AIATEADAEE L2 IISVMBYERKLIRS ©

SR T AR HI 2SR ARTS - ONTAP

» Kerberos
* LDAP
* Netlogon

* LR MERE (LSA)
SR T TERS B i8R B AU FERNetlogoniE4R L E | ONTAP

TRFEEREIRERE afE ... R -
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HMA-SHA256 * LUEBSINZIREE (AES) ZER Z249.10.1 ONTAP

NREHBEEHITHE ONTAP 9.9.1 SLERRRZS ~ M
BIEa0MREEHI23 ZoamlEiT AES KRigHEZ 2/
Netlogon AR#S - AR E XM - TEREERT » BF
EEIRTAIEIESES « INAIET B ONTAP B8 K&
gﬁgé o

DEFIHMC-MD5 (G&EsaT\Ei8HF) FR B ONTAP BYRRZS
MRIEEETE Netlogon L BB ITHARIER AES TEMEEE S8 « BIEEE:% SVM L 2FEEUA AES o

* 7 ONTAP 9.14.1 FA%4 ~ 121 SVM B ~ FER S RUAE AES ~ MAEKAEZEE(ER SVM MZ2EE ~ BlAJ7E
Netlogon 2223855 2 7 HARE A AES TIEMRERE1E o

* £ ONTAP 9.10.1 = 9.13.1 Hf ~ 17 SVM ¥ ~ TR E1FH AES ° IGREEA T < RAAE AES !

cifs security modify -vserver vsl -aes-enabled-for-netlogon-channel true

@ EICFHARZE ONTAP 9.14.1 S EHARAEF ~ LLERR ONTAP (EIIHVIRE SVM B AES SREFFE
BHENEE o BIMEEEMILRENE « 4 8E7EELE SVM EBUE AES o

RERRRIEE

MREEAER SVM RE SMB @RS « AR LUEA security login domain-tunnel create <&
SVM R EAREDR tunnel ~ LUE AD 1ZENEEE ©

7£ ONTAP 9.16.1 Z R » A BFERESEEREIERER AD WEEEEEIRE

a2 Al
T AR ERISVMER E SMBTRIARSS
* CUARFBADRBINEAEIRS ~ A REFIEENEESVM °
T ARREEES T SERITIET(E -

{EONTAP (S209.10.1) FAtA ~ MNRIEESVMREE (4@ E) AI{HADTFEY » BN REIEADAE =B
TNTLM ~ FRAT LA KerberosE1TRA B IRER:T o TTERRT « FZiEKerberosiEECSVMREER BIRER:T o I1EIh
BETER AR ~ AERE o

() —@ekEsKeberoskil - —BKM - MBERATNTLMEE -

1. B FSMBIYEKISVMER TE 2 BR-2 1838 ~ IBADAIEIEH SR FENEE

security login domain-tunnel create -vserver <svm name>

M52 2 ZERIONTAP " E#40 “security login domain-tunnel create &l > 526 o
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() svMeEsT - BRELEEERE -

Ty S EEEAE SMB BNER SVM %7€ "engData’ 2553878 o

clusterl::>security login domain-tunnel create -vserver engData

TE4RE LI SVMER&IR A

MRIEREAKREER SVM B SMB {alAR23 ~ BIATLAER vserver active-directory create i< » A4Y
5 R SVM I EKIRE ©

FAREETL(F

BIAZ vserver active-directory create iRl » RATRNEIRME AD FHERP RS « Wi
EHHIHERR ~ LUER ERSFTIE EA P IEERVAEME (L - IRPEZIBAAZEY o

% ONTAP 9.16.1 FAtA » SR LUERILEIEFRERER AD WEEEIESIRE o

ez Al
BN BREEHSVMEIES « FREBITIET(E o

1. FADABIT L IISVMAYERSIRE

vserver active-directory create -vserver <SVM name> -account-name
<NetBIOS account name> -domain <domain> -ou <organizational unit>

% ONTAP 9.16.1 FAtA » Itt “-vserver 2 ZIZETEIE SVM o IN"15<2E ERIONTAP EEE4 "vserver
active-directory create &l > 52 o

MUTFar < E SVM 89S L example.com' BIE—E®ER “engData stEEIRS " ADSERVER1 © #A
LR RRGIRTCEMAADEAEIRSIE ©

clusterl::>vserver active-directory create -vserver engData -account
-name ADSERVER1 -domain example.com

In order to create an Active Directory machine account, you must supply
the name and password of a Windows account with sufficient privileges to
add computers to the "CN=Computers" container within the "example.com"
domain.

Enter the user name: Administrator

Enter the password:
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7 ONTAP F1:%7E LDAP = NIS {AfR2S77EX

RN BEA R ELDAPZINIS(EARSS/ZENSVM ~ LDAPZENISIREE A SE7ZEXSVM © RHASSIHAE
B :EIE(EALDAPSEINISH A SR L IBARFS IR ©

2 E LDAP{EAREFFEY

EAZES R ELDAPEIARZZZENSVM ~ LDAPIR B A SEFEXSVM o ERJLAFH vserver services name-
service ldap client create 7£ SVM #17 LDAP AR IR#HREAIEE S o AR EMAILAER vserver
services name-service ldap create FAF LDAP B iR4HREEL SVM I RIMAIRS ©
RAREETE

RZHLDAP{EARESES AT LAEFHONTAP H 5 IHAEIRHAVTERRERAS ©

* ms-AD-BIS (KZEWindows 20128 E AR ASADRIIRES AR IFZEEHE)
* AD-IDMU ( Windows 2008 ~ Windows 2016 K& E#THRZ<8Y AD AAR2S)
* AD-SFU (Windows 2003F1ERRADEIARES)
* RFC-2307 (UNIX LDAP{aEIARES)
FRIEB EHMEER « BRIRIFERTERZEME c R E « KA LUIERTER B LS RE DS « LUEI B S RIZ24E - INE
EX RN
* "NFS ZB#E"
* "NetAppH:fli#r 54835 : ANMEITEONTAP IhAE /S E =R ELDAP"
BYAZ Al
s {TNABTE SVM ERE"CAZ ERFEIRESHNI/EE" ©
s MKNAREENSYMEBIES « AFERHITUET(E o
1. 7 SVM _£3#237 LDAP BB IRAREE :
vserver services name-service ldap client create -vserver <SVM name> -client

-config <client configuration> -servers <LDAP server IPs> -schema <schema>
-use-start-tls <true|false>

() oAEENSYMERAZESEr TLS « REEFIEESVM o

W55 2 EZERONTAP %40 "vserver services name-service Idap client create’ Bl » F52R o
TS BREIELE SYM engData B LDAP BEFIRECE corp ° FARIMEELRELE IP iitE

172.0.0.100 F1 172.16.0.101 HJ LDAP {alfR2S - FA P im{ER RFC-2307 224817 LDAP &:f o FA P imEi(E
AR23 2 BB & Start TLSHNER ©
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clusterl::> vserver services name-service ldap client create

-vserver engData -client-config corp -servers 172.16.0.100,172.16.0.101
-schema RFC-2307 -use-start-tls true

(D iE “-ldap-servers’ FEZE “-servers’ FEL o fERILAER “-Idap-servers ##{i5E LDAP faAR
M EHLTBEY IP Lkt o

2. 1% LDAP AP im4HREEL SVM ZEILRAME ¢ vserver services name-service ldap create

-vserver <SVM name> -client-config <client configuration> -client-enabled
<truel| false>

WM< 2 EERONTAP E#4H "vserver services name-service Idap create &zl > s52R] o

T e 2L ZREE: LDAP AP im4EAE corp A SVM engData @ iff SVM LEYH LDAP BRI ©

clusterl::>vserver services name-service ldap create -vserver engData
-client-config corp -client-enabled true

(D iZ "vserver services name-service ldap create’ YR ONTAPE L B2 8 RARSS » BlZ@mS
BHITEIREEF N HREHERAS o

3. fEFvserver services name-service LDAPE & 3% 3R &35 2 FB (A AR 2SAVAREAE o

THar <L EEESVM vs0_EHILDAPRIARES ©

clusterl::> vserver services name-service ldap check -vserver vsO

| Vserver: vsO |
| Client Configuration Name: cl |
| LDAP Status: up I
|

LDAP Status Details: Successfully connected to LDAP server
"10.11.12.13". |

ERILUEA “name service check 5 < 2REREE B FBMIARSSAVARAS o

men

RIE NIS fAlfREs7FEY

BN BEA R ENISEIARES H SVMBYTZEE ~ NISIRE A BEFEXSVM o A LU#H vserver services name-
service nis-domain create 7 SVM #1371 NIS 431540

BEBIES o

N

ez Al
* FESVMESRTENISHEEIZ A ~ Fi B sk E IR ARESEB R Al e AFTFEN
* BNARERENSVMEIES ~ AREHITIEI(E -
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1. £ SVM _EE37 NIS 434058 -

vserver services name-service nis-domain create -vserver <SVM name> -domain
<client configuration> -nis-servers <NIS server IPs>

M54 2 EEEIONTAP &E:¥4H "vserver services name-service nis-domain create Bl » 520 o

(D) & is-servers SRR -servers FEL o WAL nis-servers ISR NIS ES8H
THRTES IP (it o

LTFEr<7E SVM LEIZ NIS IHECE engData © NIS 4815 nisdomain EE 1p {UItAR NIs {@iRZ3E
17380 ~192.0.2.180¢°

clusterl::>vserver services name-service nis-domain create

-vserver engData -domain nisdomain -nis-servers 192.0.2.180

B EARTE A Es

LIBARTFE AR INRE AT R I A LDAPEINISH A B X B BIARTS KR o SR LUEH vserver services name-
service ns-switch modify YL ELBARFERIENEAIER ©

FIsEZ Al
* B HE R ELDAPHINISEIAREZTFEN ©
* B AREEEESHSVMEES « AR TII(F -

1. SRR BB RRNEHIER

vserver services name-service ns-switch modify -vserver <SVM name> -database
<name service switch database> -sources <name service source_ order>

WMES2EERIONTAP E¥4H "vserver services name-service ns-switch modify &zl > s5261 ©

LU TFE<SIEE SYM EERE engbata By Loap #l NIs LIBIRFERENEHIERF “passwde

clusterl::>vserver services name-service ns-switch

modify -vserver engData -database passwd -source files ldap,nis

BREARME « [CRZILANEBIIREE - IRERE SYM EIES ~ FJLUER
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FAREETLE
MEBYURET TIIRA -

* EXEEESERERE
* REMGAZEDN\EFT
* e RS EL—EFESN—EHF

* FREHRRE/NEZIEER
@ ERILUfER “security login role config modify' 85 % SRIEEXELTETE A G ARRAN: 2 kP EBFERRAY o

B2 AT
* ENBREENSVMEIEE « 7 AEE H IS -
* ENERRETIEE | R EE MG EHEE -

1. SFEEEEHIE | security login password -vserver Svm_name -username user name

T GLEEERAABIEESMNENE adninl BAR SVMvsl.example.com ° RGN EEHABTE
B ~ A B8 AN ERTE AT S ©

vsl.example.com: :>security login password -vserver engData -username
adminl

Please enter your current password:

Please enter a new password:

Please enter it again:

e
* "R EAARGERER"
* "REE AR

THE I fRFRIHE ONTAP R EIEEIRF

fEOILUEH security login lock AMBEERMAEIESIREMGS « UK security
login unlock FEBREEIREMERS °

FRtaZ Al
T AREEEEEAERNTEETE -

1. HERMEESRP !

security login lock -vserver SVM name -username user name

TG LEHERREIEERS adninl AN SVM vsl.example.com :
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clusterl::>security login lock -vserver engData -username adminl

MIES 2 ZERIONTAP E$4R “security login lock Bl » 5528 -
2. RIRHERMEIESIRE ¢
security login unlock -vserver SVM name -username user name

TS EREGEERREIEESIRS adninl BAMR SVM vsl.example.com :

clusterl::>security login unlock -vserver engData -username adminl

MES 2 EERONTAP " E:¥40 “security login unlock B3fl » 352 o

e

CEBEA

£ ONTAP 1 EELKMHEAER

SRAMNEASHNARRTARE EEEAFIHERA o KrIIEREGTS 2 BRERR(R
TEREAR -

UNMAHSHIBA E R

SHERAL (EMS) 5/ BHTENCBEARKRNES « CTUEFREBAERRMMNER audit. log

=EN

ERETAESKRMET R EEN
TERGHAZRE ~ CAILUREGEF S D ERRTAAR
* BROERRDHARFT S NBFT - RTINS FAER
* EEAESKBRBHIEE
* RBAFTFHRBBAEARE ~ LEEENANEARBERHELRE
* BHAN H IR E R BRI IR E A AR AR IR P

eI LAER “security login role config modify &8 L 2RMATELTAE o W1"15< 2 Z ERIONTAP "E5#4H “security
login role config modify" & > s52E] o

REAME « A LRI T5REIMNG BR

* {8 “security ssh modify 88 < I BRHIFTAFIEEZILAY SVM KEBAEHARE - 11152 ERIONTAP Bi¥
40 “security ssh modify &3l > s520 o

* BERFEAEEERE  BIRENMD5-EH ERFBREEFTLZ2MSHA-S12EE L °
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¥ ONTAP R EIE SR/ ZHEEHIE1T SHA-2
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) SRR

B RIAE A RERIT T ENE -
* BRI Al EMRINENEAE RS -
* EERIEEMZSERNIRPIBE (M0 ~ md5) -~ BFIERET TREARFEER o
* HEZ IS ERIEEMRINEERNRS

* IERZEONTAP IRER N BIEEAIINRASE « EEREEEEE BT « FHAERTIENMEINN
(md5) #HA o

ONTAP R#FZFEAHNT8Y SHA-2 5 ~ REEFF NetApp Manageability SDK (security-login-create #

security-login-modify-password) °

1. BmdsRAEIE SR BEESHA-51 2R IEMRINAE ¢

a. fEFfE MD5 R EIEEMRPEEN | security login expire-password -vserver *
-username * -hash-function md5

gOE—2k ~ FRFImdSIRAEREE TREAREERS -
b. ZSRABMDSIRANEREBBIIEEHSSHIIEMREEA °
AREREIRF BB - LIRTERELERN - SHA-512FERANEENES -

2. HFERERT—BREREANEEZHHIMDSIRE Rt ETIRA R !
a. SHENER MD5 MEIHSERINRE CERSH#EIREAR) | security login expire-password

-vserver * -username * -hash-function md5 -lock-after integer

TEIEEMRHMZE -lock-after ~ FAERAFIHE MD5 1RF o

-username user name

C. FAEAEBBIEAUSSHIFRREREAIIRE « TERMIR T EREREERN
HERAE
"ZERE ANBHAENE"
"REE ABRREE"

ERRGEESZUENTEIE ONTAP 1EEFENEE
TETNRER 2 RY9.8FAONTAP ~ PRI LUEHE et tRAE 217 EXRE o
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event co

date modify?

log-forwarding create?®

log-forwarding delete?

log-forwarding modify?

peer delete
time-service
time-service
time-service
time-service
time-service
time-service

nfig modify

ntp
ntp
ntp
ntp
ntp

ntp

server create?®
server delete?
key create?
key delete®
key modify?®

server modify?

event config set-mail-server-password?
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security anti-ransomware
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security
security
security
security
security
security
security
security
security
security
security
security
security
security

security

anti-ransomw
anti-ransomw
anti-ransomw
audit modify
ipsec config
ipsec policy
ipsec policy
ipsec policy
login create
login delete

login modify

are

are

are

3

volume attack clear-suspect '
volume disable

volume event-log modify?
volume pause’

vserver event-log modify?

modify 3

create®

delete?

modify 3

login publickey create

login publickey delete

login publickey modify

key-manager onboard update-passphrase?

saml-sp crea

te?



securit
securit
securit
snaploc
storage
storage
storage
storage
storage
storage
system
system
system
system
system
system
system
system
system
system
system
system
system
system
system
system
system
system
system
timezon
volume
volume
volume

volume

y saml-sp delete?®
y saml-sp modify?
y webauthn credentials delete?
k legal-hold end?
aggregate delete?
aggregate offline’
encryption disk destroy?
encryption disk modify?®
encryption disk revert-to-original-state?®
encryption disk sanitize?
bridge run-cli?
controller flash-cache secure-erase run?
controller service-event delete?
health alert delete?
health alert modify?®
health policy definition modify?
node autosupport modify?
node autosupport trigger modify?®
node coredump delete?®
node coredump delete-all?
node hardware nvram-encryption modify®
node run
node systemshell
script delete?
service-processor ssh add-allowed-addresses?
service-processor ssh remove-allowed-addresses?®
smtape restore?
switch ethernet log disable-collection?
switch ethernet log modify?
e3
create?
delete
encryption conversion start?

encryption rekey start*
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vsServer

vserver

vserver

vsServer

vserver

vserver

vserver

vserver

vserver

vserver

vsServer

vserver

vserver

vsServer

file privileged-delete?
flexcache delete
modify?
rename °
recovery-queue modify 2
recovery-queue purge 2
recovery-queue purge-all?
snaplock modify'
snapshot autodelete modify
snapshot create?®
snapshot delete
snapshot modify?
snapshot policy add-schedule
snapshot policy create
snapshot policy delete
snapshot policy modify
snapshot policy modify-schedule
snapshot policy remove-schedule
snapshot rename®
snapshot restore
audit create?®
audit delete?®
audit disable?®
audit modify?
audit rotate-log?
create?
consistency-group create’
consistency-group delete’
consistency-group modify*
consistency-group snapshot create*
consistency-group snapshot delete*
delete?
modify 2
object-store-server audit create?®



® vserver
® vserver
®* vserver
® vserver
® vserver
® vserver
® vserver
® vserver
® vserver
® vserver
® vserver
® vserver
®* vserver
® vserver
® vserver
®* vserver
® vserver
® vserver
® vserver
9.16.1.
®* cluster
®* cluster
¢ cluster
* cluster
®* cluster
* cluster
* cluster
®* cluster
* cluster
* cluster

* cluster

object-store-server audit delete?®

object-store-server audit disable?

object-store-server audit modify?

object-store-server audit rotate-log?

object-store-server bucket cors-rule create?*

object-store-server bucket cors-rule delete’

options?

peer delete

security file-directory apply?®

security file-directory remove-slag?

stop?

vscan disable?

vscan on-access-policy create?

vscan on-access-policy delete?

vscan on-access-policy disable?®

vscan on-access-policy modify?

vscan scanner-pool create?

vscan scanner-pool delete?

vscan scanner-pool modify?®

date modify?®

log-forwarding create?®

log-forwarding delete?®

log-forwarding modify?

peer delete
time-service
time-service
time-service
time-service
time-service

time-service

* event config modify

ntp
ntp
ntp
ntp
ntp

ntp

server create?
server delete?
key create®
key delete?
key modify?®

server modify?

* event config set-mail-server-password?
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snaplock
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storage
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te?d
anti-ransomware
anti-ransomware
anti-ransomware
anti-ransomware
anti-ransomware
audit modify?
ipsec config mo
ipsec policy cr
ipsec policy de
ipsec policy mo
login create
login delete

login modify

volume attack clear-suspect'
volume disable'’

volume event-log modify?
volume pause'’

vserver event-log modify?

dify?
eate?®
lete?®

dify?

login publickey create

login publickey delete

login publickey modify

key-manager onb

oard update-passphrase’

saml-sp create?

saml-sp delete?

saml-sp modify?

webauthn creden

tials delete*

legal-hold end?

aggregate delete
aggregate offlin
encryption disk
encryption disk
encryption disk
encryption disk

ridge run-cli?

3
e4
destroy?®
modify?
revert-to-original-state?

sanitize?®

system controller flash-cache secure-erase run?

system controller service-event delete?

system health alert delete?

system health alert modify?



system health policy definition modify?
system node autosupport modify?

system node autosupport trigger modify?
system node coredump delete?®

system node coredump delete-all?®

system node hardware nvram-encryption modify 3
system node run

system node systemshell

system script delete?®

system service-processor ssh add-allowed-addresses?®
system service-processor ssh remove-allowed-addresses?®
system smtape restore?

system switch ethernet log disable-collection?
system switch ethernet log modify?

timezone?®

volume create?

volume delete

volume encryption conversion start?

volume encryption rekey start*

volume file privileged-delete?

volume flexcache delete

volume modify?

volume recovery-queue modify?

volume recovery-queue purge 2

volume recovery-queue purge-all?

volume snaplock modify'

volume snapshot autodelete modify

volume snapshot create?®

volume snapshot delete

volume snapshot modify?

volume snapshot policy add-schedule

volume snapshot policy create

volume snapshot policy delete

volume snapshot policy modify
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volume
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vserver

vsServer

vserver

vserver

vserver

vserver

vserver
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vserver

vsServer

vserver

vserver

vserver

vsServer

vserver

vserver

vsServer

vserver

vserver

vserver

vserver

vserver

vserver

vsServer

vserver

vserver

vsServer

snapshot policy modify-schedule

snapshot policy remove-schedule

snapshot rename ®
snapshot restore
audit create?
audit delete?
audit disable?®
audit modify?

3

audit rotate-log

create?

consistency-group create?

consistency-group delete’

consistency-group modify?

consistency-group snapshot create!

consistency-group snapshot delete*

delete?

modify 2

object-store-server
object-store-server
object-store-server
object-store-server
object-store-server
object-store-server
object-store-server
options?

peer delete

audit create?®

audit delete?®

audit disable?

audit modify?

audit rotate-log?
bucket cors-rule create*

bucket cors-rule delete?

security file-directory apply?®

security file-directory remove-slag?®

stop*

vscan disable?

vscan on-access-policy create?

vscan on-access-policy delete?

vscan on-access-policy disable?®

vscan on-access-policy modify?



* vserver vscan scanner-pool create?

* vserver vscan scanner-pool delete?®

* vserver vscan scanner-pool modify?
9.15.1..

* cluster date modify?®

* cluster log-forwarding create?®

* cluster log-forwarding delete?

* cluster log-forwarding modify?

* cluster peer delete

* cluster time-service ntp server create?

* cluster time-service ntp server delete?

°* cluster time-service ntp key create®

* cluster time-service ntp key delete®

* cluster time-service ntp key modify?®

* cluster time-service ntp server modify?

* event config modify

* event config set-mail-server-password?®

* lun delete?

* security anti-ransomware volume attack clear-suspect'

* security anti-ransomware volume disable'’

* security anti-ransomware volume event-log modify?

* security anti-ransomware volume pause '

* security anti-ransomware vserver event-log modify?

* security audit modify?®

* security ipsec config modify?

* security ipsec policy create?

* security ipsec policy delete?

* security ipsec policy modify?®

®* security login create

®* security login delete

* security login modify

®* security login publickey create

®* security login publickey delete
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securit
securit
securit
securit
securit
snaploc
storage
storage
storage
storage
storage
system
system
system
system
system
system
system
system
system
system
system
system
system
system
system
system
system
system
system
timezon
volume
volume

volume

y login publickey modify
y key-manager onboard update-passphrase?®
y saml-sp create?®
y saml-sp delete?®
y saml-sp modify?
k legal-hold end?
aggregate delete?
encryption disk destroy?
encryption disk modify?
encryption disk revert-to-original-state?
encryption disk sanitize?
bridge run-cli?
controller flash-cache secure-erase run?
controller service-event delete?®
health alert delete?
health alert modify?®
health policy definition modify?®
node autosupport modify?
node autosupport trigger modify?
node coredump delete?
node coredump delete-all?®
node hardware nvram-encryption modify?
node run
node systemshell
script delete?®
service-processor ssh add-allowed-addresses?
service-processor ssh remove-allowed-addresses?®
smtape restore?
switch ethernet log disable-collection?
switch ethernet log modify?
e 3
create?
delete

file privileged-delete?®



volume flexcache delete

volume modify?

volume recovery-queue modify 2

volume recovery-queue purge 2

volume recovery-queue purge-all?

volume snaplock modify'

volume snapshot autodelete modify

volume snapshot create?®

volume snapshot delete

volume snapshot modify?

volume snapshot policy add-schedule
volume snapshot policy create

volume snapshot policy delete

volume snapshot policy modify

volume snapshot policy modify-schedule
volume snapshot policy remove-schedule
volume snapshot rename?®

volume snapshot restore

vserver audit create?®

vserver audit delete?

vserver audit disable?®

vserver audit modify?®

vserver audit rotate-log?®

vserver create?

vserver delete?

vserver modify ?

vserver object-store-server audit create?
vserver object-store-server audit delete?®
vserver object-store-server audit disable?®
vserver object-store-server audit modify?
vserver object-store-server audit rotate-log?
vserver options?

vserver peer delete

vserver security file-directory apply?®



* vserver security file-directory remove-slag?®
* vserver vscan disable?®
* vserver vscan on-access-policy create?
* vserver vscan on-access-policy delete?
* vserver vscan on-access-policy disable?
* vserver vscan on-access-policy modify?
* vserver vscan scanner-pool create?
* vserver vscan scanner-pool delete?
* vserver vscan scanner-pool modify?
9.14.1.
®* cluster peer delete
* event config modify
* security anti-ransomware volume attack clear-suspect'
* security anti-ransomware volume disable'’
* security anti-ransomware volume event-log modify?
®* security anti-ransomware volume pause1
* security anti-ransomware vserver event-log modify?
®* security login create
®* security login delete
* security login modify
* security login publickey create
®* security login publickey delete
®* security login publickey modify
* system node run
®* system node systemshell
* volume delete
* volume flexcache delete
* volume recovery-queue modify ?
* volume recovery-queue purge ?
* volume recovery-queue purge-all ?
* volume snaplock modify'
* volume snapshot autodelete modify

* volume snapshot delete



volume

volume

volume

volume

volume

volume

volume

snapshot
snapshot
snapshot
snapshot
snapshot
snapshot

snapshot

vserver create?

vserver modify ?

policy add-schedule

policy create

policy delete ™

policy modify

policy modify-schedule

policy remove-schedule

restore

vserver peer delete

9.13.1.12.9.12.9.

cluster peer delete

event config modify

security
security
security
security
security
security
security
security

security

system node run

anti-ransomware

anti-ransomware

anti-ransomware

login
login
login
login
login

login

Create
delete
modify
publickey
publickey

publickey

system node systemshell

volume delete

volume flexcache delete

volume snaplock modify'

volume

volume

volume

volume

volume

volume

snapshot
snapshot
snapshot
snapshot
snapshot

snapshot

volume attack clear-suspect'
volume disable'’

volume pause'

create
delete

modify

autodelete modify

delete

policy add-schedule

policy create

policy delete ™

policy modify
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volume snapshot policy modify-schedule

volume snapshot policy remove-schedule

volume snapshot restore

vserver peer delete

9.12.1/9.11.1

cluster peer delete

event config modify

security login create

security login

security login

security login

security login

security login

system
system
volume
volume
volume
volume
volume
volume
volume
volume
volume
volume

volume

node run
node sys
delete

flexcach
snapshot
snapshot
snapshot
snapshot
snapshot
snapshot
snapshot
snapshot

snapshot

delete
modify
publickey create
publickey delete

publickey modify

temshell

e delete

autodelete modify
delete

policy add-schedule
policy create

policy delete ™

policy modify

policy modify-schedule
policy remove-schedule

restore

vserver peer delete

. 9.13.1 2HRAIRE
AR 9.14.1 WEIRAIREDS
- 9.15.1 BUFTFRAIRES
- 9.16.1 BUFTRRAIRE
- 9.17.1 BOFRFRAI(RE D

° ItEEpe

FTRAR CLI » ERELERRAPRERAR System Manager °
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b. #%—T > * ERENAGTEN - *
C.#—T + add *ERE*  *
d REBEEELLE -
MBFAEN - F2RE TN RREIESTFEE -
2. B SIECAMAVAZEREAE
a B—TEE>RE *
b. ##—T 5 22U BRP * TEEEWE * B - MRHERRE MAV ~ CEEED f BR-)
* T AR -
* EE  MEREBERENZEE o
* BEFEMMAL C A B FE AL o
* TEREHAR | EEENERA o

EXFAMAVE ~ ZEEVSMAVAZ & SEAREEIR A AVAERE -

CLIiEF

1. BB AREME Mail From M Mail Server B o HA :
event config show

FTSRERLIN TIAR ¢

cluster0l::> event config show
Mail From: admin@localhost
Mail Server: localhost
Proxy URL: -
Proxy User: -
Publish/Subscribe Messaging Enabled: true

BEREELESH  FHA
event config modify -mail-from email address -mail-server server name
HRABEE event config show & ‘event config modify "{ESZ2ZERONTAP" o

2. B ERKSEESRENAREES

WMREAE. .. EALLGR S
BTRENAREES security login show
BB RAEIEEMNEER security login modify <parameters>
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3.

4.

gNREAA... BALLE L

BN ARREIESIRE security login create -user-or-group
-name admin name -application ssh

—authentication-method password

ARABRf# security login show’ security login modify ' #M “security login create "5
LEEEKFONTAP" -

EIIMAVIZERHE
security multi-admin-verify approval-group create [ -vserver svm name] -name
group name -approvers approverl[,approverZ2.] [[-email addressl], addressl..]
° —vserver - ILhRASEZIZEEIE SVM o
° —name - MAV ¥ %18 - &% 64 BF T °
° —approvers- —{EAHZETBIZERBE - B AD FF » AR domain\user o /40 >
mydomain\pavan °
° —email ! —HZETBFEBMMU « FEIT ~ 12 - ETARTBITEREIREER ©
“#f L TR EEIL—EMAVEIE « EREaWmiEN S KRIEREFE L
cluster-1::> security multi-admin-verify approval-group create -name
mav-grpl —-approvers pavan,julia -email pavan@myfirm.com, julia@myfirm.com
SRR R BB ¢

security multi-admin-verify approval-group show

#h

cluster-1::> security multi-admin-verify approval-group show

Vserver Name Approvers Email

svm-1 mav-grpl pavan, julia email
pavan@myfirm.com, julia@myfirm.com

ERE L < RIECIHIEMAVEFABAEAERE o

Mzt L PR IEEMEEMAVAREESZET SERIT ©
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MREAE... EALLEGRS
BB BT SECBRB N EE R security multi-admin-verify approval-

group modify [parameters]

SR IRHRE security multi-admin-verify approval-

group replace [-vserver svm name] -name

group name [-approvers-to-add
approverl|[,approver2..]] [-approvers-to-
remove approverl|[,approverZ..]]

fipREF4R security multi-admin-verify approval-
group delete [-vserver svm name] —name
group name

FERAER
* "ZEZEEERE"

7 ONTAP R TS Z L EIEE:E
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EXFMAVIHEE security multi-admin-verify modify
—approval-groups groupl|[,group2..] [-
required-approvers nn ] -enabled true [

—execution-expiry [nnh] [nnm] [nns]] [
—approval-expiry [nnh] [nnm] [nns]]
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cluster-1::> security multi-admin-
verify modify -approval-groups
mav-grpl -required-approvers 2
—enabled true

EDIIE—AE « DISTRIIeaRE "EiERA 1

EAMAVARRE (FEMAVIZE) security multi-admin-verify approval-
group modify [-approval-groups groupl
[, group2..]] [-required-approvers nn ] [

—execution-expiry [nnh] [nnm] [nns]] [
—approval-expiry [nnh] [nnm] [nns]]
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ESSEMAVINAE security multi-admin-verify show

gl

cluster-1::> security multi-admin-
verify show

Is Required Execution
Approval Approval

Enabled Approvers Expiry Expiry
Groups
true 2 1h 1h
mav-grpl

EAMAVIIEE (REMAVIZE) security multi-admin-verify modify

-enabled false
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'hourly*, !daily*, !weekly* » RinAB/NE > BRI FEBMEAFIEN Volume IREBFRZ MAV {RaE ©

smci-vsim20::> security multi-admin-verify rule show
Required Approval
Vserver Operation Approvers Groups

vs01 volume snapshot delete - -
Query: -snapshot 'hourly*, !daily*, 'weekly*
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@ 280 security multi-admin-verify rule SRS WABIIES MAV BIEEZE - ARERIT
security multi-admin-verify rule show°

gu%lu\/m\ - Qﬂéljklttiﬁi%
EARA security multi-admin-verify rule create

-operation 'protected operation" [-
query operation subset] [parameters]

B BRI RGEIESNREEN security login modify <parameters>
#f . TIRBBEEEA BEMIFRIEVolume ©

security multi-admin-verify rule create
-operation "volume delete" -query "-
vserver vsO"

ECRFRAY) security multi-admin-verify rule modify
-operation "protected operation”
[parameters]

fHIBRFR Y security multi-admin-verify rule delete

-operation "protected operation”

FETARAY security multi-admin-verify rule show
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System Managerf2/%
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Approval request to delete the volume was sent.
Track the request ID 356 from Events & Jobs > Multi-Admin Requests.
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(B8) FraEE

(#8) BrEs
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Request to perform delete operation is pending approval.
Retry the operation after request is approved.
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cluster-1::*> volume delete -volume voll -vserver vsO0

Warning: This operation requires multi-admin verification. To create
a
verification request use "security multi-admin-verify

request
create".

Would you like to create a request for this operation?

{yIn}: y

Error: command failed: The security multi-admin-verify request (index
3) 1is
auto-generated and requires approval.

° security multi-admin-verify request create "volume delete"

Error: command failed: The security multi-admin-verify request (index
3)
requires approval.

2. B ERFIRE « WEIFEMAVE]
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cluster-1::> security multi-admin-verify request show 3

Request Index: 3
Operation: volume delete
Query: -vserver vsO -volume voll
State: approved
Required Approvers: 1
Pending Approvers: 0
Approval Expiry: 2/25/2022 14:32:03
Execution Expiry: 2/25/2022 14:35:36
Approvals: admin?2
User Vetoed: -
Vserver: cluster-1
User Requested: admin
Time Created: 2/25/2022 13:32:03
Time Approved: 2/25/2022 13:35:36
Comment: -
Users Permitted: -

cluster-1::*> volume delete -volume voll -vserver vsO0

Info: Volume "voll" in Vserver "vsO0" will be marked as deleted and
placed in the volume recovery queue. The space used by the volume
will be recovered only after the retention period of 12 hours has
completed. To recover the space immediately, get the volume name
using (privilege:advanced) "volume recovery-queue show voll *" and

then "volume recovery-queue purge -vserver vs0 -volume <volume name>"

command. To recover the volume use the (privilege:advanced) "volume
recovery-queue recover -vserver vs0 -volume <volume name>"
command.

Warning: Are you sure you want to delete volume "voll" in Vserver

"ysO" 2

{yIn}: y

b. yIREAFETRIEH « MRS - REEMIERHHEMAVEES o

ghl
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cluster-1:

Request Index:

:> security multi-admin-verify request show 3

3

Operation: volume delete
Query: -vserver vsO -volume voll
State: vetoed
Required Approvers: 1
Pending Approvers: 1

Approval Expiry:
Execution Expiry:

2/25/2022 14:38:47

Approvals: -
User Vetoed: admin?2
Vserver: cluster-1

User Requested:
Time Created:
Time Approved:
Comment :

Users Permitted:

admin
2/25/2022 13:38:47

cluster-1::*> volume delete -volume voll -vserver vsO

Error: command failed: The security multi-admin-verify request (index 3)

hasbeen vetoed. You must delete it and create a new verification
request.

To delete, run "security multi-admin-verify request delete 3".
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fEREEK
BIUBRZERAENERERME -

fERVA:=T |
I E KRBV o

AR ]
AIREEES B BIKE o
P

BERFEEANERNER -

il

FEFHIERE
RFFHITEREERZ ZREFENERESE

R users-permitted AZEH ~ AMERIEBBEEERL
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fEREE A URITUCIESE -



RREES

MAV EIESEWE—HEFEMG 0 HRESHUESREVFAEN « 55K EIHEAPR S BB AR A R AVE
i o IR LUBIBRE R B F ER PRV EE AL EHEEE - NEMERREERS P FHMEESHK"

A EESERER  "FRREIA » REBEEAENEA D MAV At (BREAHESE) BRFRE

HIEAR -
- B
* %3

()

YNRFAE R BR— (AR EE AR « BIRA]EEREGE

* B (FTERFENTAS2HEE)
* EERRRERE
* FRSREIEEHR

(B8) e

(#8) BaEd

( TPending (&) 1 -~ TApproved (B#Z#) 1 - TRejected (EIE4R)

—F17% -

MAV &G EIE ST IR E A EIZERIIE « thiPIrTLUZE ~ IEABSIMIBRMERI RS -~ SURIEMBIIESERHE -

BE - MRMAVEESE

CLI

1. BEBEFEHHRIIFEERRABRNE > 558 T

THEIREIA show 5 show-pending EIBFET ©
2. MEHERER o

gNRITAS...
ZERE

BRER

BTRPTAEN - HEPHNERFE—EK

show-pending } [nn]
{ -fields field1[,field2...]

sREAE « AIthPIEAZE « IEEERIFRE 2RI -

A RAVERS | SRAMZOE A HARR © RE1SREEth AJ AR

WAL

security multi-admin-verify request
approve nn

security multi-admin-verify request
veto nn

“security multi-admin-verify request { show

[-instance ] }'

SR BT T RHAER ~ S{RBEREERY
R o MNRICEARS MR ~ IR BRETRZES R
SREVEH o SR MBS ERUNERENR (R
-fields 280 HEARFAERA (EA
-instance 88 o
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MR, .. BALLER <

fHBRE K security multi-admin-verify request
delete nn

&
TIEFEEMAVEIRBINRIRS I HRIRAINERE FEMFRIZERS - X FIHHEEE—RIE o

clusterl::> security multi-admin-verify request show-pending

Pending
Index Operation Query State Approvers Requestor
3 volume delete - pending 1 julia

cluster-1::> security multi-admin-verify request approve 3
cluster-1::> security multi-admin-verify request show 3

Request Index: 3
Operation: volume delete
Query: -
State: approved
Required Approvers: 2
Pending Approvers: 0
Approval Expiry: 2/25/2022 14:32:03
Execution Expiry: 2/25/2022 14:35:36
Approvals: mav-admin?2?
User Vetoed: -
Vserver: cluster-1
User Requested: julia
Time Created: 2/25/2022 13:32:03
Time Approved: 2/25/2022 13:35:36
Comment: -

Users Permitted: -

&
TAEFEEMAVEIEEWEIRSIRIEAINEREFIHE BEXRER - ZEFHBUHEES —RixkE -



clusterl::> security multi-admin-verify request show-pending

Pending
Index Operation Query State Approvers Requestor
3 volume delete - pending 1 pavan

cluster-1::> security multi-admin-verify request veto 3

cluster-1::> security multi-admin-verify request show 3

Request Index:
Operation:

Query:

State:

Required Approvers:
Pending Approvers:
Approval Expiry:
Execution Expiry:

3

volume delete
vetoed

2

0

2/25/2022 14:32:03
2/25/2022 14:35:36

Approvals: mav-adminl
User Vetoed: mav-admin?2
Vserver: cluster-1
User Requested: pavan
Time Created: 2/25/2022 13:32:03
Time Approved: 2/25/2022 13:35:36
Comment: -

Users Permitted: -

BIESNRE IR
BEfZ ONTAP FhRE1SHE

%€ ONTAP 9.15.1 fitA ~ RAEIES LR EL B AFRERRE « LURSRIHFEL ONTAP
NZ2% -« MR ESRREBEESEEHREEBEIEE c 57 ONTAP 9.15.1 -~ EEsiERER
T —(EYREHE « A Z2oBIEAERE ~ MR ESIEER AL « AIFTER
BIMVIR R T RBE M - ETRIEREE - RARBIESTLEIRE ~ IEREED
-~ USRS ~ LURE MR ASFSRIERFERAENEEH - RMEESTUERER
SHEINERFERE « EAERINEE VM BRRERE -
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BREIRENEFEA

BREREERESETORR « RIERERR  RARNGEEFRIEAGERE - RIBERAENEERER ~ FTUR
STEHEMEMPINITEES) « WA LURREREETE DS -

2R BB LR AR BRI 5 E 2R D BEEME B IR BT -
EENEE

ERBERER « RIEARENERSERAEERLRZREEFAEETAZ—HKEA ONTAP FWEE - KE
REME - BARERERERAHENLEER

BhREIZ RS
EBMFEREN = EFRERERA - EMFAIESIITERR - SRESUEARENRREFR
* FUEREREENKEEAR « TRHERRARREELD « EESUMNERSRRE 5 EREINEER
AITTIEIESE -

* BTUERERGENKREEAR « HAAMERERANBDLEET - FHILARSFRESAEN ; EAFHREZ
Al R G IR TAEITERIMNRE o

* BoUERAERAZEENREZEAR « RARIRERANERS  BILRARERIRS ; TAFFULEE -
%

* "B RAERRRE"

* "BRIBRREE"

£ ONTAP RV R ABNRERE

1€ ONTAP 9.15.1 [ ~ RREIEE I UTEFPRE MENBENRERE visibility HIEAERE
BURRTE ~ TEAF enforced R ~ AIERENER SSH #4508 CLI FHEBELHERE - IRERE

EEFHRERIRE - JUERTE - EREHEEEIRER - AEREZHRIFE ARE « INRER

EEMEE ~ e UHEBRER -

M54 2E SR ONTAP EE$40 "security dynamic-authorization modify & > FH2R o
EX R REIRAELUE TR,
AR BREER PR AR « IR - TRFEEAETTHEINAETE - FIERTS « SESHE

HHESERREBETIRE « ERATREINT - B2 - EAEHRIEENZEHEMERENREEBE e TR
REBBMZRAEIENPARCEENRE - ARBIITRE °

@ BMEEEARRE A EMBIRERERTE -« tha] UKIRILD BB — R BB - "B EEE
EMEREEMBERERENT R « F2RLURBCHNIRIZEITER]

TR

1. REEERELRBRELES « AEJETREEXPRBEERE visibility - MREFER
~vserver B2# « P EEREERNT - BREIN <> FHENUFEERIRIE - K AERHEESH
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security dynamic-authorization modify \
<strong>-state visibility</strong> \
-lower-challenge-boundary <percent> \
-upper-challenge-boundary <percent> \
-suppression-interval <interval> \
-vserver <storage VM name>

2. (FREELER show BBTREIHAEREMN S

security dynamic-authorization show

bR PR eI R
RIS RIE N PR REREIRIE - —RME ~ EEAANREENTAAEZ R « HEEALRT o FIER

P SEXREBHAGREGSEDH - MRFTEREFT  AERFINIT/EBIRS - ERFIHITHIRIRE MU
B e RE R R PR P 38 AL L Ath BRsE R o

() GO EEREFAEETRELMAHERE vicinility BIEEERELS -

1. EFEUEEEEIRIE enforced BT « BEAREE T A enforced e MIREREA -vserver B - 2 YH
ERERKANIT - EFFEIN <> PNEURSENIRIE - N AFEREREZSH :

security dynamic-authorization modify \
<strong>-state enforced</strong> \
-vserver <storage VM name>

2. FREELER show BTREIHAEENGS -

security dynamic-authorization show

(FREERE
MRFBREMENERRREN « CRILUEREERE

1. BENREISHEAREEEA « LUSHEENEIEHE disabled c RERER -vserver 2~ S BEEERBLK
1T o EIEIN <> PHEUREENIRIE - AAFBHEREZE .
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security dynamic-authorization modify \
<strong>-state disabled</strong> \
-vserver <storage VM name>

2. (FABTER show BRDIHAARENG

security dynamic-authorization show

WES 2 EERONTAP Es%4H “security dynamic-authorization show &3l » 5528 ©

T
(RF) ROMESTE ST  HSHURERMBAERRTE -

BATES - G0 B THRESEAEHNARER « UIEeBmRREIES SSH EEE
ONTAP ZEMZ 2 o

TRAIIRIERZ 2R BEE] TIEREIRERTE

il
It

EFRERERERE]

R EBREIRIEEED BT
R E B EEDBIRHEAE]
RE
E

K

* [:

—
Ulll

E@

TR <]

B REIR R AE]

—
Ulll

K5

* [:
REBEEERIRTE
TR R EBRIRENDIERTE « SIEERENHEE VM -« BERRPkEnMHIR R « UREEDERE -
WMES 2 EERONTAP " E:¥4H “security login domain-tunnel create Bl » B 26 o

BREFEIRENRIYRTE c IRERFEA -vserver 28« ML BERERBRINIT - EFIEIN <> FaYEL
FEEIRIE ©

security dynamic-authorization modify \
-lower-challenge-boundary <percent> \
-upper-challenge-boundary <percent> \
-suppression-interval <interval> \

-vserver <storage VM name>
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2. IR A AVARARS

security dynamic-authorization show

K

RERIRAFS

%
FRENREIZAERT ~ ILTHAEE B 2 —ETARAIRFE < » LA LUEIILFEUNAEHNEX - 552H "2 EEER
(MAV) " UESRIRa L RITRs B EH o

% @

Mg ZIREIRIT S
BRI L an @ FT EZ RN BRI M < BE o
W"5< 2 ZE R ONTAP"E¥4H “security dynamic-authorization rule create &3l > 52 -

1. Fmgap < o BRI < FRENRSERIRIE « MREFRER -vserver B8~ L FEREBRINIT
WRERERRSH

security dynamic-authorization rule create \
—query <query> \

<strong>-operation <text></strong> \

-index <integer> \

-vserver <storage VM name>

2. RFTEERIRGIEGSHEE |

security dynamic-authorization rule show

BIRZIREINGES
TR AR Z RN BRI EN G S TRERRIRG < o
W5 2EERONTAP "E:¥4H “security dynamic-authorization rule delete &3l » 52 o

1. Bigap < o BRI < FRENRSERIRIE « MREFER -vserver B8 - L EEREBRINIT
WAE RS

security dynamic-authorization rule delete \
<strong>-operation <text></strong> \
-vserver <storage VM name>
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2. IEARPREERIRG <R E

security dynamic-authorization rule show

REBREREERFAE

RIBTER « SRS CRARIENEREMAEABENEAE - T8 « eI UEREILEHH security
dynamic- authorlzatlon group create LB REREEERN G EERE o

g BRI
B LUHTIG Eh AR IR RERH 4
WMES 2 EERONTAP"E:¥40 “security dynamic-authorization group create Bl » 526 o

1. ZBIEHE o BRI < FRENRSERIRIE « MREFER -vserver B8~ L EEREEBRINIT
WAERERESE

security dynamic-authorization group create \
<strong>-name <group-name></strong> \
-vserver <storage VM name> \
-excluded-usernames <userl,user?2,user3...>

2. AR EE BNRRIERHA ¢

security dynamic-authorization group show

TEPRENREIZIEREAR
ERATEBRENREIRRERFAE ©
M5 2 ZERIONTAP"E¥40 “security dynamic-authorization group delete &3l » 3526 o

1. MIEREFAE o ERTHEIN <> PRYEUNSERIRIE « MREFER -vserver 28~ L EEREBRINIT
WIREFREIESH -

security dynamic-authorization group delete \
<strong>-name <group-name></strong> \
-vserver <storage VM name>

2. R EE BRI R
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security dynamic-authorization group show

REBEARIESED BT
TRAIURERADBEE - UWEEFHRERNEEIET - HEREART DS EER]

() BEWrERITROULEE  LERERETHE

WM"ES 2 EERIONTAP "E:¥40 “security dynamic-authorization trust-score-component modify &l > ;5269 o

WTRIERILERBITH ~ URETRR DB B D LLEE !

ZER|| T tE TER RGBS BREDttEE
FENEE trusted-device 20. 50
EREE AR S CEr authentication- 20. 50
history
TR

1 EEEDEITH - EMIEIN <> PENURFSEIIRIE « IREFER -vserver B - ML EEERE
RIT - WAERAHERESE

security dynamic-authorization trust-score-component modify \
<strong>-component <component-name></strong> \
<strong>-weight <integer></strong> \

-vserver <storage VM name>

2. IR EENEEDHBTHRE !

security dynamic-authorization trust-score-component show

BEXRERAENGETOH
MR EAERRKRATMEERE « HAcsERES 2 #F) - ARAREESIUERERENEESH
M52 2 ZERIONTAP"E$4R “security dynamic-authorization user-trust-score reset &l > :52[] o

1. FMgan < o FF2HE [REDERESED Zoclt] SERIUERNEEDBTHEE - BEEIN <> PE
RS ERIRIR « IREFRER -vserver B » L EERERRNIT - HWREAERSH -
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security dynamic-authorization user-trust-score reset \
<strong>-username <username></strong> \
<strong>-component <component-name></strong> \

-vserver <storage VM name>

BTRENEESE
EREUERECNEATLERREEI# -

1. BRIEHEEDE

security login whoami
TREZEEZHLUTIIMEREL

User: admin
Role: admin
Trust Score: 50

M52 EERIONTAP E5¥4H “security login whoami B3l > 552/ o

RE B IfEENBIRMEE
MRECELUEIINEEDBIREENFD X » AILUR BeTREEIE EBRIREHERS
Fta Z Al
* BEIEEDBURMHE L /BEE JSON [EIfE - ARG TIIEEARRK
° BRIGEIBHVMALBERMEM - MIEETINTE
° BRIISED#BIBAIRT LUZ RARML ~ HIUn trust score.value°

° JSON EIfE AR —ERMAHERIREFEEDH - MREEREMRR « ERILUERTERRIIECER
EEltE -

* RENETURGEEDSBEABR I - ZERENEEDBLUEEIRFHY « 2ERSIARESHEEE
R ~ MR D BRI LUERIBERFHFY - fII0 ~ SEEEER 0 E 100 BEEDES 90 ~ RnDBIFRERE
8~ AIBEEER TR5F) MAFEEMMRE - #ADHEES 0 2/ 100 WEARDES 90 ~ JnERS ~ 7]
FEEEL T1EAR) ~ MASHBTRIMIPRE -

* BE]EEDEIRMHE X EFER ONTAP REST API 7EX ©
* BFIEEDHIRHENBFEFREP—EAXENZEETRTE c A EEEAEEZYEEFNERNEET
EEDEUIRME -

WMES 2 EERONTAP "E:¥40 “security dynamic-authorization trust-score-component create &3l > 355

B o -
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1. MG EIEEDBIRME - EMEN <> PENTSEIIRIE « IREFER -vserver B - ML EE
RERRIIT - WRERHERESE:

security dynamic-authorization trust-score-component create \
—-component <text> \

<strong>-provider-uri <text></strong> \

-score-field <text> \

-min-score <integer> \

<strong>-max-score <integer></strong> \

<strong>-weight <integer></strong> \

-secret-access-key "<key text>" \

-provider-http-headers <list<header,header,header>> \
-vserver <storage VM name>

2. IREENEEDHRMHEERTE :

security dynamic-authorization trust-score-component show

REBEEDBRMERS

R fERIRC AN EED BRI E B - BErEEHR URL FRVEMEEGEESBURME « AT RRHN
RNEH ©

"5 <2 ZE R ONTAP"E¥4H “security dynamic-authorization trust-score-component create &1l » 52 -

1. BMAGESBIREERT - EMEIN < PRENTSERIRIEE  IREFRER -vserver B - HTEHE
RERBRIIT - WAERHERESH

security dynamic-authorization trust-score-component create \
<strong>-component <component_name></strong> \

-weight <initial score weight> \

-max-score <max_score for provider> \

<strong>-provider-uri <provider URI></strong> \

-score-field <REST API score field> \
<strong>-secret-access-key "<key text>"</strong>

fBIgn -
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security dynamic-authorization trust-score-component create -component
compl -weight 20 -max-score 100 -provider-uri https://<url>/trust-
scores/users/<user>/<ip>/componentl.html?api-key=<access-key> -score
-field score -access-key "MIIBBjCBrAIBArqyTHFvYdWiOpLkLKHGjUYUNSwfzX"
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