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RREES

1B RTE SRS BURANENIRER) @ B REFERESE > AREEREIZMEM ARP RERE
KRR E RS

2. BMERERE - E 22 T 53 TREREEE) WAL ABEE ) -

3. AREIM IR R $1ZREREE (ARP)  WEEMIIN 5 BRI R R TF E R SR P PR T SR VAR & L RUA
ARP °

4. HINEEZSBHMONTAPIRZ » (FiEE 188 BHRMERESHNEBRREESRN) - En
5F ARP FETE & 28 MR B EHAE TR -

cLI
ERIRBESVM » EE T & TFE:2 X FARP °
BEE dry-run WIREH Arp KRAFEZLER o BE » 353FEE enabled©

vserver modify -vserver <svm name> -anti-ransomware-default-volume
-state <dry-run|enabled>

EIT—(EFAISVM » T8 AFhaiEEEYFHARP o
IHIE dry-run WIREH ARP IRAFEELLEH o BH| > 551EE “enabled©

vserver create -vserver <svm name> -anti-ransomware-default-volume
-state <dry-run|enabled>

EEERASVM » R B2 B2 THIEIRIEHR

MRIZEWONTAP 9.13.1 H4REIONTAP 9.15.1 » M BHFERHRAES dry-run (BEER) > NEBEREZ
H > LUFEITED enabled ikfE CEHNER) SBEBISTHEY RIS AL BETIATNGE » LUEFEHITH
FrERIEENETEA IR ESIER !

vserver modify <svm name> -anti-ransomware-auto-switch-from-learning-to
-enabled false

ESZE ARP HRAE

security anti-ransomware volume show

FERAER
"R BHRRYSREFERPREL
* "RERPRUBEEET"
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LB 12 /NETRAHBAE RS - Fﬁﬁ%ﬁzzﬁ@i‘ﬁ B &)1EYF Autonomous
Ransomware Protection (ARP) > Hiig= gt ARP 152#E o o] U7E 12 /N EFREAA
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security anti-ransomware auto-enable modify -new-volume-auto-enable
false|true
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fRB] LA System Manager 3¢ ONTAP CLI 2REIE ARP TE:RERFHEEIA o

AMEES
1 B RESRE -
2. YT THIHEF—IR
° EERRRIREIAER !
L 7E TR$ZRREE B2 BEFFEI—AIAL > 15T ARP AIRIERAY/NRFEL o ZEEY [REK

Al e
i. £ F—{E%EE77 1R+ EEY Disable » LI E AR & RERITER ARP EUARINAE ©
° BIRERIBEZH

i. 7£ Anti-ransomware #3573 > =R * o
ii. FEEVIZENTS 3R » PABIE—T Save LUE MR EAVTESE ARP BXFEINAE ©

CLI
1. I ETAR AR

security anti-ransomware auto-enable show

2. (SRR @ AVTRRRRLA

security anti-ransomware auto-enable modify -new-volume-auto-enable

false
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AREES
1. #7F > HARE © ~ ABENEEFEIFANERPEHEIRE

2. 7£ *Volumes * (%) #EM * Security (Z2M) *1ZEF > 7F Anti-#1FR EES/51RAEEE * Switch to
active mode* (IJEERFIER) o

3. fERILATE * REDRENRE * HIRPEREHAERERY ARP ARAE o
CLI
1. INREKREBNTTH > AMENZ RENHIREUTHAZEIER

security anti-ransomware volume enable -volume <vol name> -vserver
<svm_name>

1St A LUfE A modify volumefs S YA E ERHET ¢

volume modify -volume <vol name> -vserver <svm name> -anti

—-ransomware—-state enabled

2. ERsE TR @ AIARPARES o

security anti-ransomware volume show

BEEREERINREEAFER

EONTAP 9.13.1 fita » BBRBBEIEE ARP S » I BRAINBEIEEBEXNINE TEER - ARPH
BIEREBRRE ETIRAN B TRRER U TRENEERTE

—anti-ransomware-auto-switch-minimum-incoming-data-percent
—anti-ransomware-auto-switch-duration-without-new-file-extension
—anti-ransomware-auto-switch-minimum-learning-period
-anti-ransomware-auto-switch-minimum-file-count

—anti-ransomware—-auto-switch-minimum-file-extension

YNRESFE BENHATHAE - BMERMEFMBIRY > HMIREtEERS 30 XEBESTIHAZEHER - It 30 XAR
HIZEER > EIEAER o
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T f# SAN HiIEERIONTAP ARP {5 HA

EONTAP 9.17.1 B8 » ARP EE—EFTLHAZRIETE SAN HMIEE TIEE EMENRE
EEIHEERSE o 1T SAN HFEE _ERUA ARP % » ARP/Al Z7E:HEEAR =8 Pﬂjﬂ%u
ZHIRE » FRFEERENZERE o 7E5HEHARE > TUUERRTREIMEETRAIF 3% B ELR
» EIRSFEIIEARE - TENHHER SAN MEEETERNNERANIEEH > RETE
TEEHESHHE » I ZRETHMLEAREN BHREMNZERE o

£ RN

RS SR 10 DEWE—REENVMERTEN o EHEHR » W ESIU/NRHFEEI —X ARP EHARE o 1
REENEERRNNZE D LLER T A ERENRENZRE » AZHRER -
"Anti_ransomware_attack _backup I RER > I BIERIELR ARP REBAYIREB(R G RFRIER S0 o

MDA HAE A

AT TFIIES » BESREHEE AT » LRSIRES evaluation period ° MIRHRERG &SR -
AR BT RAS o

security anti-ransomware volume show -vserver <svm name> -volume
<volume name>

[ClFESEH) -
Vserver Name . vsl
Volume Name : vl
State : enabled
Attack Probability : none

Attack Timeline 3 =
Number of Attacks 3 =
Attack Detected By 3 =
Block device detection status : evaluation period

ERFT AR RS

SR LGEBBITIUA T o< 2RENEFEEIENZRE R - 2L ER—EELE > BrEsENEE D ttEERNER
2o tEABESE 10 DEEH —K o

security anti-ransomware volume entropy-stat show-encryption-percentage-
histogram -vserver <svm name> -name <lun name> -duration real time

[ElfFREE)

24



Vserver Name Entropy Range Seen N Time Data Written

vsO0 lunl 0-5% 4 100MB
vs0 lunl 6-10% 10 900MB
vsO0 lunl 11-15% 20 40MB
vs0 lunl 16-20% 10 70MB
vs0 lunl 21-25% 60 450MB
vs0 lunl 26-30% 4 100MB
vsO0 lunl 31-35% 10 900MB
vs0 lunl 36-40% 20 40MB
vs0 lunl 41-45% 0 0

vs0 lunl 46-50% 0 0

vs0 lunl 51-55% 0 0

vsO0 lunl 56-60% 0 0

vs0 lunl 61-65% 0 0

vs0 lunl 66-70% 0 0

vs0 lunl 71-75% 0 0

vsO lunl 76-80% 0 0

vs0 lunl 81-85% 0 0

vsO lunl 86-90% 0 0

vsO lunl 91-95% 0 0

vs0 lunl 96-100% 0 0

20 entries were displayed.

GENTIF& N BEERNE
SHE FRUER 2 — 1

* WIFEHIEAI ARP - ARPE B BERREREASNFLIEARAMEZET DL 10%  ARPHE
FHEWEMT BRI EREIL ARP RIR o

* ZLFEHARES ARP - ARPE B BERREREATLEEANTRNEAMEBT DL - ARPHE#E
BUIERST BRI TR ARP RER » BRRRETEBRELMIREE LFH ARP ©

FEESFAAER
SHMEHR4ERTE - ARPEIRIETMEER B BRE B BIERIE -

TRl LEERBITU T i S REE L4 R - HEAMEERTE Block device detection status' 353 :

security anti-ransomware volume show -vserver <svm name> -volume

<volume name>

[ElfFEEE)
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Vserver Name : vsl

Volume Name vl
State : enabled
Attack Probability : none

Attack Timeline 3 =
Number of Attacks P -
Attack Detected By 3 =
Block device detection status : Active_suitable workload

Block device evaluation start time : 5/16/2025 01:49:01

T AT AR R b AS SRPTER A BVERI(E ¢

security anti-ransomware volume attack-detection-parameters show -vserver

<svm name> -volume <volume name>

[EIFEEE ) :

Vserver Name : vs 1
Volume Name : vm 2

Block Device Auto Learned Encryption Threshold : 10

zé’?f ONTAP B X #FEFER:E ©» i LIFEEHEFHFEDTZ

%g%at R T EENTFENEMN - JUBREELREBZEHRUNERE (Ap) 2

%t ONTAP 9.13.1 Fta » (el BRNEZEEIEE:S (MAV) » UEEEMERZECEZNEEESES A4
E{ZARP o

"RABEEEMAV" 0

FAREETLF
£ ARP E{=HAfE > ONTAPAREEE TR ARNSZHEIRE ; BR » HREHAARMN DT EE T REEET

(D sa711ER ARP ZRINGEREFD - BEMEFRAMRE LA « UWEERFIEAREEE T
FEHTRIRAEN - EREENRHZEHRA -
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1. 3R * (77 > HERR & * ~ RBRENCEEY (= ARP HHFRE
2. EEMEN 224 284 B2 TRPIEREE] AR M'EERERHE o

HEONTAP 9.13.1 YA > MNREFER MAV RIRE ARP RE » BFRFERTEER
()  ERSERAEERNIE o A A B E A0 5 MA Tl VRS -
IRIERRE o

3. ARSI AR ERDREEE -

cLl
1. 1EhgiE & 8 {ZARP :

security anti-ransomware volume pause -vserver <svm name> -volume

<vol name>
2. EEMMERIE 5 resume 9% ¢

security anti-ransomware volume resume -vserver <svm name> -volume

<vol name>

M52 2 ZERIONTAP " E#40 “security anti-ransomware volume &l » 2] o

3. ﬁu%uﬁﬁﬁ MAV (T£ONTAP 9.13.1 Fit5EL ARP —%EfER) ZR{R:E ARP 28 » BIEEREFZIRTE
HE B—ERZEEMEEENHLE - HEEFE MAV B 4ABRANFRE BIRERHLE » TENRIERL

DD%J%H% HIZ MAV ~ TRV E S EERERIMLE « RIS MAV BHEZEE T S RIT T7EE
a. FAmEN !

security multi-admin-verify request show
b. #ZAERRE !

security multi-admin-verify request approve -index[<number

returned from show request>]

RE—EEHEREENLERERTZEBREEER - MHE ARP REEBH=F -
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security multi-admin-verify request veto -index|[<number returned
from show request>]

+
M5 2 ZERIONTAP "E#4R “security multi-admin-verify request B3l » 3526 o

EIE ONTAP B X HRIERERBEAZ

7€ ONTAP 9.11.1 F5 > IERILUE RN B B8 RERRERERVR EMIR & LIETNE RERR(R
ARS8 TR EMAIE RS A EREREY - AREASEAENRECHEE
Volume T1FE#H  Ie@HRSHIERE o

WEEANEEL

B EHRUIEYIHE (ARP) ER BB - CRABRTANTREN - BLEEATITE  BRE
R ((EONTAP 9.11.1 BIfHY) IOPS * BEEEMIHEHERRAE - SMELRENESEE - 52
B"ARP (ERIZIHE" -
FRNENENLELRBETRNENSH © Al - B ARP WHIKE AT ESMERNNREINS 7
BEERT © CAERBRR DBNEREIES WRIEH BIERD AR R 20 BT - UEMERIERR
BIERBIELIES o HONTAP 0.11.1 Bith » MAIMERWISHSE  SHEBERCORELEAH -

% ONTAP 9.14.1 FA%A » &R LUTE ARP BRZRZIFBIREIESR » UKk ARP IR » REZER - NFELE
# ~ 5528 [modify-alerts] o

NAS IR EER
£ ONTAP 9.10.1 5 ~ ¥R ARP HRIZI FAIMERE R - MEBHLES !

* 83 20 EERMNEIER SRR EHIRE PR E
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security anti-ransomware volume attack-detection-parameters show
-vserver <svm name> -volume <volume name>

security anti-ransomware volume attack-detection-parameters show
-vserver vsl -volume voll
Vserver Name : vsl
Volume Name : voll
Block Device Auto Learned Encryption Threshold : 10
Is Detection Based on High Entropy Data Rate? : true

Is Detection Based on Never Seen before File Extension? : true
Is Detection Based on File Create Rate? : true

Is Detection Based on File Rename Rate? : true

Is Detection Based on File Delete Rate? : true

Is Detection Relaxing Popular File Extensions? : true

High Entropy Data Surge Notify Percentage : 100
File Create Rate Surge Notify Percentage : 100
File Rename Rate Surge Notify Percentage : 100
File Delete Rate Surge Notify Percentage : 100
Never Seen before File Extensions Count Notify Threshold : 5
Never Seen before File Extensions Duration in Hour : 48
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volume attack-detection-parameters modify 5<% ©
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security anti-ransomware volume workload-behavior clear-surge -vserver

<svm_name> -volume <volume name>
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security anti-ransomware volume workload-behavior update-baseline-from-
surge -vserver <svm name> -volume <volume name>
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security anti-ransomware volume event-log modify -vserver <svm name>

-volume <volume name> -is-enabled-on-new-file-extension-seen true’
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security anti-ransomware volume event-log modify -vserver <svm name>
-volume <volume name> -is-enabled-on-snapshot-copy-creation true
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security anti-ransomware vserver event-log modify -vserver

<svm_name> -is-enabled-on-new-file-extension-seen true
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security anti-ransomware vserver event-log modify -vserver
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security anti-ransomware volume show -vserver <svm name> -volume
<vol name>

gHEL -

Vserver Name: vs0

Volume Name: voll

State: enabled

Attack Probability: moderate

Attack Timeline: 5/12/2025 01:03:23

Number of Attacks: 1

Attack Detected By: encryption percentage analysis

:ﬂrm__ll/(ngMSnﬂ/§\ .

event log show -message-name callhome.arw.activity.seen

2. EFWEBREWISEHFMUE

security anti-ransomware volume attack generate-report -vserver
<svm name> -volume <vol name> -dest-path

<[Svm_name]:[junction_path/sub_dir_name]>

AL EA -

security anti-ransomware volume attack generate-report -vserver vs0
-volume voll -dest-path vsO:voll

FHHEL -

Report "report file vsO voll 14-09-2021 01-21-08" available at path
"vsO:voll/"

3. EEEARHAR LIBRIRE - HlW
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cat report file vs0 voll 14-09-2021 01-21-08

REITE)
1. IRBECHEREIE L UBIEERE » FPITUTREZ— !
° BRF
HATIA T 82 Z—2RECEERVRE I A8 IE Y B T #RENASP EERIE

anti-ransomware volume attack clear-suspect -vserver

<svm name> -volume <vol name> [<extension identifiers>] -false

-positive true

ERATIIERZ2Y  ERFERIESLHRARR
" [-extension <text>, .. I IEEEIESR

ol 3} GES E QN

security anti-ransomware volume attack clear-suspect -vserver
<svm_name> -volume <vol name> -start-time <MM/DD/YYYY
HH:MM:SS> -end-time <MM/DD/YYYY HH:MM:SS> -false-positive true

FERVENRERBE IR

[EIFENEEF "t ARP EIHEDIRERIEEE « MITUTH<TZ— S RE M IREIE R
ARP B53% :

anti-ransomware volume attack clear-suspect -vserver

<svm name> -volume <vol name> [<extension identifiers>] -false

-positive false

RfEA TYEASE  (ER45 ERVRITIIAE ! 75 P SERVEN FRERES

" [-extension <text>, .. ] :tEZEEIESL

* BRI
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security anti-ransomware volume attack clear-suspect -vserver
<svm_name> -volume <vol name> -start-time <MM/DD/YYYY
HH:MM:SS> -end-time <MM/DD/YYYY HH:MM:SS> -false-positive

false

iE “clear-suspect 12{F 2 BMRHNERE - MRTER T BEMRIEE > BIEE BRI FEREEE
& o HHRONTAP 9.16.1 REE AT ARP/AI > ARP REBE1E N iEIR/EAR MR ZER B BB
BR o ¥HAONTAP 9.15.1 RRE R A » BRMIEE BRI SREM% 0 ARP REBZBEHMER -

2. #%£9.18.1 HrASREYA » ERIAFEE L TARRE ¢ “clear-suspect’ Fif :

security anti-ransomware volume show -clear-suspect-status -volume

<vol_name> —vserver <svm_r1ame>

MAVEEIE

1.

MREFERNE MAV ~ B ZTEEAM clear-suspect {EEFZERRIMLE « FI MAV BHREZEE N
A
a. FEmEX

security multi-admin-verify request show

b. ZAEWIEEE REFREFEEITHIEN !

security multi-admin-verify request approve -index[<number

returned from show request>]

RE—ERF AR EENORRTEEAHIRE « WEEHHERR

2. MRETFEANZ MAV ~ MIEE MAV BHEZEE ~ S el UIEARRERE R SRR E XK ¢

security multi-admin-verify request veto -index[<number returned

from show request>]

FERAER
* "NetAppHI#E : THEETHRUIEMHERE LR T HREACPEIRIR"
* "ENEERIRIER"
* "RERBRGEE"
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> Anti ransomware attack backup.2025-08-25 1248 °
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Anti ransomware backup.2022-12-20 1248 °

ERIREAIRIE > "Anti_ransomware {RIR #EHHRAHER » WBSLERARPIREE o
MERBAERESRHAINE > BABEHRMN Anti_ransomware tREB » ABRTEIENIRIBEMEEENBEZR -

@ YNRZ ARP 1RERVHAERE I SnapMirrorfifl (& » BIFERER] J?Ez‘iﬁf%@?ﬁ ) (CR BT B ATAHAR
ERIFTARERIZ - IRBUBILDER > SRERIANAISETER[I AR » BEMFRAL BRI

ez Al
S BRI RS A BTE R S RIS W B IR IR B KL Z A o

&R LU A System Managerg{ONTAP NetApp CLIZRIZERER] o

38



RiREES
R BRIER
1. BB ARP RIRER » BHKES R - EENLRFMIRER » TWIAZBTEIN ARP IRERAISHTE o

a. BEEEE>-HIRE" o
b. BHE * L% * » B * MR AIREAVESEEER * -
C. RERIRLA PIENFREERE) -
d. 842 ~ S - M BRRETRRIEEREEE ¢ o

2. TEHERRE P RERIRER ¢

B * (77 > Volumes (FARE&E) * - SABIEIE Volume (FZREE) #0 * Snapshot Copies ( * {REB#E
&) *o

3. BEEN: MEERAVRIREN * BR * o

MRKHAHRRBE ~ FEITER
1. TTHAR @ P RERIRER

2 * (72 > Volumes (FAREE) * ~ A%B3EE Volume (FHE&E) #0 * Snapshot Copies ( * [REB#E
&) *o

2. 52 JRTBIEIZE "Anti_ransomware [REE o

3. EEHER o

4. 3R[E] * Snapshot Copies (TRER#EZS) * INEER » REBFIZLE(FERHRVIRE o FEEHER* o
CLI

RN BIER

EAEWARP RIBER » SAEkES R - EEBRERRIBHER > GBI ARP RERRVHE ©

MREERNGE LU TANER » AIRBERTANRBERZA > 7 REAERRREE
@ SnapLock volume snapshot restore ° YIRMEFH FlexClone » BE—1ERATTERD
Hth 5 EERER » A RAEEEEM o

1. BB A BIENSREFENE (-false-positive false) WIBRRAISEXHF(clear-suspect
):

anti-ransomware volume attack clear-suspect -vserver <svm name>

-volume <vol name> [<extension identifiers>] -false-positive false

FERAUTE2#z —RKHMFIIET
° [-seqg-no integer] . AIREAREBEARNXHRIFIR

° [-extension text, .. ] . IEZEEIESL
° [-start-time date time -end-time date time] D R BRMRIE R E R4S R

39



40
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2. 5l HiEEE A AIREE

volume snapshot show -vserver <SVM> -volume <volume>

LT EEFIZERFAYIRE voll -

clusl::> volume snapshot show -vserver vsl -volume voll

Vserver Volume Snapshot State Size Total% Used%

vsl voll hourly.2013-01-25 0005 wvalid 224KB 0% 0%
daily.2013-01-25 0010 valid 92KB 0% 0%
hourly.2013-01-25 0105 wvalid 228KB 0% 0%
hourly.2013-01-25 0205 wvalid 236KB 0% 0%
hourly.2013-01-25 0305 wvalid 244KB 0% 0%
hourly.2013-01-25 0405 wvalid 244KB 0% 0%
hourly.2013-01-25 0505 wvalid 244KB 0% 0%

7 entries were displayed.

04

3. RBERMIFENAS

2zl

volume snapshot restore -vserver <SVM> -volume <volume> -snapshot
<snapshot>

THEAERIAR voll :

clusterl::> volume snapshot restore -vserver vsO -volume voll
-snapshot daily.2013-01-25 0010

MBRFAHRAKE ~ FFEITER
1. B HEERRE A TRER

volume snapshot show -vserver <SVM> -volume <volume>

LUF BB FRARRYIRER voll !



clusl::> volume snapshot show -vserver vsl -volume voll

Vserver Volume Snapshot State Size Total% Used%

vsl voll hourly.2013-01-25 0005 wvalid 224KB 0% 0%
daily.2013-01-25 0010 valid 92KB 0% 0%
hourly.2013-01-25 0105 wvalid 228KB 0% 0%
hourly.2013-01-25 0205 wvalid 236KB 0% 0%
hourly.2013-01-25 0305 wvalid 244KB 0% 0%
hourly.2013-01-25 0405 wvalid 244KB 0% 0%
hourly.2013-01-25 0505 wvalid 244KB 0% 0%

7 entries were displayed.

2. EREBERMIRERNAS

volume snapshot restore -vserver <SVM> -volume <volume> -snapshot
<snapshot>

THEFERHIAR voll :

clusterl::> volume snapshot restore -vserver vs0O -volume voll
-snapshot daily.2013-01-25 0010
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options -option-name arw*

FETIEEVAI BRI ARP IREBRE -

options -option-name <arw setting name>
&2 ARP RERERTE :

options -option-name <arw setting name> -option-value
<arw_setting value>
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