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vserver modify svm name -anti-ransomware-auto-switch-from-learning-to
—enabled false
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security anti-ransomware volume enable -volume vol name -vserver svm name
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volume modify -volume vol name -vserver svm name -anti-ransomware-state
active

3. EREAIE ERIARPAREE o

security anti-ransomware volume show
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vserver modify -vserver svm name -anti-ransomware-default-volume-state dry-
run
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security anti-ransomware volume attack-detection-parameters show -vserver
svm_name -volume volume name

security anti-ransomware volume attack-detection-parameters show
-vserver vsl -volume voll
Vserver Name : vsl
Volume Name : voll
Is Detection Based on High Entropy Data Rate? : true

Is Detection Based on Never Seen before File Extension? : true
Is Detection Based on File Create Rate? : true

Is Detection Based on File Rename Rate? : true

Is Detection Based on File Delete Rate? : true

Is Detection Relaxing Popular File Extensions? : true

High Entropy Data Surge Notify Percentage : 100
File Create Rate Surge Notify Percentage : 100
File Rename Rate Surge Notify Percentage : 100
File Delete Rate Surge Notify Percentage : 100
Never Seen before File Extensions Count Notify Threshold : 20
Never Seen before File Extensions Duration in Hour : 24
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2. FrE BB AIER eI A e R M E B B ERIEDY - EEEURNL « FHEMA security anti-

. . A A
ransomware volume attack-detection-parameters modify AR °

MESBNTEBE  F2R 15 2ZERONTAP" °

B3R 2RISR
EDGERAMERFIER « ARP S EESEH S BEVEE(E o MREHE Volume EBIRIZER (—RMEHR
SIEERUNER) - CEZSEERAREYN - FHORSLDRNZRY « AHRIZE ARP BB THAN
HEFRES o
ER—JHEZE R
1. MBEAIER FRE— R « TIEALE ARP ERRIER FERELHSE « S5k TEaRTAT
BRI -

security anti-ransomware volume workload-behavior clear-surge -vserver
svm name -volume volume name

TECREEETR
1. INREERAIHIRAER S EERARERTA « ARIERETR « UEKEEGIRME

security anti-ransomware volume workload-behavior update-baseline-from-surge
-vserver svm name —-volume volume name

RE ARP &
%t ONTAP 9.14.1 BA%A ~ ARP F:ESI5EM1E ARP BHAVER ¢

* BIRWRE FRFREIES
* #137 ARP Snapshot

BETHMIREEK o RIBTER « ERTEEEMHEIRE LA -

SN ETAEBZECTEERERESR - MFEFMEN  5F2H £/ ARP REMNHIREETSEEERE -
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RIREES
REMIEENETR

1. 2= Volumes (HZE&) o EREEEERENERNMIEE o
2. B2 T L2 | B8 RAREE TEHR2MRE )

AERWEAN MERAZEIEER 1 M TRIUNPHRIESRE 1 VER FEN [ BEE 1 B8
'FE’J'FH‘K’,IJJHE%% e EM TAEESM S TEk -

4 E i o
B SVM BT

1| BIEE (#7 VM  REERCERAEREN SUM o
2wzrﬁgﬁjﬁﬁx~ﬁﬂrm@@ﬁ%J+w%%%E;rﬁﬁ%?ﬁ%%ﬁ@iﬁjﬂo

AERWER MERAZRNEER 1 M TEIUNSHRIEEMRR 1 B8R - FEN [ BEE 1 58
'FE’J'F#.L‘WJ@.:%% sRENR [FEESM Bos TEd o

4 BB (T o
CLI
BT BT
- EEREHERANET

security anti-ransomware volume event-log modify -vserver svm name -is
-enabled-on-new-file-extension-seen true

* BERTEI ARP Snapshot FIER :

security anti-ransomware volume event-log modify -vserver svm name -is
-enabled-on-snapshot-copy-creation true

* FARMESAIEHIERE anti-ransomware volume event- log show @ me e

|E SVM HER
* AERTEMBEIERHIER !

security anti-ransomware vserver event-log modify -vserver svm name -1is
-enabled-on-new-file-extension-seen true

* BERTEI ARP Snapshot FIET ¢

security anti-ransomware vserver event-log modify -vserver svm name -is
-enabled-on-snapshot-copy-creation true

Ayy (47 At —] . . =S
s FRERENRE security anti-ransomware vserver event—-log show s o

BZEM
* "R E T PRV FREREN B PR REL

AR
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RIREES
1. BIRUGEl TEEIES) B « 3FREELE o & ~ BIEZE * Volumes * 48ERY * Security * 124 o

CEGHETE B4 RN BB ERT o
2. EEm MEREIREVolumeiE®)) EE - SHIBtRATEES o
£ REIREP - B R RS RER - o

3. g MATRERVIESAREL ) HWEEAHT  MESEEFREE « TREETS M3H) 5 NEEHRIEEK
=1 0

YNRITIERUL . . SR PRENIETTED. .
=l i&;?% * S A0 BPRETERAERAER ¢« DGR ISR ELMIEIEEH ARP 5

£ ONTAP 9.13.1 BHYS ~ MNREEA MAV RIRETH ARP 5%

@ E ~ BB RN EE SRR ECHE— S EEINSIEEMIZ
o "NAWEIFIEBIEEMIZE" B MAV %ERHAMERIN - T
BfEZERZ TR -

A RE SRR IR E [CIFEICER AL B R R AREERVE R o JARIESE * TR * M * BIRAISRAVEEEE -
HRECERISBYRE L RIE IE B HY ARP B5i% o
NREBREEHIRE « BIRA FIABIIERERANFR -
CLI
1. BRI TS RIS ERRVBANET « FAM DB RV RS E

security anti-ransomware volume show -vserver svm name -volume vol name

EHFL -

Vserver Name: vsO0

Volume Name: voll

State: enabled

Attack Probability: moderate
Attack Timeline: 9/14/2021 01:03:23
Number of Attacks: 1

T A EEEMSHE ¢

event log show -message-name callhome.arw.activity.seen

2. EXWEBRATLE TRRUE

security anti-ransomware volume attack generate-report -volume vol name
-dest-path file location/

17


https://docs.netapp.com/zh-tw/ontap/multi-admin-verify/request-operation-task.html
https://docs.netapp.com/zh-tw/ontap/multi-admin-verify/request-operation-task.html
https://docs.netapp.com/zh-tw/ontap/multi-admin-verify/request-operation-task.html
https://docs.netapp.com/zh-tw/ontap/multi-admin-verify/request-operation-task.html
https://docs.netapp.com/zh-tw/ontap/multi-admin-verify/request-operation-task.html
https://docs.netapp.com/zh-tw/ontap/multi-admin-verify/request-operation-task.html
https://docs.netapp.com/zh-tw/ontap/multi-admin-verify/request-operation-task.html
https://docs.netapp.com/zh-tw/ontap/multi-admin-verify/request-operation-task.html
https://docs.netapp.com/zh-tw/ontap/multi-admin-verify/request-operation-task.html
https://docs.netapp.com/zh-tw/ontap/multi-admin-verify/request-operation-task.html
https://docs.netapp.com/zh-tw/ontap/multi-admin-verify/request-operation-task.html
https://docs.netapp.com/zh-tw/ontap/multi-admin-verify/request-operation-task.html
https://docs.netapp.com/zh-tw/ontap/multi-admin-verify/request-operation-task.html
https://docs.netapp.com/zh-tw/ontap/multi-admin-verify/request-operation-task.html
https://docs.netapp.com/zh-tw/ontap/multi-admin-verify/request-operation-task.html
https://docs.netapp.com/zh-tw/ontap/multi-admin-verify/request-operation-task.html
https://docs.netapp.com/zh-tw/ontap/multi-admin-verify/request-operation-task.html
https://docs.netapp.com/zh-tw/ontap/multi-admin-verify/request-operation-task.html
https://docs.netapp.com/zh-tw/ontap/multi-admin-verify/request-operation-task.html
https://docs.netapp.com/zh-tw/ontap/multi-admin-verify/request-operation-task.html
https://docs.netapp.com/zh-tw/ontap/multi-admin-verify/request-operation-task.html
https://docs.netapp.com/zh-tw/ontap/multi-admin-verify/request-operation-task.html
https://docs.netapp.com/zh-tw/ontap/multi-admin-verify/request-operation-task.html
https://docs.netapp.com/zh-tw/ontap/multi-admin-verify/request-operation-task.html
https://docs.netapp.com/zh-tw/ontap/multi-admin-verify/request-operation-task.html

18

EHEL -

Report "report file vs0O voll 14-09-2021 01-21-08" available at path
"vs0:voll/"

3. ETEEARHAR LIGRRE o Hlu0 :

[root@rhel8 mnt]# cat report file vsO0 voll 14-09-2021 01-21-08

19 "9/14/2021 01:03:23" test dir 1/test file 1l.jpg.lckd
20 "9/14/2021 01:03:46" test dir 2/test file 2.jpg.lckd
21 "9/14/2021 01:03:46"  test dir 3/test file 3.png.lckd’

4. IRIBICHBEERIEHE « RN HIEF—I5TE)

el

A THen < LIELEISHIRTE ~ MAVEIERINE ZE AT IERFE « WINRIER R R #RUARE
2

anti-ransomware volume attack clear-suspect -vserver svm name -volume
vol name [extension identifiers] -false-positive true

ERTIEFR—ESBRHEEIES

[-seg-no integer] AJREBEPIERNFR °

[-extension text, .. | Blig%

[-start-time date time -end-time date time] BE/BFRZIEZREERIFIBMAERER
#®%A TMM/DD/YYYYHH : MM : SS ] o

P RERVENRIAE I E

[EIFEIRER "1 ARP BRI EVEMIRIBRIMEER" - IRIEERHE « WA T < UEHRISHTRE
T RIEIESBY ARP B54%

anti-ransomware volume attack clear-suspect -vserver svm name -volume
vol name [extension identifiers] -false-positive false

ERATIHEP—ESERHBHEIES :

[-seg-no integer] AEEBEBEPIERIFIR

[-extension text, .. 1 BINE%

[-start-time date time -end-time date time] ERMRZIEZREHENIFMIGFAERER
KA TMM/DD/YYYY HH @ MM @ SS | o

E%EE%@%%E * AR AR RRAIESAREIRIIARR - A5750R ARP BIIRBINIRER « WIBFRIEER

=

Bl

a.

MRBEFERANE MAV ~ MEETEEAM clear-suspect {EEEBEIMZE ~ B MAV BHEZEE

REREK !

security multi-admin-verify request show



b. HZEMIEIEE R#HFTURABEIEMEK ¢

security multi-admin-verify request approve -index[number returned from
show request]

BE—(AEEZEENNER T EEREEE « WECHERER
6. NREFEEME MAV ~ MIEZE MAV BHEIZEE « (Rt e LUIBABRAFE AT SR ESK -

security multi-admin-verify request veto -index[number returned from show
request]

BEZEM
"KB : BRAEE T # RIS RENEN B T HREBSREIRIR"

NERVENBRERE M

BEEhFREAE(RE (ARP) BEII%AH Snapshot #78 anti ransomware backup
B AT AE M Eh RN BRI B B o 18 A] LUfEFEIELE ARP Snapshot NS IR E M5 —1E

Snapshot A HERER} o

RAREETE

YN REEE & BB SnapMirrorf{% ~ sATESnapshotiEASER 2 1% ~ SENFENE B EMIFR A SH5HEA - TR

AIAEE R E AR VRGIES « K ARPRIEEFEL o

fJERY Snapshot 2R Anti ransomware backup E#MAHRARNBEZE ~ TaZEFTETT ARP Snapshot ©

WMRKREFRAFRKE ~ EHEFTMIER Anti ransomware backup A% » Snapshot EAERITEEN
Snapshot AT IR ENBEERE ©

HER
I&A] LUER System Managerg{ONTAP NetApp CLIZRZZERER} o

19


https://kb.netapp.com/onprem%2Fontap%2Fda%2FNAS%2FUnderstanding_Autonomous_Ransomware_Protection_attacks_and_the_Autonomous_Ransomware_Protection_snapshot#
https://kb.netapp.com/onprem%2Fontap%2Fda%2FNAS%2FUnderstanding_Autonomous_Ransomware_Protection_attacks_and_the_Autonomous_Ransomware_Protection_snapshot#
https://kb.netapp.com/onprem%2Fontap%2Fda%2FNAS%2FUnderstanding_Autonomous_Ransomware_Protection_attacks_and_the_Autonomous_Ransomware_Protection_snapshot#
https://kb.netapp.com/onprem%2Fontap%2Fda%2FNAS%2FUnderstanding_Autonomous_Ransomware_Protection_attacks_and_the_Autonomous_Ransomware_Protection_snapshot#
https://kb.netapp.com/onprem%2Fontap%2Fda%2FNAS%2FUnderstanding_Autonomous_Ransomware_Protection_attacks_and_the_Autonomous_Ransomware_Protection_snapshot#
https://kb.netapp.com/onprem%2Fontap%2Fda%2FNAS%2FUnderstanding_Autonomous_Ransomware_Protection_attacks_and_the_Autonomous_Ransomware_Protection_snapshot#
https://kb.netapp.com/onprem%2Fontap%2Fda%2FNAS%2FUnderstanding_Autonomous_Ransomware_Protection_attacks_and_the_Autonomous_Ransomware_Protection_snapshot#
https://kb.netapp.com/onprem%2Fontap%2Fda%2FNAS%2FUnderstanding_Autonomous_Ransomware_Protection_attacks_and_the_Autonomous_Ransomware_Protection_snapshot#
https://kb.netapp.com/onprem%2Fontap%2Fda%2FNAS%2FUnderstanding_Autonomous_Ransomware_Protection_attacks_and_the_Autonomous_Ransomware_Protection_snapshot#
https://kb.netapp.com/onprem%2Fontap%2Fda%2FNAS%2FUnderstanding_Autonomous_Ransomware_Protection_attacks_and_the_Autonomous_Ransomware_Protection_snapshot#
https://kb.netapp.com/onprem%2Fontap%2Fda%2FNAS%2FUnderstanding_Autonomous_Ransomware_Protection_attacks_and_the_Autonomous_Ransomware_Protection_snapshot#
https://kb.netapp.com/onprem%2Fontap%2Fda%2FNAS%2FUnderstanding_Autonomous_Ransomware_Protection_attacks_and_the_Autonomous_Ransomware_Protection_snapshot#
https://kb.netapp.com/onprem%2Fontap%2Fda%2FNAS%2FUnderstanding_Autonomous_Ransomware_Protection_attacks_and_the_Autonomous_Ransomware_Protection_snapshot#
https://kb.netapp.com/onprem%2Fontap%2Fda%2FNAS%2FUnderstanding_Autonomous_Ransomware_Protection_attacks_and_the_Autonomous_Ransomware_Protection_snapshot#
https://kb.netapp.com/onprem%2Fontap%2Fda%2FNAS%2FUnderstanding_Autonomous_Ransomware_Protection_attacks_and_the_Autonomous_Ransomware_Protection_snapshot#
https://kb.netapp.com/onprem%2Fontap%2Fda%2FNAS%2FUnderstanding_Autonomous_Ransomware_Protection_attacks_and_the_Autonomous_Ransomware_Protection_snapshot#
https://kb.netapp.com/onprem%2Fontap%2Fda%2FNAS%2FUnderstanding_Autonomous_Ransomware_Protection_attacks_and_the_Autonomous_Ransomware_Protection_snapshot#
https://kb.netapp.com/onprem%2Fontap%2Fda%2FNAS%2FUnderstanding_Autonomous_Ransomware_Protection_attacks_and_the_Autonomous_Ransomware_Protection_snapshot#
https://kb.netapp.com/onprem%2Fontap%2Fda%2FNAS%2FUnderstanding_Autonomous_Ransomware_Protection_attacks_and_the_Autonomous_Ransomware_Protection_snapshot#
https://kb.netapp.com/onprem%2Fontap%2Fda%2FNAS%2FUnderstanding_Autonomous_Ransomware_Protection_attacks_and_the_Autonomous_Ransomware_Protection_snapshot#
https://kb.netapp.com/onprem%2Fontap%2Fda%2FNAS%2FUnderstanding_Autonomous_Ransomware_Protection_attacks_and_the_Autonomous_Ransomware_Protection_snapshot#
https://kb.netapp.com/onprem%2Fontap%2Fda%2FNAS%2FUnderstanding_Autonomous_Ransomware_Protection_attacks_and_the_Autonomous_Ransomware_Protection_snapshot#
https://kb.netapp.com/onprem%2Fontap%2Fda%2FNAS%2FUnderstanding_Autonomous_Ransomware_Protection_attacks_and_the_Autonomous_Ransomware_Protection_snapshot#
https://kb.netapp.com/onprem%2Fontap%2Fda%2FNAS%2FUnderstanding_Autonomous_Ransomware_Protection_attacks_and_the_Autonomous_Ransomware_Protection_snapshot#
https://kb.netapp.com/onprem%2Fontap%2Fda%2FNAS%2FUnderstanding_Autonomous_Ransomware_Protection_attacks_and_the_Autonomous_Ransomware_Protection_snapshot#
https://kb.netapp.com/onprem%2Fontap%2Fda%2FNAS%2FUnderstanding_Autonomous_Ransomware_Protection_attacks_and_the_Autonomous_Ransomware_Protection_snapshot#
https://kb.netapp.com/onprem%2Fontap%2Fda%2FNAS%2FUnderstanding_Autonomous_Ransomware_Protection_attacks_and_the_Autonomous_Ransomware_Protection_snapshot#
https://kb.netapp.com/onprem%2Fontap%2Fda%2FNAS%2FUnderstanding_Autonomous_Ransomware_Protection_attacks_and_the_Autonomous_Ransomware_Protection_snapshot#
https://kb.netapp.com/onprem%2Fontap%2Fda%2FNAS%2FUnderstanding_Autonomous_Ransomware_Protection_attacks_and_the_Autonomous_Ransomware_Protection_snapshot#
https://kb.netapp.com/onprem%2Fontap%2Fda%2FNAS%2FUnderstanding_Autonomous_Ransomware_Protection_attacks_and_the_Autonomous_Ransomware_Protection_snapshot#
https://kb.netapp.com/onprem%2Fontap%2Fda%2FNAS%2FUnderstanding_Autonomous_Ransomware_Protection_attacks_and_the_Autonomous_Ransomware_Protection_snapshot#
https://kb.netapp.com/onprem%2Fontap%2Fda%2FNAS%2FUnderstanding_Autonomous_Ransomware_Protection_attacks_and_the_Autonomous_Ransomware_Protection_snapshot#
https://kb.netapp.com/onprem%2Fontap%2Fda%2FNAS%2FUnderstanding_Autonomous_Ransomware_Protection_attacks_and_the_Autonomous_Ransomware_Protection_snapshot#
https://kb.netapp.com/onprem%2Fontap%2Fda%2FNAS%2FUnderstanding_Autonomous_Ransomware_Protection_attacks_and_the_Autonomous_Ransomware_Protection_snapshot#
https://kb.netapp.com/onprem%2Fontap%2Fda%2FNAS%2FUnderstanding_Autonomous_Ransomware_Protection_attacks_and_the_Autonomous_Ransomware_Protection_snapshot#
https://kb.netapp.com/onprem%2Fontap%2Fda%2FNAS%2FUnderstanding_Autonomous_Ransomware_Protection_attacks_and_the_Autonomous_Ransomware_Protection_snapshot#
https://kb.netapp.com/onprem%2Fontap%2Fda%2FNAS%2FUnderstanding_Autonomous_Ransomware_Protection_attacks_and_the_Autonomous_Ransomware_Protection_snapshot#
https://kb.netapp.com/onprem%2Fontap%2Fda%2FNAS%2FUnderstanding_Autonomous_Ransomware_Protection_attacks_and_the_Autonomous_Ransomware_Protection_snapshot#
https://kb.netapp.com/onprem%2Fontap%2Fda%2FNAS%2FUnderstanding_Autonomous_Ransomware_Protection_attacks_and_the_Autonomous_Ransomware_Protection_snapshot#
https://kb.netapp.com/onprem%2Fontap%2Fda%2FNAS%2FUnderstanding_Autonomous_Ransomware_Protection_attacks_and_the_Autonomous_Ransomware_Protection_snapshot#
https://kb.netapp.com/onprem%2Fontap%2Fda%2FNAS%2FUnderstanding_Autonomous_Ransomware_Protection_attacks_and_the_Autonomous_Ransomware_Protection_snapshot#
https://kb.netapp.com/onprem%2Fontap%2Fda%2FNAS%2FUnderstanding_Autonomous_Ransomware_Protection_attacks_and_the_Autonomous_Ransomware_Protection_snapshot#
https://kb.netapp.com/onprem%2Fontap%2Fda%2FNAS%2FUnderstanding_Autonomous_Ransomware_Protection_attacks_and_the_Autonomous_Ransomware_Protection_snapshot#
https://kb.netapp.com/onprem%2Fontap%2Fda%2FNAS%2FUnderstanding_Autonomous_Ransomware_Protection_attacks_and_the_Autonomous_Ransomware_Protection_snapshot#
https://kb.netapp.com/onprem%2Fontap%2Fda%2FNAS%2FUnderstanding_Autonomous_Ransomware_Protection_attacks_and_the_Autonomous_Ransomware_Protection_snapshot#
https://kb.netapp.com/onprem%2Fontap%2Fda%2FNAS%2FUnderstanding_Autonomous_Ransomware_Protection_attacks_and_the_Autonomous_Ransomware_Protection_snapshot#
https://kb.netapp.com/onprem%2Fontap%2Fda%2FNAS%2FUnderstanding_Autonomous_Ransomware_Protection_attacks_and_the_Autonomous_Ransomware_Protection_snapshot#
https://kb.netapp.com/onprem%2Fontap%2Fda%2FNAS%2FUnderstanding_Autonomous_Ransomware_Protection_attacks_and_the_Autonomous_Ransomware_Protection_snapshot#
https://kb.netapp.com/onprem%2Fontap%2Fda%2FNAS%2FUnderstanding_Autonomous_Ransomware_Protection_attacks_and_the_Autonomous_Ransomware_Protection_snapshot#

20

ZRAFBIES
RN RBIER

1. ZE1 ARP Snapshot B[R « sENES B - EENREFH Snapshot EAIER - {THBFRIEK ARP
Snapshot EAJHTE ©

a. BEEE>-TIRE" o
b. BEE * L2 * AR * AR REAIERLEE
C. BIERIERA MR8¥ o
d. B * B M < AR RHEREE
2. EHERE & FREE R Snapshotig s -

I * (#7F > Volumes  (FERE&E) * - ABIE4E Volume (FARE®E) #0 * Snapshot Copies ( * {REB#E
) *o

3. ERUCEIZERR Snapshot #87485Z120) » A% EEEY : * Restore * ©

MBRBHHRAKE  sFEITER
1. EEZ‘ZEF%Eq:‘E!EmSnapshot@ZIS :

#IE * (7F > Volumes (BAREE) * ~ A%B3EE Volume (FHE&E) #0 * Snapshot Copies ( * [REB#E
&) *o

2. B2 : ©fEE Anti ransomware backup MMRER]
3. BEE[R o
4. 3R[8] * Snapshot Copies (IRER#EZN) * ThAER « ARBEZREEM-MAY Snapshot 87x o BEEEER"

CLI
RN RIER
1. ZE1¢ ARP Snapshot #E4ER « FBERESEE_ o [RERR Snapshot EZASHIE R} « IEAERERR

ARP Snapshot FRISHTE °

MREERNE ~ REERER Snapshot BRERRZA ~ TRERRRBRUREE
@ SnaplLock volume snap restore Bp% ~ IFFEk o YNRIGE(ER Flex Clone ~ B
—ERRBEFRIEMSEZEER « AREEEEMY -

RSB A [5R¥1 A TEHREIREE

anti-ransomware volume attack clear-suspect -vserver svm name -volume
vol name [extension identifiers] -false-positive true
fERTIIHA—ESBHARRIES

[-seg-no integer] EJEE%%EP*%‘%E’\JF%‘?)E °

[-extension text, .. g%

[-start-time date_time -end-time date time] EBMRZIEZMERIIEFARER « R
# T MM/DD/YYYYHH : MM : SS ] °

2. 5| VolumemHSnapshot#E 7k :



volume snapshot show -vserver <SVM> -volume <volume>

T5) 85588 RH Snapshot #7s voll :

clusl::> volume snapshot show -vserver vsl -volume voll

Vserver Volume Snapshot State Size Total% Used%

vsl voll hourly.2013-01-25 0005 wvalid 224KB 0% 0%
daily.2013-01-25 0010 valid 92KB 0% 0%
hourly.2013-01-25 0105 wvalid 228KB 0% 0%
hourly.2013-01-25 0205 wvalid 236KB 0% 0%
hourly.2013-01-25 0305 wvalid 244KB 0% 0%
hourly.2013-01-25 0405 wvalid 244KB 0% 0%
hourly.2013-01-25 0505 wvalid 244KB 0% 0%

7 entries were displayed.

3. ¢SnapshotiE A EFRHEERR -

volume snapshot restore -vserver <SVM> -volume <volume> -snapshot
<snapshot>

THEHZRFENAR voll :

clusterl::> volume snapshot restore -vserver vsO -volume voll
-snapshot daily.2013-01-25 0010

WMRKRHRHRAKNE - FETER
1. 3| Volume R AYSnapshot#E 7 :

volume snapshot show -vserver <SVM> -volume <volume>

T5 & FIEE A Snapshot #7s voll :
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clusl::> volume snapshot show -vserver vsl -volume voll

Vserver Volume Snapshot State Size Total% Used%

vsl voll hourly.2013-01-25 0005 wvalid 224KB 0% 0%
daily.2013-01-25 0010 valid 92KB 0% 0%
hourly.2013-01-25 0105 wvalid 228KB 0% 0%
hourly.2013-01-25 0205 wvalid 236KB 0% 0%
hourly.2013-01-25 0305 wvalid 244KB 0% 0%
hourly.2013-01-25 0405 wvalid 244KB 0% 0%
hourly.2013-01-25 0505 wvalid 244KB 0% 0%

7 entries were displayed.

2. {{¢SnapshottE AR FHEERZA -

volume snapshot restore -vserver <SVM> -volume <volume> -snapshot
<snapshot>

THSEHERBIAR voll :

clusterl::> volume snapshot restore -vserver vs0O -volume voll
-snapshot daily.2013-01-25 0010

3. EELEE 1M 2 ~ FEAFTER Snapshot EAERIAFRE o

BZE
* "KB : ONTAP HpyEhZReERGeTalrs HiER"

(EEX B &hSnapshotiE ZsHYiEIE

£ ONTAP 9.11.1 BatA ~ AT LUER CLI ZREZEFIBEh#hZ=EFeRr:2 (ARP) Snapshot &
ANFRERTE - BEERATEFHESE - URAETRNSRBERE o

FRtAZ Al
& IBEMERENES SVM LB ARP Snapshots 118 ©

$HER
1. ZERETPE BHIM ARP Snapshot #2538 E ~ B#IA !

vserver options -vserver svm name arw*
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. A I Tk A
° vserver options FF% EfaiEHYEn

options £ ONTAP CLI A ©

2o EEMTFME  558A man vserver

2. ZEERAEINMBER ARP Snapshot 24558 ~ FBE#IA -

vserver options -vserver svm name -option-name arw setting name

. B E(E ARP Snapshot #7<:&E - BHIA :

vserver options -vserver svm name -option-name arw setting name -option-value

arw_setting value
AERLTEIRGE

ARW Z%E

arw.snap.max.count

arw.snap.create.in
terval.hours

arw.snap.normal.re
tain.interval.hour
S

arw.snap.max.retai
n.interval.days

arw.snap.create.in
terval.hours.post.
max.count

=2 EH

IEEEEEERRER ~ HIEE P FERERKARP SnapshotiE4S# - R4S
MIPREXEERVIEZS ~ LUFEMR TARP SnapshotiE7s) YAREUEEZRIILIEERS! o

o —option-value 2EIESZNIN 3M 8 ZRHIMNEH (E3M8) °FERES
6 o

$§% ARP Snapshot #4&2 BBRREIERE (LUNEET) o BIREER Entropy
RIgE « BERIFEIA ARP Snapshot AR5 ERREIREIREF « BRI
#J ARP Snapshot #7s o

o —option-value 2EIEZ 1 5/ 48 ZHIMNEH (5 15/48) -FEREA4

o

15E1RE ARP Snapshot #EARIRHERE (LUNEFET) © B ARP Snapshot #8
FETNRBERAER - FERPRZATRILEFIEM ARP Snapshot 187s o iBi@
{RBEE S {EM ARP Snapshot AR AIAER Z1E o

;j -option-value S2EIEZNI 4 5l 96 ZRINEH (F45/96) - FERE
7548 °

15TE BJ AR ARP Snapshot AR RIFERE (UXRBEM) - MREER
& REIFRERKE « RIEMFREF R ULFERRER ARP Snapshot 87 o

MREARNFERE - LG 2B ARP Snapshot ERHNRAFRE
BEREIRSFE o $HE R B FREE LAY ARP Snapshot 4 E1RE « HF
COIERME AL - BEBIETRARER - MFREEE 89 ARP
Snapshot 7 ©

o —option-value 28iE% 1 5 365 2EMEH (517
365) o fAREAS °

®

IEEEHEE B S SR A ARP Snapshot #8KE(6F « 18 ARP Snapshot #7s
ZEREERERERR (WNRAREN) - BEIRAMER - RAERER—

fEl TARP Snapshoti&7x) ~ UBERITAVEARTAIEZER o (8 LSRRI PRIKHT
By TARP Snapshott§Zs) #AREINIRE « LIRBERESR - IRMEFEEES
ARP Snapshot EARHNERAEE « BILEIERIEE VR EEFER AR T —REL
ARP Snapshot #£4 ~ M3JE arw.snap.create.interval.hours °©

o —option-value B#I%% 4 5 48 ZEHEE (F4%2/148) o FERES 8

o
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ARW Z%7E

arw.surge.snap.int
erval.days

arw.snap.new.extns
.interval.hours

sRAA

FSEA[IFE 10 ZRMERILAY ARP Snapshot #8727 FRIRSRR (UKRABEND) o
2 10 REIE B ERFE A ARP Snapshot 2R 1A 15 & RF R REIFRR
ONTAP &1 ARP Snapshot ZEF#7x o HEIEth E5E ARP FE#& Snapshot
EAREEE (UKRBEA) ©

o -option-value 23S 1 2 365 ZMMEE (& 1%365) o JERE
75

EEIEIE S R RIF RIS B BFFREILRY ARP Snapshot #87s 7 BRYRFREIREIRR (
INEF) o #AY ARP Snapshot AN E 7E AR &1L

SERIMNEINES ; BRIFRIERFRFIEILR E—E Snapshot & LLEES
ENEHEFEREEE - TEBEIMMEMESNITEasE Lt « WRERRABR
=15 ARP Snapshot 8 48BI4RER o IHBIBAZ
arw.snap.create.interval.hours * }§EE# Entropy & ARP Snapshot
BARIRFREIFERR ©

o —option-value BEIEZ NI 24 M 8760 2 RAMIEEH - FER(ES 48 ©
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