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EENSREERER) T * - @EkeR > g oy
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f:

° EW v WERNGEHRESHREERANEREESE o (FILUERZERT CARE « BRAEEN—
1EFB P i /R5% © )

° JEHY * FTIEIREE * IS MR LRV IR HEREIMNIZREES -
° B x BERMEERN « URRETEHEEINISREERANELERESE -
4. BEMEREESREAMRES  FE * RESRMAMRES * MOPIE - g -« WREFEER -
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RERANINTZREERER
MBEEREIBEHEIES « BIFTLUEHERTE o
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7 VM BESMISSHE - > B VM EEGEEVM o JRE 0 * 23/ o 15 Rk
iEs THY * A1 * BERT R § RN " AREESMED
SMEER * o

2. RANTEMRBEIE * WA * R o EIUPITTIEE !
° EIRIE 2B FEMREE + Add ©
© ENE I RARSLENRRFEFRERRE - URREE6E : RS - E2TESRARSEFENRE
T iBFEAkES L EAERE PSR

RipssM BB EIREERR
WNRMEBREARINZE ~ BT AMIERIMNB SR EIEER o

1. BERRINTEIREERER  FRITTHEP—EDER -

e e FsGD B
=RHEEINIRREREE - RE>RE” BI}E-REM-EBR-EME T ER: A
b2 B - MPRIMBEIBEIES ~ o

#F VM SEESMNEERE - fFE > HETFE VMY ERETEVM o B RE C REIRER - £ 1R
EBiEZR THY * NE * BERH ~ BEEN &~ PAREEER * MUERIMER
TIREES *

TERASAE IR RIS IR

ERE LRAZESREERNR  EBO A —(ETREERABEES—(FREEER - REEESER
BNSTRILIERS ©

* MR EEEERREA Onboard Key Manager SIMBEREIRE - BRELEHGEEENE « A% - BEE
#1F VM BRERTEINIEIREIEERE « WM BUEEE LR Onboard Key Manager S5MBEIREIETZ
ABEZEHT VM BRNIMNIEEEEER - RAEEESEHTMILER -

* WRERHEF VM LEIRHIRRLENE « IARERESR o
FEE LR KSSLERE

HEHEKMIPERZS EFAKMIP SSLIRFERERS R ULAI T 9 ~ M FEITSSLELR o IEERKMIP
AIAR 2SR ESSLEAR 7 A ~ (BN BILZIEBEEMKMIPA B HSSLASE « LUIKRKMIPEIARES
R/RBISHEEE(I (CA) HISSLAREE:E °

FAREETLE

FHABCE & ~ REENEL A BERERNABEFNFABKMIP SSLEE o IR ZEAHAR HELEE HRENKMIPAE
A28 ~ HABCH R AIRR A B ELER A ZBERIERIN AB A BKMIP SSLI&:S ©
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* BIURE  KMIPEIRRESFI B EMEARES & « BRI FER o

* TANBERSEEMNARSSL KMIPAE /&S
 ISNEESEIEREESSL KMIPH B i /ReBAERAMIFLAE S48 o

* SSL KMIPAF /BB RS2 HEHERE ©

* ISAACBUSKMIPEIRRSIR/RFIRMEE L (CA) HISSLARREE ©

* 1£ MetroCluster IRIEAH ~ IEABTEMERRE L8R KMIP SSL /&5

() cEsrms bReREz RN %  EKMIPEIRS LR RS -

i%ﬁi
HEEEMSSL KMIPHF IR/ -

security certificate install -vserver admin svm name -type client

AR EIRTEEASSL KMIPARFMMERE o

clusterl::> security certificate install -vserver clusterl -type client

2. ZRKMIPEREIR/EEREEN (CA) HISSLARESE :
security certificate install -vserver admin_ svm name -type server-ca

clusterl::> security certificate install -vserver clusterl -type server-ca

e

"ZRMRETER"
TEONTAP RSN SR EIZRVBEP  RIBEAIEHEIEEEIRZA (NVE)

TR LUERA—EZEKMIPREIARES R IRZE £ E AR EFINZERNER - eI E
HY9.6FI4AONTAP ~ R LUEER E B MM TR EERL « UREERISVMARTFE
MZE B o

7€ ONTAP 9.11.1 FA ~ BETXESRARBRZ AL 3 ERBSHEMRES - UBRIEESRAIRS - WFF
HAEN - F2R RERENIN R IBFERES o

) SN

TRZ AR EKMIPREAREEE ELETSVM - BZE/MERMEMERSSRETHEIEM K HIRIE

S iR EENBEIRE T =R EEARBEMELZETHFAASYM « EZEREEIEISVM :

© WRILUER_REHE RREFREPFFABESVMISIMNEERER - #5EE S8 UEFI#FERRS LE(E
T ©

* WREONTAP IfFEZR9.6F4A ~ fERILAfER_SVMEERR ER=EFEFISVMRVIIMNEZIRERE - EREAZHER
Ri% « BERFERRRENSVM (—MHESVM) RiEHEK - AR ERFBNSVMEERS AIUFEZER
AL


https://docs.netapp.com/us-en/ontap-cli/security-certificate-install.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-install.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-install.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-install.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-install.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-install.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-install.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-install.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-install.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-install.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-install.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-install.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-install.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-install.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-install.html
https://docs.netapp.com/zh-tw/ontap/encryption-at-rest/configure-cluster-key-server-task.html
https://docs.netapp.com/zh-tw/ontap/encryption-at-rest/configure-cluster-key-server-task.html
https://docs.netapp.com/zh-tw/ontap/encryption-at-rest/configure-cluster-key-server-task.html
https://docs.netapp.com/zh-tw/ontap/encryption-at-rest/configure-cluster-key-server-task.html
https://docs.netapp.com/zh-tw/ontap/encryption-at-rest/configure-cluster-key-server-task.html
https://docs.netapp.com/zh-tw/ontap/encryption-at-rest/configure-cluster-key-server-task.html
https://docs.netapp.com/zh-tw/ontap/encryption-at-rest/configure-cluster-key-server-task.html
https://docs.netapp.com/zh-tw/ontap/encryption-at-rest/configure-cluster-key-server-task.html
https://docs.netapp.com/zh-tw/ontap/encryption-at-rest/configure-cluster-key-server-task.html
https://docs.netapp.com/zh-tw/ontap/encryption-at-rest/configure-cluster-key-server-task.html
https://docs.netapp.com/zh-tw/ontap/encryption-at-rest/configure-cluster-key-server-task.html
https://docs.netapp.com/zh-tw/ontap/encryption-at-rest/configure-cluster-key-server-task.html
https://docs.netapp.com/zh-tw/ontap/encryption-at-rest/configure-cluster-key-server-task.html
https://docs.netapp.com/zh-tw/ontap/encryption-at-rest/configure-cluster-key-server-task.html
https://docs.netapp.com/zh-tw/ontap/encryption-at-rest/configure-cluster-key-server-task.html
https://docs.netapp.com/zh-tw/ontap/encryption-at-rest/configure-cluster-key-server-task.html
https://docs.netapp.com/zh-tw/ontap/encryption-at-rest/configure-cluster-key-server-task.html
https://docs.netapp.com/zh-tw/ontap/encryption-at-rest/configure-cluster-key-server-task.html
https://docs.netapp.com/zh-tw/ontap/encryption-at-rest/configure-cluster-key-server-task.html
https://docs.netapp.com/zh-tw/ontap/encryption-at-rest/configure-cluster-key-server-task.html
https://docs.netapp.com/zh-tw/ontap/encryption-at-rest/configure-cluster-key-server-task.html
https://docs.netapp.com/zh-tw/ontap/encryption-at-rest/configure-cluster-key-server-task.html
https://docs.netapp.com/zh-tw/ontap/encryption-at-rest/configure-cluster-key-server-task.html
https://docs.netapp.com/zh-tw/ontap/encryption-at-rest/configure-cluster-key-server-task.html

* BARZSHEPRIE - REA TSRS _MT_EK-Mgmt_By#HE |
system license add -license-code <MT EK MGMT license code>

"5 2 ZERONTAP"E¥4H “system license add &B:l > 2 -

TRINER—EEERERAEMELEE - MRSVMERE T iHEIRFERES « ONTAP BIE(ERELEMARERMRE
Ei8 - THIONTAP ~ FIABRERENEREEFARBRFERR

TANERERERENRZIRERE « WESVMBEREINFEIBEE o AU security key-
manager key migrate AR ERIUEELENNKHSREIEZHEE SVM EEANINEEBERREZR o

WMES 2 EERIONTAP " E:¥4l “security key-manager key migrate &3l > :526] o

A Al
* KMIP SSLAF s AR /&EHRERE o
* IBNBARHEENSVMBIES « AREMITULTE o
* MREAEERAMetroCluster SMPE i EIRINAEREIRR(EIRIE « MetroCluster BB SEEER T ~ 7 5E
RSN EIREIE o
* 7 MetroCluster IRIZH « AT MERE L LEMEFER KMIP SSL /&:E ©

1. RESENSHEEENER :

security key-manager external enable -vserver admin SVM -key-servers
host name|IP address:port,.. -client-cert client certificate -server-ca-cert
server CA certificates

° o gsecurity key-manager external enable iR EHE security key-
manager setup e c MREEREZARTFITHIRITHS admin SVM B A B
AlERENEHESVM o BN ARREEIES « TERTEREHE © BRI LIBIT security
@ key-manager external modify @ UEBIMNIEIHEIRMAERE o

© EXREESVMBIRIRH « IREEBRTEINPZHEE « BIMAEEHITMetroCluster
security key-manager external enable BEBHEE LGS -

THa L AR ARIINEBEIREIE clusterl AZESNEIZIRMAMRES - E—EZREARSZSEAEEK RS
FERHERISTE « B _ERARBEERIPABLMTFERERBRISE « E=ETHBEAMRELZ(ERIPVOLL
HEFNEIZIBIRIETE

clusterl::> security key-manager external enable -vserver clusterl -key
-servers

ksl.local:15696,10.0.0.10, [£fd20:8ble:b255:814e:32bd:£f35¢c:832c:5a09]:1234
-client-cert AdminVserverClientCert -server-ca-certs
AdminVserverServerCaCert

2. RESVMHEREERER !
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security key-manager external enable -vserver SVM -key-servers
host name|IP address:port,.. -client-cert client certificate -server-ca-cert
server CA certificates

° WIREE SVM BARTF L FHITHS » svM FERA BRI SVM o AR ERSE
HSVMEIES ~ ZFRERESVMELE © R UAIT security key-manager external
@ modify T UEEIPEREIRAER o
© AXEERSVMBIRIEF ~ IRCERTEINIZHBEE « AR EE®HTMetroCluster
security key-manager external enable BEBHEE LGS -

THer L B AR ZIREIE svnl R E—SRAMRBICIRTARERIE 5696 !

svmll::> security key-manager external enable -vserver svml -key-servers
keyserver.svml.com —-client-cert SVMIClientCert -server-ca-certs
SVMlServerCaCert

3. #HRMEMIEMSVMERREBE —EDER -

&t B LUER “security key-manager external add-servers ss S R EHM SVM o i S &
@ “security key-manager external add-servers Xt “security key-manager add &5 ° U1"{5<

2ZERIONTAP"E:#40 “security key-manager external add-servers &3 > :52R o
4. FERFA BREMNKMIPERSHIEER |
security key-manager external show-status -node node name

Y E “security key-manager external show-status BXft, “security key-manager show
@ -status'#p % ° "5SS ZERIONTAP "S54l "security key-manager external show-status’

Bl - 5526 -
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clusterl::> security key-manager external show-status

Node Vserver Key Server Status
nodel
svml
keyserver.svml.com:5696 available
clusterl
10.0.0.10:5696 available
£fd20:8ble:b255:814e:32bd:£35¢c:832¢c:5a09:1234 available
ksl.local:15696 available
node?2
svml
keyserver.svml.com:5696 available
clusterl
10.0.0.10:5696 available
£fd20:8ble:b255:814e:32bd:£35¢c:832¢c:5a09:1234 available
ksl.local:15696 available

8 entries were displayed.
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volume encryption conversion start
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* £ MetroCluster IRIEH ~ A BIEMEZEE L ZEHERD KMIP SSL /&:F ©

1. REREHHNSHEEEER :

security key-manager setup

IR EERREMAIRLA

(D FEEEFRZRNIRES « BAETEMEZRE LRITILSF S MetroCluster ° Y115 2EE
EIONTAP"ZE5¥4M “security key-manager setup &zl » 55261 ©

2. EEERTFETEABEZREIRE o
3. FEKMIPRIARSS :

security key-manager add -address key management server ipaddress
clusterl::> security key-manager add -address 20.1.1.1

() reeERsEmESES O AEREEE FRTIES S MetroCluster ¢

4. FIBERSMNIKMIPEIARES AR HAEIE

security key-manager add -address key management server ipaddress
clusterl::> security key-manager add -address 20.1.1.2

() meERENEES  CQAETERE ERTIH 2 MetroCluster o

5. HERFTA B EMKMIPREIAREIBEELR !
security key-manager show -status

MEEMREFFFLaG <5< 2 ZEFONTAP REHAEN > 552/H -

clusterl::> security key-manager show -status

Node Port Registered Key Manager Status

clusterl-01 5696 20.1.1.1 available
clusterl-01 5696 20.1.1.2 available
clusterl-02 5696 20.1.1.1 available
clusterl-02 5696 20.1.1.2 available
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6. tha] IRHAE X F IR E EHIA R IR E o

volume encryption conversion start

EEIRHIRE Z Al « AKTEREIMNPEIREEZT o 7€ MetroCluster IRIFH ~ ATEMELL &S LRES
HEWMEES o

{£F ONTAP P EintFEE R EIES R

£ ONTAP 9.10.1 BEYR » I UEBIRREEBERXPFERE "Azure Key Vault (AKV) "
#M"Google Cloud PlatformiEi8 EIRARTS (EimKMS) "{Rs€ ONTAP INZE T o &
ONTAP 9.12.0 45 » &t e] LUFE 2R {R5& NVE £i§"AWS HY KMS" ©

AWS KMS ~ AKV #1 Cloud KMS B 1% "NetApp Volume Encryption (NVE) &#8" E@ERAMRERISVM o

REFEIET1E
EBILUEF CLI 8 ONTAP REST API REX B EiHHEREN SIS EIE o
EAEIREERRESERR « 12  BIBETER - 8 SVM LIF AN AR ETIRIRELET - B2 IEE

Eﬁﬁﬁﬁ"ﬁii mtFEREBYEREERRTS (login.microsoftonline.com for Azure ; oauth2.googleapis.com for Cloud KMS
) EITE - MIRBEREKRIEERT » EEFRILREASHBEIRRS

FEAERHED SRS IERER - CEFE TR
c RipHERSREEREAR NetApp #7712 (NSE ) # NetApp Aggregate Encryption (NAE) o "
SNEBKMIP" BT LA AR ©
IRt 2B EIEARE AR MetroCluster A& o
s BEiRERSEEIERETEER SVM L& E o
FaYaZ Bl
© NEEEENERMER LERTE KMS °
* ONTAP ZEMEIEEMNAETHE NVE o

s "IN EE ZEE Volume Encryption (VE ) MZHEENMBEEEIE (MTEKM ) EH#E" o SLEIBHENEHMT
F"ONTAP One" ©

* AR RSN SVM EEE -

* Bl SVM A ESEAMERHIRFE « t ANMSRAZREERERN - IREX sSVM 83 ENERE « &
RIS LR E « 7T RERTE KMS

SRS EifEd
AN ZREEIANCEANFEZREEREN - EEFENSREERINIRIFEEE -
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AWS
e Z Al

* [BAZEA AWS KMS £ 215 « EHEENZM IAM BeFEA o IAM BB S 255 NME
EMRA :

° DescribeKey
° Encrypt

° Decrypt

INFFAEN « FF2B AWS XX "HEEY" o

7 ONTAP SVM _EE{FH AWS KMV
1. BIYAZ A0 ~ LR AWS KMS EViS7ZENEE8 ID M Eais o
2. [EHEPRIB AR R A HERE -

set -priv advanced

3. EXF AWS KMS :
security key-manager external aws enable -vserver svm name -region
AWS region -key-id key ID -encryption-context encryption context

4. HIRIRTRES « SERMANERE o
5. WS AWS KMS BIFFESRE -

security key-manager external aws show -vserver svm name

WMES 2 EERONTAP " E:¥40 “security key-manager external aws B > 5528 o

Azure
7£ ONTAP SVM _LE{f Azure Key Vault
1. B Z AT ~ B BL R AzurelR A EVSE EVER SR EN « SR IHEZoRE o SN BRRE
EPMFRBENELERIE BE(E o eI LUERMSHRIEE cluster show ° MN"IET2SEEEONTAP E:E
4l “cluster show &zl » :E2F] ©

2. RIEMRERRAER

set -priv advanced

3. £ SVM LRtA AKV
security key-manager external azure enable -client-id client id -tenant-id
tenant id -name -key-id key id -authentication-method {certificate|client-
secret}

HIRIRTRET « sAEIA Azure HRE MY B im/REEE A B IRk o
4. B0 AKV BIEFERUR -

security key-manager external azure show vserver svm name

MRARFSEARFENTIER « FBBEBER SYM LIF B8 AKV SR EIERBEHER -

"5 2 ZE R ONTAP"E¥4H “security key-manager external azure & > 52 -

Google Cloud
7 ONTAP SVM By Eix KMS
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1. BtAZ AN ~ 3550 JSON & ILEVE Google Cloud KMS 1R B £ g1 ZMFAZ 18 - el IU7EGCPIRS
IR FEEEN o A BERREETTER EE%BIE’%“?ET’E o AU LIKIEE cluster
show ° WN"{ES 2EERIONTAP B4 “cluster show B3l > F52E] ©

2. BHEMREARRAERS

set -priv advanced

3. £ SVM LE{A Cloud KMS
security key-manager external gcp enable -vserver svm name -project-id
project id-key-ring-name key ring name -key-ring-location key ring location
-key-name key name

HIRIBTREF « BEARFSIREFAZESIREA JSON BENAS
4. HE32 Cloud KMS B8 E IFFEHRE :

security key-manager external gcp show vserver svm name
AKR& kms wrapped key status e 2 “UNKNOWN” 1R FREBIIMBHRE
MRARFSERAENTES - LLﬁﬂSVM LIFE2I EiGCPE iR EIRARFSAVELR o

WES 2EERONTAP " E:¥4l “security key-manager external gcp Bl ° AR ©

MRERBERISVMRE —HZEMBHFEE - BEHENNVEZRAHEESVMAREREEEAEIE « BELES
REREEINITIREIERT - EEEMA CLI MITILIEE  FITH < !

security key-manager key migrate -from-Vserver admin SVM -to-Vserver data SVM

ERIIBEER SVM MFIE NVE SIB2 A1  S5XAEFNER SVM B ZHgE -

1ERAE N
* “EAEAR Cloud Volumes ONTAP B NetApp INERAER T R INZHEREE"
"R EHIEEIEE IR

EXFHONTAP E¥#hrk4As (NVE) HWREEIREIE

e UEAONboard Key Manager’R{rEE=E AR EFEINZRERNER o B BEFEUN
ZHAEE 5 BN BRI SEEEE _LRUE Onboard Key Manager ©

RAREELTE

CAZBEHIT security key-manager onboard sync SXFZFEHIEFIEEZERNGS ©

UNRIEHE MetroCluster 4B8& ~ BWAZEHIT security key-manager onboard enable miRLERMEEE
BT ~ AT security key-manager onboard sync Eiﬁﬁ#ﬁ%ﬁtﬁﬁﬁ*ﬁﬁﬁﬁ%ﬂ’lﬁ% ERBITE

security key-manager onboard enable AEERENG S « AEBERERE LETRTEIE - BFAEE
1T enable WRIHREBRPITH S ©

YN 23 security key-manager onboard enable M “security key-manager onboard sync"
IHL2ZERONTAP"

RIETER « EEREMRKE - EARERATREERZNENE o LAILUEA cc-mode-enabled=yes HEIAE
REAETEEMBAKBIMAGIEE -

MEEBE ~ BFEAR NVE cc-mode-enabled=yes * fdiﬁFﬁLjE'JﬁﬁﬁE volume create fll volume
move start ﬁ%@gﬁﬂﬂg‘ o WAM volume create’ AEEIETE -—encrypt true?° AR volume
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move start ’ EAFEEISTE -encrypt-destination true®°

REONTAP FFILERNER - EENEEENEMRSZE (CSFC) MIEK - M /BFEFNVESEANSE - if#

R TR BAPEA TRERREEREIN - 26 "CSICHATZERMTT" INFRCSICHYEFHEH -

2 TAESREERER & I—REH BXPEER (cc-mode-enabled=yes) ™ R#K1TH
EUTHAREE :

* REGEER T—ARER)) B TERR  EEEAKMNERERN -

YIRCTERR R R A ERNEERE « AN SRS ZAMRE - S2EELRE - E&
AEMRENENR  ARMALERIEERDS - —ER - ARSI EBSREGTT24/\F
N~ HEEMEEEETBERA2HNN S « ERAARERN - (IREZRE (HW - &

@ BESTRIEFRMARED)  MINBESFH24/)\Rabi i « RS EMEEER, - AREER
PR o

* RIEEFEFEANetApp RSA-3072F12 N IE 5 B /K5 B ACSHA-34IENIE B E -« Kig
TG TTEEM « MIE—REAINetApp RSA-2048F2 B 5 E/REMSHA- 2562 B S EME ©

FHRGLERERIBHNURES « UHEDREGEABTREENEHRIE - NREFRD) « BEER
BFERET Y ; SRMGEMERM - 15<2Z ERONTAP EF4H "cluster image’
Bl > 26 -

@ Onboard Key Managera]i& &R (7 E B ECIRIET - ERAEMFANFLLR « BEHMEIR
RRARERABR - EIERRFRGT « RRFLLER « ERUCIRRABTREIR B

s Z Al
c N ERREEESARERITIET(E -
* TEREOnboard Key ManagerZ fij ~ {RAZBF & EMetroCluster iE{EFFREIRIE ©

1. BBEREEREARE

security key-manager onboard enable -cc-mode-enabled yes|no

& cc-mode-enabled=yes BEXRFEHAETENMHEERAATETIERE - MRTER

i€ ~ BIZERF NVE cc-mode-enabled=yes * {EERRIIMEIEE volume create
@ volume move start SRS EHENNE © © - cc-mode-enabled MetroCluster ZHREARSZ

EIEEEIE o o security key-manager onboard enable sRRZHUL security

key-manager setup B ©

TS EERE1 LRETHEERARES S « MAERESREMFARRBABRETE
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clusterl::> security key-manager onboard enable

Enter the cluster-wide passphrase for onboard key management in Vserver

"clusterl":: <32..256 ASCII characters long text>
Reenter the cluster-wide passphrase: <32..256 ASCII characters long
text>

2. FBEATBIRTETTY « BA32E256(EF T2 RAVERZEE « Z#A Mcc-mode')  (64FI2561EF T2
RYEREZEE) o

@ MRS ER " "cc-mode"EREIER E% DIR6AEETT ~ AR EIRE R EEEBRE AR
RMZA ~ B8 A ERIEE

3. {EARATIEHESRIR R T ~ MM ABRES o
4. ﬁwu\aki%ﬁuﬂﬁﬁ

security key-manager key query -key-type NSE-AK
@ 7L H “security key-manager key query BXfX “security key-manager query key 5% ©

TG EREEEREARUREETI® clusterl !

clusterl::> security key-manager key query -key-type NSE-AK
Node: nodel
Vserver: clusterl
Key Manager: onboard
Key Manager Type: OKM
Key Manager Policy: -
Key Tag Key Type Encryption Restored
nodel NSE-AK AES-256 true
Key ID: <id value>
nodel NSE-AK AES-256 true

Key ID: <id value>

2 entries were displayed.

WMN"5S2ZE ERONTAP E¥4H “security key-manager key query B » 52 -
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o. WRI LR FHAR & B A B AR E o

volume encryption conversion start

EERIEE Z A ~ HBLTERTE Onboard Key Manager © 7£ MetroCluster 21550 « Mf@lh & # 4 E%
ERETHEES o

el

FHBRAZRISENIFERRININEZRUE ~ UHKRKRER o

BEEREOnboard Key Manageri& #MZIEH « EZFHRERBH N IEEFRRINTNLZEME « UEEHE
EXHEER - B2 "FIRMAZSREESH" -

EEEE
R EREERNRE"

EXFEONTAP Eiffihkds (NVE) HREEIREIE

&R LAfEFAOnboard Key Manager’R{REZEARFENNIZENNEE - CHBEEESERE
XN AR & 5 B I N2 ARV 2= & _ERUA Onboard Key Manager ©

RAMEEIETIE
RATEHAT security key-manager setup BERAGEIEFIEEZERNGS ©

MR fEHAMetroCluster U2 TARHEE] 4HEE ~ sA2R T52E8) .

* 7£ ONTAP 9.5 H ~ f&AZEMIT security key-manager setup EAMEEEN L security key-
manager setup -sync-metrocluster-config yes EiRimERE L - FAERNEHRE

* £ ONTAP 9.5 ZHij ~ & ZBHIT security key-manager setup EARMEEE L« FFRLY 207« A
BHIT security key-manager setup 1t ERIEEE L - FHRAMBREREN o

RIETER « EENRIEMREE - EARERASREIERNENE o 1 ONTAP 9.4 FtA ~ RIMUEMA -enable
-cc-mode yes EIRERGAETEMRAEERMABER o

MEKRER E'J?_FEHA NVE -enable-cc-mode yes > {&FERAZIIAVEIREE volume create M volume
move start iR EBHNE o BAM volume create ’ EARFEEIERFE -encrypt true o WA volume
move start ’ EARFEISTE - -encrypt-destination true?®°

()  zmEstcms - CLAEFRDEE o

ez Al
* WNREHEA NSE 5§ NVE EEC/MEfEREIE (KMIP) fFAIARSS ~ RIERIBRIME R EIRRENERE

"IN EREEREEANRSRER"

c BN BEREEEIEE A RERITIE I
* £ EOnboard Key ManagerZ gi ~ &4 7B5 & EMetroCluster iE1EF

fm
‘;;a”a
émn
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1. BEhEREEREARTE :

security key-manager setup -enable-cc-mode yes|no

it ONTAP 9.4 Bg¥4 ~ ﬁfﬁ_ﬂy(ﬁﬁﬁ enable cc-mode yes IHEIBR] ERFERETE R
(D BRMATHEERE - MREE ~ BJEAR NVE —enable cc-mode yes ~ [BfERE
MR volume create *I:I volume move start SR EBIIE o

THEAEERE LRERESHEERRERN « MAERTEERENMRRBRA SRR

clusterl::> security key-manager setup
Welcome to the key manager setup wizard, which will lead you through
the steps to add boot information.

Would you like to use onboard key-management? {yes, no} [yes]:

Enter the cluster-wide passphrase: <32..256 ASCII characters long
text>

Reenter the cluster-wide passphrase: <32..256 ASCII characters long
text>

2. BiA yes HIRT FRENESIREE o

3. TEERARIBIRTEITH ~ HiA32E25618F o2 MRVERZES ~ # A Mcc-mode's  (64F2561EF o2
RYIERAZREE) o

(D RIS ER " cc-mode" @R Eﬁ%ﬂ‘ﬁ"mﬂﬁ A E SR EEEAREFEBRERERENS
RMZA ~ B8 AEREER o

4. TTERATBHESE ©  ENRAERES
o. B ERERAFANMRESH

security key-manager key show
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clusterl::> security key-manager key show

Node: nodel
Key Store: onboard
Key ID Used By

<id value> NSE-AK
<id value> NSE-AK

Node: nodeZ2
Key Store: onboard
Key ID Used By

<id value> NSE-AK
<id value> NSE-AK
"< 2 ZE R ONTAP"E¥4H “security key-manager key show &#fl > s526] o
6. thR] UG4S FHARR B B A I B AR & o
volume encryption conversion start

EEIAIEE Z Bl « MK TERTE Onboard Key Manager ° 7£ MetroCluster 121500 « f{EiL & &% 7ER
ENELIREES o

FTRLE
REREBERIFEFRAEIMNINZRAE « UHRKER -

FE LR TEONboard Key ManagerfE 3 5EF ~ W EZF R ENHENIFEERAAIMNINZ2UE « LUEESE
EKHIFER - AR "FEIHEOANESREESMN" -

e
* LR REEREIRE"

BN TRREAANESRERE

SR LAfEFOnboard Key Manager’R{REZRE R REFENNZENNEE - LN BEEESEE
EUINZHAR & B B I N AR AV & _E R Onboard Key Manager ©
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F75 ONTAP 9.5 SR BB RARA ~ [EABHIT security key-manager setup BRAFEIBLFTIZ
ERERMGS o

@ 2 ONTAP 9.6 MEFHARZS ~ SABHIT security key-manager sync SXFEIFIEE
BERGS o

MRREHRIMEEERENRTHREENEE « CRIRTILH S REMBITERNER

YNREfEAMetroCluster FIZE RHEE) 4R ~ SA2RTHIZER ¢

* 1 ONTAP 9.6 FA%A ~ fEWAZBHIT security key-manager onboard enable JofEAMEEE FEHIIT
security key-manager onboard sync {EiBimse L + FAERENERERE o

EABER security key-manager onboard enable' . ‘security key-manager onboard
sync 1§ 2EZEEONTAP" °

* £ ONTAP 9.5 A1 ~ f&AZE#HIIT security key-manager setup FEAMEREM L security key-
manager setup -sync-metrocluster-config yes FiRimRE L - FAERNEHRES

* £ ONTAP 9.5 ZHij ~ f&WAZEHIIT security key-manager setup FEAMEREE L~ FFRLL 207 « A
BT security key-manager setup (EiRimese b « FHEMEEEHZN o

RIETERR ~ EREAENBIKE « BAFEHASHEIEREXEES o £ ONTAP 9.4 Fth ~ EAI LA -enable
-cc-mode yes EBERFERAETEMEHB BRI AEHERS o

MRRERE ~ BB NVE -enable-cc-mode yes ™ ERBIAHIEE volume create Ml volume

move start SRR B BEINNE o AR volume create ’ EREEISE -encrypt true © WA volume
move start ’ BFREEISE -encrypt-destination true°

() =mmessms  COABHRBE -
rARRE

R T Ty
EFANVEIZVolume &l
{EFANVE4EE 1% Volume & 1}

RERSZIEINAED. 7TRIIAONTAP ~ INRITEBVERE « URRENINFEIBEIE « BIRE
FEsR Z B A AggregatefVolumeiZ o WM ZIETIARASAIZIE « (I UEFH IR &ETIR
BHEE _ERUBMZEINEE - ONTAPR N B ZEVER T A BASEEIE « 18
FiVolumefillZ o NVETF&FIPS-140-235 14R2%E o

7 ONTAP RS VE B8 Aggregate B4RIN%E

£ ONTAP 9 7 BH¥R"VE #=iE" ~ iU NESEBNEEE S ELEENRESIIN T SIBE
IBEF  {RFESREITINZ - EONTAP IHEEE9.6FA%A ~ eI LAfEFAAggregate B4RINZE ~ &
iReIR4Ea A= HIAggregate ~ UENMNZRHEE o
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RIFEET(E
MRS TEBITENR S = Aggregate B AR EE E RHHPR ~ BIBEFAggregate BARAIINE « NVERSZ
EAggregateB 4R HIEIE E RHIBR o

EiFAAggregate B4R NINZRIAggregatef®Z NAE Aggregate (GEFIFNetApp Aggregate Encryption) © NAE
Aggregate FEIFTE HAREE ZB4 B FANAESINVENNZZAEITINE, o A AggregateB4RNIZE ~ f&1EAggregate R iE
I RVHIRE TR G FANAENZEITIE o Ee]ABTERE ~ BANVEMNZ ©

NAE Aggregate Rz IRAT X FHEFEE o

FsEZ Al
T ARREEEE A SERITIET(F -

1. BYFE{ZAAggregateB4RINZE :

E. fERLtE<

fEFHONTAP NetApp 9.75 EHTHR 452 storage aggregate create -aggregate

IINAE Aggregate aggregate name -node node name

fEFBONTAP NetApp 9.6FEIZNAE storage aggregate create -aggregate

Aggregate aggregate name -node node name -encrypt-with

—aggr—-key true

1 IENAE Aggregate A NAE storage aggregate modify -aggregate
Aggregate aggregate name -node node name -encrypt-with
-aggr-key true

HENAE Aggregate#Zifi 2 IENAE storage aggregate modify -aggregate
Aggregate aggregate name -node node name —-encrypt-with
-aggr-key false

MEBAAREFPRMGES 15T 2ZERONTAP' HNEHMEE » 5260 o
TYEn L uIE LRAAELBARINE aggrl -

° EHThRZA : ONTAP

clusterl::> storage aggregate create -aggregate aggrl

o EETHRZS : ONTAP

clusterl::> storage aggregate create -aggregate aggrl -encrypt-with
-aggr-key true
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2. R E R FAAggregatelEITHIZS

storage aggregate show -fields encrypt-with-aggr-key
"< 2ZE R ONTAP"E¥4H storage aggregate show &E:fl > s526] ©

Toar S BEEE R R FEUIRERE agorl ERUAME :

clusterl::> storage aggregate show -fields encrypt-with-aggr-key

aggregate encrypt-aggr-key
aggr0 vsim4 false
aggrl true

2 entries were displayed.
SRR
1T volume create BINNZFHIEEMNERS ©

R EFERAKMIPREIARZRFFERERIMNZE 18 « ONTAP BIEEINEHIRER - S EERMNERE X £F
xS o

£ ONTAP HYFHARE & EER AR INZR
AT LAE volume create EMHEIREE FEUEMNZBNGS ©

RIS IETIE
& A LAfEEFANetApp Volume Encryption (NVE) NNZHEIEE %ONTAP NetApp Aggregate Encryption (NAE)
FIAINZHEIEE - EEFRABRMENAENINVE « 52/ Volume I Z4EE o

MERMAIEFFFMGS 5SS ZEERONTAP HIHEE: » 526 o
EYAEI R M ZTZFEONTAP 2 EIONTAP & E AR AT S EABREMAB AR -

* WNERONTAP B - sATEZHERIRIRED 4BHYA cc-mode 5REONboard Key Managerfs ~ & 7] LA A & 37 A9k

IR&E volume create BimIEEREIETE ~ WA EBIMNE -encrypt true°

* IEEHARASBIARASH ~ RABFEFONTAP —encrypt true £ volume create BXEIMNEBNWGS (FileE
KRB cc-mode) ©

* INREABEIEONTAP 32131E9.6F 3 IINAE Volume ~ BIAZBTEAggregate B AREXFANAE o :52 ] [ VER
TR Agaregate[EZ 4R IN% UBS I T ERVEFARE R o

* ft ONTAP 9 7 BHA"VE 2" « FiEN & TEEEANAERINISIRE IR « (TERETINS - 1R
1E78:% ~ TENAE Aggregate R FIFTHEIE @ S ANAEFERY « MIENVE o

° YNEFIE ~ :E2BIONTAP EHHRAR ~encrypt true & volume create A& Z1ENAE
Aggregate PR T HELIEE ~ ZEARE B BHRANVENZ « MIENAE o NAE Aggregate PR L @ ZR4 78
fEFANVESINAEEITINE o
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(D NAEEAMAREEAXTHBE -

1. RIHRRE « IIEE R EREEE FREIE o RIHELE HNAE Aggregater ~ BIRISTAR - &t
REHENAERILE |

AEEILL.. fERLta<...
NAE Volume volume create -vserver SVM name -volume volume name

-aggregate aggregate name

NVE Volume volume create -vserver SVM name -volume volume name
-aggregate aggregate name -encrypt true +

ERZENAERIBERT ~ BHAZENIRZEAONTAP -encrypt

@ true IEEMEEANVEMZHEEE o EUNAEE SRS I Volume
AIRRZAFONTAP + -encrypt true BULTEERAINAENNZEEE
A BAEIINVE Volume ©

#i>ZFVolume volume create -vserver SVM name -volume volume name
-aggregate aggregate name -encrypt false

WES 2EZERONTAP " E:¥4H "volume create &Eifl » FHZE] ©
2. BRI BRR &I TN ¢
volume show -is-encrypted true

"5SS EERIONTAP &R&F4H "volume show Bl » 552R o

RER

MREEAKMIPAIARES R FEZEIRAVINEZ 8 « ONTAP BIEEINEBHIE &R « EEEFRMEEE X E6
xS o

£/ ONTAP H1Y Volume INZE ARSI < > EIRAMIRE _ERYAMZE
REIHBE T 489.3FIBONTAP ~ (ERILUEA volume encryption conversion start
e r TEith IMEBIRENEIRE « MBEEREEEREEMAE o

RIRERI(E
— B FREHALEE ~ AT © NREEIFFRIBBEIXBERRE « AJIUA#IT volume encryption

conversion pause HE{EERTS « UK volume encryption conversion resume 5<% URIE(E

o

€ ONTAP 9.14.1 FA%8 ~ f&BILUERA volume encryption conversion start 7 SVM REREE £ o UNEE
SHANEET - SA2R 7 SYM IREAIRE 5% E NetApp Volume Encryption ©

25


https://docs.netapp.com/us-en/ontap-cli/volume-create.html
https://docs.netapp.com/us-en/ontap-cli/volume-create.html
https://docs.netapp.com/us-en/ontap-cli/volume-create.html
https://docs.netapp.com/us-en/ontap-cli/volume-create.html
https://docs.netapp.com/us-en/ontap-cli/volume-create.html
https://docs.netapp.com/us-en/ontap-cli/volume-create.html
https://docs.netapp.com/us-en/ontap-cli/volume-create.html
https://docs.netapp.com/us-en/ontap-cli/volume-create.html
https://docs.netapp.com/us-en/ontap-cli/volume-create.html
https://docs.netapp.com/us-en/ontap-cli/volume-create.html
https://docs.netapp.com/us-en/ontap-cli/volume-create.html
https://docs.netapp.com/us-en/ontap-cli/volume-create.html
https://docs.netapp.com/us-en/ontap-cli/volume-create.html
https://docs.netapp.com/us-en/ontap-cli/volume-show.html
https://docs.netapp.com/us-en/ontap-cli/volume-show.html
https://docs.netapp.com/us-en/ontap-cli/volume-show.html
https://docs.netapp.com/us-en/ontap-cli/volume-show.html
https://docs.netapp.com/us-en/ontap-cli/volume-show.html
https://docs.netapp.com/us-en/ontap-cli/volume-show.html
https://docs.netapp.com/us-en/ontap-cli/volume-show.html
https://docs.netapp.com/us-en/ontap-cli/volume-show.html
https://docs.netapp.com/us-en/ontap-cli/volume-show.html
https://docs.netapp.com/us-en/ontap-cli/volume-show.html
https://docs.netapp.com/us-en/ontap-cli/volume-show.html
https://docs.netapp.com/us-en/ontap-cli/volume-show.html
https://docs.netapp.com/us-en/ontap-cli/volume-show.html

(D fR# A FF volume encryption conversion start ¥ SnaplLock Volume ©

1. EIRAHIRE LR

volume encryption conversion start -vserver svm name -volume volume name
M55 2 EERIONTAP "E#4R "volume encryption conversion start &3l » ;52 o

Tar < eI R R AHRE ERUBMNE voll -

clusterl::> volume encryption conversion start -vserver vsl -volume voll

ARG RMRERIIMNEEE - MIEE LNENBME -
2. FESTEIAEZERVARRS
volume encryption conversion show
WMES 2EERONTAP"E:¥4H "volume encryption conversion show &3l » FH2E] ©

Tolen L ERREHRERATAR

clusterl::> volume encryption conversion show

Vserver Volume Start Time Status

vsl voll 9/18/2017 17:51:41 Phase 2 of 2 is in progress.

3. SERLERIREETR « AR EBRENE
volume show -is-encrypted true
M55 2 EERIONTAP " E#40 "volume show -is-encrypted true &Ezfl » FHXE] o

THa L R EHNMNEBHIRE clusterl !

clusterl::> volume show -is—-encrypted true

Vserver Volume Aggregate State Type Size Available Used

vsl voll aggr2 online RW 200GB 160.0GB 20%

+
S

MRIEER KMIP AAR2ZREFERAVNNE 18 - ONTAP EELNEBHIE &R B NNE S X EFARES
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EIRAIRE AN

e UEA volume move start_f,volume encryption conversion start 1£

IRANHRE ERUBNENG S o

FREELF

f&ATLAER “volume encryption conversion start <RI LA TRt RYFAIRAMIEENNE > MESREREER
BEIHEME o 5(EF > [EEILUEEA "volume move start 85 < ©

f£AVolume Encryption Conversion startis < ~ TEIR AR E L EBEMNZ

f&AI LAfEA “volume encryption conversion start s < 2RENFIRBHAEER TRty 1% > MESRHIEERS)
BIEME o

EICHREBIREEZ 1 « WATEALLIER - NREEEEIARGEIMAEERRE ~ TUAMIT volume encryption
conversion pause HE{EERTS « UM volume encryption conversion resume a5 UIRIE(E

o

@ fRE AR volume encryption conversion start ¥ SnaplLock Volume ©

1. EIRAHRE ERBME

volume encryption conversion start -vserver SVM name -volume volume name
M52 2 ZERIONTAP"E¥40 "volume encryption conversion start &3l » 52 o

TG SAEREHEE EEUAME voll :

clusterl::> volume encryption conversion start -vserver vsl -volume voll

ARG RUIRERIUME SR - HIFE LRVEREMNE -
2. WESDEIAEIERVIRAE

volume encryption conversion show
M52 2EERIONTAP EESE4H "volume encryption conversion show &3l » s526 o

T G EREIRFERIARE

clusterl::> volume encryption conversion show
Vserver Volume Start Time Status

vsl voll 9/18/2017 17:51:41 Phase 2 of 2 is in progress.
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3. BAEESTTNE « AR HEE ERUBINEINAE |
volume show -is-encrypted true
M5 2EE R ONTAP E5E4H "volume show BEfl » 52/

THer LGB ERMEHIRE clusterl !

clusterl::> volume show -is-encrypted true

Vserver Volume Aggregate State Type Size Available Used

vsl voll aggr2 online RW 200GB 160.0GB 20%

RER

MREFEAKMIPAARES R FEZEIFAVINEZ 8 - ONTAP BIEINEZ IR &R « FEEFRMEEE X E6
xS o

{EFVolume Move startfp S 1EIR AR E _ERUA NS

I LUEF “volume move start' 85 % SRS BN IRA BUHEIR @ SREAFAINE - IER] U EAAERIAYAggregate A [F]
AJAggregate ©

RAREETE
* 7%t ONTAP 9.8 [3%4 ~ f&RILUFEHH volume move start TE Snaplock 3 FlexGroup HiREE _EEYFMNE o

* 7€ ONTAP 9.4 fi4a ~ IREERENESHREEREAKAA [ cc B ~ MEFEARIMERE volume

move start I EBEBNE o BAFEEISTE -encrypt-destination true°

* EONTAP IhEEE9.65844 ~ ] LAEAAggregateBARAVINZZINGE ~ I iRTE RGN = AIAggregate ~ LUHFE
B EER o R —SRNBNHIEERES NVE Volumes (EISEEFH NetApp Volume Encryption
) o fEFAggregate B4R NIZHIVolumefB%_NAE Volume (BRI NetApp Aggregate Encryption
) o NAEEERAZIRMNFHIREE o

7€ ONTAP 9.14.1 FA%A ~ IEEILAfEA NVE Sl SVM 1R Volume ° UNF/FHAE ~ 5528 £ SVM 1RIIRE
L3&7E NetApp Volume Encryption °

ez Al
T ARREEES T ERTILT(F - IEREEESEZERNSVMEES -

"FIRFEPRIAEITVolume Movesh %"

1. BBIRNAUIRE - WiSEBSTHIRE ERUAME :

aEEIR.. ERLtaH<. ..
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NVE VolumeRVAEX FHEREE volume move start -vserver SVM name -volume

volume name -destination-aggregate aggregate name

—encrypt-destination true

NAEMZFRERINVES MM FHFEE volume move start -vserver SVM name -volume

(fRe% E’\Ji&EE&FHAggregate@%& volume name -destination-aggregate aggregate name

) -encrypt-with-aggr-key true
NAE VolumeZNVE Volume volume move start -vserver SVM name -volume

volume name -destination-aggregate aggregate name

—-encrypt-with-aggr-key false

NAEWLIR & EA FHEFRE volume move start -vserver SVM name -volume

volume name -destination-aggregate aggregate name
—encrypt-destination false -encrypt-with-aggr-key

false

TENVERHRE S E X FHRE volume move start -vserver SVM name -volume

volume name -destination-aggregate aggregate name

-encrypt-destination false

M55 2EERONTAP "E$4H "volume move start Bl > 52 o

T @ERA RN FHIEE voll E NVE Volume :

clusterl::> volume move start -vserver vsl -volume voll -destination

-aggregate aggr2 -encrypt-destination true

% B a9t - ERRA Aggregate EARINZE ~ THar < BEREL AR NVE AN FHIEE vol1l E NAE
Volume

clusterl::> volume move start -vserver vsl -volume voll -destination

-aggregate aggr2 -encrypt-with-aggr-key true

TH &GS eEifig A8 NAE Volume vol2 E NVE Volume

clusterl::> volume move start -vserver vsl -volume vol2 -destination

-aggregate aggr2 -encrypt-with-aggr-key false

Toen < GEHR AR NAE Volume vol2 EAX FHIRE !
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clusterl::> volume move start -vserver vsl -volume vol2 -destination
-aggregate aggr2 -encrypt-destination false -encrypt-with-aggr-key false

THer < EERA A NVE Volume vol2 BN FHIRE !

clusterl::> volume move start -vserver vsl -volume vol2 -destination
-aggregate aggr2 -encrypt-destination false

2. iR EWIRENMNZLER
volume show -fields encryption-type none|volume|aggregate
o encryption-type MBAIAITE ONTAP 9.6 MEFARAHEIS ©
MNIES 2 ZERIONTAP "E:¥40 "volume show Bl » 52 o

THh L ERERFIEIEEINZLEE cluster? !

cluster2::> volume show -fields encryption-type

vserver volume encryption-type

vsl voll none
vs2 vol2 volume
vs3 vol3 aggregate

3. MR E R AR & ETING ¢
volume show -is-encrypted true
M52 2 EERIONTAP " E$4H "volume show &Eifl » 2R o

TG LERERLENNZEEE cluster? :

cluster2::> volume show -is-encrypted true
Vserver Volume Aggregate State Type Size Available Used

vsl voll aggr2 online RwWw 200GB 160.0GB 20%

mR
MREER KMIP [EARZSREFEEAIMNEZEE - ONTAP BELINEHIEER BB ME SRR E MRS
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7T SVM 1Ri4fE & _L58E NetApp Volume Encryption

%t ONTAP 9.14.1 %A ~ &R LITEREE VM (SVM ) 1REEEEE ERUA NetApp Volume
Encryption (NVE) © 53 NVE ~ RIEEE S HEAE—S@ETINE - LUIEs SVM B
L2 o
FAMEEETLE
QBRI SVM 2% « 7 HE7E SVM 1R Volume LEXFES NVE o
FsaZ Al

* SVM BRI & RENIFAER NetApp Aggregate Encryption ( NAE ) INZ3RY Aggregate E o

* & BE R Onboard Key Manager Bi9MER & i8 B IRFZ T AIINZS ©

* ICZBEBTIT ONTAP 9.14.1 SREHRRZA ©

s EEREAEFEH NVE 28R Volume B9 SVM ~ IEABIERBEESERLE ~ 18 SVM 1R Volume B A4S
F Volume ~ REBEHINZE SVM 1R Volume °

° YN8 SVM BEM B RMESEEFERA NAE « BRI ETEL S 4 A NAE o
* TR SVM B SVM S RIERIE S ¢

° $R5t SVM EMIINZEREAZENTIB A - INREERIR BRI EEE NVE ~ BISBEEHESTH
SVM 18 Volume L{ERIEXE NVE o

° MR BRIMFEPRIFIE ESRSERER NAE ~ B SVM 1R Volume 1M NAE o

AT LUER ONTAP CLI RS EIES ~ £ SVM REEREE _EEYAE NVE o
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CLI
REIATE SVM REFRERMMEIA NVE ~ AR TEE SR EREHIEE o

AARBEIR & N ZI1L
1. IR R BB NEHIRE :

volume encryption conversion start -vserver svm name -volume volume

2. HESRINZERTN © © volume show -encryption-type volume ZEER NVE FIFREHAIEES
E o
&) SVM iR Volume ZRINFEE
1. @R ERE -

volume move start -vserver svm name -volume volume -destination-aggregate
aggregate -encrypt-with-aggr-key false -encrypt-destination true

N"E< 2 EERIONTAP B5F4H "volume move Bl » 552F o

2. 28 volume move IERLIN volume move show 8%

volume BETERA NVE BIFR LR EBEE o

°© o yolume show -encryption-type

AHMEES
1. BIEE REZEZHE > HEE o
2. FIEENMZR SVM 1R Volume 47855 ~ #EEY I : 4REE | o
3. & T fFEERME(L 1 FET R T BAmE 1 -
4. 2 f#F o

B P BN EL IR AP @ N2
RINEE/T489.8BAYAONTAP ~ {EATLUFE A NetApp Volume EncryptionZR {4 B 25 AR hig itk

RIASTET I

() s Emr BEREE - FEAHSVMRRLE - SVM R E SIS e S A BE RS
# - £ ONTAP 9.14.1 BH¥4 « NVE

REIRRNE—BRE - MRS o BEEEEEE - METKE - BEEASMERIEGRERE « hEX
HITRE2BMREE o

ez Al
* CHRMLAERAHAGR -
* CHYERRS IR B HERIL -

. :%C"%E’J? M AEANESREERER - IEERESREEREMERHE (KMIP) HNIMIERERRR
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1. MERMIRE

volume encryption conversion start -vserver SVM name -volume root vol name
2. FESRESIREREAIRAS |

volume encryption conversion show
3. STREBIRIFRTR - AMEHIRE B INE

volume show -fields

MFREETRINZ Volume By tHEE A o

::> volume show -vserver xyz -volume vol0 -fields is-encrypted
vserver volume is-encrypted
XY Z vol0 true
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