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FRtEZ Al
* BIURE ~ KMIPEARSSMZEMEARSS £ AZARP R o
* WUAEESEERNAMASSL KMIPAR IR
* ISAEES B ESSL KMIPR F i /ReBBRAMNFLAZE S48 o
* SSL KMIPA P /&8 NS BB IRE o
* WA BUSKMIPEIARSIIR/REIRIEE(L (CA) RISSLARIRGE ©
* 7 MetroCluster IRIEH ~ G BTEMERE £ L2 54ERERY KMIP SSL /&:E °

() cEEss bRmEEz AN %  EKMIPERS ERER S BAERSESE -

1. REEEENSSL KMIPA R IEES :

security certificate install -vserver admin_ svm name —-type client
RAEIRTNEEASSL KMIPABIMFARE RS ©

clusterl::> security certificate install -vserver clusterl -type client



2. ZRKMIPERREIR/EEREEN (CA) HISSLARESE :
security certificate install -vserver admin_ svm name -type server-ca

clusterl::> security certificate install -vserver clusterl -type server-ca

TEONTAP SZRIMNDZMEERBET  REAI IR EENIENIRZE (NVE)

(AT LASE R — S S EKMIP AR SRR 5 O SR BB R0 8 © METhAESTB IR
199 6RRIAONTAP ~ IAILUEIBR BT MIMISREIIER, « LUREEHSVMA R
MFEE R o

it ONTAP 9.11.1 s « BEXESRARSRZ AL 3 EARESRARS - UBLRESRMAMS - MFF
B -« 2R RERENINBEIBERES o

RARERI(E
TRZERLEKMIPERSZEEERENSVM - BRE/MERAMEMEARSSREITHRIEM KEEIRE

S PR EENBERE T R EEARSESFREZETHIFAESYM  EREREENRBISVM !
* TR _SEHE_RREREFAAESVMRSIMIZRERE - EEEE S AIUEFI#ET RS LHEE
TR ©

* EONTAP IH5EFRQ.6FHA ~ R LUfEA_SVMEEIRKZ E=EFERSVMBINIEIREIR - ERESZHEE
218 - SEELFERARENSVM (Bi—4ESVM) FKIZHER - A EHEMSVME EEE‘JL,(T‘HEE%H)E
&8 o

* BARSMEFRIE - AEA TS CRE_MT_EK-Mgmt_By#HE |
system license add -license-code <MT EK MGMT license code>

MECEN LA AR HNFME -

TR UER—EEEPEREWESEE - IRSVMERE R EIRFEARSS « ONTAP BIERAESLEMAMRIRIRE
&% - TRIONTAP ~ MAAREREN IR ERFARBRAET

AU TEREHERTENESRER « LWESVMEEREIINPEIREIE o I UFER security key-
manager key migrate TR REHENNEETHEIEREE SVM SEARNINTEBEERER °

BAsRZ Al
* KMIP SSLA Fiml Ak RE M RAE R
© MAARBESSVMEES « AREMITUE T

s WNRITABE R B MetroCluster M E I8 EIRTHAER BIREE(EAIRIE « MetroCluster B A BATZEEL TN ~ 78
BN IR IR o

* EEEAZENIRIER - N BEMEZEE L ZEEKMIP SSL/&:EMetroCluster ©

1. SJx‘ EENTREEENER :
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security key-manager external enable -vserver admin SVM -key-servers
host name|IP address:port,.. -client-cert client certificate -server-ca-cert
server CA certificates

o

° security key-manager external enable MR EHf security key-
manager setup T c MREEEZEBZARTFITPRITHS admin_SVMﬁ%%%E
AIERENEIESVM o MUARREE i@ﬁ 7 RERE R A o M MAHIT security
@ key-manager external modify iU EINIEIREIRMAER o

° EXEREESVMHIRIEF « MIREEREINTERER « BIMAEERHTTMetroCluster
security key-manager external enable BIEBHEE LGS

"F?'J?vaE&FHE’WI*“Bﬁ RBIE clusterl A= 1@9#“5@%@17)3&%% —fEziREikes e EAEEHK LS
MERIRRIETE « F _EZRARSSERIPIBENAREZRRKS '“'“Eﬁl%ﬁ%ﬁﬂﬁ%%ﬂ']%ﬁﬁﬁm&ﬁ
HEFE ?:ciiiﬁam

clusterl::> security key-manager external enable -vserver clusterl -key
-servers

ksl.local:15696,10.0.0.10, [£fd20:8ble:b255:814e:32bd:£35¢c:832c:5a09]:1234
-client-cert AdminVserverClientCert -server-ca-certs
AdminVserverServerCaCert

2. FESVMHI i EIEREL ¢

security key-manager external enable -vserver SVM -key-servers
host name|IP address:port,.. -client-cert client certificate -server-ca-cert
server CA certificates

° YNRETE SVM EARTFIT FHITIRS ~ svM TBRA BRI SVM o S ERERSE
ISVME fiﬁ A REERESVMELE o KB LAHIIT security key-manager external
@ modify Ap LA BIMNPEIBEIRAHRS o

° EXEERSVMIIRIEF « IREEREINTERERE « MAREEHRH{TMetroCluster
security key-manager external enable BEBHEE LRNmT

THas AR ARSI EIREIE svml ERE—RAARSFICISTRREIRIR 5696 !

svmll::> security key-manager external enable -vserver svml -key-servers
keyserver.svml.com -client-cert SVMlClientCert -server-ca-certs
SVMlServerCaCert

3. SHEHMEAEMSVMEERE—ELER o

,L,\ﬁ',_ﬂ—,(ﬁfﬁ security key-manager external add-servers R EHM SVM 89
(D Lo o security key manager external add-servers aR T ZHY security
key-manager add 83 % c MIBZEBNGTEE  A2RFME -
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4. FESTFRA BEREMKMIPREIARSIIEELR

security key-manager external show-status -node node name

(D ° security key- manager external show-status SRS EEUL security key-
manager show -status fi< ° MHRTEBNGMTEL  A2EFME -

clusterl::> security key-manager external show-status

Node Vserver Key Server Status
nodel
svml
keyserver.svml.com:5696 available
clusterl
10.0.0.10:5696 available
£fd20:8ble:b255:814e:32bd:£35¢c:832¢c:5a09:1234 available
ksl.local:15696 available
node?2
svml
keyserver.svml.com:5696 available
clusterl
10.0.0.10:5696 available
£fd20:8ble:b255:814e:32bd:£35¢c:832c:5a09:1234 available
ksl.local:15696 available

8 entries were displayed.

S. RIS FHAR E B A IR RE o

volume encryption conversion start

EEIREIRE 2 71 ~ MBLTERTINIEIREIEIET o 7 MetroCluster IRIEH « ABTEMELL S LRES
IR EIES o

EZIRIINER IR EIEONTAP RYBIEH « B AIE ERMhRASBIRRZ

R] LUE A — S ZEKMIPfEIAR S 2R (R 5 22 5 FA SR F BN 22 ‘éﬂﬂ’]@ B BRZAM
EKMIPEIAR S ER E—BENRS - EREMEAMm SRR RETHRIEM K HWIE -

RIRERI(E
AR ERHFRA SRR EKMIPEARESZELR - ONTAP

FEYaZ Bl
* KMIP SSLA Fimfl{aliRas R 4B E Zak o

\
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N EREETIEEAREMITUIE T E -
* ERTEINPEBEBERER AT « BANBHZTEMetroCluster ILERRAZE o
* HEEARZENIRIED « (KN BIEMERE _EZEKMIP SSL/&FEMetroCluster o

pg
1. REEEMBNTREERNER

security key-manager setup
EREERERERERIFA o

() reaEFxEmEEs  CREERERE FRTIESSMetroCluster ¢

2. EEERTFETEABZEIRE o
3. ¥EKMIP{EIARSS :

security key-manager add -address key management server ipaddress

clusterl::> security key-manager add -address 20.1.1.1

() reaErxEmEEs  CREERERE FRTIESSMetroCluster ¢
4. FFHEEINIKMIP(AARSS LU (SR |

security key-manager add -address key management server ipaddress

clusterl::> security key-manager add -address 20.1.1.2

() meERENEES  CUAETERE ERTIH 2 MetroCluster o

5. FESEFIA BERENKMIPHEREIEZELR
security key-manager show -status

MECENLEE  ASRFME -
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clusterl::> security key-manager show -status

Node Port Registered Key Manager Status

clusterl-01 5696 20.1.1.1 available
clusterl-01 5696 20.1.1.2 available
clusterl-02 5696 20.1.1.1 available
clusterl-02 5696 20.1.1.2 available

6. UM F R @ B R IR E o

volume encryption conversion start

EFERMIEE Z A - MBLTERTINTISIBEIERER ° £ MetroCluster IRIEAH ~ HBETEMEIL S _EREIH
NiBEIES o

ERERMEREESHE

RETHEEMERYO.10.1BI%EONTAP ~ &R E] LARRIAER "Azure Key Vault (AKV) " # "Google
Cloud PlatformfI &g SIEIRTE (BIHEKMS) " {F3 x:i_?lﬁ'ﬁﬁ FEFRFEFHY ONTAP INZE
& o £ ONTAP 9.12.0 fata ~ B ] AEAZR{R5E NVE &8 "AWS BY KMS" ©

AWS KMS + AKV # Cloud KMS B RE "NetApp Volume Encryption (NVE) 8" {EEAMRERISVM o

RAMNEETE
@Bl LUEF CLI 8 ONTAP REST API RN B EiHLEEHN S EIE o

FRZIREERRETRE AR ~ IRIETER « EF SVM LIF 2R B RGBS IRREN - S EN
Eﬁﬁﬁﬁf-ﬁﬁilﬁ”ﬁiﬁgﬁﬁ’ﬁﬁuﬂﬂ%‘z (Iogln microsoftonline.com for Azure ; oauth2.googleapis.com for Cloud KMS
) EITIEN - MRBERRBZE IR EEFERICHREASEEER

FRERLEESBEIERBE - CREETHIRS :
* BiRERSEEIEREAR NetApp #ZINZE (NSE ) # NetApp Aggregate Encryption (NAE) o "
SMEBKMIP" BILABRAR ©
© BinHERSREERERR MetroCluster #BAE ©
* BinfEAEREERETEEN SVM LRE °
BRtE Z Al
© BB ENEIREER LRE KMS o
* ONTAP SERVERLMEZ IR NVE ©
* RAZEE %28 Volume Encryption (VE) FIZHEENZEEEE (MTEKM ) B
© AR RED SVM BIES ©

* Bl SVM A ESEAMERHIRE « U ANMSRAZREERERN - IREN sSVM 83 ENERE « &
WIRFISEE IR E « ZFBERRTE KMS ©
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RSN IR E IR
AN ZREEIANCEANFESREEREN - EEFENSREERINIRIFEEE -
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AWS
e Z Al

* [BAZEA AWS KMS £ 215 « EHEENZM IAM BeFEA o IAM BB S 255 NME
EMRA :

° DescribeKey
° Encrypt

° Decrypt

FHE ~ A2 AWS XX B o

gn%E:

Ulll

7 ONTAP SVM _EE{FH AWS KMV
1. BIYAZ A0 ~ LR AWS KMS EViS7ZENEE8 ID M Eais o
2. BHEIRIBARER A ERE -

set -priv advanced

3. B{F AWS KMS :
security key-manager external aws enable -vserver svm name -region
AWS region —-key-id key ID -encryption-context encryption context

4. HIRIRTRES « SERMANERE o
5. WS AWS KMS BIFFESRE -

security key-manager external aws show -vserver svm name

Azure
7£ ONTAP SVM _EEYA Azure Key Vault
1. BAtaZ Al ~ MBS AzurelR FEVSEENERERRER  GIEAPIREE IR ©
Tt B R EPRIFT A BNRLER IE R 2 (F o MR LUEAB L RIERE cluster show ©
2. BHEIRE AR 2R

set -priv advanced

3. £ SVM LR{A AKV
security key-manager external azure enable -client-id client id -tenant-id
tenant id -name -key-id key id -authentication-method {certificatel|client-
secret}

HIRLRTET ~ 58 Azure tRF B P In/RE S A P IRIEE o
4. HESE AKV BIERERIA -

security key-manager external azure show vserver svm name

WRARFSEARAENARLES « $5EBER SVM LIF EI78 AKV SR EIRRFSHIELR o
Google Cloud

1£ ONTAP SVM LR B ZEiH KMS

1. BAtAZ AT ~ 3544 JSON HIENE Google Cloud KMS 1R E &8 MR £18 - KA UTEGCPIRA
IR EIEIEE ©
SN BERREETPHNFAE A ERENE o S UFERHLHRIEE cluster show ©

2. BHEMREMRAER

set -priv advanced
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3. 7£ SVM LRI Cloud KMS
security key-manager external gcp enable -vserver svm name -project-id
project id-key-ring-name key ring name -key-ring-location key ring location
-key-name key name

HIRIR T « SAFERRSIRELZSEHA JSON EEZMNAR
4. 70 Cloud KMS BRTEIERNZE :

security key-manager external gcp show vserver svm name

ARAE kms wrapped key status YE 2 “UNKNOWN” SRR NBZHIEE
WMRARFFFEARBESNAFLES ﬁﬂSVM LIFZ I EAGCPE iR B IEARTEAVELR o

MRBERAERISVMRE— :E%ﬁlb[lfﬁﬁiﬁﬁﬁ BHEMINVESRHEESVMAZEREEEAEE LS
RERHEINDZIREIERES - SEMEM CLI MITILIFE « FRITH < !

security key-manager key migrate -from-Vserver admin SVM -to-Vserver data SVM

ERINBEER SVM MIFE NVE B2 A1 « S555MFNER SVM BIMNNEBHEE o

HEREEER
* “EARFEMAI Cloud Volumes ONTAP HJ NetApp IR R R INZHEHEE"

EXFHONTAP Eihrk4As (NVE) HRNEEIREIE

@] LAfEFIOnboard Key Manager?R{rse &£ AREZINZBERIBERE o S BEFEERUN
Z AR E 5 B I Z RS EEEE _LRUE Onboard Key Manager ©

RAREETIIE
i BRTT security key-manager onboard sync BREEHMMIEERERNGS o

UNRIEHE MetroCluster 4B8& ~ BWAZE#IIT security key-manager onboard enable MiRLEREEE L
AT ~ AT security key-manager onboard sync E%ﬁﬁ%ﬁtﬁﬁﬁ*ﬁﬁﬁﬁ%E’Jﬁ% "EJS,L.\%(L lﬁ
security key-manager onboard enable KSHEFEMNHT  REEREZE LETRPEIE « &R

1T enable WRIGEREBFRPITH S ©

IRIETERS ~ EENELENFRKET - EXLAEEGATIESIERERETN o (BRILUER cc-mode-enabled=yes EEE
R{GAEEE MR AEHEN o

MEREE . ﬂ'JLFHfiA NVE cc-mode-enabled=yes * ,Q\TQ%L_LE']{_J%WE volume create #l volume
move start npv E@JDD*‘Z‘ o FWAM volume create’ ATBEIEE -encrypt true o WA volume
move start’ EAFEIETE - —-encrypt-destination true?°

TEONTAP FLEERIMER - EENSEENEHARALE (CSIC) MEX « G AHEEINVEEANSE ~ WiHE
1?7‘ F—RRfRF) BENFA TREZREEREN - B8R "CSICHIRLZEMT" MNECSICAIFFMET
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2 TAESREERER & I—REH BXPEER (cc-mode-enabled=yes) ™ R#K1TH
EUTHAEREE :

* REGEEE TARER)) B TERR  EEEAKMNERERN -

YNRCTEREE R A ERNEZERE « AN SHENZAIMRE - S2EELRE - E&
AEMRENENR  ARWMALERIEERD - —B - ARSI EBSREGTT24/\E
N~ HEEMEEEETHEEA2HNN S « ERAARERN - (IREZRE (HIW - &

@ BESTRIEFRMAREDN)  MINBESFH24/)\ KAkl « RS EMEEER, « AREER
PRI o

ARG EFEFEANetApp RSA-3072F2 NG 2 B /K5 B ACSHA-34IENIE B E -« Kig
EIRERTTEEM « MIE—RARAINetApp RSA-204812 N IE B B /REFSHA-256IE IS EME

AR L ERERBHAES  DHERREAT KRB ECIHRIE - NRERERKD -« BEEN
EFEEET—T ; TRIRGEEMERN - 552F cluster image BRABRKEMRNES »
B2RFME -

=1
=

@ Onboard Key Managera]i& &R 7 E B L CIRIET - ERMEMFAHFILR  BEH TR
RRARERBR - EIERRIFRGT « RRFLLER « EREIRRABTRERL B

RSz Al
s R BREEEIEE A SERMITIETIE -
* 1EEREOnboard Key ManagerZ A ~ &4 B & EMetroCluster S{EFFAEIRIE ©

1. BEEREEREARTE :

security key-manager onboard enable -cc-mode-enabled yes|no

& cc-mode-enabled=yes BEXRFEHAEETENMHEERAATETIERNS - MRLEER

T ~ BEERR NVE cc-mode-enabled=yes * {EREIIMNEIEE volume create
@ volume move start SRS EHENNIE o © - cc-mode-enabled MetroCluster ZHREARZ

EIEF - o security key-manager onboard enable oL EEUL security

key-manager setup e o

T EERE1 LREBTREERARES S « MAERESREMFARBABETE

clusterl::> security key-manager onboard enable

Enter the cluster-wide passphrase for onboard key management in Vserver

"clusterl":: <32..256 ASCII characters long text>
Reenter the cluster-wide passphrase: <32..256 ASCII characters long
text>

2. EEAEIBIRTFTH « BIA32F25618F o2 BIRVERAENS « SEA Mcc-mode')  (64F256EF T2
HUBRAEES) o
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(D YNRISERT"cc-mode"BRAEIE D It64EF 7T  RIE 2R EERAREFEBRETEAEN
RmZAl ~ 88 AMIERVIEE o

3. {EARARIRFESRIR T T ~ MM ABRIE o
4. EEDIL‘EL-L%EE@%A .

security key-manager key query -key-type NSE-AK

(D ° security key-manager key query T EEL security key-manager query
key % o NECTENGIEL  A2EFME -

T &S ZEE R R EAEINREEE clusterl ¢

clusterl::> security key-manager key query -key-type NSE-AK
Node: nodel
Vserver: clusterl
Key Manager: onboard
Key Manager Type: OKM
Key Manager Policy: -

Key Tag Key Type Encryption Restored
nodel NSE-AK AES-256 true

Key ID:
00000000000000000200000000000100056178fcbace6d91472df8a9286daacc00000000
00000000
nodel NSE-AK AES-256 true

Key ID:
00000000000000000200000000000100df1689a148fdfbf9c2b198e£f974d0baal0000000
00000000

2 entries were displayed.

O. RIS FHAR & B A IR RE o

volume encryption conversion start

EEIAIEE Z Al ~ 7B TEEERE Onboard Key Manager © 1£ MetroCluster 2155 « M{EL & &A% ER
EANESIREES o

FER R
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BT EREFERAMIMNINZRMUE « UHRKMER -

SEEREOnboard Key Manageri& #MZIEH; « EZFHRERBH N IEERRINTNZEME ~ UEEHE
EXHFRER - FBF2E "FHRMAEZSREESN"

EXFAONTAP E#hka~ (NVE) HRERIEETIE

f&a] LUE A Onboard Key Manager?R{Re&Es= £ A RFENEZE RN EE o N BESERE
EXNNZE AR & 5 B I N2 AR IV & _ERUA Onboard Key Manager ©

RAREETE
N BHIT security key-manager setup BREBEHMITIEEEZERNGS °

MRIEERMetroCluster WE TAHEE 4R « 5B 72

* £ ONTAP 9.5 H ~ fRAZEHIT security key-manager setup EAMEREN L security key-
manager setup -sync-metrocluster-config yes {ERimzE L « FERERNEMEES o

* £ ONTAP 9.5 Z i ~ f&ABHIT security key-manager setup ERMETREF - FHFARLT 207 24
81T security key-manager setup fEiRinzEE L - FHAMERMEHREN o

RIETAR « ERRENRAKE - EAEERATREERREIVEDN o 1 ONTAP 9.4 FtA ~ AL -enable
-cc-mode yes EIREREAEEEMFNBRARMBES

MRTERE E'Ji_ﬁﬁﬁ/\ NVE -enable-cc-mode yes Tﬁﬁ@ﬁﬂ'\]ﬁi‘iﬁ%@ volume create # volume

move start SRR ZBEINNE o AR volume create’ EAREEISE -encrypt true © WA volume
move start ’ BAREEISTE - -—encrypt-destination true?°

(D =mmEssws  CAAENRBEHY -

FtaZ Al
* MREER NSE 3¢ NVE BEC/NBEREIRE (KMIP) fAARSS ~ BIAERPRIMNIE B EIRELXERE -

"IN EREEREENRSRER"

c B EREEEES A RERITIET(E
* 1£5&8EOnboard Key ManagerZ A ~ &4 ZBA 58 EMetroCluster S{EFAEIRIE o

ﬁ 334
1. MBEREEEXRTE

security key-manager setup -enable-cc-mode yes|no

1t ONTAP 9.4 Ba4& ~ ,u\ﬂLXﬁﬁﬁ enable cc-mode yes ﬁtﬁlﬁjzﬁﬁ)ﬂ%?‘iﬁﬁﬁff%
@ BEBASIEETIERE - NRK ~ BIEEAR NVE -enable-cc-mode yes ™ &fERE
I BVFERR& volume create *U volume move start MMLEBEIINE

TrgEfEEESE1 LRERESREERN « MAZRESREMFEHERE ABRZNS -
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clusterl::> security key-manager setup
Welcome to the key manager setup wizard, which will lead you through
the steps to add boot information.

Would you like to use onboard key-management? {yes, no} [yes]:

Enter the cluster-wide passphrase: <32..256 ASCII characters long
text>

Reenter the cluster-wide passphrase: <32..256 ASCII characters long
text>

- HIA yes IR FRENESIREE o
- TEEAEIBIRTF TP ~ HIA3222561EF o2 MBVEREZES ~ I#A Mce-mode']  (64F)2561EF T2 [
BUBRIREE) o

@ NRAEE R "cc-mode" BRAEHE D it64EF T ~ BT SR EERIREFEBRETERENE
RmZAl ~ B AT EREE -

N7
/

- TERBATBESER T  ENRAERE o
D ERFIAMRRETR |

security key-manager key show

NEREIGLEEA A 2RTFME -

clusterl::> security key-manager key show

Node: nodel
Key Store: onboard
Key ID Used By

0000000000000000020000000000010059851742AF2703FC91369B7DB47C4722 NSE-AK
000000000000000002000000000001008C0O7CCOAF1EF49E0105300EFC83004BF NSE-AK

Node: node?
Key Store: onboard
Key ID Used By

0000000000000000020000000000010059851742AF2703FC91369B7DB47C4722 NSE-AK
000000000000000002000000000001008C0O7CCOAF1EF49E0105300EFC83004BF NSE-AK
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6. tha] IRHAE X F IR E EHIA R IR E o

volume encryption conversion start

EERIEE Z A ~ HBLTERTE Onboard Key Manager © 7£ MetroCluster 21550 « Mf@lh & # 4 E%
ERETHEES o

TR TR
RBENERERBERAINTNLEME  DUHRRER -

BEEREOnboard Key ManagerfE 3 « EZFERENFHN IR ERAININLZEME « UBEEE
EXHEER - B2 "FIRMAZSREESH" -

EAMENERTEAANESRERE

&R LAEROnboard Key ManagerR{rEs=ERARFIINEZEELNEE o CHETEEERE
EUINZHAR & B B I N bR AV 22 & £ B Onboard Key Manager ©

75 ONTAP 9.5 ERRRZAS ~ EABHIT security key-manager setup BRAGEIRLFTIL
ERERNGS o

() 9% ONTAP 0.6 RRB#ikis « G4BT security key-manager sync SRIGHBEHIEZE
BERHHS o

MRREHRAMEEERENEZTREENESE « CREUTILHSREMBIERNENR -

MRIEERMetroCluster WZ TAHEE 4R « 5B T7IZER]

* £ ONTAP 9.6 B8 ~ fEWAZE#IT security key-manager onboard enable JCfEASHEEE FHITT
security key-manager onboard sync fEi2imsE k- (FREREHEZS o

* £ ONTAP 9.5 H ~ fRAZEHIT security key-manager setup EAMEREEN L security key-
manager setup -sync-metrocluster-config yes {ERimzE L « FERERIEMEES o

* £ ONTAP 9.5 Z i ~ f&ABHIT security key-manager setup EAMEFRE L~ FFARLI 207 24
BT security key-manager setup FiRimRE L - FRERERZES

RIETAR « EERENRKE - EAEERATREIERREINEDNS o 1 ONTAP 9.4 FtA ~ ERILUER -enable
-cc-mode yes FEIREREREXEMRAMBWAERMES o

MREEHRE ~ BIFEAN NVE -enable-cc-mode yes ™ EERAEINEIEE volume create #l volume
move start SRR EBEINNE o AR volume create’ EREEISE -encrypt true © WA volume
move start ’ EAFEEISE -encrypt-destination truee°

() =mEscmE  CLAENREEL o

{EFANVENNZ Volume&E i}
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EFANVEAZE NNZ Volume &}

RAERSZIEINAED. 7TRIIAONTAP ~ INRTEBVERE « URRENINFEIBEIE « BIRE
A G R A AggregatefIVolumeilZR o HIN T IE BEHARANZ1E ~ BT U EHREIRE IR
BEHR& EEUBINZINEE - ONTAPE N AL ZEVERET R BTIREIE « 45
FAVolumelNZ ¢ NVERT&FIPS-140-258 1 4R1ZZE o

EFVEZ R Aggregate B 4k IN%

REMEFTMAREBBIZFRIGONTAP ~ FRIIHNESRENEEE ST CHEE VERRE « U
RAEHIMEPEIBEIER  ITERIEITINE o WCONTAP IHEE&E9.6F81A ~ ErIAfE
FiAggregate B4R INE ~ i Ei8I5 RGN S HIAggregate ~ UBNINZHEEIRE o

RIFEET(E
ARSI TEBITENR S & = Aggregate B AR E R E PR ~ BIBERAggregate BARAIINE « NVERZ
EAggregate[B 4R HIEIE E RHIIBR o

B AggregateB 4R INZEHIAggregatef®Z NAE Aggregate (R NetApp Aggregate Encryption) ° NAE
Aggregate FRVFT B HAREE ZB4 B FANAESINVENNZEITINE, o A AggregateB4RNIZE ~ f&1EAggregate R iE
IR E TERR EEFANAEMZEITING © el A EMRTERE  cKANVENZE ©

NAE Aggregate Rz IRAT X FHIFEE o

ez Al
T ARREEES A SEHITIE T/ -

1. BYFEi{ZAAggregateB4RINZE :

E. fERLLER<...

fEFFONTAP NetApp 9.75 EHTHR 452 storage aggregate create -aggregate

IZNAE Aggregate aggregate name -node node name

fEFBONTAP NetApp 9.6FEIZNAE storage aggregate create -aggregate

Aggregate aggregate name -node node name -encrypt-with

—aggr—-key true

1 IENAE Aggregate A NAE storage aggregate modify -aggregate
Aggregate aggregate name -node node name -encrypt-with
-aggr-key true

ENAE Aggregate#Fii 2 IENAE storage aggregate modify -aggregate
Aggregate aggregate name -node node name -encrypt-with
-aggr-key false
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—F§|JTJ°FV%E.[EJ:E&FH %nvu@m&buhﬁj aggrl .

° EHThRZA : ONTAP

clusterl::> storage aggregate create -aggregate aggrl

o EETHRZS : ONTAP

clusterl::> storage aggregate create -aggregate aggrl -encrypt-with
-aggr-key true
2. BB B Aggregate E1TINE :
storage aggregate show -fields encrypt-with-aggr-key
MBERGTEL ~ sr2RFME -

Toar L EEEE R RFEUIRERE agor1 ERUAME :

clusterl::> storage aggregate show -fields encrypt-with-aggr-key

aggregate encrypt-aggr-key
aggr0 vsim4 false
aggrl true

2 entries were displayed.

STk
1T volume create BINNZFHIEEMNERS ©

R EFERAKMIPREIARZERFFEIRERIMNZE 18 « ONTAP BIEEINEHIEER - S EERMEEE X £F
Axeas o

EhER & _ERY A&
BB LUEA volume create TTHHEIEE _EEVAINZBG S ©
R EIETTIE

&A] LAfEEFNetApp Volume Encryption (NVE) NNZEHIRE ~ IEONTAP NetApp Aggregate Encryption (NAE)
FIAINZHEIEE - EEFABRMENAENINVE « 52/ Volume 1 Z4EE o

E

R FA TR A9 NN EFZ R ONTAP EEONTAP & ERKR A ENF EARMAARR :

* MNSRONTAP EXA ~ 55T HERIRIREQ . 4BHYA cc-mode 5REONboard Key ManagerfsF ~ {&5] LU & A9k

A& volume create EMIEESDIETE - M<HTEHME —encrypt true?°
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* EEHARABIRRA A ~ EABEFEFRAONTAP —encrypt true ¥l volume create BNBANMEZENGS (e
f&RERF cc-mode) ©

* WNRTIEEFEONTAP 321ii11E9.6-FEEIINAE Volume ~ R#4ZE1EAggregateE4REXFENAE © 3520 #HVER
TR FAAggregate B4R INE LIRS L T 1ERVEFAAE K o

* WINBEEMNEINAEERM9.7TFIAONTAP ~ FTZ U MNHIRE SR VERE « DURARSIMI iR SR
RIARIEITINE o RIRFARR ~ TENAE Aggregate P2 17 RIFTHAIR @R ANAELER « MIENVE o

° MNBEHIEL « EL2EIONTAP BHARARY -encrypt true & volume create iR HEZ1ENAE
Aggregate IR & ~ KR EARFIRANVEINZE « MIENAE o NAE Aggregate PR B HAIR @ &R ui /B
fEFANVENAEETTINZ ©

(D) NAEEARTSBAXTHHRE -

1. BYHHRE « ISR EEHEE RN o MRFHELE [IHNAE Aggregaterh < BIRIETRR « &0
WE S ENAERE |

AEEYT.. fERLLmL...
NAE Volume volume create -vserver SVM name -volume volume name

-aggregate aggregate name

NVE Volume volume create -vserver SVM name -volume volume name
-aggregate aggregate name -encrypt true+

ERZENAERIBERT ~ HAZEIRZEAONTAP -encrypt

@ true IEEMEFANVENZHIEE o FLUANAEESIEEI Volume
AIRRZAFONTAP » -encrypt true BUSTERRAINAENNZSE
B« BAEIINVE Volume °©

#>ZF Volume volume create -vserver SVM name -volume volume name
-—aggregate aggregate name -encrypt false

MBTRENGLEE B2 TSERELIIS volume create ©
2. SRR AR RETINE

volume show -is-encrypted true

MR

NRIEFERAKMIPREIARESRFAFEIRERIMNZE 18 « ONTAP BIEEINEHFEER - §BENEEE NEX) £F
Ax=s o

:allow-uri-read:
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EIRAIRE AN

e UEA volume move start_f,volume encryption conversion start 1£

IRANHRE ERUBNENG S o

FREELF

* REINBEN4E9.3FIIBONTAP ~ f&ATLUER volume encryption conversion start 8% A r:‘ﬂiﬂﬂj il
BIRANHEE - MEERUEEREEMAE - 3E ~ BHAIMUER volume move start A< ©

* HH ONTAP 9.2 REEIRZA «~ I RFEEH volume move start 8% ~ BB ENIRA MR E RN

,Z\

f£FVolume Encryption Conversion startss % - TEIREMIEE EEUBME

REINBET4R9.3FFIEONTAP ~ fEBJLAfER volume encryption conversion start @< r] [Fiih) MNEIR
BENHRE - MERREEEREEHMUE -

ECBIREIREE 2 1B ~ WASERILEE - MREEFXLIARIBEIMEERIRE » FJUHIT volume encryption
conversion pause HF{EEMT<L LUK volume encryption conversion resume a5 UIRIENE

o
@ fRE 5 FF volume encryption conversion start ¥ SnaplLock Volume ©

1. EIRBHIRE ERAAME :

volume encryption conversion start -vserver SVM name -volume volume name
== == IR
MECEN LA AR HNFME -

Toa SRR AR E LR voll ¢

clusterl::> volume encryption conversion start -vserver vsl -volume voll

A BAURERIINNEER © MEE LHNENEME o
2. FESDEHAIEIEATARAS :

volume encryption conversion show

MEZRENGTEE ARG THNFME o

Tolen L ERREHRERATARE
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clusterl::> volume encryption conversion show

Vserver Volume Start Time Status

vsl voll 9/18/2017 17:51:41 Phase 2 of 2 is in progress.

3. EEESTAE « SAMESDHARRE B RU I ThAE

volume show -is-encrypted true
MBTENRLEE  A2RAn<THNFME -
Ty LEER ENMNEIRE clusterl -

clusterl::> volume show -is-encrypted true

Vserver Volume Aggregate State Type Size Available Used

vsl voll aggr?2 online RW 200GB 160.0GB 20%

g:i:

MR EEAKMIPEIARSZ REFEIRAVINE 58  ONTAP BIEEMEBHIRER - EEIRMEEE X E[E
gz o

fEFVolume Move startfip < EIRA R E RN

SR UER volume move start 8% » AIEBRIIRBEIREIREUAMNE o S AER volume move
start £ ONTAP 9.2 B RhRAH o {Kr] LUE A ERVAggregate T A [EIRYAggregate ©
RAREETE

* 1t ONTAP 9.8 B8 ~ &R LAER volume move start 7E Snaplock % FlexGroup FRE&E BRI o

* 7€ ONTAP 9.4 ft5 « NREERTENEZSREEENREA [ cc B ~ MEEREILMIRE volume

move start MLEBEIMINE o BAFEEISE —encrypt-destination true °

* 'ONTAP IHEEEQ.6RHYA ~ & rI LUfEFAggregate B ARFYINZEINAE ~ IEE @IS R4S AN S HIAggregate ~ LUHFE
BHEE T o ERM—2BNEHIEEEA NVE Volumes (EFSEER NetApp Volume Encryption
) o fEFAAggregateBAREBNNZAIVolumefdZ_ NAE Volume (GERTNetApp Aggregate Encryption
) o NAEESRAZIRMX FHIIEE °

* £ ONTAP 9.14.1 F%E ~ AT LAER NVE 1% SVM 1R Volume ° WNEREFAE ~ 552/ £ SVM IRIZIEE
L% NetApp Volume Encryption ©

ez Al
T AREEEESAENTITIF - AREEESERRERHISVMEES -

"ZIREFR A EITVolume Moveds $"
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1. BBIRNAHIRE - WiISEBSTHIRE ERUAME :

aEE fERLtE<
NVE VolumeRV4EX FHIREE volume move start -vserver SVM name -volume

volume name -destination-aggregate aggregate name
-encrypt-destination true

NAEMZIRERINVES MM FHFEE volume move start -vserver SVM name -volume

(=5 EE’Ji&EE&FHAggregate}ﬁ,.& volume name -destination-aggregate aggregate name
=) -encrypt-with-aggr-key true

NAE VolumeZNVE Volume volume move start -vserver SVM name -volume

volume name -destination-aggregate aggregate name
-—encrypt-with-aggr-key false

NAEWLIR & EAI FHEFRE volume move start -vserver SVM name -volume

volume name -destination-aggregate aggregate name
—encrypt-destination false -encrypt-with-aggr-key
false

TENVERIRE TS E X FHRE volume move start -vserver SVM name -volume

volume name -destination-aggregate aggregate name
-encrypt-destination false

MERBNGCEE AR NFME -

THar L GEIR A BRMSN FHIRE voll & NVE Volume :

R

clusterl::> volume move start -vserver vsl -volume voll -destination
-aggregate aggr2 -encrypt-destination true

&% BBV _E B RN F Aggregate BARINZE ~ T3 a< GEIA AN NVE A FHFREE voll E NAE

Volume .

clusterl::> volume move start -vserver vsl -volume voll -destination
-aggregate aggr2 -encrypt-with-aggr-key true

T5ep & &L A NAE Volume vol2 & NVE Volume
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clusterl::> volume move start -vserver vsl -volume vol2 -destination
-aggregate aggr2 -encrypt-with-aggr-key false



To e < GER AR NAE Volume vol2 EAIXFHIRE !

clusterl::> volume move start -vserver vsl -volume vol2 -destination
-—aggregate aggr2 -encrypt-destination false -encrypt-with-aggr-key false

Tosh S G AR NVE Volume vol2 BN FHIIERE :

clusterl::> volume move start -vserver vsl -volume vol2 -destination

-aggregate aggr2 -encrypt-destination false

2. AR MR E ISR
volume show -fields encryption-type none|volume|aggregate
° encryption-type H{iA]7E ONTAP 9.6 K EHIRAHENS ©
NERENGTEEL  F2RGTHFME -
Ty BRERPIEIEEMZLER cluster? !

cluster2::> volume show -fields encryption-type

vserver volume encryption-type

vsl voll none
vs2 vol2 volume
vs3 vol3 aggregate

3. MR E R AR @ EITINE ¢
volume show -is-encrypted true
MBTEENGLEE ARG THFME -

THer LGB ENMEMIRE cluster? !

cluster2::> volume show -is—-encrypted true

Vserver Volume Aggregate State Type Size Available Used

vsl voll aggr2 online RW 200GB 160.0GB 20%

+
S
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NREEER KMIP RIARESREFEIRAAIMNZE E38 - ONTAP SEEMEBHIE &R S INE SR XEmARSS o

£ SVM 1RE4HEE _E5%%E NetApp Volume Encryption

£ ONTAP 9.14.1 B¥A ~ IAILITEETE VM (SVM ) 1REEHEE _EEYA NetApp Volume
Encryption (NVE) o 3&i& NVE - iR ESERAM—SIRETINE « LUES SVM B
ZEMH o

B EET

HBEHEEIL SVM 21 ~ A HE7E SVM 1R Volume EEXFE NVE o

Bt Z Al
* SVM BRI & RSN ER NetApp Aggregate Encryption ( NAE ) INZ3RY Aggregate E o
* ICMZEE R Onboard Key Manager Si9MBE i EEZTAIMNER o
* IWREHIT ONTAP 9.14.1 HERTARA o

s BEREOESEA NVE INZEAIR Volume BY SVM ~ IRABIERBESTTHE - i SVM 1R Volume A4S
¥ Volume - REEHIZE SVM 1R Volume °

° YN SVM BENBHMESFEMER NAE - BIIRBIEETER DA NAE o
* TR SVM R SVM S IRIERIE S -

° #5584 SVM EHIINZREAZEEZ B AV o IREESRIFED BRI _ERUA NVE ~ BIAZEIEIRSTEY
SVM #& Volume L{ERIEXE NVE o

° MRBERBEPRIFIEESRSEEER NAE ~ B SVM 1R Volume #&fER NAE

LR
AT LUER ONTAP CLI RS EIES ~ £ SVM RIEZFEE _EEYAE NVE o
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CLI
REIATE SVM REFRERMMEIA NVE ~ AR TEE SR EREHIEE o

AARBEIR & N ZI1L
1. IR R BB NEHIRE :

volume encryption conversion start -vserver svm name -volume volume

2. HESRINZERTN © © volume show -encryption-type volume ZEER NVE FIFREHAIEES
E o

2% SVM 1R Volume RNZE
1. Bheptisis & s

volume move start -vserver svm name -volume volume -destination-aggregate
aggregate -encrypt-with-aggr-key false -encrypt-destination true

MEEZET « 5520 volume move * s52H #2E)Volume °

2. 58 volume move IERLITN volume move show 8%

volume BEER NVE BIFR LR EBEE o

°© o yolume show -encryption-type

AREES
1. EE FEZHE > WRe -
2. FEBMER SVM REFRERTES « EWR : AR HE o

318 T HEREEL | BET RW [ RAME J -
4 B2 R o

B ENEL R AR E N5
RINBEE/T489.8BAYAONTAP ~ {EATLUFE A NetApp Volume EncryptionZR {74 B 25 AR Fig itk

[=]
oo ©

RIREERTI(F

() hErERRPRERE - FERRSVMIEREE - SVM R E TSR SR RIERE
. L ONTAP 9.14.1 B9%4 ~ NVE o

REIRENE—BRE - AN o BEEEEEE - METKE - BEEASMERIEGRERE « hEX
HITREBMREE -

ez Al
* CRYRFLRERAHAERS o

—EAELARRE R ST HEIR Volume & o
s EHENEEIR IR @ A AE T ©
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* EHRAKLEEARNESREEREN  IEEASREETEMEHHE KMIP) MIMNTZREERAR
58,

1. MEREIRE :

volume encryption conversion start -vserver SVM name -volume root vol name
2. FESDESHAEREATIRAS |

volume encryption conversion show
3. STREHRIFRIR - SAIEDHIRE B INE

volume show -fields

LU EETRINZE Volume BV 1 &5 451 o

::> volume show -vserver xyz -volume vol0 -fields is-encrypted
vserver volume is-encrypted
XY Z vol0 true
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