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External key management servers?

Install SSL certificates. Enable onboard key
management.

Configure external key View generated

management servers. authentication keys.

! !

Back up key management
information.

Create authentication keys.

'

Assign authentication keys to
self-encrypting drives.
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1. RHEEEMSSL KMIPAF H/&E -

security certificate install -vserver admin svm name -type client
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clusterl::> security certificate install -vserver clusterl -type client
2. ZRKMIPEIARSREFIEIEE (CA) HISSLARIE:S !

security certificate install -vserver admin svm name -type server-ca

clusterl::> security certificate install -vserver clusterl -type server-ca
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1. RELENSHREPERER :

security key-manager external enable -vserver admin SVM -key-servers
host name|IP address:port,... -client-cert client certificate -server-ca-cert
server CA certificates
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clusterl::> security key-manager external enable -key-servers
ksl.local:15696,10.0.0.10, [fd20:8ble:b255:814e:32bd:f35¢c:832c:5a09]:1234
-client-cert AdminVserverClientCert -server-ca-certs

AdminVserverServerCaCert

2. BRFABERENKMIPEIARE G B ELR !

security key-manager external show-status -node node name -vserver SVM -key
-server host name|IP address:port -key-server-status available|not-
responding|unknown

@ Y E “security key-manager external show-status BX{{ “security key-manager show

-status' @ % ° W"IES 2 EEFIONTAP"E:¥40 “security key-manager external show-status’
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clusterl::> security key-manager external show-status

Node Vserver Key Server Status
nodel
clusterl
10.0.0.10:5696 available
£fd20:8ble:b255:814e:32bd:£35¢c:832¢c:5a09:1234 available
ksl.local:15696 available
node?2
clusterl
10.0.0.10:5696 available
£fd20:8ble:b255:814e:32bd:£35¢c:832¢c:5a09:1234 available
ksl.local:15696 available

6 entries were displayed.
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security key-manager setup
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2. EBERTFTRABEERCE o
3. FEKMIP{AIARSS :

security key-manager add -address key management server ipaddress
clusterl::> security key-manager add -address 20.1.1.1
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4. FIBEASMIKMIPFEIAREZ LURMEIE -

security key-manager add -address key management server ipaddress
clusterl::> security key-manager add -address 20.1.1.2

() meERENEES  CUAETERE EHTIHMetroCluster o

S. FESPFIA ERENKMIPEARESIIEELR
security key-manager show -status
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clusterl::> security key-manager show -status

Node Port Registered Key Manager Status

clusterl-01 5696 20.1.1.1 available
clusterl-01 5696 20.1.1.2 available
clusterl-02 5696 20.1.1.1 available
clusterl-02 5696 20.1.1.2 available

6. th AT UG4S F HERR @ B A I B AR & o
volume encryption conversion start
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IS LA R IMNER £ SR R AR ES HRERIE NetApplH#7ZNER (NSE) « NetApphiRE& MNZE (NVE) FNetAppB &N
gmaﬁﬁo—ﬁsww%%ﬂuiﬁmﬁz%%KWP@W%OEEIEW%%%WE%E@ﬁ%%ﬁﬁm
RAREIETIE

* IR ELZEFERAKMIPHEZERRES - MEXENSREARISAE « BEE "NetApp BEEHBRTA" -
A Z Al

* "WIBZ SVM B KMIP £igEE" o
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BEERRESRARSHIEESVM
1. BEBHE (admin SVM) REVB(EMSHEIRINEE :

security key-manager external show -vserver <svm_ name>

gNR SVM ERARZMEEEREMRS > AAAKMF—ERAENEZRMEMES - ARBIGHNE
T FEARES o

- A ZRREES

security key-manager external enable -vserver <svm name> -key-servers
<primary key server ip> -client-cert <client cert name> -server-ca-certs
<server ca cert names>

° MRERLBELDHPISTERO > key-servers MNRERDE > BITERFREIZIR 5696 ©

UNRIRIEFEIETT “security key-manager external enable' i MetroClusterfic & 19
@ BHE SYM 159 > W AEMIERSE LRITILG< o MRIFERBE—HK SVM HiTem

RMEMRES -

B EZIBEARES - FEEHBIRIR(FARES © & “-secondary-key-servers' 2 8% = —ELIE R D FERY
FR > REAIEE —ERARES

security key-manager external modify-server -vserver <svm name> -key
-servers <primary key server> -secondary-key-servers <list of key servers>

° SRNT BB RIIRSS T E S EIZIRRIE o "-secondary-key-servers £[E o ©fEAE T ZiEFER
BRI BVEIZIRSRES o

UNR{RIEFEIETT “security key-manager external' ¥t MetroClusterfic & H Y & 12
@ SVM 5% » WEEMERE LHITLILH S c MRMFEAE—ER SVM #1786 < >

Akag o

MR REZRARSERENEEZZRARS

1.

B ERRMERES » MW ZRIRMEARE © B “-secondary-key-servers’ It 2 B3EZ —(ELIE SR 77 FRAY
FR > REZAIEE = ERARES

security key-manager external modify-server -vserver <svm name> -key
-servers <primary key server> -secondary-key-servers <list of key servers>

° SRNT BN ZiERIIRSS T B S EIZIRRIE o "-secondary-key-servers £[E o ©fEAE T ZiEFEIR
BRI HVEIRIRSRES o



WNRYRIEFEEETT “security key-manager external modify-server ¥t MetroClusterfic
@ BEFRNEE SVM 5% » W EEMBERE LRITIGS - MRREARAE—&E SVM

HiTan< » AIEBEMERE LHNITZH S o NetApps U REmEEE LA
ERE R AR o

EREZEARSBHNERZEE > 552/ [mod-secondary] °

e REN R AR

R LUE @A IB M PR R AR - @ EHBTRARSNENEFHNEEFESRARSBIEE (TR
AR EBEIBEMRES) REXEZEINTEIBEMRES © MRTEMetroClusterBc B PEIREINF T IR EMRES
NetApp3R 2 &7 mifE=5 L EABERNERFEMRES

B RE L RFEMRES

f#H security key-manager external modify-server S -secondary-key-servers 28K
BIEXREEIRFAMRE © & -secondary-key-servers 2EIERLUERAIRAVEE o BEPHEIZBMARSEN
IEEIBRFATE T #HEh 2R A ARSBNEFEUER © ISR LUBBHITIES security key-manager external
%a%sdi fy-server > WAARFIEFHAREZBMARDS » KIEXFNER o HENZRFERIBETIRMERIRS

UNRIRIETEIETT "security key-manager external modify-server ¥t MetroClusterft & PRI B I2

(D) swis2  wEEREEE LRTESS - MBFEAE—EH SUM WTHS  AFRBEHE
EELRTEAD o

AEBREHIRBENRS  FRERENRRMAMIRBIIIEEEFER o "-secondary-key-servers’ 28 » T HIRE
s 2 8 - EE2MIFFIEH#BINZRMARES > FEATIZH -RRE -

BT ENREREARS
TRIUER TP REERETHARSBIIEE (TERARSENERMAME)
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BT Zia A iR2s i A e AR s
TER
1. #SVMA#EBR iR EARES

security key-manager external remove-servers

UNR{RIEFEIETT “security key-manager external remove-servers' ¥t MetroClusterfic &
(D) wEEsvM s - AWERMERE LNTIRS - MBREAE—EL SVM AT

2. TR EEXSRARSEARIZRARSB A EREARIDETILER -

R E R ARSSEIN S T ZREARS
1. 1EIRAN T RREIRBBIREE IR FERES -

security key-manager external modify-server -secondary-key-servers

* MNRIRIETEETT “security key-manager external modify-server -secondary-key-servers' ¥fi¥MetroClusterfig
BPEE SVM 5% » MWAEMEZRE LRITILGH S « IRIMERE—EK SVM HiT6< > BIEEEM
EFE EITZR S ©

* IREMBRIRA BB EMRSFHIE RSB R IRAARSZFIAS T HRAMRES » AIETHMRMEIR 2 EstHh
I ERARS IS EHRIRES

IS T RARS ] ERREZRARSBFANEETRARSINE SIBEARSBETILRE

O.ﬂ.l
e

&2 B [mod-secondary| TRES

BRI
* THRE% “security key-manager external f£'15% 2Z & ONTAP"
F2ILONTAP BE:E£18 ~ SAEA32EMU LA

A LAfE security key-manager key create Ap< BIEEI EIELAVEREERIE « Wi
HFEFEEREDN KMIP EiREs £ ©

R ERI(E

MRENZZ2EREERCERAFNEBETELERENFIPS 140-2885%  TRZASESHBRILENNE
8 o MRERALIEAOLE « ERIUEARERHFZEUERED FIPS JERBREERE R

tEThAE AT A B EE P AVFR A B RA I BR-E S48 - ONTAP
* ExAOnboard Key Managerf « AZ#EIEEH< o i ~ BxFOnboard Key Managerfs ~ & HE1iE 1 M{E SRS
&8 o A UER TG < RIGRER
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security key-manager key query -key-type NSE-AK

* MRRENTHEEFRSBERFER128ERETH - KTWIES -

A=

* eI AR “security key-manager key delete’ an @ fIBRMERIREABIESE o “security key-manager key
delete’ WIRIEE SIHERIIER ONTAP £/ » BIss S EKE o ( Privileges #ZEKF “admin’ A BEEF AR

<)

EEMREIRIES ~ MFFERZAT « BRARSTRESIFBHERE LRBRERAEEMetroCluster
TRAIUESIEBHEE LERATIIGS - BESBESRKER :

®

° storage encryption disk show -data-key-id <key-id>

° storage encryption disk show -fips-key-id <key-id>

ez Al
T ARREEES A SEHITIET/E -

1. B EEMMMEREER

security key-manager key create -key-tag <passphrase label> -prompt-for
—-key truelfalse

I3 E “prompt-for-key=true’ BB R MR T = BIE B R MBHIREREAEREE - &

@ 8]~ R E BEELEI2(ITAARVIBRIZHNE © 85 S ® “security key-manager key create BXY
“security key-manager create-key sn % © f"{5 S 2 EERIONTAP & 5¥4H “security key-
manager key create’ B3l > 52/ o

THESBEIGEIMERE SR clusterl » BEIEY 32 IyTAHAREER

clusterl::> security key-manager key create
Key ID: <id value>

2. RO REIURETHE -

security key-manager key query -node node

=

<8 'security key-manager key query BXfX “security key-manager query key &% ©

@ B PR EIRIDEARSREESRAVABIN - EXZERNRESHAENME S

o5
fif:-:]

THEA SRR TS ERRIRETH clusterl ©
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clusterl::> security key-manager key query
Vserver: clusterl
Key Manager: external
Node: nodel

Key Tag Key Type Restored
nodel NSE-AK yes

Key ID: <id value>
nodel NSE-AK yes

Key ID: <id value>

Vserver: clusterl
Key Manager: external
Node: node2

Key Tag Key Type Restored
node?2 NSE-AK yes

Key ID: <id value>
node?2 NSE-AK yes

Key ID: <id value>

W"5< 2 ZERONTAP ¥4 “security key-manager key query Bl » 55258 o

e
* REF IR TR

EONTAP ERThRAAIARZAS 2 BsE £ 58

BRI LUIER security key-manager create-key B H] NELAVEREE T8 ~ Wi
HFFEREN KMIP RS L o

RIRERI(E

MRENLZ2EREERCERARNEBETERRFBNFIPS 140-2885% « TRZASESBRIENNE
i o NRBERAIEGLE ~ AU AR ERFIERNFIPSE R BERE T o

IEINRERI AR EE P RIFR A BB R 1L BRsE 98 © ONTAP

* ARNEEIREIER - ARG o
* MRRENTREEARSBEMEFER128EEEER « TTREES -

TR U AT R SR AMRSEREM R ERREANEIR « ABRBRAITHS o
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T ARREEES A BERITIET(E -

1. BT EEERAERE SR

security key-manager create-key

WMES 2EZERONTAP " E:¥4l “security key-manager create-key Bifl » s520 o

@ PR EREEIRIDE AR KRR ZIRATHE - EXEERNEEZRNERINEE

i@ o

O EEH FEIIEEFEEHE clusterl !

clusterl::> security key-manager create-key
(security key-manager create-key)
Verifying requirements...

Node: clusterl-01

Creating authentication key...
Authentication key creation successful.
Key ID: <id value>

Node: clusterl-01
Key manager restore operation initialized.
Successfully restored key information.

Node: clusterl-02
Key manager restore operation initialized.
Successfully restored key information.

2. EUERIREER
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security key-manager query
WMES 2EERONTAP " E:¥40 “security key-manager query Bl > :526] o

TSN R R R EAEIREEE clusterl ¢
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clusterl::> security key-manager query
(security key-manager query)

Node: clusterl-01
Key Manager: 20.1.1.1
Server Status: available

Key Tag Key Type Restored

clusterl-01 NSE-AK yes
Key ID: <id value>

Node: clusterl-02
Key Manager: 20.1.1.1
Server Status: available

Key Tag Key Type Restored

clusterl-02 NSE-AK yes
Key ID: <id value>

fEFAONTAPIINEB & iR B IR B i BesE £ I8 157/k4G FIPS iRt SED

AT LUfE storage encryption disk modify R idERIERsE R i&=Rk4G FIPS M
FEMEEN SED o sREEERRLEF L& 5R 2R 8H E S AR PREEE FAPRIE _ERIMNZE B o

R EBIET(F

BIMNEBHEERE R A EEE R MIDRE A IFARER 7 EREIFRE « FRARERENEFI - RIEHLEID
(MSID) BAEHRID 0x0 « ESASHAREBIIRAETARIE - HINVMeliiRi « IRETAREDNUIEHE - RTRABE

BHE#ID - 2R EBIDISIKGE B RIMNBHEREER « AR SR HEE SR DEEAIFFERE

IR & RETEE -

FRtaZ Al
T ARREEES T SERITIET(E -

1. $EIRE R RS S IR 4AF IPSHAIRI%SUSED :

storage encryption disk modify -disk disk ID -data-key-id key ID

M52 2EERIONTAP "E¥4 “storage encryption disk modify Bl » 5528 ©
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(D RATLUER security key-manager query -key-type NSE-AK #fREISIDAIEES ©

clusterl::> storage encryption disk modify -disk 0.10.* -data-key-id
<id value>

Info: Starting modify on 14 disks.
View the status of the operation by using the
storage encryption disk show-status command.

2. BREIEKEEEE
storage encryption disk show

MiES 2 ZERIONTAP " E¥40 “storage encryption disk show &l » 526 o

clusterl::> storage encryption disk show

Disk Mode Data Key ID
-0 data <id value>
50

0
o dl data <id value>
]

e
* EF IR
* R IEHRRE AR AR

RENETBER

EXFAE AR A BB R RS ~ UAFHITRE R EIZONTAP

&AL Onboard Key Manageri&s&FIPSHEREME SN SEDRY R LR, - NESIBEIFRE
E—HEHAZIA - JEERERN@EFRA - HENEIEHEEE® - Onboard Key
ManagerfF & FIPS-140-255 14R1ZZE o

&BI LAfEA Onboard Key Manager’R{R:€% £ AREFEINZEEEE - CNBESEENNEHEEHBHR
N HEERER# S _E B Onboard Key Manager ©

RINERIE

EAZEHIT security key-manager onboard enable SRiGEIRFTIEEH LRI S © T MetroCluster
#BREH ~ fCAZBEITT security key-manager onboard enable SfEAIERE FHIIT security key-
manager onboard sync TEEimate b » FRAMEREHZE
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MEEBE . ,E\U?@Fﬁﬁ/:\ NVE -enable-cc-mode yes f.ﬂkfﬁﬁﬁkjﬂ']@ﬁﬁﬁ volume create M volume
move start SR EBEEINE o WA volume create’ EAFEIRTE -—encrypt true ° @A volume
move start’ EAFEISTE - -encrypt-destination true°

() =mERsnE  COAEFEBDHE -

ez Al
* IR NSE BSMTZIREE (KMIP) AARS—EMER » BRI IR EERENE -

"IN R EEREEANREREER"

BN EREETIEESAREMITIETE -
* EEENESEEIER A » sAFcAicEMetroClusteri®iz o

1. BB REEENRE

security key-manager setup -enable-cc-mode yes|no

it ONTAP 9.4 FgY4 ~ ,D\E_[L,(ﬁﬁﬁ enable cc-mode yes IHEIBR]ERFER BTSN
@ BRMATHBEIERE - MREE ~ BEERIRS NVE enable cc-mode yes ~ [B{ERAE
MR volume create *l:l volume move start AR EHEHIME o

TrEAEERE LRERESHERRERN « MAERTERENRRBRABRZS

clusterl::> security key-manager setup
Welcome to the key manager setup wizard, which will lead you through
the steps to add boot information.

Would you like to use onboard key-management? {yes, no} [yes]:

Enter the cluster-wide passphrase: <32..256 ASCII characters long
text>

Reenter the cluster-wide passphrase: <32..256 ASCII characters long
text>

2. BA yes THIRT FRERNESBEIE o

3. TEERAREIBIR T EITH ~ HiA32E2561EF Tt BRVERAZES ~ #A Mcc-mode's  (64F2561EF o2 [

HUBRAZES) o

@ WMNRIEFE " cc-mode"iBRAZ IS M it64EF T ~ AT 2B EIEEARTEFEBRETAMTN
B2l SR RWIEREER -

4. TTERATIBHESRR T ENRABRRES o
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O. BRERRERFMANARESH
security key-manager show-key-store

FF4A T R “security key-manager show-key-store 7£"f5

e R

SREEBRIONTAP" ©

clusterl::> security key-manager show-key-store

Node: nodel
Key Store: onboard
Key ID

<id value> NSE-AK
<id value> NSE-AK

Node: node2
Key Store: onboard
Key ID

<id value> NSE-AK
<id value> NSE-AK

ONTAPE BEhR &R ERENFHN IRENENERE (RDB) ©

RERBEIRERRBHER > FFHRENBPIRFERFININREAE - B FHEHAESREES"

el

"FHBROANESREEERN"

afl

LR EREEREIRE"

"M EREEREEANETREE"

fEFAONTAPHRE = 8 EIZR Bk BesE £ i815)/k4G FIPS HilRi¥s¢ SED

RBILAFER storage encryption disk modify i ErHES

Bri%EN SED o sREERIRLER I B RFEARRIE_ERVE R

BAtE

BERMNBHRE R A TERSESRIDREAIFFERER - 78
(MSID) EAZEIRID 0x0 ~ ESASHAIRHRIRETAR(E o HINVMeRiIRI

THTE

B igieIR4a FIPS T

REIFRE « ARARERENFR - REFHZZID

IRETERBEANIEE - RIAZE
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storage encryption disk modify -disk disk ID -data-key-id key ID

M52 2EEFRIONTAP "E¥4H “storage encryption disk modify Bl » 5528 ©

@ RAJLAER security key-manager key query -key-type NSE-AK #@fHE&i&IDAYES
A
< °

clusterl::> storage encryption disk modify -disk 0.10.* -data-key-id
<id value>

Info: Starting modify on 14 disks.
View the status of the operation by using the
storage encryption disk show-status command.

5L 2EE R ONTAP " E:¥4l “security key-manager key query B3l » s526] o
2. EREIERERE TR
storage encryption disk show

MES 2 EERONTAP E:¥40 "storage encryption disk show Bl > 5267 o

clusterl::> storage encryption disk show
Disk Mode Data Key ID

0.0.0 data <id value>
0.0.1 data <id value>
[ ]

FERAER
* EF IR
* EF NIRRT A"

1% FIPS 140-2 S {0 Ee:5 5815 k43ONTAP FIPS EEEh23

RBJLAER storage encryption disk modify #3% -fips-key-id #& FIPS 140-2
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Z ~ HInRs LR E R IEABRR T INE -

RIFEE T/
TR R BT REERARRNS AT ENRBTFIPS 140288 - MBERLIEMLL - ERIUBHRE
K EERFIPS A B BERE £ o

AR & RIS o

FIsEZ Al
HERRIE BB A AT ARFIPS 140-2/R%8 © o "NetApp EiEMHIRERT R Q3 IRHIFLEIISIRARIERIE -

1. E B EECIERE RS 8 o MaIUERKRTREERFE MR EEREN S NESREERR
I o R EFEAMTIE/RE storage encryption disk show ©

2. $5IKFIPS 140-25&:5 & 884ASED :

storage encryption disk modify -disk disk id -fips-key-id
fips authentication key id

SR AR security key-manager query BfREIRIDAGHS ©

clusterl::> storage encryption disk modify -disk 2.10.* -fips-key-id
<id value>

Info: Starting modify on 14 disks.
View the status of the operation by using the
storage encryption disk show-status command.

3. SR ERIKREEE
storage encryption disk show -fips

WMiES 2 ZERIONTAP " E¥40 “storage encryption disk show &zl » 526 o

clusterl::> storage encryption disk show -fips
Disk Mode FIPS-Compliance Key ID

2.10.0 full <id value>
2.10.1 full <id value>
[...]

e
* "EFINEEERED"
* RETF IR
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* ETF IR AR AR AR

7 ONTAP HEVAE AN KMIP RIRZSELFZIEEEE FIPS 18
BRI

BRI LUER security config modify AR -is-fips-enabled ZEHIBRIEBAEEE
FIPS AR ~ U EEmPHERMER © MItbEaFEETEIZKMIPHEARESEF ~ LIFIPS
I EEFAOpenSSL ©

RIRER T

IR BEFIPSHEAER « BEB R EEERTLS1.2MFIPSEZENRBEEMN - BREEHEEEFIPSIH
gL o

T BRENEERENZRHERZR - FREMRMRSEERS -

ez Al
* EFIETROEARERFIPSHEBEL o

* FIEKMIPRIARBSEBNZASZIETLSV.2 - BYFREHEBEIFIPSHBERE « RAFEETLSVI.2A BEFEHKMIP{E
ARESHVELR o

1. MR AR SR A RS -

set -privilege advanced

2. BRI RIETLSVI2 .

security config show -supported-protocols

W"5<2E ERONTAP E:$4H “security config show Bzl » 552 ©

clusterl::> security config show

Cluster Cluster
Security
Interface FIPS Mode Supported Protocols Supported Ciphers Config
Ready
SSL false TLSv1.2, TLSvl.1l, TLSvl ALL:!LOW: yes
'aNULL: 'EXP:
!eNULL

3. AR EEFIPSHEAES !

security config modify -is-fips-enabled true -interface SSL
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4.
5.
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M52 EERIONTAP &E5¥4H “security config modify & »

FHEMEEIEED o
ERERAREEFIPSHEAES !

security config show

clusterl::> security config show

Cluster
Security
Interface FIPS Mode Supported Protocols
Ready
SSL true TLSv1.2, TLSvl.1l

A2 e

Cluster

Supported Ciphers Config

ALL:!LOW: yes
'aNULL: 'EXP:
'eNULL: 'RC4
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