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FAtaZ Al
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MoMEFZLEN AR EESVMABE o

1. #IISVM | vserver create -vserver svm name -rootvolume root volume name
-aggregate aggregate name -rootvolume-security-style ntfs -language C.UTF-8
-ipspace ipspace name

° fEABY NTFS 8% -rootvolume-security-style ¥EIH o
° {EFATERAY C.UTF-8 -1language %18 ©
° o ipspace REAERIER °

2. BReBATEIIISVMAVARREFIARAE | vserver show -vserver vserver name
° Allowed Protocols IBUIMBE R CIFS o EAILTHEBAREILBE °

°© Vserver Operational State M{WAZBEER running /& o MIREER initializing AREE ~ /R
BLEhE(EE (FIMNEIIBHIREE) KB ~ SAZEMIER SVM W EFHEILE

&1
TEERLEEI SVM ~ LUETE IPspace HFENE Kl ipspacea :

clusterl::> vserver create -vserver vsl.example.com -rootvolume root vsl
-aggregate aggrl
-rootvolume-security-style ntfs -language C.UTF-8 -ipspace ipspaceA

[Job 2059] Job succeeded:
Vserver creation completed

THa <R SVM 22 1 GB WRHIR &P « M EEBEREN BN H running MN/E < RERERFTE
RAVEHFRR ~ F2EARAY ~ FLREREERILAGES -
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clusterl::> vserver show -vserver vsl.example.com
Vserver: vsl.example.com
Vserver Type: data
Vserver Subtype: default
Vserver UUID: b8375669-19b0-11e5-b9d1-
00a0983d9736
Root Volume: root vsl
Aggregate: aggrl
NIS Domain: -
Root Volume Security Style: ntfs
LDAP Client: -
Default Volume Language Code: C.UTF-8
Snapshot Policy: default
Comment:
Quota Policy: default
List of Aggregates Assigned: -
Limit on Maximum Number of Volumes allowed: unlimited
Vserver Admin State: running
Vserver Operational State: running
Vserver Operational State Stopped Reason: -
Allowed Protocols: nfs, cifs, fcp, iscsi, ndmp
Disallowed Protocols: -
QoS Policy Group: -
Config Lock: false
IPspace Name: ipspaceA

&€ ONTAP 9.13.1 it » KERI AR EMBE N QoS [RRIBHHESEZ - H%}EEEE%TBEEEH%E SVM HRHJ
() wE - mRAERY SVM 2B ERILRE - EERARRILES - #S8 e R
AEEEAS o

=Y ONTAP SVM BB SMB &t E
£ SVM L& EMER SMB Z A ~ 84BN E VB EEHIRE ©

FAREELF
BEERE SVM REMETM « BNREEREHHERBMAEHHE « ERILAHEERMUA vserver

add—protocolsnp7 °
()  —BRULF - CRESMEFEIBRENRE -

RO ATLUERER SVM _EAEFURE vserver remove-protocols 8% ©

1. ESVMBRIEBEMERNEHIFE © vserver show -vserver vserver name -protocols
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T ] AEA vserver show-protocols ARIEMREETFIA SVM L ERIRBREMBENGS ©

2. MAKE - FERASEREETE

o BERNF SMB EEItHE ¢ vserver add-protocols -vserver vserver name -protocols
cifs

++ = 3SZATI4 A .
° HEERABHME | vserver remove-protocols -vserver vserver name -protocols
protocol name[,protocol name, ...]

3. R ERBNERANEHIFECIERSER . vserver show -vserver vserver name -protocols
Ll
THlas BB AVSIHNSVM EBRIEAMNER (RFHIAR) NEHTE

vsl::> vserver show -vserver vsl.example.com -protocols
Vserver Allowed Protocols Disallowed Protocols

vsl.example.com cifs nfs, fcp, iscsi, ndmp
THEr< AIiB BTG 2RFE SMB cifs FI%4 VS1 B SVM LERAREAIESBE !

vsl::> vserver add-protocols -vserver vsl.example.com -protocols cifs

FHEX ONTAP SVM 4R Volume HY SMB F& 5 A/

SVM iR Volume BYTEERELRAILAR Z—FFER ~ LURFFFrER P nER SMB FRRTEF
B o fRRBEERE ~ FiA SMB AR IR#i G RIE4E7FE SVM KREHHRE o

RIRERI

RIFHISVMES « B EBASVMIVRVolumel2 T BREHRE (BATAR) o MU 7ASATERIEH R —
S {ERE - FF A A ESVM LRI o

T FEZFEsT PR SMBFEVE R E TR EE LR AP RR - 2 BB RIER MR &K qtreeRI BETEEHRA] ~ LRS!
fEl R hEBR & RYTFEX ©

FER
1. MNREFEAREHSVM AR ETERMIRVolumeEEHRA ¢ vserver export-policy rule show

L BHEEUTIIAR



cluster::> vserver export-policy rule show -vserver vsl.example.com
-policyname default -instance

Vserver: vsl.example.com
Policy Name: default
Rule Index: 1
Access Protocol: cifs
Client Match Hostname, IP Address, Netgroup, or Domain: 0.0.0.0/0
RO Access Rule: any
RW Access Rule: any
User ID To Which Anonymous Users Are Mapped: 65534
Superuser Security Types: any
Honor SetUID Bits in SETATTR: true
Allow Creation of Devices: true

NREFEAFFERBFIAIRA ~ BILETERI S5 - IRRE ~ FlE~N—2 -

2. BITSVMIBHHEERIFE EFRAI ¢ vserver export-policy rule create -vserver
vserver name -policyname default -ruleindex 1 -protocol cifs -clientmatch
0.0.0.0/0 -rorule any -rwrule any —-superuser any

3. [FAEREIRAIEN vserver export-policy rule show Bi% ©

4R
{F17] SMB A B IRIRTEER AT LATEEY SVM £ ITAY4F(] Volume % gtree ©

72317 ONTAP SMB 4 #p

LIF2 S5 G U@ RIS R ARRR MY 1P © NRTTH MR - LIFAIRE R R RBHER
RINVERERE « ABEENFNERERER « EMAAREARET o
BtA 2 Al
- EMERUEEERERELARTAEIE up RS - M52 EHONTAP B4 up il > 526 o
* RIS TE IR FRR LB ELIFNIPIHIERIESE « AZFERLACEEE -

FRBRESBNRE—FEIEFREERNIPAUNERE - EFIESEREILA network subnet create AF% ©
WM'IES S EE R ONTAP"E:¥40 "network subnet create &3l » :52E ©

* IEELIFREZ REa i BEEE - BiMEBRNEMIREMIRAE « LIFEERAAEKIEEERENTE
$88 - ONTAPTEONTAP SfoRata ~ 1£m MEFARFERAIKIEERENREHEE o
RAMEIET
s BB TE R —E4RREREIE EERFEIIIPVAFIIPYG LIF ©

c NMRBEFEARENED Lﬁ”y(ﬁﬁﬁ%%ﬁ%%ii‘i%ﬁ’] LIF B2 network interface capacity
show A2 LIF B2 * AIEBFEHAESEERR I, network interface capacity details show
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W5 2E SR ONTAP "E¥4H "network interface Bl » :52H ©

* #EONTAP NetApp 9.7F%5 ~ MRBEFARRPHISVMEFEEMLIF « A EEIEELIFIVEERIR - £

MHERNEREETD - AT EETTIEEN TR CEERRERR « IR —EFERPRENEM
LIF - ONTAP

1.

EIILIF :

network interface create -vserver vserver name -1if 1if name -role data -data
-protocol cifs -home-node node name -home-port port name {-address IP address
-netmask IP address | -subnet-name subnet name} -firewall-policy data -auto
-revert {true]|false}

) B9.50RKEFRRAS* ONTAP

‘network interface create -vserver vserver_name -lif lif_name -role data -data-protocol cifs -home-node
node_name -home-port port_name {-address IP_address -netmask /IP_address

-subnet-name subnet_name} -firewall-policy data -auto-revert {true

false}’

hR79.6 K2 E#ThR A ONTAP

‘network interface create -vserver vserver_name -lif lif_name -service-policy service_policy name -home
-node node_name -home-port port_name {-address IP_address -netmask /P_address

-subnet-name subnet_name} -firewall-policy data -auto-revert {true

false}’

° o —role FARFEFRAIZEIL LIF BRAEEZE (£ ONTAP 9.6 fA8) °

° o —data-protocol FHAIRFEEBEI LIF RAEESH (£ ONTAP 9.6 BH%8) o A ONTAP 9.5
HERIRAEF -data-protocol HBETEEN LIF BHSERE « MEANBEHEBIEN « A e RERN
BIITERLIF o

° _home-node & LIF 7FiR[C]RFR[EIRVETEL network interface revert FRRETELIFLHIT ©
eI LIERE LIF REREZERAEENERE XM FEFIE —-auto-revert BIH©

° ~home-port 52 LIF 7EFRHERIM B RS o #EEEEIZIE network interface revert AR E7ELIFE#
17

o IERILUEERE IP itk -address M -netmask WEERIUERREFREETOE -subnet _name
BEIE o

° EAFHREREMIPABEANERIESE « MR FHEREERAREES  AIEAXFHEREILFE - S8
B E R TER IR FTIE ESVM ©

° DD%U¥§U?E/}EIPT_LHJ: (RMERFHERR) ~ AITERRIPF4EEE A AR iR A HI236F « olfE
BERPEMNTERIRE o EPRABEME network route create ML SVM NRVEFREIRA {5 %%é
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FIONTAP" o
° WA -firewall-policy BEIA * :HEAHERTERE data A LIF B o

NRFBE ~ CAILAHBRRI I HIE BT AAERRAY

@ iéONTAP Stk 539.10.1F44 ~ i NiRREEBE « T5eZMLIFARTFFRAIEA - NFFEE
A~ FH2R "RIEfSHIPE A AERE" o

° —auto revert ARISIEEER LIF SEERE - EEBENEREEBNRIIMAREREERL TEEE
EHIHR o TARRES false BEALRERER false RIREPHMERERRAME

2. FERLIFERTHERIL ©

network interface show

3. FEREREMNIPAIULFTEAR

R fER. ..

IPV4{ir1t network ping

IPv6{iI3iE network ping6
#451

THIRLEEIL LIF MERTSE IP (IMAFERIESE -address Ml -netmask 2 :

network interface create -vserver vsl.example.com -1if datalifl -role data
-data-protocol cifs -home-node node-4 -home-port elc -address 192.0.2.145
-netmask 255.255.255.0 -firewall-policy data -auto-revert true

TS LERIULIF « MEER FHEEE (%%client1_sub) IEIKIPHIALAIAEERES(E

network interface create -vserver vs3.example.com -1if datalif3 -role data
-data-protocol cifs -home-node node-3 -home-port elc -subnet-name
clientl sub -firewall-policy data -auto-revert true

T L EETERE1HHFAALIF « BRE B 1B REEHI3RTEAFHEIPvA(ilE ~ MERHE@H48IREAE
HIPvefiilt :
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network interface show

Vserver

Home

Logical
Interface

Status

Network
Admin/Oper Address/Mask

Current
Node

Current Is
Port

cluster-1

true

node-1

true

true

true

node-2

true

true

true
vsl.example.

true
vs3.example.

true

true

cluster mgmt up/up

clusl

clus?2

mgmtl

clusl

clus?2

mgmt 1

com
datalifl

com
datalif3

datalif4

up/up

up/up

up/up

up/up

up/up

up/up

up/down

up/up

up/up

5 entries were displayed.

192.0.

192.0.

192.0

192.0.

192.0.

192.0.

192.0.

192.0.

192.0.

2001::

2.3/24

2.12/24

.2.13/24

2.68/24

2.14/24

2.15/24

2.69/24

2.145/30

2.146/30

2/64

node-1

node-1

node-1

node-1

node-2

node-2

node-2

node-1

node-2

node-2

T3 BERUAIR I FSTRAEH) NAS Bk} LIF default-data-files ARFSRE!

ela

ela

eOb

ela

ela

e0b

ela

elc

elc

elc

network interface create -vserver vsl -1lif 1if2 -home-node node2 -homeport

e0d -service-policy default-data-files -subnet-name ipspacel

HERAE
* "HE&ping"
* "R TEEE"
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EXED DNS LUE1T ONTAP SMB I 144 82T

B LUEEF “vserver services name-service dns &89 1E SVM B DNS » Tl EHBE
A{EF DNS ETE A TBEENT o FAIMEDNS{ERes ARt 142 TE - WN"i5< %%iéf
EIONTAP"ZE:¥4/ “vserver services name-service dns &: > ;52 o

FIYAZ Al
ih B EERDNSFAARBZI N Bl B FBEH o
1 FERZER € Z{EDNSTRARSS L,(ﬁ_%ﬁgﬁﬁﬂlﬁa o YNRIE I#s A —1E DNS a2 %E » QIS < = vserver

services name- serwce dns create’ BHEL o YN"I5S 2 E B EIONTAP "&:%40 "vserver services name-service
dns create Bl ° FE2R ©

RAMEIETE
EABER £ SVM LR EShEE DNS" o

1. ZESVM_LERFDNS : vserver services name-service dns create -vserver vserver name
-domains domain name -name-servers ip addresses -state enabled

THes < AIRUAASVM VS1_ERISMEEDNSEIARSS -

vserver services name-service dns create -vserver vsl.example.com
-domains example.com -name-servers 192.0.2.201,192.0.2.202 -state
enabled

@ ° yvserver services name service dns create Y15E ONTAP HEAELZATREIAR
25 L EHITEHAELERE - WOIRIERAE ©

2. {EFAEET DNS 49154088 vserver services name-service dns show Bp% ©

THa < EREREETFIASVMBIDNSHHRS :

vserver services name-service dns show

Name
Vserver State Domains Servers
clusterl enabled example.com 192.0.2.201,
192.0.2.202
vsl.example.com enabled example.com 192.0.2.201,
192.0.2.202

T3S ERERSVM VS1HIEFAIDNSAHAS B A -
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vserver services name-service dns show -vserver vsl.example.com
Vserver: vsl.example.com
Domains: example.com
Name Servers: 192.0.2.201, 192.0.2.202
Enable/Disable DNS: enabled
Timeout (secs): 2
Maximum Attempts: 1

3. {EFER:E L TBAMRESAAREE vserver services name-service dns check A% ©

vserver services name-service dns check -vserver vsl.example.com

Vserver Name Server Status Status Details
vsl.example.com 10.0.0.50 up Response time (msec): 2
vsl.example.com 10.0.0.51 up Response time (msec): 2

1fActive Directory#8i3 =& E SMB1a] Ak 23

# SMB fAlfR235% € ONTAP BF[E ARTS

7EActive DomainfZEHl2sH 2 7 SMBEIARZS Z A1 ~ G BFE(RSMB1{E]AR2s P /& 4813 B9 4815
1Zea 28 Ry R RSANERS « TR O ERMER o

RAMEEIE
ICREZER EHEE NTP BRFSLAEA £ Active Directory 4815#B[EIAY NTP RIARESEITRS ©
o

B99.5F%AONTAP ~ {ERILAfE R ¥ f8 B8 SRR ENTP{AIARES ©
HER

1. (FAREREIRTS cluster time-service ntp server create f3% °©

c BEEAMERHBERNER TRERMERT « SBMATIIGS | cluster time-service ntp

server create -server server ip address

o EEFRAHEEERRTRBERT « sAMA TS | cluster time-service ntp server
create -server server ip address -key-id key idcluster time-service ntp
server create -server 10.10.10.1 cluster time-service ntp server create
-server 10.10.10.2

2. EFAMERIERFSEIEMRIE cluster time-service ntp server show [T

cluster time-service ntp server show



Server Version

10.10.10.1 auto

10.10.10.2 auto
HEREE

* "ERERFREARTS NTP"

AR EIE NTP {aikes L ¥ EEREEHY ONTAP 65 <

TEHE ST ERRVRRASSR S (SR AR B R R8I E )
SRR -

FASHA-1E5RAVETBER:E - Al

+
+
ur

BEEM...
R ENTPEIARES AT H AR S

Ko

RE PR B ERINTPRIARES

Eﬁl%iﬁﬁNTPHHE%‘%E’Jﬁjﬁ%ﬁzaﬁ,‘a;_ﬂMWEﬁEﬁNTP
RS ~ FEFRAEFT R R IDRE A ERE

EHANNTPEE

FAFMNNEIBIDEENTPERES

AENTPEIARES L5 E R&E T8I DRIMEARES ©

= RHERE

10

(NTP) 3Kk - ONTAPNTPV3EI = 1{E

eIt <

cluster time-service ntp server create
-server server name

cluster time-service ntp server create
-server server ip address —key-id key id

cluster time-service ntp server modify
-server server name —-key-id key id

cluster time-service ntp key create -id
shared key id -type shared key type
-value shared key value

@ HAEEEHIDATE o BIFAFINTPEAR
23 FR9ID ~ EEERFIEXEEE

cluster time-service ntp server create
-server server name —-key-idkey id

cluster time-service ntp server create
-server server name —-key-idkey id

®

cluster time-service ntp server modify
-server server name -authentication
disabled

T8I0 ~ FMEMELHENTPREARES £
REREHEID - BRNEER o
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HERIE
* "R NTP"

7£ ONTAP Active Directory #8igHZE1. SMB {FlfRzS

IRB]LUE vserver cifs create 8891 SVM #1317 SMB RIS ~ WisEHAER
Active Directory (AD ) #8ig o

R Z Al

TCRAZRIEHERBISVMALIF AR E 2 A EFSMBEMTE © £l AESEREISVM LR ERIDNSAIARES
MR ZENASMBIAIARES Z 4EISIHIAD BRI 2S

A EEEEMASMBEARESFIADEINFE ISR RERE « #FAUESVM ERZIISMBEARES ° B AIAE
BER B HithEIBIERE -

EONTAP IHEESEH19. 7818 « ADEIEE ] LURHKeytabiEZEMURI ~ {EAIRHHEIRWindowsiR P & B 5
BRBEE - ERILE) URI B~ B ENMA -keytab-uri 828 vserver cifs 8i% ©

BAREIBIE
1EEE B S48 P 2 7 SMBRIAR BB
* IEEAER « SRR RS ST (FQDN) o
* AR E B SMBAIAR23 14 831k 5 #T 18 E Active Directory CN=E &4 o
* R LUEIEEAR SMB ARSI ERRNAMEN (OU) -ouiEH-
* O] DUEIE M It A SMBRIAR 2SS —E 2 2 {ENetBioshl® (RZ2001E) BILUEIRSPRAVEES o

TR EMERFARSMNERESEISMBMAARSS 1% ZSMBREIARZECIERIAFEARSZAILTER « RESMB
fAIAREEHINetBioshIBIREH ©

MEBEZET2ZERONTAP'EN » UKERZ2#A 6% B KAVEFM vserver cifs B&fl » 52 o
HEONTAP IhEER.8FIA « (RIS E 2NN BIERI 23 BVELR - ONTAP FEEMNE I ZEHuGE R
-encryption-required-for-dc-connection #EIEEA true ; TARIES false o BREILEER « 2
B SMb3EHI 7 E E A ONTAP-DCELR « HARBSMb3A ZI|ME o ©

" NEEEIE B3 SMBfAARSIMARMEIRNFMEE o

1. ERsE B E FRE B SMB | system license show -package cifs

SMB ZHEFEMIF"ONTAP One" o YRR ONTAP One HARZIEEITHE « FBHHARITHISHENRR
WNRSMBRIAREHMERMNEERE « A REECIFSIRHE ©

2. 7£ AD 433 HP#211 SMB fAlfRES . vserver cifs create -vserver vserver name -cifs-server
smb_server name -domain FQDN [-ou organizational unit] [-netbios-aliases

NetBIOS name, ...][-keytab-uri {(ftplhttp)://hostname|IP address}][-comment
text]
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DOAMBIEES « tban < PIRERR B D IERIRT R A BETTRY ©

THEnLEESE Texample.com™:1 AEIISMBEARES M'shMB_server01]

clusterl::> vserver cifs create -vserver vsl.example.com -cifs-server

smb server(0l -domain example.com

THE<LEIE 'mydomain.com™) AIHAEIISMBEIARES M'shMB_server02) ~ WifEFONTAP Keytabi#

EREZEES !

clusterl::> vserver cifs create -vserver vsl.mydomain.com -cifs-server
smb_server(2 -domain mydomain.com -keytab-uri

http://admin.mydomain.com/ontapl.keytab

3. {EFAER:E SMB {AlfR2S4HAE vserver cifs show A% ©

7EUEEEFIF « S8 EBERIESVM vs1.example.com #7472 Tsmb_server01] RISMBAEIARES ~ AN
A Texample.com™"#48ig}| o

clusterl::> vserver cifs show -vserver vsl

Vserver: vsl.example.com
CIFS Server NetBIOS Name: SMB SERVERO1
NetBIOS Domain/Workgroup Name: EXAMPLE
Fully Qualified Domain Name: EXAMPLE.COM
Default Site Used by LIFs Without Site Membership:
Authentication Style: domain
CIFS Server Administrative Status: up
CIFS Server Description: -
List of NetBIOS Aliases: -

4. MNEFRE - ARMARMEHITHIZE (ONTAP 9.8 REHMARA) HINIZEEN @ vserver cifs security

modify -vserver svm name -encryption-required-for-dc-connection true
&4
T < E7E example.com 4811 FISVM vs2.example.com L E37%7% Tshmb_server02) HISMBfRIARES °

133 A 27E Mou=eng,ou=corp,d=exam,dc=exam,d=com'] R2FHEI - SMBfAIREFZ #I5/k—IENetBiosH!
2 o

12



clusterl::> vserver cifs create -vserver vs2.example.com —-cifs-server
smb_server(02 -domain example.com —ou OU=eng,OU=corp -netbios-aliases
old cifs server0l

clusterl::> vserver cifs show -vserver vsl
Vserver: vsZ2.example.com
CIFS Server NetBIOS Name: SMB SERVEROZ
NetBIOS Domain/Workgroup Name: EXAMPLE
Fully Qualified Domain Name: EXAMPLE.COM
Default Site Used by LIFs Without Site Membership:
Authentication Style: domain
CIFS Server Administrative Status: up
CIFS Server Description: -
List of NetBIOS Aliases: OLD CIFS SERVEROL

TAEh <L ERBAEMAENERE (FIHBR TASERENAKEIES) TSVM vs3.example.com_ i3
%% TsMB _server03] BISMBfaElfRES © © -domain ZFEIBIEEREFHPET SMB ERFNEMATRLE (1
DNS #BREHR35%E) © ° username EIBFSEEERIBNARAEIES o

* T4 : example.com

* (S1ERIHEIT, © trust.lab.com

s (SEEERERESTE | Administrator 1

clusterl::> vserver cifs create -vserver vs3.example.com -cifs-server

smb_server(03 -domain example.com

Username: Administratorl@trust.lab.com
Password:

#5 ONTAP SMB E3:5# 17 Keytab 1§%

RZHESVM 9.7FF980ONTAP ~ ONTAP {FHKeytabigZ ~ B3 Active Directory (AD) falfk
BLIESVMEEE c AD RAABIEE T ES Keytab 13 « WG HIZMHA ONTAP R4 EIE
B~ MAHF—mEE#MFITT (URI) vserver cifs epSEEFH AD 4818ET

Kerberos E&z5 o

AD EIEEn]LAFEFIZZE Windows Server ¥217 Keytab 182 ktpass < ° i EE T EREN T B8N LH
1T o o xtpass ML EUTANRATEMAFEREESE Keytab R ; FXEFRETANEREFREENEE

KeytabtEZR 2 #HH1FEONTAP NEMEESERAEMRESE - AETESERAENEINREE « HHREMEER
BNEEFFEENESBMAEEE - Fit - SEEESERAENEBEER « SiFEMIIKeytabig

R TANNERE
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- AES256-SHA1
* {EH#FCBC-MD5
@ AL HEDES-CBC-CRCHNZER! - ONTAP
- RC4-HMAC
ES256 SR = MINNZEER « t1RTEONTAP SIEMNAGK LR ~ FLFEZEHR -
ISR LIS E B IR Bl (i AP E A RIS R EE KeytabfEE o N8 - EEAIEERR « AR —EREE

5« ARADARSHFEEBNEEERELTER « TR EKeytabEEFNEHE - HEEEESNLEER
EITEAEE - # G EKeytabfEFRKRRL

£ L{FEF B E SMB1RI k25

BAZ ONTAP L{EEf4H+ RV SMB fAlAR254HRE
1 SMB1RIBR285& & A& T EE4ERV RN B B EIISMBRIARES ~ AR B A FERAEFMEFAE o
EMicrosoft Active Directory A3l B2 A FERAE « SR T TEEF PR ESMBAIARES °

TR AR RISMB ARSI E T IENTLMERE « X 1EKerberoskgsg o

TEEBIEE TER#4HRY ONTAP SVM LiE17 SMB faAkss

RBILUER vserver cifs create f3%7E SVM #1317 SMB {afRas ~ WisEEHFER
T1ER$4H o

FEYaZ Bl
AR A ERIBISVMAILIF 4B’ E 2 R 5FSMBEREHIHIE o 4 inHRABRESELR EISVM_E R EBIDNSRIARES ©
RAREIETE
T BB AISMBEIARES A& 5 ISMBIHAE :
* SMB3R B EHHE
* SMB3 CAtH
* SQL over SMB

* BRRENRER
© BIERERE
* BARAME (GPO)
* Volume Snapshotf&# (VSS)
WMFEEZ “vserver cifs 152 EERONTAP "B » URERNARL2ENGEEKR 520
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1. R E FRTEIEME SMB | system license show -package cifs
SMB #ZHEREMIFL"ONTAP One" o NRERE ONTAP One BRZIITHE « AR IGHITHENRR o
YNRSMBIRIAREE A ERE ~ RIREECIFSIEHE o

2. EITEB#MAPEEIL SMB ElARSS : vserver cifs create -vserver vserver name -cifs
-server cifs server name -workgroup workgroup name [-comment text]

Toes <2 EILER4E Tworkgroup 011 HEIISMB{EAR2s M'shMB_server01]

clusterl::> vserver cifs create -vserver vsl.example.com -cifs-server
SMB SERVER(01 -workgroup workgroupOl

3. [EAER:E SMB fAlRES4HAE vserver cifs show % ©

EF5EEIF « pLHEBEETRIE LIEE 4E Tworkgroup 011 BISVM vs1.example.com L3I T4
# Tshmb_server01] BISMB{aEIAR2S :

clusterl::> vserver cifs show -vserver vsO

Vserver: vsl.example.com

CIFS Server NetBIOS Name: SMB SERVERO1

NetBIOS Domain/Workgroup Name: workgroupOl
Fully Qualified Domain Name: -
Organizational Unit: -
Default Site Used by LIFs Without Site Membership: -

Workgroup Name: workgroupOl

Authentication Style: workgroup
CIFS Server Administrative Status: up
CIFS Server Description:

List of NetBIOS Aliases: -

FERKTE

HI TEEFAHPRYICIFSTRIARSS © IS ZATESVM BB T K (R FR B RS2 M RO AN B4 o
e

"R EIE

JZIT A ONTAP SMB {EHERE

TR LR LA ERAENRS LX@LLSMBL%?&*ET?HYSVM PErERER o S A UfE
EIISMB T {EFEERR « ERAKERERP EITRE ©

RIRER T
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BIISVMES « TR G RRAAKEREIAEE ©
BUAKERERPER « GO RIEEERERLN - s ZRIRFZIFMKIISVM o

MBEEZIETSZERONTAP'E » URERZ2HMan T KAVEE4E "vserver cifs users-and-groups local-
user Bl > F2[E ©

—t . .
1. B AERE | vserver cifs users—and-groups local-user create -vserver
vserver name -user-name user name optional parameters

THER2HEIRERER !
° —full-name
ERENEE -
° —description
AP EFAERVEREA o
° —-is-account-disabled {true|false}
IEEERERFZHAREEA - IRKIEEL2H « AIFERARARAEIRE
L EIRTEANEERENTS o
2. FAHERENERN « ABREDES -

3. BREMINEILERE | vserver cifs users—-and-groups local-user show -vserver
vserver name

i
AT E BRI — B FERE 'Smb_serverOl\suel ~ %% "Shue Chang'l ~ E1SVM vs1.example.com?H
R

clusterl::> vserver cifs users-and-groups local-user create -vserver
vsl.example.com -user-name SMB SERVEROl\sue -full-name "Sue Chang"

Enter the password:
Confirm the password:

clusterl::> vserver cifs users—-and-groups local-user show

Vserver User Name Full Name Description

vsl SMB_SERVERO1\Administrator Built-in administrator
account

vsl SMB SERVERO1\sue Sue Chang
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I AT ONTAP SMB ##4H

AU AR ~ LUEEBSMBEIRFEFIEISVMIERABVE R » IS aT LIS IERR

KEHREHENE HERNEREERINEE

RIRERI(E
BIISVMEF « TR & R AN EHAEINAE o

BRI AEEHER « WRABHBIEE RS « MEXRIEEEARERIUFABAISVM o ERIUERNAERZ
WAL RIS E R A BTE « ] USRS E A EFAERVERAR - (MEDAR AR AERIE EE At 4E -

MBEEZ"IETSZERONTAPE » URERZ2H M i T KAVEF4E "vserver cifs users-and-groups local-
group Bl > 552 ©

—t . .
1. B ASHEH4H | vserver cifs users-and-groups local-group create -vserver
vserver name -group-name group name

TIERSHARERER -
° -description
A EHEATEREA ©

2. R ERINEEILEF4E | vserver cifs users—-and-groups local-group show -vserver
vserver name

gl
THEFRIIESVM VS1ABRAN A EE4E T'Smb_server01\Engineering ]

clusterl::> vserver cifs users-and-groups local-group create -vserver

vsl.example.com -group-name SMB SERVEROl\engineering

clusterl::> vserver cifs users-and-groups local-group show -vserver

vsl.example.com

Vserver Group Name Description
vsl.example.com BUILTIN\Administrators Built-in Administrators
group

vsl.example.com BUILTIN\Backup Operators Backup Operators group
vsl.example.com BUILTIN\Power Users Restricted administrative
privileges

vsl.example.com BUILTIN\Users All users

vsl.example.com SMB SERVEROl\engineering
vsl.example.com SMB SERVEROl\sales

FER TR
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B R ERTE EAAFAE o

BIFAE ONTAP SMB EH4HRLE B

TR LA IB RS PRSI B A (e AR ~ ST RS BRI AE ~ ZREEANEHENEE
% o MRERERFEHEFIFEIEG RIEHFIERFE - BB EREER EAEHEE
BERYHEIR ~ BIREA °

RIRER I

MREFBHEEXRERE « PEEREN RN EREE RIFFENEERMRENFIEIRER « LRIRE
BHEPRRERRE ©

8BRS = A B4R RS  AZERESE TYISEIE ¢

s BEERBFEREIEELSTRA_Everyon_ B$4H o

 CEARS A EHATTIE EH A B4R o

* BER B RE B ERTIY = AHEEHAE - ONTAP RIXBRESNG R i8R T ASID o
AL EHAP BRI B « BT THIEIE ©

o IRESEVEIETRM_Everyon  BHETRERARE o
s BEERAHMEHATBIRE - ONTAP B ERESIHE AL B AR f8fR T 2 —1ESID °

1. Frig Rk B ERHESIBHERBIRRE -

4 = . .
° ¥MERLE | vserver cifs users-and-groups local-group add-members -vserver
vserver name -—-group-name group name -member—-names namel[, ...]

TrRILEE MG E I E MR EHAN A ERE - BEERE R E AN LERDIRIVEE

= . 0
° BFRRLE | vserver cifs users—-and-groups local-group remove-members -vserver
vserver name -group-name group name -member-names namel[,...]

TR E BIIE E AR EHE PR IRAI A e A E MBI E SEEBHERI LUZ SR D fRAYBE -

Ll

AT eI A4 ERAZE 'Smb_serverO1\suel FEZESVM vs1.example.com_tByZsidEs
48 T'Smb_server01\Engineering] :

clusterl::> vserver cifs users-and-groups local-group add-members -vserver
vsl.example.com -group-name SMB SERVEROl\engineering -member-names
SMB_SERVERO1\sue

LU &g i ERZE "MB_serverO1\sue) # MMB_server01\James) #£SVM vs1.example.com_ERyzsigEs
48 T"MB_serverO1\Engineeringl H1#85& :
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clusterl::> vserver cifs users-and-groups local-group remove-members
-vserver vsl.example.com —-group-name SMB_SERVER\engineering -member—-names
SMB_SERVER\sue, SMB_SERVER\james

ESZEERFIRY ONTAP SMB ki Zs

ISRV RR AN ST IR BV AR A BUA T TEEZ R MR SMBRRZS ~ A8 £ AR P im AN AR 12 | 25 2
43 o ONTAPIEfEZ I SMBAIARES B & SR ICIRIZ PP R RI A P i FI IO AE o

RAREETIE

5 B B s A 2iE AR ~ IR FESZ R T AERRFASMB 2.0M1FBHHRA - BN L2 E S - (RFEZER{EHASMB
1.0~ MREEHETIRIERAREESMB 1.0 « BIfEZIZHSMB 1.0 ©

TETHAEEHTO.3FAIAONTAP ~ ETEMAISVM EFERAFA ©

(D U8R -smbl-enabled-for-dc-connections 58743 false M -smbl-enabled §%%4 true ’
ONTAP 1E4E SMB 1.0 E4R ARG » EREERZEA SMB 1.0 E4R A ERSS

"N EEEE BB IRIISMBRRATTIAERIGFHEE RS

1. PR E AR SR A RS

set -privilege advanced
2. FESRRSFAMRLE SMB RRAS :

vserver cifs options show

TR A ™EENBE « IRRA AR HERNISMBIRES « IR EEEADREFRESMBIAIARES « LAHEITAD
HRIZEAR o

3. IREERAER AP IREFSMBEEIFE
o BERA SMB R :

vserver cifs options modify -vserver <vserver name> -<smb version>

true

HBIHEE smb_version :

" —smbl-enabled

" —smb2-enabled
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" —smb3-enabled

" —smb3l-enabled

TFIEE LRI 7E SVM vs1.example.com EEYFH SMB 3.1 : clusterl::*> vserver cifs

options modify -vserver vsl.example.com -smb3l-enabled true

° HE(=H SMB RRZs :

vserver cifs options modify -vserver <vserver name> -<smb version>

false

4. YR SMBTRIARZI L Active Directory48igiH ~ 5RFTEE RN I F A SMBEEHE LUEITDCELR -
° HERNF SMB R :

vserver cifs security modify -vserver <vserver name> -smb2Z-enabled

-for-dc-connections true

o

4

° BHE(ZH SMB R :

vserver cifs security modify -vserver <vserver name> -smbZ-enabled

-for-dc-connections false

S. REIERHRELR

set -privilege admin

¥{FE DNS {afkk2s A ONTAP SMB {alfk23

1535 & FDNSFARSS A EA —EIEE « I SMBAARSZBNIMNetBiosI B ISMERILIF
BIPATAE ~ BUBWindows 5 Al AR 4 A E SMBIRIAR 3 2,78 -

a2 Al
T AR 18 & DNSAARSS M EIRFEVE - MRERAEEFIE « AL AERDNSEESRITILT(F -

RIER T
YNRITEEFASMBEIAREE B FEAINetBiosH!% « RIFAE(ER%EIDNSFHEAREFEAR

1. Z ADNSfEARES °

2. B (A-fiutsesk) MRE (PTL-I51R5CE) EHIER ~ SSMBARSBBBHEEERILIFAIPALL
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3. MNRT(FEHRENetBioshl % ~ BRI FRIZHELTE (CNAMEE RscER) EHIEE -~ i$&@ERZEHEZESMB
FIRRESEEILIFBYIP Azt o

RER
EREEREEHREZE « WindowsfEf#E R I LRI H FEZISMBREIAR 2 BB S H NetBios 5 4 ©
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