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1. #IISVM | vserver create -vserver svm name -rootvolume root volume name
-aggregate aggregate name -rootvolume-security-style ntfs -language C.UTF-8
-ipspace ipspace name

° fEFMY NTFS 5% -rootvolume-security-style $ElH o
° {EFATERAY C.UTF-8 -1language %18 ©
° o ipspace REAERIER °

2. ERsE I AISVMAYZRREFNAREE | vserver show -vserver vserver name
° Allowed Protocols HMiLABERE CIFS o EoJLUHEBBAREILEE -

°© Vserver Operational State M{WAZBEER running /& o MIREER initializing AREE ~ /R
BLEhE(EE (FIMNEIIBHIREE) KB ~ SAZEMIER SVM W EFHEILE

&1
TEERLEEI SVM ~ LUETE IPspace HFENE Kl ipspacea :

clusterl::> vserver create -vserver vsl.example.com -rootvolume root vsl
-aggregate aggrl
-rootvolume-security-style ntfs -language C.UTF-8 -ipspace ipspaceA

[Job 2059] Job succeeded:
Vserver creation completed

THa <R SVM 22 1 GB WRHIR &P « M EEBEREN BN H running MN/E < RERERFTE
RAVEHFRR ~ F2EARAY ~ FLREREERILAGES -
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clusterl::> vserver show -vserver vsl.example.com
Vserver: vsl.example.com
Vserver Type: data
Vserver Subtype: default
Vserver UUID: b8375669-19b0-11e5-b9d1-
00a0983d9736
Root Volume: root vsl
Aggregate: aggrl
NIS Domain: -
Root Volume Security Style: ntfs
LDAP Client: -
Default Volume Language Code: C.UTF-8
Snapshot Policy: default
Comment:
Quota Policy: default
List of Aggregates Assigned: -
Limit on Maximum Number of Volumes allowed: unlimited
Vserver Admin State: running
Vserver Operational State: running
Vserver Operational State Stopped Reason: -
Allowed Protocols: nfs, cifs, fcp, iscsi, ndmp
Disallowed Protocols: -
QoS Policy Group: -
Config Lock: false
IPspace Name: ipspaceA

i€ ONTAP 9.13.1 %5 ~ KERILEREMBE M QoS RABHES A « REREE TREAE SVM 1
(D) HHE - CREFRYT SV ZBERIRD - EERAREIES « 590 ST BEIRAE
A -
fEs3 SVM 2R SMB S8t e
£ SVM LEREMEER SMB Zal ~ B BB ERBEEIRE o

FAREELE
BEERE SVM REMETM « BNREEREHERBMAEHHE « ERILAHEERMUA vserver

add-protocols e
()  —BRULF - CRESMEFEIBRENRE -

S eI UERER SYM ERBHE vserver remove-protocols A< ©

1. ESVMBRIEBEMERNEHIFE © vserver show -vserver vserver name -protocols
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T ] AEA vserver show-protocols ARIEMREETFIA SVM L ERIRBREMBENGS ©

2. MAKE - FERASEREETE

o BERNF SMB EEItHE ¢ vserver add-protocols -vserver vserver name -protocols
cifs

++ = 3SZATI4 A .
° HEERABHME | vserver remove-protocols -vserver vserver name -protocols
protocol name[,protocol name, ...]

3. R ERBNERANEHIFECIERSER . vserver show -vserver vserver name -protocols
Ll
THlas BB AVSIHNSVM EBRIEAMNER (RFHIAR) NEHTE

vsl::> vserver show -vserver vsl.example.com -protocols
Vserver Allowed Protocols Disallowed Protocols

vsl.example.com cifs nfs, fcp, iscsi, ndmp

THar < A EBHIERFE SMB cifs E|47% VS1 By SVM LERARERRESE !

vsl::> vserver add-protocols -vserver vsl.example.com -protocols cifs

7 EXSVMARhERR & HY BE /R 1)
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fEl R hEBR & RYTFEX ©
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1. MNREFEAREHSVM AR ETERMIRVolumeEEHRA ¢ vserver export-policy rule show

L BHEEUTIIAR



cluster::> vserver export-policy rule show -vserver vsl.example.com
-policyname default -instance

Vserver: vsl.example.com
Policy Name: default
Rule Index: 1
Access Protocol: cifs
Client Match Hostname, IP Address, Netgroup, or Domain: 0.0.0.0/0
RO Access Rule: any
RW Access Rule: any
User ID To Which Anonymous Users Are Mapped: 65534
Superuser Security Types: any
Honor SetUID Bits in SETATTR: true
Allow Creation of Devices: true

NREFEAFFERBFIAIRA ~ BILETERI S5 - IRRE ~ FlE~N—2 -

2. BITSVMIBHHEERIFE EFRAI ¢ vserver export-policy rule create -vserver
vserver name -policyname default -ruleindex 1 -protocol cifs -clientmatch
0.0.0.0/0 -rorule any -rwrule any —-superuser any

3. [FAEREIRAIEN vserver export-policy rule show Bi% ©

4t
{F17] SMB A B IRIRTEER AT LATEEY SVM £ ITAY4F(] Volume % gtree ©
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* MR TEERFRRLEREELIFRYIPAMAARESE « MIZFEBLACEEFE
FHEBREZIEIRE—HIEFRERNIPAUUER - EFIZMEREIA network subnet create 3% ©

* IEELIFREZ ReER i B8 E - BiMEERNEMIREIRAE « LIFEFERAAEKIEEHEREN =
$87Y o ONTAPHLONTAP SfeRHA ~ 14 d M EFEHRFERAIEEREIRE5EE
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c NRBEHFEARENED jﬁjb(ﬁﬁﬁj&%ﬂuﬂ%%ti%ﬂ’] LIF &2 network interface capacity
show S8 LIF B2 ~ Al B BFERESEEE L8 network interface capacity details show
e (GERERER) -



* 'ONTAP NetApp 9.7F844 ~ N RABFEFARERPHSVMEBEZEEEMLIF « EMAEEISELIFMNEEFEE - 71

MEERNEREET - AT EETIEEN TR L EEERERR tﬂ]ﬂ?‘ﬂ—ﬂil% AEIRE FR % RE B HLAth
LIF - ONTAP

1.

EBIILIF :

network interface create -vserver vserver name -1if 1if name -role data -data
-protocol cifs -home-node node name -home-port port name {-address IP address
-netmask IP_ address | -subnet-name subnet name} -firewall-policy data -auto
-revert {truel|false}

() %59.5hRKMEFHRZ* ONTAP

‘network interface create -vserver vserver_name -lif lif_name -role data -data-protocol cifs -home-node
node_name -home-port port_name {-address IP_address -netmask IP_address

-subnet-name subnet_name} -firewall-policy data -auto-revert {true

false}’

hRZ<9.6 52 EE#ThR A ONTAP

‘network interface create -vserver vserver_name -lif lif_name -service-policy service policy name -home
-node node_name -home-port port_name {-address IP_address -netmask /P_address

-subnet-name subnet_name} -firewall-policy data -auto-revert {true

false}’

° o —role EAIRFFERBIEI LIF BBREEZESE (£ ONTAP 9.6 FtR) o

° o —data-protocol WBIEEI LIF FEE2# « MEXNBEHRBEN « ATeiHBRNREREIIER
LIF o

o -data-protocol ERIRFEZRAZEI LIF FAREELRE (¢ ONTAP 9.6 BitR) o
° _home-node =& LIF 7FiR[EIFRFR[EIAVEIEL network interface revert SRR ETELIF EHIT o
RMATLIERE LIF EREEZEREENERE T MM EFIFIE -auto-revert HEIH o

° ~home-port s& LIF 7EFRHELIM ERE T EEEZEIZIE network interface revert AR E7ELIFEH#
170

o fERIAEIERE IP (it -address #l -netmask EERTLAERNE FAREITOEC -subnet name
#EIE o

° EAFRERE AP ERIESE « MR FERESERAFEES  AIEAZFHEBEILFE - 8
BB TRR R IEESVM o

* MMREFEIEIRIPAME (REAFHER) ~ AIEREIPFAER H AR IRSAREIEH R « AIERER

EEERENTERIEE © © network route create FHREBEE SVM I FFAERBAIEME
uﬂo

° WA -firewall-policy #IE - FAEAMERENTERE data A LIF B o



YNIRFBE « TR LAHB B ILITIE BT AAEREAY

@ %ONTAP SH& 939.10.15845 ~ BiAAGREIE BT ~ W2 HLIFBRFSFRAIERA o NFTFMEE
A~ B2 "REIfsHIAAERER]" 0

° -auto-revert AIEMEEEN LIF EEERE « EEENERECEENRUERERSHER TEHE
[REETHR - TARRES false BIEAILURHRER false RIREPHEREERAME o

2. BERLIFERINEIL :
network interface show

3. FEREREMIPIULPTEAR

IPV4{irit network ping
IPv6{iiit network ping6
#

THGLYEIL LIF MfERIEE IP (AP HRIES(E -address M -netmask 8% :

network interface create -vserver vsl.example.com -1if datalifl -role data
-data-protocol cifs -home-node node-4 -home-port elc -address 192.0.2.145
-netmask 255.255.255.0 -firewall-policy data -auto-revert true

TS LERILIF « LRISERFHERE (B#client1_sub) IEIRIPAIAAIAEERES(E

network interface create -vserver vs3.example.com -1if datalif3 -role data
-data-protocol cifs -home-node node-3 -home-port elc -subnet-name
clientl sub -firewall-policy data -auto-revert true

THlas S EmEE1FRIFALIF - EREEINERER3ITREAERIPvALL « TMEFHEE4RIRE R E
FAIPvefiztt :
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network interface show

Logical Status Network Current Current Is
Vserver Interface Admin/Oper Address/Mask Node Port
Home
cluster-1

cluster mgmt up/up 192.0.2.3/24 node-1 ela
true
node-1

clusl up/up 192.0.2.12/24 node-1 ela
true

clus? up/up 192.0.2.13/24 node-1 e0b
true

mgmt 1 up/up 192.0.2.68/24 node-1 ela
true
node-2

clusl up/up 192.0.2.14/24 node-2 ela
true

clus?2 up/up 192.0.2.15/24 node-2 e0b
true

mgmtl up/up 192.0.2.69/24 node-2 ela
true

vsl.example.com

datalifl up/down 192.0.2.145/30 node-1 elc
true
vs3.example.com

datalif3 up/up 192.0.2.146/30 node-2 elc
true

datalif4 up/up 2001::2/64 node-2 elc
true

5 entries were displayed.

TS ETRUAEIIIEIREET NAS B LIF default-data-files IRFSRE] :

network interface create -vserver vsl -1lif 1if2 -home-node node2 -homeport
e0d -service-policy default-data-files -subnet-name ipspacel

EXFIDNSETT E B IBRNT

EELUEH vserver SerV1ces name-service dns RS TE SVM LEXF DNS ~ il
R HEREAFER DNS EI TR IBEENT o £RIMIDNSEIARSIFEMT LTS o



ez Al
Ih 5 EERDNSEARSSMAR HEHRTBE o

IRFELER EZEDNSTRIARSS « LUBGHERLIE © o vserver services name-service dns create H15
Riég A—1E DNS EiR2S %8 - T HHHES o

FAREETLE
R EIEIEE_E S 7ESVM LR EBREDNSHAERI S ©

3
Gan

1. ZESVM_ERRFADNS © vserver services name-service dns create -vserver vserver name
-domains domain name -name-servers 1p addresses -state enabled

TEer < AT EUESVM VS1 EaYSMEBDNS{EIARES -
vserver services name-service dns create -vserver vsl.example.com

-domains example.com -name-servers 192.0.2.201,192.0.2.202 -state
enabled

(D £ ONTAP 9.2 BY4 vserver services name-service dns create Y15 ONTAP
AR TRERES - ML B HITEIAERRSE - WEERERAE o

2. {FARET DNS #8154t vserver services name-service dns show A% © J

TGS EEREETFASVMEIDNSARRE ¢

vserver services name-service dns show

Name
Vserver State Domains Servers
clusterl enabled example.com 192.0.2.201,
192.0.2.202
vsl.example.com enabled example.com 192.0.2.201,
192.0.2.202

THsh S ERETRSVM VS1RIsE4ADNSAERE S ¢

vserver services name-service dns show -vserver vsl.example.com
Vserver: vsl.example.com
Domains: example.com
Name Servers: 192.0.2.201, 192.0.2.202
Enable/Disable DNS: enabled
Timeout (secs): 2
Maximum Attempts: 1



3. [FHREELTBEIREBAVIRAE vserver services name-service dns check 6% ©

o yvserver services name-service dns check g% Bt ONTAP 9.2 BHIA(EMH ©

vserver services name-service dns check -vserver vsl.example.com

Vserver Name Server Status Status Details
vsl.example.com 10.0.0.50 up Response time (msec): 2
vsl.example.com 10.0.0.51 up Response time (msec): 2

{EActive Directory# 8132 E SMB1{a] Ak 23

2 E Ry I AR TS

7EActive DomainZEHl2sH 2 7 SMBEIARZS 2 A1 ~ G BFE(RSMB1{E]AR2s P /& 4813 B9 4815
1Zes 28 Ry EERERIAER « ER O HERMER o

RAMNEIETIE
1CFEZ R EEENTPARTS « (EE B Active Directory4BisiBEIRINTPRIARSS E TR RIS o

RIHBESTZAY9.5B0%A0NTAP ~ (& A] LUF A H 1885 AR ENTP{EARES ©

HER
1. ERRERERTS cluster time-service ntp server create M%<

o AEEAEAHBEEENER TR ERHEARTS « SB8MATS6< | cluster time-service ntp

server create -server server ip address

°c HEMFAHEERE KRR THHERT « SRBMA TS | cluster time-service ntp server

create -server server ip address -key-id key idcluster time-service ntp

o

server create -server 10.10.10.1 cluster time-service ntp server create
-server 10.10.10.2

2. ERENRRERTSE E#RE cluster time-service ntp server show #3% °©

cluster time-service ntp server show

10.10.10.1 auto
10.10.10.2 auto
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EHE L T ERAVAR AR S CEREREERHE) (NTP) 53hR ° ONTAPNTPV3R S fE
FASHA-1EIBRIHTBERE « PR HERLEM -
HEEEMY... eIt <

=2
R ENTPAIARES A EITH MEEREE

K

RE PR A TEERERINTPEIARES

R AIRANTPEIARZZHVETBERR AT LUESERANTP
fAAReS ~ FBERIEFIRAIEIRIDREU AR

REHABNTPEIR

FERERHNMNEIRIDERENTPEIRSS

ENTP{EARES L RERREEZRIDAIFEARES

= RHERE

7EActive Directory#8i3 217 SMB RS

RBILUER vserver cifs create f3<7E SVM #1317 SMB {afkas - LisE

Active Directory (AD ) #8333 o

FIsGZ Al

& AR ERASVMAILIFAZES
WU B E NN A SMBEARES Z 481 AYAD AR5 8§ o

EHABHEEL

10

QTE 73 SLEFSMBEEIHRE o £ anERAZRAE

cluster time-service ntp server create
-server server name

cluster time-service ntp server create
-server server ip address -key-id key id

cluster time-service ntp server modify
-server server name -key-id key id

cluster time-service ntp key create -id
shared key id -type shared key type
-value shared key value

®

cluster time-service ntp server create

HAZHRE
23 ERYID ~

FHIDFfi5 o EIEAFINTP/EIAR
HigR A EXEERE

-server server name —-key-idkey id

cluster time-service ntp server create
-server server name -key-idkey id

®

cluster time-service ntp server modify

TIRID ~ WMEMELHEANTPREARSS
REREIRID « FRAEMER -

-server server name -authentication
disabled

HFrERY

$ELREISVM _E R EFIDNSTRIARSS

SENASMBRIARESHIADAEIE PR I K2R A BIERE « FRILUIESVM EZ I SMBRIARES © BRIAE



BEREHMEEBERE -

EONTAP IHEESEH19.78118 ~ ADEIEE ] LURHKeytabiEZEAIURI ~ {EAIRHHEIRWindowsiR B & B ZERY
BRBEE - ERILE) URI B~ SBFENMA -keytab-uri 828 vserver cifs 8i% ©

RIRER I
£/58) B &4 2 1 SMB R AR -

* IEEAER « SRR EME TS (FQDN) o

* FER R E =i SMBaEI AR A 1% 28 1R 5 #1E 2 Active Directory CN=ZE &4 ©

* TR LUEZEEAR SMB RS FIEERRNVAMEL (OU) -ouiEIHo

* ORI UEEIE M It B SMBRIAR 2SS —E 2 Z{ENetBioshl# (RZ2001E) BILUEIRSPRAVEES o

TR EMERFRSEMNERESEISMBMAARSS 1% ZSMBREIARZECIERIAFEARSZAILTER « RESMB
fAIAREEHINetBiosHIBIREH ©

o yvserver cifs FMEESHMERASHMrLENK

HEONTAP 48 132 B S BN RERVSIBTHBEFH RSB THAERISMB 2,00 ~ BN AT AR EABIsi 5158
(D) (OC) - MBEEAEEEESIE CEMSMB 1.0 - B o 1£0 : 9.2BAONTAP « 758
ZRYASMB 2.0 °

TEONTAP IhEEZR9.8R1A ~ BRI LUIETE EMNE HHIIEHI B AVELR - ONTAP B ENMBAREIZEHuL3E R
-encryption-required-for-dc-connection BEIBRES true ; THRES false o REUIEER - H
B SMb3{E 7 E & FAIONTAP-DCEAR ~ F# A SMb3ZA STHRME © ©

"NEFEEIE B S SMBARARSMARSEIERFEE ©

1. BB EE LR TR SMB | system license show -package cifs

NRRE - AR TRHENRK -
NERSMBEIARSEAIERSE « BINFEECIFSEHE -

2. 75 AD 4315+ #E7 SMB {EfRES : vserver cifs create -vserver vserver name -cifs-server

smb_server name -domain FQDN [-ou organizational unit] [-netbios-aliases
NetBIOS name, ...][-keytab-uri {(ftplhttp)://hostnamelIP_address}][—comment
text]

INAABIEET ~ tbep < FIAE TR 2 K D SRV RS A BETTRY ©

TS EEAT lexample.com™:] FEIISMBRARES M'shMB_server01]

clusterl::> vserver cifs create -vserver vsl.example.com -cifs-server

smb_server(l -domain example.com

THem<LEE Tmydomain.com™) #IEHEIISMBfEARES "shMB_server02) - ME{EEFIONTAP Keytabig

11
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i

il

HEEZEES !
clusterl::> vserver cifs create -vserver vsl.mydomain.com -cifs-server

smb_server(02 -domain mydomain.com -keytab-uri
http://admin.mydomain.com/ontapl.keytab

3. (FFEL:E SMB {afR2S4HRE vserver cifs show Bp% o

TEUEEEFIF « S8 EEERIESVM vs1.example.com #7472 Tsmb_server01] RISMBAEIARES ~ AN
A Texample.com™"48ig];

clusterl::> vserver cifs show -vserver vsl

Vserver: vsl.example.com
CIFS Server NetBIOS Name: SMB SERVERO1
NetBIOS Domain/Workgroup Name: EXAMPLE
Fully Qualified Domain Name: EXAMPLE.COM
Default Site Used by LIFs Without Site Membership:
Authentication Style: domain
CIFS Server Administrative Status: up
CIFS Server Description: -
List of NetBIOS Aliases: -

4. MNAEEE - AEAEM@ITHITHI2S (ONTAP 9.8 REHARA) MINNZZE © vserver cifs security

modify -vserver svm name -encryption-required-for-dc-connection true

gl

T56s < E7E lexample.com 48151 FISVM vs2.example.com L E37%% Tshmb_server02) HISMBfRIARES °
2SR B B 7E Mou=eng,ou=corp,d=exam,dc=exam,d=com'] B2§HFEII - SMBIAARES Z# 5 k—{ENetBios?!
2o
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clusterl::> vserver cifs create -vserver vs2.example.com —-cifs-server
smb_server(02 -domain example.com —ou OU=eng,OU=corp -netbios-aliases
old cifs server0l

clusterl::> vserver cifs show -vserver vsl
Vserver: vsZ2.example.com
CIFS Server NetBIOS Name: SMB SERVEROZ
NetBIOS Domain/Workgroup Name: EXAMPLE
Fully Qualified Domain Name: EXAMPLE.COM
Default Site Used by LIFs Without Site Membership:
Authentication Style: domain
CIFS Server Administrative Status: up
CIFS Server Description: -
List of NetBIOS Aliases: OLD CIFS SERVEROL

TAEh <L ERBAEMAENERE (FIHBR TASERENAKEIES) TSVM vs3.example.com_ i3
%% TsMB _server03] BISMBfaElfRES © © -domain ZFEIBIEEREFHPET SMB ERFNEMATRLE (1
DNS #BREHR35%E) © ° username EIBFSEEERIBNARAEIES o

* T4 : example.com

* (S1ERIHEIT, © trust.lab.com

s (SEEERERESTE | Administrator 1

clusterl::> vserver cifs create -vserver vs3.example.com -cifs-server

smb_server(03 -domain example.com

Username: Administratorl@trust.lab.com
Password:

237 A SMBERE RIKeytabtE 3

RZHESVM 9.7F980ONTAP ~ ONTAP {FHKeytabigZ ~ B3 Active Directory (AD) falfk
BLIESVMEEEE « AD RABIEE T ES Keytab 12 « Wi HIZMHA ONTAP R4 EIE
B~ MAHF—mEE#MFITT (URI) vserver cifs epSEEFH AD 4818ET

Kerberos E&z5 o

AD EIEEn]LAFEFIZZE Windows Server ¥217 Keytab 182 ktpass < ° i EE T EREN T B8N LH
1T o o xtpass ML EUTANRATEMAFEREESE Keytab R ; FXEFRETANEREFREENEE

KeytabtEZR 2 #HH1FEONTAP NEMEESERAEMRESE - AETESERAENEINREE « HHREMEER
BNEEFFEENESBMAEEE - Fit - SEEESERAENEBEER « SiFEMIIKeytabig

R TANNERE
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- AES256-SHA1
* {EH#FCBC-MD5
@ AL HEDES-CBC-CRCHNZER! - ONTAP
- RC4-HMAC
ES256 SR = MINNZEER « t1RTEONTAP SIEMNAGK LR ~ FLFEZEHR -
ISR LIS E B IR Bl (i AP E A RIS R EE KeytabfEE o N8 - EEAIEERR « AR —EREE

5« ARADARSHFEEBNEEERELTER « TR EKeytabEEFNEHE - HEEEESNLEER
EITEAEE - # G EKeytabfEFRKRRL

£ L{FEF B E SMB1RI k25

TR BB ESMBAARES
B SMB1RIBR 28 5% TE A& T {EE4ERV AL B B HEEIISMBRIARES ~ AR B A FERAEFMEFAE o
EMicrosoft Active Directory A3l B2 A FERAE « SR UE TIEEF PR ESMBAIARES °

TR AR RISMB ARSI E T IENTLMERE « A% 1EKerberoskgsg o

E L RBHEFZEIISMB R RS

RBILUER vserver cifs create f3<7E SVM #1317 SMB {afkas - WisEEHFIER
T1ER$4H o

FEYaZ Bl
AR A ERIBISVMAILIF 4B’ E 2 R 5FSMBEREHIHIE o 4 inHRABRESELR EISVM_E R EBIDNSRIARES ©
RAREIETE
T BB AISMBEIARES A& 5 ISMBIHAE :
* SMB3R B EHHE
* SMB3 CAtH
* SQL over SMB

* BRRENRER
© BIERERE
* BARAME (GPO)
* Volume Snapshotf&# (VSS)
° vserver cifs FMESZHMERNARSEMGLERK
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1. R E FRTEIEME SMB | system license show -package cifs
MERRE ~ AR ISRIIHEAR -
MRSVMBfARRSIER I EEE « MIRTFECIFSIZHE o

2. (ET{EB¥#EPEEIL SMB AARES : vserver cifs create -vserver vserver name -cifs
-server cifs server name -workgroup workgroup name [-comment text]

Toes <2 EILER4E Tworkgroup 011 HEIISMB{EAR2s M'shMB_server01]

clusterl::> vserver cifs create -vserver vsl.example.com -cifs-server
SMB SERVER(01 -workgroup workgroupOl

3. [EAER:E SMB fAlRES4HAE vserver cifs show % ©

EF5EEIF « pLHEBEETRIE LIEE 4E Tworkgroup 011 BISVM vs1.example.com L3I T4
# Tshmb_server01] BISMB{aEIAR2S :

clusterl::> vserver cifs show -vserver vsO

Vserver: vsl.example.com

CIFS Server NetBIOS Name: SMB SERVERO1

NetBIOS Domain/Workgroup Name: workgroupOl
Fully Qualified Domain Name: -
Organizational Unit: -
Default Site Used by LIFs Without Site Membership: -

Workgroup Name: workgroupOl

Authentication Style: workgroup
CIFS Server Administrative Status: up
CIFS Server Description:

List of NetBIOS Aliases: -

FERKTE

B TEEHEPRICIFSHEIARSS ~ MM BTESVM LRI AR E RIEEM A A EHE o
e

" NEEEE

B EERAENRS

ERILBIL A ERERSE ~ UEBEBSMBEREEFISVMAFAZRER o AL
EIISMB T {EFEERE « ERAKERERP EITRE ©

RIER I
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BIISVMES « TR G RRAAKEREIAEE ©
BUAKERERPER « GO RIEEERERLN - s ZRIRFZIFMKIISVM o

o vserver cifs users-and-groups local-user FEEEZEMAESHMGRLERNFMER

—t . .
1. B AFERE | vserver cifs users—-and-groups local-user create -vserver
vserver name -user-name user name optional parameters

THEERZ2HAIERER !
° —full-name

ERENEE -

° —description

A EFAERVEREA o

° —is-account-disabled {true|false}

IEEERERFZHAREEA - IRKIEEL2H « AIFERARAEAEIRE o
L EIRTEANERENTS o

2. MARHEIERE N « JABRFEDENS -

3. BREMINEILHFHEE | vserver cifs users—-and-groups local-user show -vserver
vserver name

&)

LUT &R —EA#EERZE 'Smb_server01\suel ~ £2%7% ['Shue Chang') ~ EASVM vs1.example.com#H
FAE

clusterl::> vserver cifs users-and-groups local-user create -vserver
vsl.example.com -user-name SMB SERVEROl\sue -full-name "Sue Chang"

Enter the password:
Confirm the password:

clusterl::> vserver cifs users—-and-groups local-user show

Vserver User Name Full Name Description

vsl SMB_ SERVERO1\Administrator Built-in administrator
account

vsl SMB_SERVERO1\sue Sue Chang
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FERVRI 3 e

AU AR ~ LUEEBSMBERFEFIEISVMIERABVE R Gt eI LIS IERR
REZRBHHNEEAREREERIINGEE ©

RINERI(E
BIISVMEF « TR & R AN EHAETINAE o

ECEIAKEHER « W ARBHBIEE LS - MEXRIEE ZREHEZITRKISVM o SR LUERNA LA
H%,.ﬂii%fﬁiﬁ TEBHERTE « AT LURERMEIS E AR B ERVERER o CEOERAMBHEIE EHtAEHE -

° vserver cifs users-and-groups local-group FHEESERMESENmAERNEHMEER

1. BN AHEHE | vserver cifs users—-and-groups local-group create -vserver
vserver name -group-name group name

THEASHAERER !
° —description
AHEBFAHAVERER o

2. ERERINEEILEH4E | vserver cifs users-and-groups local-group show -vserver
vserver name

# )
THIEERZEILESVM VS1ABRAZASHEEF4E T'Smb_server01\Engineering ]

clusterl::> vserver cifs users-and-groups local-group create -vserver
vsl.example.com -group-name SMB SERVEROl\engineering

clusterl::> vserver cifs users—-and-groups local-group show -vserver
vsl.example.com

Vserver Group Name Description
vsl.example.com BUILTIN\Administrators Built-in Administrators
group

vsl.example.com BUILTIN\Backup Operators Backup Operators group
vsl.example.com BUILTIN\Power Users Restricted administrative
privileges

vsl.example.com BUILTIN\Users All users

vsl.example.com SMB SERVEROl\engineering
vsl.example.com SMB SERVEROl\sales

SeRk &
B R E RIS E A4 o
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EEAEEHENE TR

A AT IB RS PRSI B (e AR ~ ST RS PRiEIias Al ~ ZREEAWEHENEE
% o NRICREIRFEFEPHFEERRIEGERHFI - NEBEERE R HZEF A
BERYHEIR ~ BIREA °

FAREIE I

MRIEABHERRERE - BERENRNEERES RIFE AN S BERMRENFIERAERR « LT RE
EFAPBIRAE o

P B HTIE E A BHAERT « RS THIEIE

* CEAREREMEESTARY_Everyon_ B o

© CECARSAHEHERE EHMAEAE -

* BERBEERESEHEMME EAKEE - ONTAP RIAZERESIR R IBAEITZ3SID o
A EFEPIBPRA ST ~ W ZBsEC NYIFEIR ¢

o IESKIIETARY_Everyon  B¥AEPASFRELE
s EERAHEHADBIRE « ONTAP BIABRESIHE AL E R TBARIT A —ESID °

1. Frig R B ERHESIBHERBIRRE -

[\[/] = . .
° ¥MERKE . vserver cifs users—-and-groups local-group add-members -vserver
vserver name -—-group-name group name -member-names namel[, ...]

TrRILEE BTG E I E NMEEHEN A ERE - BEERE RS E AN LERDIRIVEE

= . .
o #BBRALE . vserver cifs users—-and-groups local-group remove-members -vserver
vserver name -group-name group name -member-names namel[, ...]

TRAILUEE EIEE AR BHER R IR AR ERE « EEfERE EREHERN LRI IREE

Ll

LT B At EREZE 'Smb_serverO1\suel FTIEZESVM vs1.example.com_tBY7sidEs
#H "'Smb_server01\Engineeringl :

clusterl::> vserver cifs users-and-groups local-group add-members -vserver
vsl.example.com -group-name SMB SERVEROl\engineering -member-names
SMB_SERVERO1\sue

MU TEEfE A ERE "MB_server01\sues 1 MMB_server01\James) #£SVM vs1.example.com_ERyZsH&EE
41 "MB_serverO1\Engineeringl %%k :
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clusterl::> vserver cifs users-and-groups local-group remove-members
-vserver vsl.example.com —-group-name SMB_SERVER\engineering -member—-names
SMB_SERVER\sue, SMB_SERVER\james

Bese Y FARYSMBhRZS

1SRIRRASSZ R AV AR A BUR I TR R R LESMBRRZS ~ LA {88 £ FE P im AN AR s 122 | 25 222
43 o ONTAPIGfEZ D SMBAIARES B & SR ITIRIZ PP R RI A P i FI THAE o

RIRER I

EEBR PN 2E « (CEZETAEEUESMB 2.0MEHiRZAE c ERL2EE « (REZE%RFERASMB
1.0~ NBLEEPIRIEFAEESMB 1.0 ~ BIfEZEZHESMB 1.0 ©

A EZEINGENZIED « AR D HE AR IREAREASMB 2.0lk R E A7 « 1BFELZEXAAISMB 1.0k Z=BI/HY
RN EHIRRZS < ONTAP ONTAP

* X ONTAP SVMERHYA ~ BIRI{EFASVM_ERISMB 1.0 ©
o —smbl-enabled #J8 vserver cifs options modify S EIEXAE{ERA SMB 1.0
* {CINREEHTO.3FAAONTAP « EEFBISVM ETERAEH o
MR IEHISMBEIARES AL * Active Directory (AD) 4B « A LIERFASMB 2.0ZRE4R = LIONTAP IEINAE

RHEERVAEIIERIZS (DC) o MNREETEDCL{ZHASMB 1.0 ~ FhABEEEM o (EONTAP 0 © 9.25H44 « -’“ﬁE&
FASMB 2.0 U 1TDCELR ©

@ Y8R -smbl-enabled-for-dc-connections 52743 false M —smbl-enabled %45 true ’
ONTAP 1B48 SMB 1.0 #4Z AR E IR » BELHEEZZTEA SMB 1.0 EEMAFERES ©

"N EEEIE B IBRISMBIRATINAERIGFHEE R

1. PR B AR SR A RS

set -privilege advanced
2. FESERUFAMRLE SMB kR4S :

vserver cifs options show

TR A ™EENBE « 8RR AP HERNISMBIRZS « 1REEEADMAEFRESMBIREIARSS « LAEITAD
RIS AR

3. HRERANFRAARIRERISMBEARTE
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° BERIA SMB hRAs :

vserver cifs options modify -vserver vserver name smb version true
° HE{FH SMB g7 :

vserver cifs options modify -vserver vserver name smb version false

HIPIREE smb version :

* -smbl-enabled
" —smb2-enabled
* -smb3-enabled
* -smb3l-enabled

T5& < RI7E SVM vs1.example.com _EEXFE SMB 3.1

clusterl::*> vserver cifs options modify -vserver vsl.example.com -smb31
—enabled true

1. tNERSMBEIARES It Active Directory48igi 4 « s5RE E R A E A SMBEHIFE LUIETDCELR :
EERA SMB RRZS -

vserver cifs security modify -vserver vserver name -smb2Z-enabled-for
-dc-connections true

° HE(=H SMB RRZs :

vserver cifs security modify -vserver vserver name -smbZ2-enabled-for
-dc-connections false

2. REIEIREREAR

set -privilege admin

¥ FEDNS AR 25 _EFISMB1E iR ES
&1 ABIDNS AR EE —EEE - KSMBIRIREZIBAEFNetBiosHI BIEHEHILIF
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RYIPHE ~ IXEWindows it A &R RR I ¥ & = SMBfAIARES 78 o

ez Al
T ABER UG DNSREARSSHEIRFIE  IIRERA ERFE « BISRERDNSEESHAITIET(F

RIRERI(E
MR EEASMBIEIARES ATBAINetBioshl% « RIFAEERIZEIDNSHRZTEARS

1. Z ADNSfRARES °
2. @aE (A-ipitasR) MR (PTL-#MRECH) EHRE - HSMBRAMRS LEHEEEMLIFAIPAIL o
3. MRITFERIEIENetBioshl% ~ BEILAIBIRERTE (CNAMEEFCH) EHEE « HESERLHEZESMB
AR ERILIFEIIP{ILE o
faR
EEREMAREEHREZ® « WindowsERE AT URHHEAR % 1 FE R SMBRIARES & BB HNetBiosH 4 ©
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