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security ipsec config show M8 Offload Enabled B8/~ B AIEY NIC ENEAKES ©
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ipsecsa
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security ipsec config show
MRLEREIE IPsec Enabled: false’ #ET—H o
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security ipsec config modify -is-enabled true
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security ipsec config show

INEMAERETE IPsec Enabled: truee°
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cluster::

> security certificate install -vserver svm name -type server-ca
-cert-name my ca cert

L EMREREHARZE8E/ CA (iR IPsec CA ?i#ﬂ%ﬁ“lﬁ

~ SA{HEFHE ONTAP /REEEIE CA L= IPsec
1E4H security ipsec ca-certificate add me o
° R EF *

cluster::

> security ipsec ca-certificate add -vserver svm name -ca-certs
my ca_ cert
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cluster::> security certificate install -vserver svm name -type server -cert
-name my nfs server cert
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1. {#fH security ipsec policy create Bp
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C. % ﬁﬁ ERIBANTRESE - U EEE&HIBE (UDP ~ TCP ~ ICMP %) ) - ZAIEEIZIBSFRIEIE
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d. AR PSK BB IRERIME (PKI) auth-method FREEREH AN E o
i. MNRICEA—E PSK - FESSH « A% <enter> FIZRTEH AN ERETBSLLASHE o

(D ‘local-identity W1 5R FHAN F P imERE SR XES » MEREA T KT B R ImENE B
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security ipsec policy create -vserver vsl -name test34 -local-ip-subnets
192.168.134.34/32 -remote-ip-subnets 192.168.134.44/32
Enter the preshared key for IPsec Policy test34 on Vserver vsl :

security ipsec policy create -vserver vsl -name test34 -local-ip-subnets
192.168.134.34/32 -remote—-ip-subnets 192.168.134.44/32 -local-ports 2049
-protocols tcp -auth-method PKI -cert-name my nfs server cert -local
-identity CN=netapp.ipsec.lifl.vs0 -remote-identity ANYTHING

FRIE ONTAP FF R ImEREE 7 AERTHY IPsec [REI ~ MBEHEAERRERFE (ATUZ PSK 3/&:%) ~ B[R IP R
EEETERAPIRNERSE ZEEH o
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1. R T SLESIRERN SPD B2 #AIRE

security ipsec policy modify
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security ipsec policy modify -vserver vsl -name test34 -local-identity
192.168.134.34 -remote-identity client.fooboo.com

IPsecZ%1E B im4ARE

B2 VAR IREEFERIPseckH - BEBPIHEREFA—(ESPDIEEMESHT - B2 - EHEEEHTER,IR
EEFAIPsechs » NetAppiE:EFHIPsecZ B P imAHRE o

RRERIE

SRR ZERERE N2 ERFIREREE—SVM IP{it « TRAEIPsec - ONTAPERILUER FHIEHP—TES A
HIZRUALERY -

* FHERRAERE

EEATEFHER ENFREBRRIE (BI40 192.168.134.0/24 ) {£F&E— SPD [RRIEEELFE|E— SVM
IP i3tk ~ fEAZBIERE remote-ip-subnets FAIREAZIL o ESM ~ EABISTE remote-identity AAIE
& FA B i & 93 58 Al ROARIAIL ©

EFRBRARPERE—RAIEER « ZFHERPNIPsecl PR E HAIPsecE 7 AIFNTE L

@ HEiE (PSK) o R ~ ‘ReEERIATSIER o FHRER - SERLIHEHIUERABCH
ME—RE L AREETTERE o IPsecEIRBLZETESESEFHE EHNCAKIGE /RENEN
4 o ONTAPZIE/R:EHIEHBAE (CRL) #%E o ONTAP

* RAFFFRE B R IRERS

EEATF AR IRELFZE SVM IPsec BYFERY IP it ~ ERERKR IP iitAA ~ 53R 0.0.0.0/0 35
ERMEREBATIT remote-ip-subnets i °

HESh ~ IERJRIERE remote-identity EAIEEAR GRS 2#BIBRAL - WIS « ERILEA
ANYTHING °

tESh~ E 0.0.0.0/0 ERABRAFTE « CXERTEZERANITE S EGE I EHRRHS o fM0 ~ NFS
port 2049 ¢
a. EATIEF—E<RREZERF IR IPsec o

I MNRICAERD * FHRRRAMAER * RZIEZE IPsec AR !

security ipsec policy create -vserver vserver name —name policy name
-local-ip-subnets IPsec IP address/32 -remote-ip-subnets
IP address/subnet -local-identity local id -remote-identity remote id

an LA
security ipsec policy create -vserver vsl -name subnetl34 -local-ip-subnets

192.168.134.34/32 -remote-ip-subnets 192.168.134.0/24 -local-identity
ontap side identity -remote-identity client side identity

. MNRICAERD * SFFFE R IR4ERE * 2RZIEZ1E IPsec AR :



security ipsec policy create -vserver vserver name —-name policy name
-local-ip-subnets IPsec IP address/32 -remote-ip-subnets 0.0.0.0/0 -local
-ports port number -local-identity local id -remote-identity remote id

i L
security ipsec policy create -vserver vsl -name test35 -local-ip-subnets
IPsec IP address/32 -remote-ip-subnets 0.0.0.0/0 -local-ports 2049 -local
-identity ontap side identity -remote-identity client side identity

H8R IPsec #stE R

ZEi@1E - ONTAP A2 MTRESVM IPfiutt) 1 TAFARIPAME) ZMREIIESA NKEZ2MRE (SA) B&

A o MERELERZEE T IPsec SAS ~ UHITERMNERININZREAEZ T1E o (eI UERSATER SRR
&IPsec SASHIIKE SASHIHKEE o

(D SNRITAER IPsec BERSENEINAE > BIE LA < BRBUERMAYET#ES security ipsec

config show-ipsecsa °

a2 & f
IKE SAER < #61 :

security ipsec show-ikesa -node hosting node name for svm ip

IPsec SA#s< Flé& H 254 :

security ipsec show-ipsecsa -node hosting node name for svm ip

clusterl::> security ipsec show-ikesa -node clusterl-nodel

Policy Local Remote
Vserver Name Address Address Initator-SPI State
vsl test34

192.168.134.34 192.168.134.44 c764£f9ee020cec69
ESTABLISHED

IPsec SAs <& HEEH) :



security ipsec show-ipsecsa —-node hosting node name for svm ip

clusterl::>

Vserver
State

INSTALLED

security ipsec show-ipsecsa -node clusterl-nodel

Policy Local Remote Inbound Outbound
Name Address Address SPI SPI
test34

192.168.134.34 192.168.134.44 c4cbb3d6 c2515559
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