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1. HET R ERAE D ZENVE :

version -v
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clusterl::> version -v
NetApp Release 9.1.0: Tue May 10 19:30:23 UTC 2016 <1Ono-DARE>
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system license add -license-code license key
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clusterl::> system license add -license-code
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2. EamEE LB - M LRI
system license show
MBTERGMTEL ~ AR THFME -

THer <L SRR LEFIARIE clusterl :

clusterl::> system license show
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1. ZHEBENSSL KMIPH FifR/&dE !

security certificate install -vserver admin svm name -type client

AR BIRTEEASSL KMIPABMFAR RS o

clusterl::> security certificate install -vserver clusterl -type client
2. ZRKMIPEREIR/EEREEN (CA) HISSLARESE :

security certificate install -vserver admin_ svm name -type server-ca

clusterl::> security certificate install -vserver clusterl -type server-ca
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1. REBENSHEEENER :

security key-manager external enable -vserver admin SVM -key-servers
host name|IP address:port,.. -client-cert client certificate -server-ca-cert
server CA certificates

° ° security key manager external enable fRRHEUL security key-
manager setup e c MREEEEZARTFTHHRITHS © admin SvMTBRAHE
FIEENEIESVM - CNAREEEES « TARTEEEHE o LAILETT security
@ key-manager external modify BB EINEIREIRAARE o

© EXEEESVMBIRIEH ~ IREBRTEINPZHERE « BIMAEEHTTMetroCluster
security key-manager external enable BEBHEE LGS

"F?'ﬁv_IEﬂl%E’J%ﬁBéfA’“iE clusterl A= ﬂﬁl%"‘ﬁé?ﬂﬂﬁ%‘% F—EERARSESEAETHRE
FIESRIBRIETE '*_ﬂilﬁﬁﬂﬁﬁﬁﬁxeﬁﬁﬂIPLLth%IZIi‘E EIFIERIEE « F=(EZHBAMRERZERIPV6(L
HEANZE 1%1525? :

clusterl::> security key-manager external enable -vserver clusterl -key
-servers

ksl.local:15696,10.0.0.10, [£d20:8ble:b255:814e:32bd:£35¢c:832c:5a09]:1234
-client-cert AdminVserverClientCert -server-ca-certs
AdminVserverServerCaCert

2. RESVMHIEIREIERER :

security key-manager external enable -vserver SVM -key-servers
host name|IP address:port,.. -client-cert client certificate -server-ca-cert
server CA certificates



yu%lu\?— SVM A?}‘Eﬁ?ﬁ?%ﬂ?ﬁﬁ% v SVM %EEQ%EETIE’\J SVM o /p\%’EE%%
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° EXEERSVMIIRIEF « IREEREINTERER « MAREEERH{TMetroCluster
security key-manager external enable BTEBHEE LM o

THas L AR AR IR EIE svml ERE—RAARSFICISTRREIRIR 5696 !

svmll::> security key-manager external enable -vserver svml -key-servers
keyserver.svml.com -client-cert SVMlClientCert -server-ca-certs
SVMlServerCaCert

3. HHRMEMEMSVMERREBE —EDER -

,.d\‘l'l_",—_fly(ﬁﬁﬁ security key-manager external add-servers FAREEHM SVM B

(D < ° ° security key manager external add-servers RS EEUL security
key-manager add fp% o MIHREEMNGTEE  A2RFME -

4. FESVFRA BREMNKMIPEARSIIEES |

security key-manager external show-status -node node name

(D ° security key- manager external show-status fp< EEUL security key-
manager show -status % ° IBTENGLTEE  A2RFME



clusterl:

Node

node?2

Vserver

svml

clusterl

svml

clusterl

keyserver.

10.0.0.10:

fd20:8ble
ksl.local

keyserver.

10.0.0.10:

fd20:8ble

ksl.local:

:> security key-manager external show-status

Key Server

svml.com:5696

5696
:b255:814e:32bd:£35¢c:832¢c:5a09:1234
115696

svml.com:5696

5696
:b255:814e:32bd:£35¢c:832¢c:5a09:1234
15696

8 entries were displayed.
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volume encryption conversion start
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FAREELE

Status

available

available
available
available

available

available

available
available
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1. RESREMHBNSIREERNELR :

security key-manager setup
SRR R E RN ©
() meERENEES  CUAETERE LRSS MetroCluster o

2. EBERTFTHABERNCIFE
3. FEKMIPEIARES

security key-manager add -address key management server ipaddress
clusterl::> security key-manager add -address 20.1.1.1

() meERENEES  CUAETERE LRSS MetroCluster o

4. FriBZEINAIKMIP{EIARES LURMHETS ¢

security key-manager add -address key management server ipaddress
clusterl::> security key-manager add -address 20.1.1.2

() reaEFsEmEEs  CREERERE CRTIESSMetroCluster -

S. HEERFIA BREMKMIPREIARESI B &EAR
security key-manager show -status

MERBNGCEE  A2RFMRE -

clusterl::> security key-manager show -status

Node Port Registered Key Manager Status

clusterl-01 5696 20.1.1.1 available
clusterl-01 5696 20.1.1.2 available
clusterl-02 5696 20.1.1.1 available
clusterl-02 5696 20.1.1.2 available

6. eI UM F iR & B A IR RE o

volume encryption conversion start



TEEHAMERE Z Al ~ MAKTEREIMNPZIREIERET o £ MetroCluster IRIFH « MBETEMELLS ERE
SMEREIREIES o

EAEREEREESR

EINEEMERY9.10.1FHEONTAP ~ fEFL AT LARAIARIER "Azure Key Vault (AKV) " #l "Google
Cloud Platformfy& i B2k (EimKMS) " REZRAERAEXT ONTAP NE:
% o € ONTAP 9.12.0 Fita ~ St r] LUE A R{IR:E NVE £i& "AWS HY KMS" o

AWS KMS + AKV #1 Cloud KMS B4R "NetApp Volume Encryption (NVE) £&" EERAMRERISVM o

RIRETET M
AT LUERS CLI 2 ONTAP REST API KBV EmHEENSREIE o
(EREHAERRE SRR 1  IREER B SVM LIF 2ERATHSHREEHENEN - Heamg

AR B E IR FE R REREEARTS (login.microsoftonline.com for Azure ; oauth2.googleapis.com for Cloud KMS
) EITEA - MRFBEMERREALER « EERBAEREASHEIERT

EREIRMHERZREERTR « CREETIIRE

s BiRERSIEEIEREAR NetApp #7ZIM%Z (NSE ) # NetApp Aggregate Encryption (NAE) o "
HNEBKMIP" BILAER AR ©
* BinHEHSIREEARERR MetroCluster 4H8E o

* DR THEERETEN SVM ERE -

FAtaZ Al
* MRETEBEENEIREER LRE KMS ©
* ONTAP SERVENIREMZASZIR NVE ©
* TAAE RS Volume Encryption (VE ) MIZMARMEZEEREE (MTEKM ) & o
© EAEREESN SYM BIES o
* Bk SVM AEEEEMMEBNHEE - A SRASBEERER - MREN SVM B3 MENEEE - &
NESBERIELHEE « 7 BERE KMS o

RSN ZIRERE
RSN EREEIRAN EEANFTE R EERER - BIEEENSREEEANIRRE -

10


https://docs.microsoft.com/en-us/azure/key-vault/general/basic-concepts
https://docs.microsoft.com/en-us/azure/key-vault/general/basic-concepts
https://docs.microsoft.com/en-us/azure/key-vault/general/basic-concepts
https://docs.microsoft.com/en-us/azure/key-vault/general/basic-concepts
https://docs.microsoft.com/en-us/azure/key-vault/general/basic-concepts
https://cloud.google.com/kms/docs
https://cloud.google.com/kms/docs
https://cloud.google.com/kms/docs
https://cloud.google.com/kms/docs
https://cloud.google.com/kms/docs
https://cloud.google.com/kms/docs
https://cloud.google.com/kms/docs
https://cloud.google.com/kms/docs
https://cloud.google.com/kms/docs
https://cloud.google.com/kms/docs
https://cloud.google.com/kms/docs
https://cloud.google.com/kms/docs
https://cloud.google.com/kms/docs
https://cloud.google.com/kms/docs
https://cloud.google.com/kms/docs
https://cloud.google.com/kms/docs
https://cloud.google.com/kms/docs
https://cloud.google.com/kms/docs
https://cloud.google.com/kms/docs
https://cloud.google.com/kms/docs
https://cloud.google.com/kms/docs
https://cloud.google.com/kms/docs
https://cloud.google.com/kms/docs
https://cloud.google.com/kms/docs
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.netapp.com/zh-tw/ontap/encryption-at-rest/configure-netapp-volume-encryption-concept.html
https://docs.netapp.com/zh-tw/ontap/encryption-at-rest/configure-netapp-volume-encryption-concept.html
https://docs.netapp.com/zh-tw/ontap/encryption-at-rest/configure-netapp-volume-encryption-concept.html
https://docs.netapp.com/zh-tw/ontap/encryption-at-rest/configure-netapp-volume-encryption-concept.html
https://docs.netapp.com/zh-tw/ontap/encryption-at-rest/configure-netapp-volume-encryption-concept.html
https://docs.netapp.com/zh-tw/ontap/encryption-at-rest/configure-netapp-volume-encryption-concept.html
https://docs.netapp.com/zh-tw/ontap/encryption-at-rest/configure-netapp-volume-encryption-concept.html
https://docs.netapp.com/zh-tw/ontap/encryption-at-rest/configure-netapp-volume-encryption-concept.html
https://docs.netapp.com/zh-tw/ontap/encryption-at-rest/configure-netapp-volume-encryption-concept.html

AWS
e Z Al

* [BAZEA AWS KMS £ 215 « EHEENZM IAM BeFEA o IAM BB S 255 NME
EMRA :

° DescribeKey
° Encrypt

° Decrypt

FHE ~ A2 AWS XX B o

gn%E:

Ulll

7 ONTAP SVM _EE{FH AWS KMV
1. BIYAZ A0 ~ LR AWS KMS EViS7ZENEE8 ID M Eais o

2. RRERR G 4R8P
set -priv advanced
3. EXF AWS KMS :

security key-manager external aws enable -vserver svm name -region
AWS region —-key-id key ID -encryption-context encryption context

4. HIRIRTRES « SERMANERE o
5. WS AWS KMS BIFFESRE -

security key-manager external aws show -vserver svm name

Azure
7£ ONTAP SVM _EEYA Azure Key Vault

1. FYaZ A ~ SRS AZUretk FEIS B ERIBEEETE B « BIEAPIRHEEURE o
TR REETRIFTA BRESEREF o LAIUERM T RIRE cluster show°

2. RHERE AR R A ERE

set -priv advanced

3. £ SVM LR{A AKV
security key-manager external azure enable -client-id client id -tenant-id
tenant id -name -key-id key id -authentication-method {certificatel|client-
secret}

HIRLRTET ~ 58 Azure tRF B P In/RE S A P IRIEE o
4. HESE AKV BIERERIA -

security key-manager external azure show vserver svm name

WRARFSEARAENARLES « $5EBER SVM LIF EI78 AKV SR EIRRFSHIELR o
Google Cloud

7 ONTAP SVM LE{FEE IR KMS
1. BAtAZ Al ~ 3554 JSON HIENE Google Cloud KMS 1R E &8 MR £18 - KA UTEGCPIRA
R FIEIEE o
SN ERREETPNFAE A ERENE o S UFERHLHRIEE cluster show©
2. BIEMREARR AR ¢

set -priv advanced

11


https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#grant
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#grant
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#grant
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#grant
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#grant

3. 7£ SVM LRI Cloud KMS
security key-manager external gcp enable -vserver svm name -project-id
project id-key-ring-name key ring name -key-ring-location key ring location
-key-name key name

HIRIR T « SAFERRSIRELZSEHA JSON EEZMNAR
4. 70 Cloud KMS BRTEIERNZE :

security key-manager external gcp show vserver svm name

ARAE kms wrapped key status YE 2 “UNKNOWN” SRR NBZHIEE
WMRARFFFEARBESNAFLES ﬁﬂSVM LIFZ I EAGCPE iR B IEARTEAVELR o

MRBERERISVMRE— :E%ﬂilbﬂfﬁﬁiﬁﬁ BHREMINVESRHEESVMAZEHREEEAEE LS
RERHEINIZIREERES - SEMEM CLI MITILIFR « FRITH < !

security key-manager key migrate -from-Vserver admin SVM -to-Vserver data SVM

ERINBEER SVM MIFE NVE B2 A1 « S555MFNER SVM BIMNNEBHEE o

HEREEER
* “EARFEMAI Cloud Volumes ONTAP HJ NetApp IR R R INZHEHEE"

EXFAONTAP Eifhkads (NVE) WRNEZRERE

eI LUE A Onboard Key Manager?R{Re&Es= £ A RFENEZE R EE o [SABEFEUN
TR & 5 BRI Z AR S EZ=E L BXA Onboard Key Manager ©

FAREETLE
CAZBHAT security key-manager onboard sync SREZGEEINEEZERNGS o

R E MetroCluster 4B8E ~ BYRAZBHIT security key-manager onboard enable SRR FCEAEELE
AT ~ AT security key-manager onboard sync T:EE%%%J:@@*E@FE%E']'@"% ° "Eé'-?ﬁiﬂl_ﬁ
security key-manager onboard enable AEFEMNMT - REERHHZE LETETRIE « BARE
1T enable MIBIHHZEBRHAITHST ©

BIETER ~ EEHMEMMAEE - CAEERATREIEELEN o KoJLAER cc-mode-enabled=yes HRIEE
RIEMBETEEHNFHIE B AEHT o

WMRIEER E'Ji_ﬁﬁﬁ/\ NVE cc-mode-enabled=yes > {&FEAREIIEIRE volume create fl volume
move start R ZBEINNE o WA volume create’ EAREEISE -encrypt true © WA volume
move start’ EABEIETE - -—encrypt-destination true?®°

REONTAP FIEERINER « EENAEEDNEARLTE (CSFC) RIEX ~ M /RIEECNVEEANSE - IiFE
R TR BAPEA TRERREEREIN - 26 "CSICHATTZEMT T INFRCSICHYEFHEEH -
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2 TAESREERER & I—REH BXPEER (cc-mode-enabled=yes) ™ R#K1TH
EUTHAEREE :

* REGEEE TARER)) B TERR  EEEAKMNERERN -

YNRCTEREE R A ERNEZERE « AN SHENZAIMRE - S2EELRE - E&
AEMRENENR  ARWMALERIEERD - —B - ARSI EBSREGTT24/\E
N~ HEEMEEEETHEEA2HNN S « ERAARERN - (IREZRE (HIW - &

@ BESTRIEFRMAREDN)  MINBESFH24/)\ KAkl « RS EMEEER, « AREER
PRI -

ARG EFEFEANetApp RSA-3072F2 IG5 B /K5 B ACSHA-34IENIE S B E -« Kig
EIRERTTEEM « MIE—RARAINetApp RSA-204812 N IE B B /REFSHA-256IE IS EME

AR L ERERBHAES  DHERREAT KRB ECIHRIE - NRERERKD -« BEEN
EFEEET—T ; TRIRGEEMERN - 552F cluster image BRABRKEMRNES »
B2RFME -

=1
=

@ Onboard Key Managera]i& &R 7 E B L CIRIET - ERMEMFAHFILR  BEH TR
RRARERBR - EIERRIFRGT « RRFLLER « EREIRRABTRERL B

RSz Al
s N BREEEIEE T SERMITIEIE -
* 1EEREOnboard Key ManagerZ A ~ &4 B & EMetroCluster S{EFFAEIRIE ©

1. BEEREEREARTE :

security key-manager onboard enable -cc-mode-enabled yes|no

& cc-mode-enabled=yes BEXRFEHAEETENMHEERAATETIERNS - MRLEER

T ~ BEERR NVE cc-mode-enabled=yes * {EREIIMNEIEE volume create
@ volume move start SRS EHENNIE o © - cc-mode-enabled MetroCluster ZHREARZ

EIEF - o security key-manager onboard enable oL EEUL security

key-manager setup e o

T EERE1 LREBTREERARES S « MAERESREMFARBABETE

clusterl::> security key-manager onboard enable

Enter the cluster-wide passphrase for onboard key management in Vserver

"clusterl":: <32..256 ASCII characters long text>
Reenter the cluster-wide passphrase: <32..256 ASCII characters long
text>

2. EEAEIBIRTFTH « BIA32F25618F o2 BIRVERAENS « SEA Mcc-mode')  (64F256EF T2

HUBRAEES) o
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3.

(D YNRISERT"cc-mode"BRAEIE D It64EF 7T  RIE 2R EERAREFEBRETEAEN
RmZAl ~ 88 AMIERVIEE o

TEBRAEISHEET R T ~ ENWA RS o

4. EEEVL:‘EIIL_L %ﬁnﬂ@fA .

5.

security key-manager key query -key-type NSE-AK

(D ° security key-manager key query T EEL security key-manager query
key % o NECTENGIEL  A2EFME -

TS ZEE R R EAENREEE clusterl ¢

clusterl::> security key-manager key query -key-type NSE-AK
Node: nodel
Vserver: clusterl
Key Manager: onboard
Key Manager Type: OKM
Key Manager Policy: -

Key Tag Key Type Encryption Restored
nodel NSE-AK AES-256 true

Key ID:
00000000000000000200000000000100056178fcbace6d91472df8a9286daacc00000000
00000000
nodel NSE-AK AES-256 true

Key ID:
00000000000000000200000000000100df1689a148fdfbf9c2b198e£f974d0baal0000000

00000000

2 entries were displayed.

AT U A X F AR @ SRR B HIR & o

volume encryption conversion start

EEIAIEE Z Al ~ 7B TEEERE Onboard Key Manager © 1£ MetroCluster 2155 « M{EL & &A% ER
EANESIREES o

FER R
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BT EREFERAMIMNINZRMUE « UHRKMER -
FEEREONboard Key Managert@ 3 « EZFERERFHN EIRERAININLEME « UEEE
EXEFER - F2H "FIROAESREESH" -

EXFAONTAP Eifikas (NVE) HRNEZREE

EAILAEROnboard Key ManagerR{rE& EARFEINEERNER o L BEESER
EINZ AR & 5 B B INZ AR & LB Onboard Key Manager ©

RAREETE
CAZEHAT security key-manager setup BRAGEIELFIEEZERNGS ©
MREERAMetroCluster IE TREEE) 4R ~ A2 TFIZER !

* £ ONTAP 9.5 A1 ~ f&AZEHIIT security key-manager setup FEAHEREEM L security key-
manager setup -sync-metrocluster-config yes FiRimERE L - FAERNEHRES

* £ ONTAP 9.5 ZHij ~ f&WAZBHIT security key-manager setup EAMEEE L « FFERLY 207 - A
BT security key-manager setup (Ei2imee b « FHEMEREEHZN o

RIETERR ~ EREAEMNBIKE « BAFEHASHEIEREXEES o £ ONTAP 9.4 Fth ~ EAILAER -enable
-cc-mode yes EIEERFEAEEEMAK BB ABERS o

MRRERE ~ BB NVE -enable-cc-mode yes ™ ERRBIAHIEE volume create Ml volume

move start L EBEHIINE o B volume create ’ IEAREEISE -encrypt true ° BAF volume
move start ’ BFRFEEISE -encrypt-destination true°

() =EERsnE  CUAEFEBDE -

FIsEZ Al
* MNRE(ER NSE 3¢ NVE HBEC/NBEREIE (KMIP) fAARSS ~ BIAERPRIMNIE B EIREXERE -

"IN R EEREEANRSRER"

* B AREEEES T SENITITF -

Y

* 1EREOnboard Key ManagerZ & ~ &4 7B EMetroCluster S{EFFREIRIE ©

1. BBEREERARE

security key-manager setup -enable-cc-mode yes|no

1%t ONTAP 9.4 B8 ~ &R LUER -enable-cc-mode yes WIEIBRER{FAE T EHRIE
() mHASHEEEE - MRESHE « AERR NVE -enable-co-node ves » (BRI

MR volume create Ml volume move start BpR ZEENNMNE o

TS EERE1 LRERESREEREN - MABRKESRENRRREABRAZES
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clusterl::> security key-manager setup
Welcome to the key manager setup wizard, which will lead you through
the steps to add boot information.

Would you like to use onboard key-management? {yes, no} [yes]:

Enter the cluster-wide passphrase: <32..256 ASCII characters long
text>

Reenter the cluster-wide passphrase: <32..256 ASCII characters long
text>

BIA yes IR FRERNESIREIR o
EEAEBIR T ITH -~ BA32E25618=F T2 MRVERAZES « @A MMcc-mode'l  (64F2561EF T2
BUBRIREE) o

@ NRAEE R "cc-mode" BRAEHE D it64EF T ~ BT SR EERIREFEBRETERENE
RmZAl ~ B AT EREE -

N7
/

BRI HNRT T « EMBABREE o
D ERFIAMRRETR |

security key-manager key show

NEREIGLEEA A 2RTFME -

clusterl::> security key-manager key show

Node: nodel
Key Store: onboard
Key ID Used By

0000000000000000020000000000010059851742AF2703FC91369B7DB47C4722 NSE-AK
000000000000000002000000000001008C0O7CCOAF1EF49E0105300EFC83004BF NSE-AK

Node: node?
Key Store: onboard
Key ID Used By

0000000000000000020000000000010059851742AF2703FC91369B7DB47C4722 NSE-AK
000000000000000002000000000001008C0O7CCOAF1EF49E0105300EFC83004BF NSE-AK



6. tha] IRHAE X F IR E EHIA R IR E o

volume encryption conversion start

EERIEE Z A ~ HBLTERTE Onboard Key Manager © 7£ MetroCluster 21550 « Mf@lh & # 4 E%
ERETHEES o

TR TR
RBENERERBERAINTNLEME  DUHRRER -

BEEREOnboard Key ManagerfE 3 « EZFERENFHN IR ERAININLZEME « UBEEE
EXHEER - B2 "FIRMAZSREESH" -

RIS AR SR EIE

&R LAEROnboard Key ManagerR{r:Ez £ ARFEINEEREE o S
EINZh4hR & 5 B BN Z ARV & LB Onboard Key Manager ©

\\\\

AEEERF

72 ONTAP 9.5 SR ERARA ~ ERAZBHIT security key-manager setup BRAGEIBLFTIZ
ERERGS o

@ H5 ONTAP 9.6 SR EHARZS ~ A BHIT security key-manager sync SRAGEIRLFTIGE
BERREGHS ©

MRFERTIEEERENETREENZE - ERTATIL e SREMBIBERNER o

MRITERMetroCluster B TRFEE . #HRE ~ 2R T5IER] !
* £ ONTAP 9.6 B8 ~ fEWAZB#IT security key-manager onboard enable JCTEAHEEE FHITT
security key-manager onboard sync EiRimERE L ~ FRERNEHEZN o

* £ ONTAP 9.5 1 ~ f&AZEHIIT security key-manager setup FEAMERZEM L security key-
manager setup -sync-metrocluster-config yes FRIEEE L~ FRERNEHEED

* £ ONTAP 9.5 Z i ~ f&ABMIT security key-manager setup EAHEEE L ~ FEFKL 20 ) ~ 24
BT security key-manager setup (EiRimese b « FHEMEEEHZNE o

RIETAR « ERRERRAKE - EAFERATREERREIVEN o 1 ONTAP 9.4 FtA ~ AR -enable
-cc-mode yes EIREREAEXEMFBRARMES o

MRIEEHRE ~ BIFEAMN NVE -enable-cc-mode yes ™ EAEINEIRE volume create fl volume

move start SRR EBBEINNE o AR volume create ’ EAREEISE -encrypt true © WA volume
move start ’ fEAREEISTE -encrypt-destination true©

() wmERsws  COABFRDEH -
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