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clusterl::> security key-manager external enable -vserver clusterl -key
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-client-cert AdminVserverClientCert -server-ca-certs
AdminVserverServerCaCert
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° AXBRERSVMIIRIRH ~ MIRTEREINPEBEIE « MABEEEH{TMetroCluster
security key-manager external enable BEBHEE LGS

THar <L B AT ZIRERE svnl ERAE—SRAMRBICIRIARERIE 5696 :

svmll::> security key-manager external enable -vserver svml -key-servers
keyserver.svml.com -client-cert SVMlClientCert -server-ca-certs
SVMlServerCaCert

- HEMEEEMSVMERRE—EDHE -

&t B LUER “security key-manager external add-servers' sn % 3R & E H1th SVM oY
@ “security key-manager external add-servers B “security key-manager add" & np <ol
ZZE R ONTAP"SE:¥40 “security key-manager external add-servers B:l » 525 ©

||j;b/v\

- WA ERENKMIPERSIIEELR !

security key-manager external show-status -node node name
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®

-status' @< o M52

Bl A8 -

2 E “security key-manager external show-status BXft, “security key-manager show

ERIONTAP"S25%40 “security key-manager external show-status’

clusterl::> security key-manager external show-status
Node Vserver Key Server Status
nodel
svml
keyserver.svml.com:5696 available
clusterl
10.0.0.10:5696 available
£fd20:8ble:b255:814e:32bd:£35¢c:832c:5a09:1234 available
ksl.local:15696 available
node?2
svml
keyserver.svml.com:5696 available
clusterl
10.0.0.10:5696 available
£d20:8ble:b255:814e:32bd:£35¢c:832¢c:5a09:1234 available
ksl.local:15696 available
8 entries were displayed.
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1. RESREHHRNSHEEEELR °

security key-manager setup

IR EEREIREMRIFE

@ 7EMetroClusterIlRIEH » WA BTEMEZRE _ EWITILAR S o 5%4H T ## “security key-manager
setup "5 T2 E E R ONTAP" ©

2. EEERTFETEABEZREIRE o
3. FEKMIP{EIARSS :

security key-manager add -address key management server ipaddress

clusterl::> security key-manager add -address 20.1.1.1

() reaErxEmEEs O EERERE FRTISSMetroCluster -
4. SRS IKMIP RS LU (SR |

security key-manager add -address key management server ipaddress

clusterl::> security key-manager add -address 20.1.1.2

() meERENEES  CUAETERE EHTISMetroCluster o

S. FESTFIA ERENKMIPEARESIIEELR
security key-manager show -status
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clusterl::> security key-manager show -status

Node Port Registered Key Manager Status

clusterl-01 5696 20.1.1.1 available
clusterl-01 5696 20.1.1.2 available
clusterl-02 5696 20.1.1.1 available
clusterl-02 5696 20.1.1.2 available
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volume encryption conversion start
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AWS
e Z Al

* [BAZEA AWS KMS £ 215 « EHEENZM IAM BeFEA o IAM BB S 255 NME
EMRA :

° DescribeKey
° Encrypt

° Decrypt

INFFAEN « FF2B AWS XX "HEEY" o

7 ONTAP SVM _EE{FH AWS KMV
1. BIYAZ A0 ~ LR AWS KMS EViS7ZENEE8 ID M Eais o

2. BHEPRBARRAERE ¢ set -priv advanced

3. B AWS KMS : security key-manager external aws enable -vserver svm_name
-region AWS region -key-id key ID -encryption-context encryption context

4. MIRETE « ARANE T o

S. HEEY AWS KMS BIEFERERE | security key-manager external aws show -vserver
svm_name

M52 2 ZERIONTAP E#4R “security key-manager external aws &3l » ;52 o

Azure
7£ ONTAP SVM LE{f Azure Key Vault

1. BBz Al ~ BB LIEAzUretR B 321?1_555’]%’?3’&385%:%*4 - BiE A P imi% o &R o (St BERRE
ERRFTAEEEEEFEEE o (BAILUERAMLHRIEE cluster show o M"IESZEERIONTAP &
4l “cluster show Bzl » ;2R ©

2. BHEPRBARER AR set -priv advanced

3. £ SVM ER{AH AKV security key-manager external azure enable -client-id
client id -tenant-id tenant id -name -key-id key id -authentication-method

{certificate|client-secret} HIUZREF « FH8IA Azure 1EF HF B /RSB ok B g o

4. FESR AKV BIEFERRF | security key-manager external azure show vserver svm name

MRARFFEZENALEE ~ SHEBEER SVM LIF B8 AKV £iREIEARTFAVELR o

M52 2 ZERIONTAP " E¥40 “security key-manager external azure &l » B2 o

Google Cloud
7 ONTAP SVM LE{FEE 1% KMS

1. BsAZ AT ~ 335 JSON R ILENE Google Cloud KMS 1R B £ I8t M Z S8 - K] IU7EGCPIRS
IR FEIEEN o (S BEEREERRIFTA BELESIEBENE o Kol UERRLRIGE cluster
show o WI"IES 2 EERIONTAP"E:%40 "cluster show &l » FBFRR o

2. BHERHEREAER | set -priv advanced
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3. £ SVM EE{MA Cloud KMS security key-manager external gcp enable -vserver
svm_name -project-id project id-key-ring-name key ring name -key-ring

-location key ring location -key-name key name WHIRIRTEf  sAERARBIREAZ SR
A JSON EEZHNRR

4. B§:% Cloud KMS @5 HCE T IEFERYZ 8 & “security key-manager external gcp show vserver
svm_name I3k “kms_wrapped_key_status'# "UNKNOWN" ¥R BB E I MNZHIEE o INRARFSH
ZEMARERE » BEBER SVYM LIF Ei8 GCP £ B IRIRFEIVELR

"< 2 ZE R ONTAP"E¥4H “security key-manager external gcp Bi:fl » s526] ©

MREABRSVMRE—HZEMBEIEE - BEHENNVESHAEESVMARSREERENERE  AELE
;Eﬁﬁi%ﬁﬁﬁﬁ’*ﬂiﬁﬁf GEfER CLI BUTLLIEZE ~ BT S | security key-manager key
migrate -from-Vserver admin SVM -to-Vserver data SVMIERIHEEER SVM BIFAE NVE £i8
ZHI ~ EiEAEENER SVM BISNNZHER o
e R

* “ERFEAR Cloud Volumes ONTAP BY NetApp NNZE R TT ZHRNMN AR E"

"ZEREIREESINE

£/ Barbican KMS ZIZONTAP£ &

EONTAP 9.17.1 F%A » {&AILAERA OpenStack BY"E LS KMS"{REONTAPINZE £E o
BarbicanKMS B—IBZ 2 {#FMEFEE#EAVARTS o BarbicanKMS R AR fRsEE R SVM
AINetAppiAREENEE (NVE) 2488 o Barbicanfk#8"OpenStack Keystone" » OpenStack B9
B{RARTS » AR B {DEEEE o

RARNEETIIE

RE]LUEE CLI {ONTAP REST API {# /3 Barbican KMS B E S8 EIE o 7£ 9.17.1 R4 » Barbican KMS X
EBELUTRS :

* Barbican KMS Rz 1ENetApp#fEiNZ: (NSE) FINetAppEE & NZE (NAE) o 5 » &R LUER" "IN KMIP 8"
WREZ IR EIEES (OKM)" Bt NSE #1 NVE £48% ©

* MetroClusterfc B~z #& Barbican KMS °
* Barbican KMS RAEAE R SVM BLE > FEAREIE SYM °

BRIES AR 0 BEE admin FEFRETURIT TFIIRIFER -

FIsEZ Al

* WZAFLE Barbican KMS #1 OpenStack Keystone ° &K Barbican BJ SVM #AZERESN B BAFRR 1FEY
Barbican #] OpenStack KeystonefalfRES o

* WNERIGIEFEA Barbican #1 OpenStack Keystonef@iR23 /A B 51 /RERHEEL (CA) » BIA/BRER

security certificate install -type server-ca -vserver <admin svm> °

I ERED Barbican KMS B &
EE] LA SVM ZILHTEY Barbican KMS BLE W AE EENE) - —{E SVM rIUBE Z{EIEEENAY Barbican KMS ELE
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P B—RRABER BRI TEEIAAS o

TER
1. & SVM I FHIIEEEN Barbican KMS ECE -

security key-manager external barbican create-config -vserver <svm name>
-config-name <unique config name> -key-id <key id> -keystone-url
<keystone url> -application-cred-id

<keystone applications credentials id>

° ~key-id 'S8 Barbican EBINEZI® (KEK) HIZIMIZHAT o AWATEN urL 815
“https:// °

S URL BLBRISE (7) o PSR EXBIONTAPS S SIS - BHASARIS URL
() CHEBEEANUTHSEREMRE set —active-help false o BEAIMERAMN
T e S EFEE BN “set -active-help true’ TIRE Z(E R"IES 2 EERIONTAP" ©

° ~keystone-url @ OpenStack KeystonelRHEEHR URL o FBHIATEMN URL > 81F
‘https:// °

° “-application-cred-id ‘2 FEFTETN/&KEE ID ©

%ﬁj)\lﬂ:ﬁ%ﬁ » RIARR TN EEARAREIVREER  IiE<REI—@IEESR Barbican KMS Fg

MR 4538 3 — 184 & HIE7ESN Barbican KMS BCE configl ¥idsvM “svml !

clusterl::> security key-manager external barbican create-config
-vserver svml -config-name configl -keystone-url
https://172.21.76.152:5000/v3 -application-cred-id appl23 -key-id
https://172.21.76.153:9311/v1l/secrets/<id value>

Enter the Application Credentials Secret for authentication with
Keystone: <key value>

2. EYEhERRY Barbican KMS E2E -

security key-manager keystore enable -vserver <svm name> -config-name
<unique config name> -keystore barbican

o] LAE R b A3 <2 7£ Barbican KMS E2& Z BT o N8R SVM L EF1E/EEH Barbican KMS ECE » HlJsx

ECERF BRI IEBIIARG » MRENFRIECE o
3. ER:EHRY Barbican KMS FRB BB EEIIEENARS -
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security key-manager external barbican check -vserver <svm name> -node

<node name>

IEIE S BBHR M SVM T ENEL_EJESNAY Barbican KMS ECEAIARAE o H/70 > SNR SVM “svm1 7EEIEE_E “nodet
BB EHH Barbican KMS B2 & » LU T ap L i3 E R ERIARRE

clusterl::> security key-manager external barbican check -node nodel

Vserver: svml
Node: nodel

Category: service reachability
Status: OK

Category: kms wrapped key status
Status: OK

37 Barbican KMS E2 B /&5
A LR F B #E BN s JE/EENRY Barbican KMS ECERIEAIERE ©

1. &%& SVM BIBAij Barbican KMS FL& :

security key-manager external barbican show -vserver <svm name>

B8R SVM _t%&1E Barbican KMS BLERIE48E ID ~ OpenStack Keystone URL FIFERFZTN/&:E ID ©
2. E#f Barbican KMS FCBERIRTE :
security key-manager external barbican update-config -vserver <svm name>

-config-name <unique config name> -timeout <timeout> -verify

<true|false> -verify-host <true|false>

b35S FH#T15E Barbican KMS 5% EHVEIFRFAEREEERE © timeout FEREONTAPTEEARK AT ERF
Barbican [CIFERYEERT (UFVABENI) o F8BER “timeout Bt+# e ‘verify ' # “verify-host FEE
HEEBZAIRTESAEE Barbican FHMB MM EMETE - BRBEAT » BLEBHRES true ©
i€ “vserver #ll “config-name’ 2B EH - HMBEEAIEM

3. MRFE > AEMESHIEEENA Barbican KMS ELERYE !
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security key-manager external barbican update-credentials -vserver
<svm_name> -config-name <unique config name> -application-cred-id

<keystone applications credentials id>

WAL <% > RARARRETEEHANNERRENRESR -

4. MNRFE > A7EEIRY Barbican KMS RE MEEK SVM £iBINEE18 (KEK) -
a. FARUTHMEERN SVM KEK security key-manager external barbican restore :

security key-manager external barbican restore -vserver <svm name>

I dr S #% BB EL Barbican faliRes @& 2K %185 8) Barbican KMS B ERY SVM KEK ©

5. YNRT|E > :54 Barbican KMS R EE#H£88 SVM KEK :
a. ETEPRIE AR R A HERE -

set -privilege advanced

b. FFRUTAXEHEIE SYM KEK security key-manager external barbican rekey-

internal -

security key-manager external barbican rekey-internal -vserver
<svm_name>

HEIES S AISER SVM EA R SVM KEK » LfEAFHAY SVM KEK EF I EREENZSE o Hil
SVM KEK &= 3B %A Barbican KMS ECBRI{FE o

7 Barbican KMS #1 Onboard Key Manager ~ 5B £%

(CRILUERTE Barbican KMS SBISIIRE &R (OKM) » RZIMA - ETHRAM OKM MESIEE - 52
" RO ERThR AR E TR ~ UFHITRETIREIEONTAP" o

1. IR AR S AR :

set -privilege advanced

2. NREE > 28 Barbican KMS BIEE| OKM
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security key-manager key migrate -from-vserver <svm name> -to-vserver

<admin svm name>

‘svm_name' 8% Barbican KMS FZER SVM HI&TE ©

3. MNRET|E » F2UN OKM BFSZ Barbican KMS ©

security key-manager key migrate -from-vserver <admin svm name> -to

—-vsServer <svm_name>

(SR MIFR Barbican KMS B2 &
AT LE S B IR E &R EE) Barbican KMS ECE » 1 B AT ARIBRIESESNRY Barbican KMS B2E

1. PR E AR AR

set -privilege advanced

2. BRESHH Barbican KMS F2E :

security key-manager keystore disable -vserver <svm name>

1R SVM L7F7E NVE INEHAEE » BIABERRZR T » [RIEZ SiE1E(SH Barbican KMS ECE Z Al © BXE)
#7189 Barbican KMS BCE R EE#EZ NVE Ez‘zﬁf%l?_u:%%fzﬁ » i B & {E A B AIESIAY Barbican KMS Bt
g o

3. MIFRA;EENHY Barbican KMS BLE :

security key-manager keystore delete -vserver <svm name> -config-name
<unique config name> -type barbican

{ZONTAP 9.6 K2 E SR BN NVE BItRE EiRE IE

,.H\TL/(T%FHOnboard Key Manager’R{rEs= £ AREFBINZEMNERE o SN BEFEN
FWE & B BRI Z RSB _LRUA Onboard Key Manager ©

RAEIETIE
TCAZERTT security key-manager onboard sync & BREBEHMNIEEZERNGS ©

WNRIZAE MetroCluster 4B8& ~ BIWAZB#IIT security key-manager onboard enable MiRiLERMEEE
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1T ~ REBYIT security key-manager onboard sync {ER2inz% LFERAERZENGS o BIEHT

T}

security key-manager onboard enable BSHEBREMHS - RETERIEZE FETRTERIE « ELREE

1T enable WMBRIHEREEBRPITHS ©

SE4M T 2 “security key-manager onboard enable # “security key-manager onboard sync TE"{5 S 2E &
FIONTAP" ©

BIETER « EEHMEMMEE - CAEERATREIEELEN o 8oL cc-mode-enabled=yes HIEE

REREEEMFIR BRI ARIRES o

MRICERTE E'Ji_ﬁﬁﬁ/\ NVE cc-mode-enabled=yes > {&FEAREIIIRE volume create fl volume

move start SRR EBBEINNE o WA volume create’ EREEISE -encrypt true © WA volume

move start’ EABEIETE - -—encrypt-destination true?®°

TEREONTAPERIINERS > 4% 7 i E RIS E AR 2 (CSC) NEK » i ’Ais NSE B NVE —ifEf » It

BATERAFEEN TRARSEREES - H'CSICHRALERBN"

= FWL@?“’-‘ATE@EEM F T—R&H) BEXHEBR (cc-mode-enabled=yes) ~ R#R1TA
BUTIAREE

* REGEER T—ARER)) B TERR  EEEARMNERERN -
N3R5 RMARERBKRN > FFRF 24 )RR EMAENERIUAERIRS]

@ * RIEEFEFEANetApp RSA-307212 IG5 B /K5 B ACSHA-34IENIEHEHE - Kig
EIRERTENM « MIE—RARAINetApp RSA-204812 NGB B /REFMSHA-256 IR IS HBHE

Fikep < B RBESBHAUSE %X%ﬁﬁ%f?ﬁ?ﬁ@?ﬁ%‘ﬂ@ﬂﬁ@ﬁﬁ% o UNIRERBRLTN » RAH
BEETERENMBENT—F ; TR » EEMKK o s34 72 clusterimage’' E"'15< 2
EZEFEIONTAP" o

@ REFIREESRR R IREFEELMCIRET - ERFEMBENF LR - EEMHIERIAR
RHEHROBERR o RAFLER 30 W ABRMEREECIRES o

FRtAZ Al
c B ERREEIES A SEMITIET/E -
* fE52EOnboard Key ManagerZ i ~ 4B E MetroCluster S1EF

[m
ﬁ'é
Hntr

B
1. BREEREERARTE

security key-manager onboard enable -cc-mode-enabled yes|no

/Ecc -mode-enabled=yes EXFHAETEHMHKEMATEEIERS - MREE
~ BIEER NVE cc-mode-enabled=yes ™ &ERZEIAMERE volume create *D
@ volume move start SRR EBEINME o © - cc-mode- enabled MetroCluster ZHEER
EILIEIE o o security key-manager onboard enable AR EHUL security
key-manager setup e e
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@ <L H “security key-manager key query BXfX “security key-manager query key 5% ©

WMiES 2 ZERIONTAP " E¥40 “security key-manager key query Bl » 5528 -
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volume encryption conversion start
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RARIEIETIE
W BHIT security key-manager setup BRBEHMITIEEEZERNGS ©

MR EFEBMetroCluster B2 TRHEE] 4HRE « ;AR 528 :

* 7£ ONTAP 9.5 1 ~ f&PAZAMIT security key-manager setup EAMEFEEN L security key-
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BT security key-manager setup EiRimRE L -« FRERERZHS o

RIETERR « EMEMKE - EAFEERMADIREIEERETE o £ ONTAP 9.4 B4 ~ ] LAFEA -enable
-cc-mode yes HIBEKFEHAEEEMAKERBAEHER o

WMRIEE ~ BIFEAR NVE -enable-cc-mode yes ™ f{ERRIIAEIEE volume create Ml volume

move start anEEEJDDJZ‘ AR volume create ’ EAFEEISTE -encrypt true ° BAR volume
move start @’ EABEIETE - —encrypt-destination true?®°

(D) =meEssws  CLABNERBEY -

ez Al
* MRS NSE 3¢ NVE BRSNS IR EIR (KMIP) AARES—EEREF > ARIFRIMNT IR EIERNE LIS o

"N EEREEANRERREE"

BN AREESIEEARERITIETE -
c HECEREEIREIESER 2 A ° sALAcEMetroClusterIRiE o

1. E&@Jéf“’"’qﬁ&‘tﬁﬁ

security key-manager setup -enable-cc-mode yes|no

%€ ONTAP 9.4 Ft5 ~ ,._,\E_[l«,(ﬁﬁﬁ enable cc-mode yes ﬁtﬁﬁ‘];?@ﬂ%?‘i%ﬁ&ﬁ#&%
@ BBASESIERE - NELE ~ BRI NVE -enable-cc-mode yes ™ &fERE
T HIHEHEE volume create *U volume move start s EBEEMNE o

TrEgEHEEEE1 LRERESREERN « MAZRESREMEKREABRZNS -

clusterl::> security key-manager setup
Welcome to the key manager setup wizard, which will lead you through

the steps to add boot information.

Would you like to use onboard key-management? {yes, no} [yes]:

Enter the cluster-wide passphrase: <32..256 ASCII characters long
text>

Reenter the cluster-wide passphrase: <32..256 ASCII characters long
text>

2. A yes IR FREANEDIBEIE o

3. T‘LE%J‘E%TETT'—T—TEEF' B8 A 32525618 F o 2 RIFVERAZES ~ #A Mcc-mode')  (64FI2561EF T2 fE
RIERAZREE) o
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4. 7
. B E R EAFTAMMRETH

@ YNRISERT"cc-mode"BRAEIE D It64EF 7T  RIE 2R EERAREFEBRETEAEN
RmZAl « §A AT ERITEE -

AT T « ENBABRES -

security key-manager show-key-store

clusterl::> security key-manager show-key-store

Node: nodel
Key Store: onboard
Key ID Used By

<id value> NSE-AK
<id value> NSE-AK

Node: node?
Key Store: onboard
Key ID Used By

<id value> NSE-AK
<id value> NSE-AK

FF4A TR “security key-manager show-key-store "5 2 Z S EIONTAP" o
- WAL A F AR @ EHA A N B AR & o
volume encryption conversion start

FEiRE 7 I ER SR IEEIESR o fEMetroClusterIBIBH » 1T M{ELLEE_HEITRCE

TR &
REREBERIFEFERAEIMNINZRAE « UHRKER -

ERHTIRERRTER > FRENBOHIFERFEININRZEAE - UMKHBEE - B'FHEOAEDSR

BIEEA" -

e
"FHBROANESREEERN"
"M EREEREEANETREE"
"R REIEEE TS RE"
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f&e] AfEFHOnboard Key Manager?R{rse &£ A REZINZEERNER - G BEESERE
EUINZHAR & B B I N ZE AR AV & _E R Onboard Key Manager ©

HHONTAP 9.6 KiEFhRZ > RABHIT security key-manager onboard sync BR[E
BEILENEEEFEITIE S S ©

@ 7% ONTAP 9 5 ERIRZ ~ [EABHIT security key-manager setup ERAFEIRLFTIZ
ERERNGS o

NRIEHRENRGFTE ER AR TIREIENER > SFIITILS S RAIFTERAITIR o
MRIEERMetroCluster WE TAHEE #HRE « 5B T7IZER]

* £ ONTAP 9.6 B8 ~ fEWAZE#IT security key-manager onboard enable JCfEASHEEE FHITT
security key-manager onboard sync fEi2ims=EE - (FRAEREHEZS o

HRABEE security key-manager onboard enable & ‘security key-manager onboard
sync "tTE T2 EZEKIONTAP" o

7E£ ONTAP 9.5 A ~ fRAZBHIT security key-manager setup EAMEFEEM E security key-
manager setup -sync-metrocluster-config yes ff&RimzE&E L fEFAERIRVIERE RS o

7£ ONTAP 9.5 Z A1 ~ fSAZBMIT security key-manager setup fEAHEERE L s FHFAL 207 A
BT security key manager setup {1t EiRiERE L - FRERERZHE

RIETER ~ EEEMEHRAEE - CAEERATIREIEELEEE o 4 ONTAP 9.4 B8 ~ & LAER ~enable
-cc-mode yes BIBER{FEHETEMRKER AEHEZN o

MEEBE . E'J?EFETJ'/:\ NVE -enable-cc-mode yes ™ fEfEREIIIEIEE volume create M volume
move start SRR EZBEINNE o A volume create’ EREEISE -encrypt true © WA volume
move start ’ EAFEEISE -encrypt-destination true®°
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