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1. W Z2H9TE BN ERIBARFF TSR ¢

vserver services name-service ns-switch create -vserver vserver name -database
database name —-sources source names

2. R ERBRIMBERRESEIFERIRFRAES !

vserver services name-service ns-switch show -vserver vserver name

MREREEITEELE ~ ENBER vserver services name-service ns-switch modify %
vserver services name-service ns-switch delete @3% ©
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cluster::> vserver services name-service ns-switch create -vserver vsl

-database netgroup -sources files,nis
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vserver services name-service unix-user create -vserver vserver name -user
user name -id integer -primary-gid integer —-full-name full name

-user user name IEE(ERELTE - FRHERXBRENAEDVIN6HMEFTT
-id integer IEELISIKEIERZE ID o

-primary-gid integer {SEEXEHE ID - EERERAEMEETERE - BUFEREZR - TAIUF
R ERAERE EEAAEAEMEFE o
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THHLEERAVSIHSVM EEIIZAjohnm (24 TJohn Miller] ) BIZSEEUNIXERE o FREN ID &
123 ~ EEEH ID A 100 ©

node::> vserver services name-service unix-user create -vserver vsl -user
johnm -id 123
-primary-gid 100 -full-name "John Miller"
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URI) A&7 UNIX EREBESHA SVM ~ UIF{EL{E o (vserver services name-

service unix-user load-from-uri) ©°

1. BB SEEHAZAEUNIXEREBTEESE

EELAEETS UNIX FRERAEE /etc/passwd R !
user name: password: user ID: group ID: full name
MY EIREMNE password WM Z BIBAIAME full name {1 (home directory #l shell) o
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HERFNEEBHTTP « HTTPS * FTPEFTPSESEFARES o
4. FIERFERAIURIZEE ©
URIZ IR BARERFNAIL - ALIEHERIEMS ©
5. HURIB B EAMUNIXERE BENIEREASYM :

vserver services name-service unix-user load-from-uri -vserver vserver name
-uri {ftp|http|ftps|https}://uri -overwrite {true|false}
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-overwrite {true false} e E BB E BEH ° TH:REA false ©
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THHLEN URI AR UNIX EFIEBE ftp: //ftp.example.com/passwd #EA%Z VST BY SVM
o SVM_EHIRBFERAEFAEHURINENER

node: :> vserver services name-service unix-user load-from-uri -vserver vsl

-uri ftp://ftp.example.com/passwd -overwrite false
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vserver services name-service unix-group create -vserver vserver name -name
group name -id integer

-name group name EEEFAHTE o BHEHRBRENADI6AMEFTT
-id integer }EEISIRKAVEAE ID o

&)
THGLEERLAVSIHSVM LI % AenglA R 4E o B¥4HRVIDA101 ©

vsl::> vserver services name-service unix—-group create -vserver vsl -name
eng -id 101
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RBILUFER vserver services name-service unix-group adduser @p% ° i5HE
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vserver services name-service unix-group adduser -vserver vserver name —name
group name -username usSer name

-name group name {EEEFIGERER UNIX B4 - UREAENEERFAE -
#4)
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vsl::> vserver services name-service unix—-group adduser -vserver vsl —name
eng
-username max
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group name: password: group ID: comma separated list of users
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vserver services name-service unix-group load-from-uri -vserver vserver name
-uri {ftp|http|ftps|https}://uri -overwrite {true|false}

-overwrite true false} IEE R B BIEE ° FARK{EA false o IREHEFUILBEIEES true » ONTAP
EREE SVM NEREIRB A UNIX BHEERE » KA S AERNIER

Ll

THHLEN URI SR UNIX B¥4H/BEE ftp://ftp.example.com/group EA®Z VS1 BY SVM
o SVM_ERIRBEHEAEHRURINERER ©

vsl::> vserver services name-service unix—-group load-from-uri -vserver vsl

-uri ftp://ftp.example.com/group -overwrite false

{EFnetGroups

fEFAMERR B 4EAREE

EAI LAEAnetGroupsETEAE EEE ~ MEEHRAFRAIPEEER B RIE o el IR
% fERARES (LDAP B¢ NIS ) 1RHANRREFHRVFEME « Rl UER S HER B ARAR—VE
JE A (URI) #HA SVM vserver services name-service netgroup load
&% o

CRBHES

7E{EnetGroups Z A1 ~ EABREMRR S THMEE

* FemaiR (NIS ~ LDAPT AH#1EZE) A « HREHEPMFE TV BRFHEEEX (A) kA (PTr
) DNSECER ~ A AElRt—RBVEX M R MIDNSEE o



tESh ~ MNRA R IHBYIPIIN A ZEPTrECE:  BIFMEE LM RTBE L AR netgroupBIp & ~ MLAFHERA
CER ©

* FemIE (NIS ~ LDAPTASHEREZR) A1 ~ netGroupsHFiA ML BELEIEMHE « LFERERIX
NG ° TEnetGroups EAR B EER—2 ~ AISEGERIFFAIIRITTS ~ AIMIELIRERRK -

* TEnetGroupsH 35 EBIFAE IPVe I3 ER A BHKERRFC 5952F RV TE SR AB RS A0 BR 4 o
B0~ 2011 :hu9 :0:0:0:0:3: 1AB4EEA2011 - hu9:3: 10
RAMEIETE
fEFnetGroupshF ~ AT LIIT RYIEZE ¢

o f&RJLAfER vserver export-policy netgroup check-membership ARBEERRIE IP 28 5 E
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1. EURIHSHEREBHEEASVM !

vserver services name-service netgroup load -vserver vserver name -source
{ftplhttp|ftps|https}://uri

# AnetgrouptgZE i E B netgroup ° byhost¥FER] SEEE &) FERIBSRS o

WMREEHnetgroup ~ R LUIAREEZIESR « REREFHBnetgrouptEZEH ASVM o

&l
THGLEMWE HTTP URL # netgroup E&ESHA®S VS1 B SVM http://intranet/downloads/corp-

netgroup -

vsl::> vserver services name-service netgroup load -vserver vsl
-source http://intranet/downloads/corp-netgroup

ExzEnetgroup & AVAREE

1 AEREEZHELA SVM & ~ IBBJLUEH vserver services name-service
netgroup status FAMEEEE netgroup EHEARREMN GRS © & o] B CH BT IESVMBIFR B
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1. PR B AR SR A RS

set -privilege advanced

2. Egz¥netgroupE HAVHREE :
vserver services name-service netgroup status
TR UEEF AR R Em PR EMEH o

3. REIERHERELR :

set -privilege admin
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vsl::> set -privilege advanced

Warning: These advanced commands are potentially dangerous; use them only
when

directed to do so by technical support.
Do you wish to continue? (y or n): y

vsl::*> vserver services name-service netgroup status

Virtual
Server Node Load Time Hash Value
vsl

nodel 9/20/2006 16:04:53
ebcb38ecl396a280c0d2b77e3a84eda?

node?2 9/20/2006 16:06:26
e6cb38ecl396a280c0d2b77e3a84eda?

node3 9/20/2006 16:08:08
ebcbhb38ecl396a280c0d2b77e3a84eda?

node4 9/20/2006 16:11:33

e6cb38ecl396a280c0d2b77e3a84eda?
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NIS #4335 48RE vserver services name-service nis-domain create A% ©
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NEREH NIS BRIEE S netgroup.byhost MAP + ONTAP BIUERERMRIESEE o o
netgroup.byhost fl netgroup BERPIIMEINBRERRIFREDL LU B B inFEERE ° it ONTAP 9.7

B¥A ~ NIS netgroup.byhost EAILUERREVEE vserver services name-service nis-domain
netgroup- database 3% ©
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vserver services name-service nis-domain create -vserver vsl -domain
domain name -active true -servers IP addresses

&% ] LUETE 108BNISTAIARES o

@ £ ONTAP 9.2 Fi#8 -nis-servers BMXUHBNL -servers o ILHREAIRTENIE NIS fAIARSSEVE
HaFmay IP ik o
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vserver services name-service nis-domain show

gl

TFH6 < EESVM_EEIT £ AnisDomainBINISAE « Wi EH B AERPNISAEIHAEARE « 52SVMETEAVST ~ H
FINIS{EARESHIIPiIHE2192.0.2.180 :

vsl::> vserver services name-service nis-domain create -vserver vsl

—-domain nisdomain -active true -nis-servers 192.0.2.180
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° LDAPfAIIRER SR HILDAPEAE FIS MR AI L AB ZONTAP TFEE !
- E (FrA%EEY) MSHA-1 (SHa~ SSHA) -

* /EONTAP (Sf9.8) - (SHA-2#%) (SHA-256 ~ SSH-384 ~ SHA-512 » SSHA-256 ~ 1132
#ESSHA-384F1SSHA-512) ©
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* LDAPS (LDAP over TLSE{SSL)
© FERMAEEEMNZHAILDAPER « KERTE TR :
* LDAPRIARZZ A /BEZIEGSPI (Kerberos) SASLi%H o
* LDAP{EIAR23 A /BTEDNSEARES 5 EDNS A/AAAAZCERFIPTreC R ©
* Kerberos{AlfRES 4 BEDNS{EARRES F7ZESRV.E0EE ©
o BHEE{Start TLSZILDAPS ~ FEEE T5EIE o
* {# /3 Start TLSTMIFLDAPS 2NetAppRIFEFF M % o

* TR FEALDAPS  BILDAPRIARESAZBETEONTAP RIETLSERIESSLAYIE R T ~ RSB EHARAH
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* DNSIAZERE A RTFRA 2B ERES S o
* 415 2 RS 7E-bind-as CIFSTRIARES X E AtruelF « FEARREETTERES ©
LDAPRERIEBHE AT IE FHI4HAE o
° FrEONTAP KRZs :
* BIESVM_EMILDAPA B
@ o RN EMARAMZIEINAE (9.9.1 R EHARAITELIE) ONTAP :
* LDAP ZEHZEH (-session-security #H)
* 022 TLS 3#48 ( -use-start-tls EIH)
* &8 LDAPS 38 636 ( -use-ldaps-for-ad-ldap #IH)
* ESVM LR ELDAPA P IHE ~ S04 7885 ALDAPZEFE o
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* FLIEFEFRLDAPEIT M RTBIE o
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* "NetApp#xfiT#k 54835 : YN{AITEONTAP IhEES HEs% ELDAP"
* "(ESVM L ZE B HKEZEMNRCARE"
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EITHBILDAP B B i$ZetE

NREIRIEPHILDAPZEE AR EIONTAP ZIEHEEITER(E ~ (SN BSEIFHILDAPH
FIRZEAEONTAP LUREER ~ A SEZIZLDAPA P im4ARE o

FAREETLF
AZHLDAPEIARZSER AT LAEFIONTAP H R HIThAEIRERVTARR SRS ¢

* ms-AD-BIS (KZ#HWindows 2012 B kR asADAIAR 2SI RIFLRHE)
* AD-IDMU (Windows 2008  Windows 20125 E#fhRZA<HIAD{EIAR23)
* AD-SFU (Windows 2003F1EHrAD{GIARES)

* RFC-2307 (UNIX LDAP{EIARES)

NRCHREEAIFFARLDAPIRGE ~ BIRZAIEIZIME - BREIULDAPRRIHAAR - ERIMEBZA ~ 5Bk
BHSHILDAPEIES o

HORMENRINAERMERITERLDAPZRAEONTAP o« BEERIAIE « SRRIES « ARBULENESE

1. BERIRAMLDAPR P IRZRIEEEA « LR G EERATEEA

vserver services name-service ldap client schema show
2. TR B R8RS

set -privilege advanced
3. EBIRAMLDAPA B im2etE

vserver services name-service ldap client schema copy -vserver vserver name
-schema existing schema name -new-schema-name new schema name

4. (SRS S IERIRIR BT ¢
vserver services name-service ldap client schema modify
S. REIEIEHEREA

set -privilege admin

EIILDAPR A im4ARE

WNRITIEE ONTAP ZEURIEFAYIMEE LDAP EY Active Directory BRFS « BB EHER
4 LE27E LDAP BB ©

CRENEM
Active Directory 8IS /B E AT =B EARSS 2 — AR EEEFLIRMER - TR ~ WTERERMK -
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()  AsuEms - EhamE A FRSEE ARG -

Eﬁ/ﬁ‘ﬁ]ﬁﬁ'] LDAP BI2E « LUREREE4HAEE vserver services name-service ldap client
create ¥ !

a. 57 BALDAP{EIARSZ VAR AL Y (i b BYFEAR o
° —ad-domain M -servers FEIBEHRH o

* {£MA -ad-domain 7E Active Directory 4815F BT LDAP fAIiR2 IR ZHYEIA o

* {EAILAER -restrict-discovery-to-site 1% LDAP fEiREHFRIRFITEIEE 4R CIFS
TERRAEULAYERIE o WIREALEIE « M HREFRISTE CIFS FERIES -default-site ©

* WA LUER -preferred-ad-servers EBEAMKLEER D TRAVEEHRY IP A 2RIEE —HZER
47849 Active Directory {AIAR2S ° B F Jﬁ'ﬁz1§ s IEAIAE BB E vserver services

name-service ldap client modify me o

* {FH -servers HIBAKRLEESRDMREVBEEPRRY IP (AARIEE—3Z1E LDAP {a@hik2s (Active
Directory 3 UNIX ) °

@ o -servers ONTAP 9.2 FREIEEBEF o £ ONTAP 9.2 f#4 -1dap-servers
AL -servers L o LEHITEYS LDAP fRIARSZAI L FBIY IP firdt o

b. 15 TER N B5TLDAPZEAE ©

AZHLDAPEIARASEBAI LAEFSONTAP HINAEN AERITARMEGELRAS © IRIFAEMEX « TRIRFHERAE
LEFARRIRME - IRTE ~ LA LENTARIE (EfIEMER) - ARENES « FEILEIT B CHRE -

TERZEME -
« MS-AD-BIS
RIERFC-2307bis * &2 AL EIEEWindows 2012K% E#ERASLDAPZPE Y18 B LDAPZEHE o

" AD-IDMU

R4 Active Directory Identity Management for UNIX ~ 5224878 FA Y A2 #iWindows 2008
~ Windows 20125 EFTRIAD EIAR2S ©

" AD-SFU

LEZR#E LA Active Directory Services for UNIXAERE ~ BN AZEWindows 2003F1ERRADEAR
e

" RFC-2307
RIZERFC-2307 (anfAEFRLDAPHAMRRENARTS) ~ IEZREBERRAZEUNIX ADERRES ©

C. #EHY NE#EE) o

* -min-bind-level {anonymous|simple|sasl} IEER/NEEEETRBLK o
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%EE_Q{E% anonymous °
* -bind-dn LDAP DN3ISEMERE o

HhtActive Directoryf@fRas » MABERSE (FENERE) HERE (user@domain.com) FREFIS
EFRAE - BRI ~ B BMIRR4TE (CN=user,DC=domain,DC=com) MRIEEMFAE °

* -bind-password password }SELE LS o
d MERE - AEN TSR LR EE o
MELDAPFEIRIZSEE - KA FALDAPEEMZ LT « BB TLSEIALDAP o

" ——-session-security {nonel|sign|seal}

CAI R E (sign ~ BRITEM) ~ BERETH (seal HMBEBEIE none » BEBYEE
) o ¥AE&{E4 none ©

EMFEZRE -min-bind-1level {sasl} FRIFLEAERL4EEE[E]1E% anonymous I simple Yl
REENEZRHERY

" —use-start-tls {true|false}

YN:RE2# true LDAP fAARES T STIRULTIAE « LDAP BRIREHERMEN TLS EREREFARES o
TAsR{EA false ° [MNARELDAPARSHNBEHEZZIRCARE « A ReEAILEE -

NRfEEF VM B SMB falfk2s#TE E48E « M LDAP fAfkes 2 SMB falfikas EAERE
@ FR—{E4EESIES « Al LUEER -session-security-for-ad-ldap %8 : EJzE!

vserver cifs security modify ap< °

e. IEEUERRIE « ERMERE -

ERERERE - BELARLDAPEESHIE L ERTEAKIRIE

i

* —port port I5E LDAP fAlRESEIFIE ©
TERR{EA 389 °

NRITFTHEFStart TLSHRIRELDAPELR « RIAAfERTARIERZIB389 « ENTLS T LIAEX FEIRBIF
IVEIBLDAPTEREIZIB389FIIA « AR ZEEFARATLS « MRCEFERIE « BREITLSME KK ©

* —query-timeout integer IEEEMER (UMBENL) o
ARFFVEER1F107) - FARER 3T o
* -base-dn LDAP DN3ISEEHME DN o
MERE - (TRAZERE (FIMEALDAPRIRER!) - FERES " (RBH) o
* —base-scope {base|onelevel|subtree} IEEEAILZEE o

FEER{EZ subtree ©
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mailto:user@domain.com

" -referral-enabled {true|false} IEEE A LDAP 2REBH o

EONTAP IHAEST4B9.50844 « ONTAP UNREELDAPFEIIRESELILDAPREE[O|FE « RFAECHRIZE
MR2BEMLDAPEARSS L ~ BNAI:ERINAEN4BLDAPH Fimdd BB K R B E EtLDAPEIRRES o TE:R1E
2 false ©

AEESM2RLDAPERIZFRISCE: « K ERFI2IRECERVEREDNATIE EEEDN - M7Z3LDAPR P imAHRs
B—&B ©

2. 7T1#7F2 VM 17 LDAP R imARRE -

vserver services name-service ldap client create -vserver vserver name -client
-config client config name {-servers LDAP server list | -ad-domain ad domain}
-preferred-ad-servers preferred ad server list -restrict-discovery-to-site
{true|false} -default-site CIFS default site -schema schema -port 389 -query
—-timeout 3 -min-bind-level {anonymous|simple|sasl} -bind-dn LDAP DN -bind
-password password -base-dn LDAP DN -base-scope subtree -session-security
{none|sign|seal} [-referral-enabled {truel|false}]

() 523 LDAP RFIREAERS  (EAVRIRALEET VM 78 o

3. FEILDAPR P im4ERE B R IhERIL -

vserver services name-service ldap client show -client-config
client config name

gl
THE S BEI%L% Idap1 BYFT LDAP AR inABRS ~ sBf#1F VM VS1 £l Active Directory {aElAR#s for LDAP $5HC
A :

clusterl::> vserver services name-service ldap client create -vserver vsl
-client-config ldapclientl -ad-domain addomain.example.com -schema AD-SFU
-port 389 -query-timeout 3 -min-bind-level simple -base-dn

DC=addomain, DC=example, DC=com -base-scope subtree -preferred-ad-servers
172.17.32.100

T <L GIEIL%A Idap1 B9 LDAP AR uRAERE - 3B 7F VM VS1 BEAREZEMZ M Active Directory AR
2HBECHEA ~ T LDAP fRIARSZIRZRAMERNIEE AT EILS ¢

clusterl::> vserver services name-service ldap client create -vserver vsl
-client-config ldapclientl -ad-domain addomain.example.com -restrict
-discovery-to-site true -default-site cifsdefaultsite.com -schema AD-SFU
-port 389 -query-timeout 3 -min-bind-level sasl -base-dn

DC=addomain, DC=example, DC=com -base-scope subtree -preferred-ad-servers

172.17.32.100 -session-security seal

TH L EEI%L% dap1 93T LDAP R IRARAS « :Bf#7E VM VS1 BAFEE LDAP 283EH{RY Active Directory
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fAIARASHEECHER !

clusterl::> vserver services name-service ldap client create -vserver vsl
-client-config ldapclientl -ad-domain addomain.example.com -schema AD-SFU
-port 389 -query-timeout 3 -min-bind-level sasl -base-dn
"DC=adbasedomain, DC=examplel, DC=com; DC=adrefdomain,DC=example2, DC=com"
-base-scope subtree -preferred-ad-servers 172.17.32.100 -referral-enabled
true

THeR < EIEE AR DN ~ LUEDK#TF VM VS1 BY LDAP B R im4ERE Idap1

clusterl::> vserver services name-service ldap client modify -vserver vsl
-client-config ldapl -base-dn CN=Users, DC=addomain, DC=example, DC=com

TG <A B A2 REMINGE « B2 VM VS1 By LDAP AR iR4EEE Idap1

clusterl::> vserver services name-service ldap client modify -vserver vsl
-client-config ldapl -base-dn "DC=adbasedomain, DC=examplel, DC=com;
DC=adrefdomain, DC=example?2, DC=com" -referral-enabled true

i LDAP AR 5 i 4B 25 B2 S VM EE 37 A B

HE1E SVM LErF LDAP ~ WA B vserver services name-service ldap
create ARH LDAP AR inABRREL SVM Z I RAIAVER< o

TEEMESR
* LDAP4I BB 1ZTE AR « HSVMFARTEMIEE M BRESITFEN ©
* SVM_E#AZBEIZTELDAPF B im4BAE o

1. £ SVM L£EYH LDAP :

vserver services name-service ldap create -vserver vserver name -client-config
client config name

@ £ ONTAP 9.2 [%8 vserver services name-service ldap create U15E ONTAP &
RIEASLTEERSS « ML EHITEBAEREE « MOFRERAS ©

T &G<ATE VS1) SVM_EEIFLDAP ~ Wi EZLEAA LDAP1) LDAPRF im4ERE :

clusterl::> vserver services name-service ldap create -vserver vsl

-client-config ldapl -client-enabled true
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2. {EFvserver services name-service LDAPI&RZ Ap

T5)en < Bl EgsESVM VS1_ EHILDAPEIARSS ©

clusterl::> vserver services name-service ldap check -vserver vsl

Vserver: vsl

I
I
| LDAP Status:
I

"10.11.12.13".

Client Configuration Name:

up
LDAP Status Details:

2 IREREE B R ARAS BUARAS o

Successfully connected to LDAP server

LTBARFSIRE < FIIEONTAP hRZASSE AR S ERY9. 2R (ER o

BrsE A TBARTS A AR P RILDAP AR
T RERE SVMBI R IBARTS AR R P25 IE MY L A ARFSHILDAP AR

1. BT ERLERBIBEREASR

vserver services name-service ns-switch show -vserver svm name

THE$RERSVM My_SVMBIAESR

ie3220-a::> vserver services name-service ns-switch show -vserver My SVM

My SVM
My SVM
My SVM
My SVM

5 entries were displayed.

namemap € ZESHBHLERNRIR « WRESIERF o FAUNIXIRIES - REEHALLIEE -

Database

group
passwd
netgroup
namemap

Source
Order

files, ldap
files, ldap
files
files

FERFERUNIXFIWindowsE R SIRIER A HEXTBEE o

2. B ns-switch RIBEREHA :

16
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fERESEM

EFEE

MRS EFHEE

BWABL...

vserver services name-service ns-
switch modify -vserver vserver name
-database passwd -sources ldap, files

vserver services name-service ns-
switch modify -vserver vserver name
-database group -sources ldap, files

vserver services name-service ns-
switch modify -vserver vserver name
-database netgroup -sources ldap,files
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