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security certificate install -vserver admin svm name -type client
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clusterl::> security certificate install -vserver clusterl -type client
2. ZRKMIPEARSIR/EEREEN (CA) RISSLARERE :

security certificate install -vserver admin_ svm name -type server-ca



clusterl::> security certificate install -vserver clusterl -type server-ca
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security key-manager external enable -vserver admin SVM -key-servers
host name|IP_ address:port,... -client-cert client certificate -server-ca-cert
server CA certificates

° ¥ ® “security key-manager external enable BXfX “security key-manager setup &% ©
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clusterl::> security key-manager external enable -key-servers
ksl.local:15696,10.0.0.10, [£fd20:8ble:b255:814e:32bd:£35c:832c:5a09]:1234
-client-cert AdminVserverClientCert -server-ca-certs

AdminVserverServerCaCert

2. BB B RENKMIPEIARESG B EL !

security key-manager external show-status -node node name -vserver SVM -key
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-server host name|IP address:port -key-server-status available|not-

responding|unknown

®

-status' @< o WM"I5S 2

Bl > F26 -

9 E “security key-manager external show-status BX{{ “security key-manager show

ERONTAP"SE3¥4H “security key-manager external show-status’

clusterl::> security key-manager external show-status

Node Vserver Key Server Status
nodel
clusterl
10.0.0.10:5696 available
£fd20:8ble:b255:814e:32bd:£35¢c:832¢c:5a09:1234 available
ksl.local:15696 available
node?2
clusterl
10.0.0.10:5696 available
£d20:8ble:b255:814e:32bd:£35¢c:832c:5a09:1234 available
ksl.local:15696 available

6 entries were displayed.
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1. RELEMBNEREERNER

security key-manager setup

TR EEREREBRS -

@ 7EMetroClusteriRIEH » [N BEMEZRE EMITILER<S o 5¥4 T ## “security key-manager
setup FE"15 T2 Z ERIONTAP" o

2. ERERTFTHABEENCDIFE
3. FILKMIP{EIARSS -

security key-manager add -address key management server ipaddress
clusterl::> security key-manager add -address 20.1.1.1

() meERENEES  CUBETERE ERTIS 2 MetroCluster o

4. FEERSMIKMIP(RIBRES LU MR

security key-manager add -address key management server ipaddress
clusterl::> security key-manager add -address 20.1.1.2

() maERmENEES  CUBETERE LRTLSSMetroCluster ©

S. HEFRFNA B EMKMIPREIARESI B &EAR
security key-manager show -status

AT BRILIBIRZRFRRAER @ 15 < 2 E ERIONTAP" ©

clusterl::> security key-manager show -status

Node Port Registered Key Manager Status

clusterl-01 5696 20.1.1.1 available
clusterl-01 5696 20.1.1.2 available
clusterl-02 5696 20.1.1.1 available
clusterl-02 5696 20.1.1.2 available

6. the] UHAE X F IR E AR IR & o
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volume encryption conversion start
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BEERRESRARSHEESVM
1. BEBHE (admin SVM) REVBIEMSHEIRIMEE :

security key-manager external show -vserver <svm_ name>

gNR SVM ERARZMEEEREMRS > AAAKMF—ERAENEZRMEMES - ARBIGHNE
TR FEARES o

- A ZRREES

security key-manager external enable -vserver <svm name> -key-servers
<primary key server ip> -client-cert <client cert name> -server-ca-certs
<server ca cert names>

° MRERLBELDHPISTERO > key-servers MNRERDE > BITERFREIZIR 5696 ©

UNRIRIEFEIETT “security key-manager external enable' i MetroClusterfic & 19
@ BHE SYM 159 > W AEMIERSE LRITILG < o MRIFERBE—HK SVM BiTem

RmMEMRES -

B EZIBEARES - FEEHBIZIR(EARES o & “-secondary-key-servers' 2 8= —ELE KD FERY
FR > REAIEE —ERARES

security key-manager external modify-server -vserver <svm name> -key
-servers <primary key server> -secondary-key-servers <list of key servers>

° SRNT BB RIIRSS T E S EIZIRRIE o "-secondary-key-servers £[E o ©fEAE T ZiEFER
BRI BVEIZIRSRES o

UNR{RIEFEIETT “security key-manager external' ¥t MetroClusterfic & H Y & 12
@ SVM 5% » WEEMERE LHITLILH S c MRMFEAE—ER SVM #1786 < >

Akag o

MR REZRARSERENEEZZRARS

1.

B ERRMEIRES - MW RIRMEARE © B "-secondary-key-servers’ It 2 B3EZ —(ELIE SR 77 FRAY
FR > REZAIEE = ERARES

security key-manager external modify-server -vserver <svm name> -key
-servers <primary key server> -secondary-key-servers <list of key servers>

° SRNT BN ZiERIIRSS T B S EIZIRRIE o "-secondary-key-servers £[E o ©fEAE T ZiEFEIR
BRI HVEIRIRSRES o



WNRYRIEFEEETT “security key-manager external modify-server ¥t MetroClusterfic

@ BEFRNEE SVM 5% » W EEMBERE LRITIGS - MRREARAE—&E SVM
TS MESEMERE LRITEZS S o NetAppsaZ i BTEmERE _LFRAE
R EREARSS ©

EREZEARSBHNERZEE > 552/ [mod-secondary] °

EmEDN TR FERES

A LGB EHIEMMPREE iR AR « @ E@HbTRARSNEFNEFNEERFEZRARSENIEE (TE\
EARSS BN T IBEARES) RIEAEEINBEIREMRES - WR7EMetroClusterfic B PECEE SN T B FEIARES -
NetApp3R {2 %7t mi B =5 L EABERNERFERES

B RETRERES

R security key-manager external modify-server IETH -secondary-key-servers 2K
EEXEEEMRES c & -secondary-key-servers YT LETDRIEE o FEREHENEIRFEIRESH
IEEIERRE T HEZiEAREBINERNIER o oIS BHITIES security key-manager external
rg%odi fy-server » WAARREIEFHARBERFEIRES & RIEXFIER © HEHIZRARBDBBRAEZIRS

UNR{RIEFEIETT “security key-manager external modify-server' ¥t 5:MetroClusterfic & F A E 12
@ SVM 5% » W BTEMERE LRITIEGS - MRFEAE—ER SVM #$i76< » BIEEERE
BELHITHBST ©

HEBRHBRRERS > AR ERENERMAMBIINEEBER  "-secondary-key-servers' 28 > T HIKE
MEF2 8 - E2MIFFFAIEEHBINERAMRES > HEATIN2H - FRRE -
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TRAIUER T T REERETRARSBIIEE (T2RARSNFEZRMAMES)
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1. #SVMA#EBR iR EARES

security key-manager external remove-servers

UNR{RIEFEIETT “security key-manager external remove-servers' ¥t MetroClusterfic &
(D) wEEsvM s - AWERMERE LNTItRS - MBRERE—EL SVM AT

2. TR EEXERARSEARIZRARSB A EREARIDETILER

R E R ARSSEIN S T ZREARS
1. 1EIRAN T RREIRBBIREE IR FERES -

security key-manager external modify-server -secondary-key-servers

* MNRIRIETEETT “security key-manager external modify-server -secondary-key-servers' ¥fi¥MetroClusterfig
BPEE SVM 5% » MWAEMEZRE LRITILGH S « IRIMERE—EK SVM HiT6< > BIEEEM
EFE EITZR S ©

* IREMBRIRA BB EMRSFHIE RSB R IRAARSZFIAS T HRAMRES » AIETHMRMEIR 2 EstHh
I ERARS IS EHRIRES

IS T RARS ] ERREZRARSBFANEETRARSINE SIBEARSBETILRE

O.ﬂ.l
e

2B [mod-secondary| TRE %

R
* THRE% “security key-manager external f£"15% 2Z & ONTAP"
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security key-manager key query -key-type NSE-AK

* MRRENTHEEFRSBERFER128ERETH - KTWIES -

A=
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° storage encryption disk show -data-key-id <key-id>

° storage encryption disk show -fips-key-id <key-id>
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security key-manager key create -key-tag <passphrase label> -prompt-for
—-key truelfalse

I3 E “prompt-for-key=true’ BB R MR T = BIE B R MBHIREREAEREE - &

@ 8]~ R E BEELEI2(ITAARVIBRIZHNE © 85 S ® “security key-manager key create BXY
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THESBEIGEIMERE SR clusterl » BEIEY 32 IyTAHAREER

clusterl::> security key-manager key create
Key ID: <id value>

2. RO REIURETHE -

security key-manager key query -node node
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clusterl::> security key-manager key query

Vserver: clusterl
Key Manager: external
Node: nodel
Key Tag Key Type Restored
nodel NSE-AK yes
Key ID: <id value>
nodel NSE-AK yes
Key ID: <id value>
Vserver: clusterl
Key Manager: external
Node: node2
Key Tag Key Type Restored
node?2 NSE-AK yes
Key ID: <id value>
node?2 NSE-AK yes

Key ID: <id value>
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security key-manager create-key

M52 2EEFRIONTAP E5%4H “security key-manager create-key Bl » s5 20 ©
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clusterl::> security key-manager create-key
(security key-manager create-key)
Verifying requirements.

Node: clusterl-01

Creating authentication key...
Authentication key creation successful.
Key ID: <id value>

Node: clusterl-01
Key manager restore operation initialized.
Successfully restored key information.

Node: clusterl-02
Key manager restore operation initialized.

Successfully restored key information.

2. BREEMEEEE
security key-manager query
M52 2EERIONTAP " E%4H “security key-manager query B3l » s526 o

Ty H EEE e R E AR SRS clusterl ©
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clusterl::> security key-manager query

(security key-manager query)

Node:
Key Manager:
Server Status:

clusterl-01
Key ID:

Node:
Key Manager:
Server Status:

clusterl-02
Key ID:

clusterl-01
20.1.1.1
available

Key Type Restored

NSE-AK
<id value>

yes

clusterl-02
20.1.1.1
available

Key Type Restored

NSE-AK
<id value>

yes
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storage encryption disk modify -disk disk ID -data-key-id key ID
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(D RATLUER security key-manager query -key-type NSE-AK #@fR&IEIDAIEES

clusterl::> storage encryption disk modify -disk 0.10.* -data-key-id

<id value>

Info: Starting modify on 14 disks.
View the status of the operation by using the
storage encryption disk show-status command.

2. BREIEKEEEE
storage encryption disk show

MiES 2 ZERIONTAP " E¥40 “storage encryption disk show &l » 526 o

clusterl::> storage encryption disk show
Disk Mode Data Key ID

0.0.0 data <id value>
0.0.1 data <id value>
[...]
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