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1. REEEENSSL KMIPA B IE/E :

security certificate install -vserver admin svm name -type client

AR ERNTEASSL KMIPABFFAE /&:E o

clusterl::> security certificate install -vserver clusterl -type client
2. ZRKMIPFEIARSREFIEIEE (CA) HISSLARIE:S !

security certificate install -vserver admin svm name -type server-ca

clusterl::> security certificate install -vserver clusterl -type server-ca
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* EEEAZENIRIEPR « BHEEMERE EZEKMIP SSL&FEMetroCluster ©

RERENTBEEENER °

security key-manager external enable -vserver admin SVM -key-servers
host name|IP address:port,... -client-cert client certificate -server-ca-cert
server CA certificates

° ° security key—manager external enable MLEEM security key-
manager setup e o eI LA#IT securlty key manager external modify

LUETEIIEEEEIRARE c MFEENGTEE  A2HFME -

© EXZEREIESVMNIRIEF « IREERTEINIEIREIR « BIHEERH:TTMetroCluster
security key-manager external enable SfEEMHHE LM< o

T?‘Jﬁv?E&%E’WI\“BﬁfA BIE clusterl A= ﬂﬁlﬂ’bﬁﬁﬁﬁﬂﬁﬁ%ﬁ F—EZRARBESERAE RS
FIESRIBRIETE ”‘ﬂil%fﬂﬁlﬁ%%mﬁ)ﬂlﬁiiﬂ:%ﬂﬁ BIZIBRIETE « AR AARSIAZERIPv6L
UEFNEIZIBIRIETE

clusterl::> security key-manager external enable -key-servers
ksl.local:15696,10.0.0.10, [fd20:8ble:b255:814e:32bd:£f35¢c:832c:5a09]:1234
-client-cert AdminVserverClientCert -server-ca-certs

AdminVserverServerCaCert

2. FERPTA ERENKMIPEAREIEELR -

security key-manager external show-status -node node name -vserver SVM -key
-server host name|IP address:port -key-server-status available|not-
responding|unknown

@ ° security key-manager external show-status SR EHEUL security key-
manager show -status M%< ° MIBTENGMTEEL  A2RFME



clusterl::> security key-manager external show-status

Node Vserver Key Server Status
nodel
clusterl
10.0.0.10:5696 available
£fd20:8ble:b255:814e:32bd:£35¢c:832¢c:5a09:1234 available
ksl.local:15696 available
node?2
clusterl
10.0.0.10:5696 available
£fd20:8ble:b255:814e:32bd:£35¢c:832¢c:5a09:1234 available
ksl.local:15696 available

6 entries were displayed.
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1. REEEMBNEREERNER

security key-manager setup

SHEBRABTMEELE -
() reaErxEmEEs  CREERERE CRTIEHSMetroCluster -

2. EBERTFTEABZRIOFE o



3. FEKMIP{EIARSS :

security key-manager add -address key management server ipaddress
clusterl::> security key-manager add -address 20.1.1.1

() reaErsEmEEs  CUEERERE CRTIESSMetroCluster ¢

4. FIBEASMIKMIPFEIAREZ LURMEIE -

security key-manager add -address key management server ipaddress
clusterl::> security key-manager add -address 20.1.1.2

() reEEFsEmEES  CUEEREEE FRTIESSMetroCluster ¢

S. FESPFIA ERENKMIPEARESTIEELR
security key-manager show -status

MBI TEE  A2RFME -

clusterl::> security key-manager show -status

Node Port Registered Key Manager Status

clusterl-01 5696 20.1.1.1 available
clusterl-01 5696 20.1.1.2 available
clusterl-02 5696 20.1.1.1 available
clusterl-02 5696 20.1.1.2 available

6. tha] LRI FHA R E SRR IR E o

volume encryption conversion start
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1. BRARAEENSRERE !

security key-manager external show -vserver svm name
YNR SVM ER AR ZIMEF ZSRMAMES « AL BLBRER—ERENTIESHRAME « A AHE
WAV EIRMARES

2. AT ESREERN
security key-manager external enable -vserver svm name -key-servers
server 1ip -client-cert client cert name -server-ca-certs
server ca cert names

3. BN ELEAIRSSUAFIENELIERIRSS © © -secondary-key-servers 2HIETRZ=AFE
ARZZHVESRDPRBE ©
security key-manager external modify-server -vserver svm name -key-servers
primary key server -secondary-key-servers list of key servers

MR REZRARSERAENEEZZRAIRS

1. B ESIRERSEBUIERESIE[FERES © © -secondary-key-servers 2EIEZREZ=ETEM
ARZZHVESR D PRBE ©
security key-manager external modify-server -vserver svm name -key-servers
primary key server -secondary-key-servers list of key servers

MERESIRFAIRSIHFAIEN 55268 [mod-secondary]
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[mod-secondary] ° MNREEBIFIRE TIRFERREZBARSBERD T EZEIRES ~ ERBFNERZAES
HiE AR FISE S E R EIRER o

B RETIRFEMRES

RETEAIREEFEAEIRE -secondary-key-servers HB# security key-manager external
modify-server Bi% © © -secondary-key-servers SEIEZLUEFEDIRABEE c BEPRESIE(EIRES
HIEEIERF AE R EZBERZSENFEIER o ST Tir < REREZERER security key-manager
external modify-server UREEFHAXREELEFERES

EEBBRRELEFIRES - 5EH -secondary-key-servers S|HEASTEERENTEEEMRES - AR
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iR o WA MUER T < RIGIRER :

security key-manager key query -key-type NSE-AK

* MRRENTHEEFRBERFER128ERETH - ETWIES -

o f&OJLAfER security key-manager key delete MIBREMKRERERAVFS © © security key-
manager key delete UIRISEEIEEAIIER ONTAP A ~ QIS ZRM o (KN BEEARR T
adminy BYHERR ~ ABEMFRILLHS o)

EXEMREIRIES « MFFZR AT « BRARSTRESIEBHEE LB REAEHMetroCluster
o MAIUERIFRHERE LERATIIGS  RESRESRRER :

®

° storage encryption disk show -data-key-id key-id

° storage encryption disk show -fips-key-id key-id

ez Al
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1. BIUREHMRNEES

security key-manager key create -key-tag passphrase label -prompt-for-key
true|false

RE prompt-for-key=true ER#HIE i e B 1 B E RS N A R e R 2R
@ EJJ R EEEEEI2(MTAHANBAER - o securlty key-manager key create 0
EHUY security key-manager create-key mi% ° IETBNMTEE  B2EF

HHE°

TEEHIERIAEEEEE clusterl » BEIEL 32 (UTAAREMER .

clusterl::> security key-manager key create

Key ID:
000000000000000002000000000001006268333£870860128fbel7d393e5083b00000000
00000000

2. EED’L,‘EL_L R ﬁ

security key-manager key query -node node

° security key-manager key query SR EH{ security key-manager query
(D) key?% - MBEREHHSEL  HSRFMHE - HHRBTHSRDEARSERESH
BIRBIEE - TR ERNHBSRAERINTLE -

TrEHEREESEARIURETIR clusterl !



clusterl::> security key-manager key query
Vserver: clusterl
Key Manager: external
Node: nodel

Key Tag Key Type Restored
nodel NSE-AK yes

Key 1ID:
000000000000000002000000000001000c11b3863£f78c2273343d7ec5a67762e00000000
00000000
nodel NSE-AK yes

Key ID:
000000000000000002000000000001006£4e2513353a674305872a4c9£3b£79700000000
00000000

Vserver: clusterl
Key Manager: external
Node: node?

Key Tag Key Type Restored
node?2 NSE-AK yes

Key ID:
000000000000000002000000000001000c11b3863£78c2273343d7ec5a67762e00000000
00000000
node?2 NSE-AK yes

Key ID:
000000000000000002000000000001006£4€2513353a674305872a4c9£3b£79700000000
00000000

TEONTAP FERThRZASBIRZS P2 1L ERE £ IR

e UEA security key-manager create-key RS A IR MR - Wig
HFAFEERERN KMIP [EAR23 L o
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i o MNRIFRAIEGOLE - ,_ELME%E—EéﬂT?HY*EHE’JFIPS/HE SiEBEEE IR o
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security key-manager create-key
MBTRENBTEE  F2RBTHFMRE -

C) ﬁﬁ¢ ETRHEBIDEARLRBESROHAIE - EAEERNEESRIBENNEE
Y EH ZEIIMEEE T clusterl !

clusterl::> security key-manager create-key
(security key-manager create-key)
Verifying requirements...

Node: clusterl-01

Creating authentication key...

Authentication key creation successful.

Key ID: F1CB30AFF1CB30B00101000000000000A68B167F92DD54196297159B5968923C

Node: clusterl-01
Key manager restore operation initialized.

Successfully restored key information.

Node: clusterl-02
Key manager restore operation initialized.
Successfully restored key information.

EE:VL.\E:L_L%AEE\I T
security key-manager query
METENGLTEE  F2REFME -

Ty B EERERTEAEIUREEI clusterl ¢



clusterl::> security key-manager query
(security key-manager query)

Node: clusterl-01
Key Manager: 20.1.1.1
Server Status: available

Key Tag Key Type Restored

clusterl-01 NSE-AK yes
Key ID:
F1CB30AFF1CB30B00101000000000000A68B167F92DD54196297159B5968923C

Node: clusterl-02
Key Manager: 20.1.1.1
Server Status: available

Key Tag Key Type Restored

clusterl-02 NSE-AK yes
Key ID:
F1CB30AFF1CB30B00101000000000000A68B167F92DD54196297159B5968923C

EIRE R EesE T IR 4AFIPSHREEISED (JMF IR EIE)

RBILAER storage encryption disk modify S ENEEEigtsIkES FIPS
MR EE SED o SREEE0 AP A It & 58 2K 38 E sl AR PR EH E FARERE ERUMNBE R o
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AERID - EXEEIBIDIE R B RINBHIEHEER « AR T EHEESBRIDEFTAIETERE
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storage encryption disk modify -disk disk ID -data-key-id key ID
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AT LUER security key-manager query -key-type NSE-AK #@fREIEIDAYEES ©

clusterl::> storage encryption disk modify -disk 0.10.* -data-key-id
F1CB30AFF1CB30B00101000000000000A68B167F92DD54196297159B5968923C

Info: Starting modify on 14 disks.
View the status of the operation by using the
storage encryption disk show-status command.

2. REARREEE T ¢

12

storage encryption disk show

MERBNGCEE  A2RFMRE -

clusterl::> storage encryption disk show
Disk Mode Data Key ID

0.0.0 data
F1CB30AFF1CB30B00101000000000000A68B167F92DD54196297159B5968923C
0.0.1 data
F1CB30AFF1CB30B00101000000000000A68B167F92DD54196297159B5968923C
[...]
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