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1. R R EPRERE T RNR LARRE « RS SMBENER !

cluster show

FEUEEGIR > FREMMTEREENA2EEENER

clusterl::> cluster show

Node Health Eligibility
node0 true true
nodel true true

MRBEAHMETREIFFTEER  FIREEMSKHRES AR « LIREYEIETE -
2. BHERIBARRAERS

set -privilege advanced

BA v MAEAE o
3. EnsE §{ERDBZFRVAAREFAER] o

° S{EERARI R TUE KB R HAR] Bk EE FRF HRFEAR R ©
° FRA BRI S EIR TR ERIEZARR o

AAR ~ BEIRICESFISEA TR RIAVHEER o

EERETILRDBIZR... BALLSDS...
BIEEARARER

cluster ring show —-unitname mgmt

Volumefil & &} &

cluster ring show -unitname wvldb



EAEFTILRDBIEF... WAL,

ERTEEERER
cluster ring show -unitname
vifmgr

SANEIEIEE

cluster ring show -unitname

bcomd

tEEEFIEERVolume I BB KHERZF !

clusterl::*> cluster ring show -unitname vldb

Node UnitName Epoch DB Epoch DB Trnxs Master Online
node0 v1ldb 154 154 14847 node0 master
nodel v1ldb 154 154 14847 node0 secondary
node?2 v1db 154 154 14847 node0 secondary
node3 v1db 154 154 14847 node0 secondary

4 entries were displayed.

4. BEIEREERER

set -privilege admin

S. MNRICRESANIRIZHIEF « AR SEMREN U SANfREH !

event log show -severity informational -message-name scsiblade.*

BE B RFscsimbletZE 4 EFEE H SCSITI BRI HEAKAS o

clusterl::*> event log show -severity informational -message-name
scsiblade.*

Time Node Severity Event

MM/DD/YYYY TIME node0 INFORMATIONAL scsiblade.in.quorum: The
scsi-blade ...

MM/DD/YYYY TIME nodel INFORMATIONAL scsiblade.in.quorum: The

scsi-blade
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1. BREHARRARAS

AERE... HMATUESNE...
R BYRARE a. BEMEfAISRISRYRERR

storage disk show -state
broken

b. TERRENE U IIRIRBVBLER o
IETEEITHEE S B RIMARR a. BEREfAIRERMERE B EEARRAIRAR

storage disk show -state

maintenance

pending reconstructing ---- .. BE TN ERIEETHER
e o

2. BT EREERTRENRE  SEHEEESRE  URIFMAEEARIIRE LR :

storage aggregate show -state !online

e L ERR_JE R EMNESEE - JITEAFRIEBERZAIMZE « FRASSRREVARIER IR -

clusterl::> storage aggregate show -state !online
There are no entries matching your query.

3. EMEIEEGNHIRE « MBI AR E R R E LR L ¢

volume show -state !online

HITEARARNEBRZAMZE  FREHMIRE AR _EARES
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clusterl:

:> volume show -state

lonline

There are no entries matching your query.

4. FERRAT—BHMIRE :

volume show —-is-inconsistent true

EE"NetAppAlHE | BERWAFLA—Z AV MR AR — B ATRRE o

FERAER

"HibREBLAggregate B IE"

R R BT

TEI2/R ONTAP &2 AT > CREZEIERE NTP » MERHEEERE£LE LAY -

1. FESPEREE A NTP fEIARS3AERAN :

cluster time-service ntp server show

2. EnE S AR B EAMREE

cluster date show

clusterl:

Node

4/6/2013 20:
4/6/2013 20:
4/6/2013 20:
4/6/2013 20:
4 entries were displayed.

Date

HEERR A TIEIEE#TT
B ONTAP BEZ A > CEZAHEIEE TIEAVIRES - tNRA1E(T Aggregate > Volume > NDMP  (fEHENZL

B[R) = Snapshot T1F (FIGNEEIL > MR > 8 > E2R - BRRMET(F) EEHITHTTIF >

EIEFFER B F LE(T5 REYIRR o

EY IR

:> cluster date

54:

Timezone

/I\
AN

Rz ET L
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1. WRMEEESITRE (TSI Aggregate » Volume BY Snapshot TIEBEE :

job show

fEUtEBHIT - BmETTEBEAITS -

clusterl::> job show

Owning
Job ID Name Vserver Node State
8629 Vol Reaper clusterl - Queued

Description: Vol Reaper Job
8630 Certificate Expiry Check
clusterl = Queued
Description: Certificate Expiry Check

2. MIBRMERIFITHRE{TSFAY Aggregate > Volume B Snapshot T1E :
job delete -id <job_ id>

3. BB HITEITHME Aggregate > Volume Y Snapshot T{E :

job show

TEUEEEHF ~ FRAEHITRMTIIF R TIEEREMIES :

clusterl::> job show
Owning
Job ID Name Vserver Node State

9944 SnapMirrorDaemon 7 2147484678
clusterl nodel Dormant
Description: Snapmirror Daemon for 7 2147484678
18377 SnapMirror Service Job
clusterl node0 Dormant
Description: SnapMirror Service Job

2 entries were displayed

HERIE
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{F{a] ONTAP 9 RRRZs
TEi2[2 ONTAP Zgi4%1EFLE SMB TERSER

TWEAE{AThRR B9 ONTAP 9 2R ONTAP =522 A1 > IFERL ST Z &4 I EAIERFER]
FAR) SMB L{EREES ©

fEFASMB 3.012#i1% E HIHyper-VE{Microsoft SQL ServerfA B iRl IFEUF & ] HHISMBHAE « FEEEH R
SR PERZ FIARLE ©

1. SRR ERE AR EE AT B SMBILERE !

vserver cifs session show -continuously-available No -instance

tban L ERRMEREARE I AR SMB TIEREERBVEFAAE o TR IEEERT « BHEEONTAP #
17 MZLERER

clusterl::> vserver cifs session show -continuously-available No
-instance

Node: nodel
Vserver: vsl
Session ID: 1
Connection ID: 4160072788
Incoming Data LIF IP Address: 198.51.100.5
Workstation IP address: 203.0.113.20
Authentication Mechanism: NTLMv2
Windows User: CIFSLAB\userl
UNIX User: nobody
Open Shares: 1
Open Files: 2
Open Other: 0
Connected Time: 8m 39s
Idle Time: 7m 45s
Protocol Version: SMB2Z 1
Continuously Available: No
1 entry was displayed.

2. MARE ~ FRBEFRRSE SMB TIEFSERFRFRRAIIEE !

vserver cifs session file show -session-id session ID
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clusterl::> vserver cifs session file show -session-id 1

Node: nodel

Vserver: vsl

Connection: 4160072788

Session: 1

File File Open Hosting

Continuously

ID Type Mode Volume Share Available
1 Regular rw voll0 homedirshare No

Path: \TestDocument.docx

2 Regular rw voll0 homedirshare No

Path: \filel.txt
2 entries were displayed.

ONTAP &/ SnapMirror 1 SnapVault BJZAIFER

‘system node revert-to L EBENTEAREMPFEHEMREN SnapMirror F
snapVault [f @ UERMERER o T « TEHBRERZA AV ERELETEX -
* FiBSnapVault WERHRER SR BT L ~ RBEHE -

BFETRE > MREE—MRRE > ErIUERRED LIREELERE o

* FFEEE TFISnapMirror[REIEER! © SnapVault
° JERFEEST

& 7B PR R It IR B $5 Y 9 (E (eI Ba Bk o
o MirrorAndVault
IRFEEFISLRMA « REZAE SnapMirror[RRIE B 2 RS R1F)E ©

* WZRMIFRFRA & &t ARSI RAAN B rOthiiR & o

* ZEMIBRELFIexClone B #93thVolumeBISnapMirrorBi{% o

* A E S ESnapMirror R B {E FA4EER B4R o

* A BERERIER S EEEE R BISnapMirror R B H#%8BRall_source_snapshot}& 8l o

@ R E _FR B —4E2ESnapshoti2/R (SFSR) FMEB21EZESnapshotig® (PFSR) {E% BB
B o

* (ERIBRTAITRVE —ERMIRRIBRIFEI BB > A REEEER -



RIS HFERIEETHN » Wl UAFIEEREE -
* EAREBNEEZMRIRERFRE L AERN L RBER snapmirror restore ©

W"ES 2EZERONTAP "E:¥4H “snapmirror restore Bl » 55268 ©

TEER ONTAP 27 » 555cHEE EMPRERE AR E AT A M

TEIEfEIARZSEY ONTAP 9 JE2[R ONTAP JmEZ Al » S ARELEHIFE S S E5RYA]
FAZEfE » UMEEITERIESE o

ZEW AR RHANERRBMEBNEMEATIRMBIRVEE - EF"NetAppHIFHE | UIRITEONTAP 9 FRiE
BEEF R « BEBRENE /A"

MRCEAZERNERE FRAEEERRRNENES « AU AEEREREFIRZ AERE R BEYE

1. B REWRE E TR IERER :

volume efficiency show -fields vserver,volume,progress
2. (2ILFRBEERAITE R EIRE EHIPRIEE
volume efficiency stop -vserver <svm name> -volume <volume name> -all
3. GEPRB AR 2R
set -privilege advanced
4. BHEREEASEPEERIERE ONTAP HIBAZRRAS

volume efficiency revert-to -vserver <svm name> -volume <volume name>

-version <version>

LUTFEE6I#% Volume Vola ERIERPEE REEIR A ONTAP 9.x

volume efficiency revert-to -vserver vsl -volume VolA -version 9.x

@ Volume Efff{ZRever-tofs T BERHAITILEN < 2 EiRE ERHIERE - Ibap < A EERERIZ
AR & o

o. ERHEMEMRERE
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volume efficiency show -vserver <svm name> -op-status Downgrading

6. MRBRKH > FRETNITERE > BAEERAMHER -

volume efficiency show -vserver <svm name> -volume <volume name> -

instance

7. BRIEESTAHE  RREIEEERER

set -privilege admin

RARMR EEETEE
L2/ ONTAP & A AEFHRE

TEUEIEfATRRZSEY ONTAP 9 /R ONTAP &2 Al » T RERFIARIBRA] » WMIERH
AR = B RThR AR FF LAV ETERER -

MR EFESnapMirroriRIEPER ~ AR TSRS R %

* FrE B HHRESRE
* (ERERHRERSERIRF « BEONTAP MR RNERMRE S NEIL
* INRFBEZONTAP 2R8I xPEMEIL  HIFMABRHREE T IRSIRIER

1. {FRFMEER SVM BYIRERRAY

volume snapshot policy modify -vserver * -enabled false

2. HESEMRMNESRERRERL
a. SAIEIRGRYEE SRE

run -node <nodename> -command aggr status

b. {ZFEE Aggregate HIIRERRA :

run -node <nodename> -command aggr options aggr name nosnap on

C. WHERSEMMEEILTER -
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3. (FASEMMREIREAVIRRRA

- sR! ERRARVIRMARR &

run -node <node name> -command vol status

AT fEdp<E Ry [~ 332EIE * ) 9 > A [ root 1 FHK#HMAIE Volume vol status °

vsl::> run —-node nodel vol status

Volume State Status Options
vol0 online raid dp, flex root, nvfail=on
64-bit

a. (FFREIRE ERYIRIRIRAY

run -node <node name> vol options root volume name nosnap on

b. WHERSEMREHEULDE

4. MIBFFARE BRIRRARZIAFAIARE

14

a. REMRE R A ER

set -privilege advanced

b. {ZFATRER :

snapshot policy modify -vserver * -—-enabled false

C. MIFRENEEBAThRASBYIRER

volume snapshot prepare-for-revert -node <node name>

ttan < ERREEEREIEE - 1R Aggregate FIARIEAIE & _FEFTARASHIIRAR o

MR FEMIBRMETIRER » L ERM » WBH SN BRERAVE AR ESNCE » 7 SEMIBRIREE o SN BER
HEWBNE » SABEIHIT volume snapshot prepare-for-revert 8% » FHEEET—F



clusterl::*> volume snapshot prepare-for-revert -node nodel

Warning: This command will delete all snapshots that have the format
used by the current version of ONTAP. It will fail if any snapshot
policies are enabled, or

if any snapshots have an owner. Continue? {yl|n}: vy

a. FESDIRIREMIFR :
volume snapshot show -node nodename

b. YNSRI BEABThRZASEIIRER > SHRHRE ELMIBR

volume snapshot delete {-fs-version 9.0 -node nodename -is

-constituent true} -ignore-owners -force

c. BHHERSEMMERELEDER
d. REIEIEHEREHR

set -privilege admin

()  feuEmEMetoCluster S EHITBLES T - BUBTRABIEERTE -

K3

7E32/5 ONTAP ZHi > 555C:%E SnapLlock AR Y B BhsRrT AR

TE{ERIRRZSHEY ONTAP 9 32 ONTAP 552 A1 > Snaplock FiEx& R B 28 AJ HAfE{EL

BLUNEF B > MIEUARBEAL  EFEZIRE Snaplock R &R BEIFNRIE > WARTE

BIEBRIENBBU\E o

1. BB EPESH Snaplock k& BB 2 R BE0 AT HAMA !

volume snaplock show -autocommit-period *days

2. BAZIEN BT AT HARME DA )\

volume snaplock modify -vserver <vserver name> -volume <volume name>
—autocommit-period value hours
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7EMREMetroClusterfic & 2 A1{ZF B &1z 2I5MIR

EIREZEITEMRRRASONTAP 9 BMetroClusterfic & Z Aii » AB1EFH BEHEIZIMT)IR
(AUSO) ©

1. 7€ MetroCluster HEIMERE L « (FRABENIEEHE MR

metrocluster modify -auto-switchover-failure-domain auso-disabled

>t
DJJ
UIII‘

S'Z?E%‘“' 1R (K g1 MetroCluster”
FEONTAPEIH 2 B » MRRE THHUMIFE (ARP) FHEDES o

FEREZEONTAP 9.17.1 S ERRRAS ZHI » & FE:Z¥ Autonomous Ransomware Protection
(ARP) SR SRR E B /EBESME[CIFE » WMIFRMEIERIAY ARP HEEE o

ez Al
CEE TER) HERABEMIBR ARP TRER o

1. EEEERAEAREEHE S ARP" > MR EEERRE
2. HEUELEMEERRARENE - BE TEMIERIRIEREE) MUERHEARELIREIEER ARP &

o

3. MITUTar< > FIHBREEMNFAE ARP EREE !

volume snapshot snapshot show -fs-version 9.18

4. MipREALEIERANFRE ARP EEREE !
@ It < S MIBRFrAE B BRIONTAPRRZSFR R TUAYIRER » RIAER R ARP REE o 7E8I1TILE
R A AR EHTE ERFRAIRIBIREUNEAIFEHE o

volume snapshot prepare-for-revert -node <node name>

ONTAP 9.18.1
£t ONTAP 9.18.1 hikA[EI#A 2 Al > 5515 BEIRUA B X EHZRIRASFEINEE o

ﬁu%a:ﬁ%ﬁ%’zﬁ@ﬂﬁ& | ONTAP 9.18.1 » AITEASERVEFRHER (12 /\BF) 1&8,ONTAP ARP H
ENEUAINRE R AEE A RIVHAIE B TE o R IIEIE4KE] ONTAP 9.17.1 SR ERRZA Z A, %t
EEHEE ONTAP 9.18.1 MR E HE AL BEEIHRE ©
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../anti-ransomware/respond-abnormal-task.html

TER
1. BEBHIZE ONTAP 9.18.1 N FE SR AW E R T ERE B EENREE :

security anti-ransomware auto-enable show

2. {2 SVM LRTEHIR&RYENRERBERHE B B RUAEIA ¢

security anti-ransomware volume disable -volume * -auto-enabled-volumes
-only true

ONTAP 9.17.1
#LONTAP 9.17.1 IR1EH] > sA1FF SAN HiE& _EAYE F$hREBErSE

ONTAP 9.16.1 B R ARAAZ1E SAN IR ERIONTAP ARP IHEE - BB EEER

ZJONTAP 9.16.1 S E R R~ Z BifE A SAN HEAREE _ERY ARP > LABA LEEThBE(RIF /R ENARAE

WG CPU MEARER > MEFHERNRASHITEMERER o
g 1. TER

AEES
1. BEEE > HRRE > ABEIEUIREENRTE -
2. £ Volumes #EEH) Security R > %42 Status i Enabled #/]#:% Disabled °

CLI
1. 2B ENHTREBERE !

security anti-ransomware volume disable -volume <vol name> -vserver

< sSvm_name >

ONTAP 9.16.1.

% ONTAP 9.16.1 iZJF 2 Fil > 557cf=HA NVMe £ R TLS

ﬁn%azr‘ NVMe £# FBE THEBR NVMe / TCP 421 TLS Z&3@iE » QBN
» ZFRETE ONTAP 9.16.1 IBR[HEEEE o

1. R EHF50% TLS L2 iBIE4RAE ©

17



vserver nvme subsystem host unconfigure-tls-for-revert -vserver
<svm name> -subsystem <subsystem> -host-ngn <host ngn>

S ERFREBIRTH > SAMBTERE TLS AHEMIE R TEMEILFRFEPA T o
2. BB TLS 2 @E

vserver nvme subsystem host show

£ ONTAP 9.16.1 BIRZ Al > s5/CIEAEMAY Qtree UFEEIE

% ONTAP 9 o 16.1 B4 » & BILUER ONTAP REST API FRFEVAEHRY gtree BEHEINAE
» BLIEEESIZ M FE SE ﬁfd'ﬁ/ﬂ QD%Y_ 1E1A] gtree _EEUARIESR gtree Ba3%E » BITELRL
9.16.1 BIRZHI » AN BLIZHEEE "ext_performance_monitoring.enabled &1 °

EABESR "ERER gtree MEEEIRIEREE" ©

1 ONTAP 9.16.1 ;2R ZHi » :57c#b% CORS 4HAE

WMRIEFERBERFEERLEEZ (CORS) K7FEI ONTAP S3 #Z&E » BB ERRR »
ZBEE ONTAP 9.16.1 [Al1E ©

TEABESR "5 CORS iZ/E ONTAP EE£" o
ONTAP 9.14.1.

%t ONTAP 9.14.1 E[F 2] ° :B5C(=H NFSv4.1 TIERSERF&E

MRICERARPiRELFN T EELR » BB FAER NFSv4.1 [EiRas LR EFRELR
SR1BABEL ONTAP 9.14.1 B[R ©

BICHAR revert-to TR BEEI—HESHE « BERBLEESEZAEHAEHELR o

ZRZE ONTAP 9.13.1 21 » ERPM@ERNARIHENELAERE—ER - thfINENREERREIZE - 8
FEIERHER - BRT1TAHER SVM By NFSv4.1 ERHEIRERAENAEAMERE -

TR
1. = NFSv4.1 [alfR3s LA E & ¢

vserver nfs modify -vserver svm name -v4.l-trunking disabled

2. FEEANFSEREAFRE :
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vserver nfs show -vserver svm name

ONTAP 9.12.1

1 ONTAP 9.12.1 iRIR Z Fi » 557t % S3 NAS BTRS4HRE

MRCERE S3 AR IREE NAS &l » BIJFEREA ONTAP &5 <5/t (CLI) #BB&
NAS {#F@4BRE > WL ONTAP 9.12.1 BRZHIRIREMLTBEE (SIEREE
Windows 3§ Unix {EHE) o

BAREIRT(E
T TEEEERIZEFIERATTH

* BIRFRBEER D STRNE— YR (TFENEEBSTFRAIRE) o

* BIFFRAREBNB S ; SEMREE LRIAEA—E « FIIEIES3 NASHETFE B FERVEE AR B S/FEY o
* BlRLEExR-

* MIFRFRE ERE SIABRZFAVEMITAERUNIXER EFM AR WindowsEEAEE ©

1. #8F5 S3 NAS BTRE4RAE -

vserver object-store-server bucket delete -vserver <svm name> -bucket
<s3 nas_ bucket name>

M52 2EERIONTAP Es%4H “vserver object-store-server bucket delete Bl » B2E o

2. F8F% UNIX FULTBEIFE .

vserver name-mapping delete -vserver <svm name> -direction s3-unix

WM"5S2EERONTAP E¥4H "vserver name-mapping delete B3l » 520 o

3. #B& Windows BIRFEHIFE

vserver name-mapping delete -vserver <svm name> -direction s3-win

4. ¢ SVM %P5 S3 EEIHE !

vserver remove-protocols -vserver <svm name> -protocols s3

"< 2 ZERONTAP"E:¥4H "vserver remove-protocols Bl » 5208 o
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% ONTAP 9.12.1 ;2R Z i » 557cfEA NVMe $BAERE

MREHITHIZE NVMe BEIFE > E'J%ZE?ET%H@DFEW%@* » ZFRETE ONTAP 9.12.1 B[R
£ o N KREHEERA DH-HMAC-CHAP BYSERES:S « :BEE B o

1. RF RGBT - LUEEDH-HMAP-CHAPES:E :

vserver nvme subsystem host remove -vserver <svm name> -subsystem
<subsystem> -host-ngn <host ngn>

2. FEZBDH-HMAP-CHAPEG B EEITE Bt T4 ¢

vserver nvme subsystem host show

3. BmEEE AT T ENINEEF R4

vserver nvme subsystem host add vserver <svm name> -subsystem
<subsystem> -host-ngn <host ngn>

% ONTAP 9.12.1 iB/F 7 # » 555C1E MetroCluster 2BRER{Z A IPsec
£ ONTAP 9.12.1 i2]& MetroCluster 2BRE Z A1 » S4B {EH IPsec ©

EERZAIHITIRE ~ UHE{RMetroCluster A ETE(E(RIIPsecHRE © (KB RIREIERBIPsecARE (Z
FBIPsec ~ A REAEEIZIR o IR ONTAP B IPsec ~ BMER M AR EEMERAERE « BRINFEH ZERTIHE o

Z£%49.11.1. ONTAP
7€ ONTAP 9.11.1 IR Z Al > FB/LIRE B T HRUASRARE

MREEXRTEEIFPRNGERE (ARP) » lifif ONTAP 9.11.1 ZJEZE ONTAP 9.10.1 >
Al g ARNESNEMNEEAR ARP II5E ©

EVMware 9.11.1FFONTAP E)J%EAEEHEHEHT%’;%H)E%%ME (MTKM) 124 - MREHNRKEERBR
BRBSISHE « {B32AMT_EK-MgmtiSHg « BITEEEEAR « e BT —BIZEME « 5 TEBE « SA1Eammin
& _FE{AARP ©

BEERARENHEEEEREMNAIERENE « M olFEAONTAP CLIZERArpAREE © JRF MTKM 124 « System
Manager # A58 ARP AREE o

FELt ~ MNREBBEEFRONTAP ESIERI.10.1 2 BEGBFERAD « FHEEELEMTKMEE « AEBER © "
B AR A RIARPIZTERVE R ©
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ONTAP 9.6
£ 8%E SnapMirror FIZRA{AH) ONTAP 9.6 ERAMKNEERE

71 ONTAP 9 % 6 HIEERZE ONTAP 9 5 5 BiZ Al ~ E/AZEFE SnapMirror [E)5 BA{ARY
EZEFEIF o

BEZAT ~ NREH SnapMirror [FFRE% ~ BIAEIREN Y SER ©
* AZERIBREHEE Volume 8 NFSv4 5§ SMB 1R ERIAY{E SnapMirror B RA% o
FZENFSv4FISMB  ONTAP
* R JEMIBRER ST R 5T SR B SR P AYE(R] SnapMirror B B ©
ONTAP 9 H#J SnapMirror B BIA R ZIRIRGTIESTBHEE o 5
* AR ONTAP 9.5 P —RYIREBTEE R A A > RIBREXLENAIE SnapMirror B Bz o

FH4RZE ONTAP 9.6 Wi/ \Ef{& > ONTAP 9.5 FI—RRIRIRE BEIENLA ONTAP 9.6 FEJ—ARIRER o (AL > 0
R ONTAP 9.5 W—fRIRIRE AR » BIEREMEZEHREL SnapMirror [FF Rz ©

TE I Z3ONTAP ERTIRAVERSIR R

TERE B AR ONTAP ERBE 7 Al » S4B NE NetApp SIE4UL T8 BIZENRERR S » JATR
BETRE

T#; ONTAP ErEERR{%:

BEEIRMR SIS TN TE AR o A BRVSIER N S EM TR o NetApp SZIEATIE HSMUERMN T A%EN

BRESIRGAE ~ FIEShRAE AR FNES o TASMRG B S ONTAP RMFNISHIRAIRA ~ TERMIFERSBIEN
B ~ BIATEV{S AR S

IMREER ONTAP 9.5 S EFhRAZRESE NetApp Volume Encryption BI& 4% » RIS BEAIES

@ FREEIZK / & F& ONTAP ExBEmR{& » EHE3E NetApp Volume Encryption © SR ONTAP
RGN ZRER / & » LUERIXA NetApp Volume Encryption &A% » R4t E HIRRIE
(S A TEEUEHIEE o

TR
1. 71 "#EE T E"NetApp X EAFILAI & IHHEI B2 ONTAP #5% -
2. IEEEREMR (BI%0 > 97 g image.tgz ) JRENetAppziBihEh

AT LGRBRRAE R E HTTP {AAREsEL FTP {Alikds L ZIRMMMGRRIB & - SN EREIAREERIK

Z2dt ONTAP ErB2RL{&
1% NetApp IEAHIE T 5 E1Z ONTAP SRBEMMG > 15 » B H R IE R o
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1. RHEMRERR A ER

set -privilege advanced

FEIEM (*>) ©

2. HIRIRES  BIA Y DU o

SEEREERR(G
o WMEAELHRE S B B ZE MetroCluster 4B8E » 3EEA T 6%

system node image update -node * -package
<http://example.com/downloads/image.tgz> -replace-package true
-replace {imagel|image2} -background true -setdefault true

tban < RIER R & 24P A BiRE_ERVERESIR(G - EERESEMAL L — R N HM R G » 5F0IEE -

?gckground 2% o I W EERAEMES  RERSBEAREGH BRI GE B 5 BRLAYTRRR

o HAPUENELER )\ B2 MetroCluster 4B8E > :ATEMEEE LWA TGS

system node image update -node * -package
<http://example.com/downloads/image.tgz> -replace-package true
-replace {imagel|image2} -background true -setdefault false

Ean <RIBS R &l R 4P A BNRs_ERVERESERE - E2ASEMAL L — R PRI LG - F0IEE -

?;ckground‘%%l o itEn L N EERILHEMRE T BRUREME - ZMEELELEERR LHERR

4. @A y UTEHRE RS -

5.

22

MR R B TH M R BEMR L ¢

system node image show-update-progress -node *

e ¢ ERTRIRIRE THEZENBATRE - CRZEBNTINS - EFIMAMAREETRE R9E
7> W BB HARRE 23 B o

% MENREIRR B a S AT AE R R » WRATEERNE SR - BRAEMHERNESTZE « ERIUBRNTHR

70

HEEEAIEE T MIEEIRAAYEREE ~ HPHEEMRE T AT LT MBI L :



clusterl::*> system node image show-update-progress -node *
There is no update/install in progress
Status of most recent operation:

Run Status: Exited

Exit Status: Success

Phase: Run Script

Exit Message: After a clean shutdown, image2 will be set as

the default boot image on nodeO.
There is no update/install in progress
Status of most recent operation:

Run Status: Exited

Exit Status: Success

Phase: Run Script

Exit Message: After a clean shutdown, image2 will be set as

the default boot image on nodel.

2 entries were acted on.
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1. PR B AR R 2 ERE -

set -privilege advanced

%%ﬁkﬂ_\lu\m nﬁH# Dﬁﬁﬂﬁjk* y* °

23


https://docs.netapp.com/us-en/ontap-cli/system-node-image-update.html
https://docs.netapp.com/us-en/ontap-cli/system-node-image-update.html
https://docs.netapp.com/us-en/ontap-cli/system-node-image-update.html
https://docs.netapp.com/us-en/ontap-cli/system-node-image-update.html
https://docs.netapp.com/us-en/ontap-cli/system-node-image-update.html
https://docs.netapp.com/us-en/ontap-cli/system-node-image-update.html
https://docs.netapp.com/us-en/ontap-cli/system-node-image-update.html
https://docs.netapp.com/us-en/ontap-cli/system-node-image-update.html
https://docs.netapp.com/us-en/ontap-cli/system-node-image-update.html
https://docs.netapp.com/us-en/ontap-cli/system-node-image-update.html
https://docs.netapp.com/us-en/ontap-cli/system-node-image-update.html
https://docs.netapp.com/us-en/ontap-cli/system-node-image-update.html
https://docs.netapp.com/us-en/ontap-cli/system-node-image-update.html
https://docs.netapp.com/us-en/ontap-cli/system-node-image-update.html
https://docs.netapp.com/us-en/ontap-cli/system-node-image-update.html
https://docs.netapp.com/us-en/ontap-cli/system-node-image-update.html
https://docs.netapp.com/us-en/ontap-cli/system-node-image-update.html
task_things_to_verify_before_revert.html
task_things_to_verify_before_revert.html
task_things_to_verify_before_revert.html
task_things_to_verify_before_revert.html
task_things_to_verify_before_revert.html
task_things_to_verify_before_revert.html
task_things_to_verify_before_revert.html
task_things_to_verify_before_revert.html
task_things_to_verify_before_revert.html
task_things_to_verify_before_revert.html
task_things_to_verify_before_revert.html
task_things_to_verify_before_revert.html
task_things_to_verify_before_revert.html
concept_pre_revert_checks.html
concept_pre_revert_checks.html
concept_pre_revert_checks.html
concept_pre_revert_checks.html
concept_pre_revert_checks.html
concept_pre_revert_checks.html
concept_pre_revert_checks.html
concept_pre_revert_checks.html
concept_pre_revert_checks.html
concept_pre_revert_checks.html
concept_pre_revert_checks.html
concept_pre_revert_checks.html
concept_pre_revert_checks.html
concept_pre_revert_checks.html
concept_pre_revert_checks.html
concept_pre_revert_checks.html
concept_pre_revert_checks.html
concept_pre_revert_checks.html
concept_pre_revert_checks.html
concept_pre_revert_checks.html
concept_pre_revert_checks.html
task_download_and_install_ontap_software_image.html
task_download_and_install_ontap_software_image.html
task_download_and_install_ontap_software_image.html
task_download_and_install_ontap_software_image.html
task_download_and_install_ontap_software_image.html
task_download_and_install_ontap_software_image.html
task_download_and_install_ontap_software_image.html
task_download_and_install_ontap_software_image.html
task_download_and_install_ontap_software_image.html
task_download_and_install_ontap_software_image.html
task_download_and_install_ontap_software_image.html
task_download_and_install_ontap_software_image.html
task_download_and_install_ontap_software_image.html
task_download_and_install_ontap_software_image.html
task_download_and_install_ontap_software_image.html
task_download_and_install_ontap_software_image.html
task_download_and_install_ontap_software_image.html
task_download_and_install_ontap_software_image.html
task_download_and_install_ontap_software_image.html
task_download_and_install_ontap_software_image.html
task_download_and_install_ontap_software_image.html
task_download_and_install_ontap_software_image.html
task_download_and_install_ontap_software_image.html

2. EEIE LR E1Z ONTAP 8148 .

system image show

WTEMEET > 9.13.1 iR LR MERRS LIRS

clusterl::*> system image show

Is Is Install
Node Image Default Current Version Date
node0
imagel true true 9.14.1 MM/DD/YYYY TIME
image2 false false 9.13.1 MM/DD/YYYY TIME
nodel
imagel true true 9.14.1 MM/DD/YYYY TIME
image2 false false 9.13.1 MM/DD/YYYY TIME

4 entries were displayed.

3 (FRREDHFIAERIER !

network interface modify {-role data} -status—-admin down

4. J|ERiC 2B A £ ERIFlexCache HIBIKRI% :

flexcache origin show-caches -relationship-type inter-cluster

o MREFARERMRNERE  AEARNEE LNEHNERE

network interface modify -vserver <vserver name> -1lif <lif name> -status
—admin down

T2 | BEREEHR
EEEREE  CUBER HA RHROE—EEHE  ARBERAEBHNES - 25 > TR HEETNSHE

HA BCHESILIER - EEIFMASMRMEERSDL - IREE MetroCluster 487 > BIREHIHARPHIMERESE
BBELEDER o
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4 BN EZ R
1. BALEERAVEES

EAEEREME « T AE BN EELIFEALE

2. {=F3 HA B ERRERVRETF B 8158

storage failover modify -node <nodename> -enabled false

HAECH A RER—RFEFRHEEE - ELERNMNRERERER - DMNGEBHUEERREE
AiaE o
3. BENREHIEAR ONTAP ERASPRR SR E A TARIRE !

system image modify -node <nodename> -image <target image>
-isdefault true

4. FEDE 1R ONTAP ESIRG B RA T EE R Z BiRAITARIRE

system image show

LUTEE488 9.13.1 lRE 584 node0 ERITERZBAMR :

clusterl::*> system image show

Is Is Install
Node Image Default Current Version Date
node0
imagel false true 9.14.1 MM/DD/YYYY TIME
image2 true false 9.13.1 MM/DD/YYYY TIME
nodel
imagel true true 9.14.1 MM/DD/YYYY TIME
image2 false false 9.13.1 MM/DD/YYYY TIME

4 entries were displayed.

o. HESEIR B EFITETER

system node revert-to -node <nodename> -check-only true -version 9.x

Itt “check-only" 2 & 5!3E R 2 RIARFERBVERSTRIFM > BIANERAIRERRRASMIBRA R EBSHTHR
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10.

1.

ONTAP &2 IIBYIRIE o

It "-version iEIEE IS EEIZERY ONTAP HrZs o g0 » I1RIEER 9.14.1 BE[RE 9.13.1 » BIEEIBERIE
T#{E -version'2 9.13.1 o

E .
5 .

)

G

BIRENRARY R S AR

system node revert-to -node <nodename> -version 9.x

=EERTER  ABNEEShellZ L ©
FR/BART ; ERMAHECRSEEARRRER  FAA T~ o
BEARTAIGERE 30 DiENERKEZ GHIR -

P8 admin EAZEE Shell
YR E EIEEAELY

run —-node <nodename>

BREAREShelZ % « PIAEREA D ERRE A SEREIFER nodesdelldn < © FEIL ~ YIRaBLK
B SR D IE ~ ABBE—R o

BRENEAIIERRARAERS

revert to 9.x

LtEr < R ERE ENEMIER A MBS T EEETFER « RBIZR - MRBINEFSTREY > B BRR
BEESRIEME » SABEHIT revert_to @< ©

(D crRasIzorEmEREs  BROsAENLENE LEINSES o

MR BB Strue ~ BlesL5TRE « BiRNFERTHEONTAP Eflex.

MERBFREAR > ISR ZEETR Loader 12/ © A 'yes LUEIR » A% A "boot_ontap’F
ENEFRRENENES o

ENRNEAFMER SRR IE AT ¢

system node image show

ETFIEEBIF « image 1 ZFHTONTAP BIRRZAS « W32 E0R50_ ERY B ATARZS



clusterl::*> system node image show

Is Is Install
Node Image Default Current Version Date
node0
imagel true true X.X.X MM/DD/YYYY TIME
image2 false false W oW o ¥ MM/DD/YYYY TIME
nodel
imagel true false X.X.X MM/DD/YYYY TIME
image2 false true Yo W o ¥ MM/DD/YYYY TIME

4 entries were displayed.

12. FERENRARYERARRE B TERL

system node upgrade-revert show -node <nodename>

RAEFES % TRl ~ TARE) 3 NRAMLERKER) -

13. £ HA B 5 —(EERRE L EHIELE P B » AR HESELEIMNI HA RCHEREBLEDR -
YNRITAH MetroCluster #87% > BIRERHERFNMERE LERELES R

14. BRFIAEMZE  FEMMASRENSTRE :

storage failover modify -node* -enabled true

SRS
1. BALEERAVER,

AEREREE « T RE BB EELIFEARLE

2. FREESTHE (HA)

cluster ha modify -configured false

3. (FHFEFAIEEE

storage failover modify -node <nodename> -enabled false

HARERREA—RUESIIE  BUERDLUTEILEN | DU rBH OB
BB -



4. REEEAIE IR ONTAP ERESERIRER E A TR EA :

system image modify -node <nodename> -image <target image>
-isdefault true

S. HESTER ONTAP ZEEMMRER AT BIER Z BRI TER IR !

system image show

LAT 28 9.13.1 lRE &% node0 ERITEERMAR :

clusterl::*> system image show

Is Is Install
Node Image Default Current Version Date
node0
imagel false true 9.14.1 MM/DD/YYYY TIME
image2 true false 9.13.1 MM/DD/YYYY TIME
nodel
imagel true true 9.14.1 MM/DD/YYYY TIME
image?2 false false 9.13.1 MM/DD/YYYY TIME

4 entries were displayed.

6. IREHEEFIEERE epsilon

cluster show —-node <nodename>

Ty HIEREREHE A epsilon :

clusterl::*> cluster show —-node nodel

Node: nodel

UUID: 026efcl2-acla-11e0-80ed-0f7eba8fc313
Epsilon: true
Eligibility: true
Health: true

a. YNERENEL{REE epsilon ~ FATEENEL L& epsilon 12584 false ~ LUERF epsilon EEHEEHNSIEE
#:



7.

10.
1.

12.

cluster modify -node <nodename> -epsilon false

b. & 1FEEHEIZL_F1ER epsilon true ~ #% epsilon EEE BN SEEBS L ¢

cluster modify -node <node partner name> -epsilon true

MESDENR E AR ETER !

system node revert-to -node <nodename> -check-only true -version 9.x

Ilt “check-only’ 2RI #5132 R 2 BiA B RBYERNER - HI9015 B RER R Bl M BRF 4R E EFHThR
ONTAP BEILAYIRER o

& -version HIBIEMN R EERFIAONTAPHRZ - IEEONTAPHRZAEIFIMEE o FIa0 > INRIEE
# 9.14.1 KRAEAE] 9.13.1 k4 » BIIEFERIES © -version EIEA 9.13

REARTER - ARNESEShelEH ©

BREFVEREER

system node revert-to -node <nodename> -version 9.x

X

ERFBART  REBEEZAORITCREES A systemshell R A No ©
BEARTAFEERE 30 NERERREAGHIF -

R admin EAZEE Shell
YR E EEEAELY

run —-node <nodename>

BREAREShelZ % « FIAEREA D ERIRE A SEREHEIFER nodesdelldn < © FEIL « YIREGBLK
B SAIHIRE D EE ~ ABRBE—R o

BRI RFER

revert to 9.x

@S TR BN R A GRS R T DG HRR « AR « REREMCRIEE  CUBBA
B SERIE » SMEERTIIT revert_to' A% o
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13.

14.

15.
16.

17.

() ERAsTrarEmERESy  BrEEEHEHE LENES .

MR B EBREStrue ~ RIS TTMRER « BIRR ERFKONTAP Eflex.

IRBEBFESR  Rlan L TRF SR TREHASRTFIT c WA yes BEIER » 55/ boot_ontap
FENERRENEES

ERRLEERAFAE « BHEERSEE T ¢
system node image show

£ FHUEEHIF ~ image 1 ZFHONTAP AR ~ WA ERE0_ LRV EATARES :

clusterl::*> system node image show

Is Is Install
Node Image Default Current Version Date
node0
imagel true true X.X.X MM/DD/YYYY TIME
image2 false false Y.Y.Y MM/DD/YYYY TIME
nodel
imagel true false X.X.X MM/DD/YYYY TIME
image2 false true Y.Y.Y MM/DD/YYYY TIME

4 entries were displayed.

FESRRNRGRYE IR B TTAK

system node upgrade-revert show -node <nodename>

RREIESA T5eml ~ TARE) & NRAMORKER) ©

£ HA BCHIR 5 —EER EERIGEDER o
BERMEMNZE  FEVRARENSAIRE -

cluster ha modify -configured true

EmEER - BN A TR ERE

storage failover modify -node <nodename> -enabled true



FEReEAN
R

ONTAP Z[REEIEA
ONTAP BEE » EHBEENEERERDWR

ZR ONTAP 52 1% » LEZFERMBEAARIF AT S 2RRENENR > MEREEE

Bfthy o fSth R FESDHARR « R SRETNHEFRE AVIRAE o

BRsE RN

1. ERR RS FHENB R T RN LARRE « TS MBENER !

cluster show

FULEAT » ZERE - FIENMBAEERSHEEE -

clusterl::> cluster show

Node Health Eligibility
node0 true true
nodel true true

MRBEAHHAREIATEEN « FREEMSTERESHIER « WIREUELETH -
2. RHERBARRAERS

set -privilege advanced

BA y DU -
3. 5 SERDBREZFHAEASFMER] o

° SEENRLAVRRK TV B EE R HAA B EE B A FEAR T o
° FRA BRIV B EIR & LA EZARR) -

AR - BEIREFISEB FRIAV R TR
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EAEFTILRDBIEF...
EIEEAERN

Volume i & &l E

ERNTEEERERER

SANEIEFEE

I EEHIEE TR Volume il B B K ERRF :

WAL,

cluster ring

cluster ring

cluster ring

vifmgr

cluster ring

bcomd

clusterl::*> cluster ring show -unitname vldb

DB Epoch DB Trnxs Master

show -unitname mgmt

show -unitname vldb

show —-unitname

show —-unitname

Online

Node UnitName Epoch
node0 v1db 154
nodel v1db 154
node?2 v1db 154
node3 v1db 154

4 entries were displayed.

4. REIEIRERER

set -privilege admin

154
154
154
154

14847
14847
14847
14847

node0
node0
node0
nodeO

O NREEIESANIRIZEHESE « AN S EMRE A SANTREF

master

secondary
secondary
secondary

event log show -severity informational -message—-name scsiblade.*

BB RFTscsimblet== 451 E FEIS H SCSITI#£ R HM P EA
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clusterl::*> event log show -severity informational -message-name

scsiblade. *
Time Node Severity Event

MM/DD/YYYY TIME nodeO INFORMATIONAL scsiblade.in.quorum: The

scsi-blade
MM/DD/YYYY TIME nodel INFORMATIONAL scsiblade.in.quorum: The

scsi-blade

e
"RAEEE"

R HERERERR
BRIYPERFEZ R  CREAHETHIR - ESRMNBIREAREE

ﬁﬁ

. BREEHARRARRS ©

HERB... BATLEENE. .

FRERRYRARE a. BEMEfAISIERYRERR
storage disk show -state
broken

b. PRI EIMERHRIRAVEERR o

IETEE THERE B B R RUREGRR a. BMERIEEIAERE ~ B N EEAKRRAVMAR
storage disk show -state
maintenance

pending reconstructing ---- .. AT iEE N ERFETHER

2. ETERRESRERENRE (BE#EESE) - UREAESEIEEINE LIRE

storage aggregate show -state !online

e L ERR_JE B EMNESE - ITEAARNEBERZAIMZE  FMESESRELARNER LIRE

o
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clusterl::> storage aggregate show -state !online
There are no entries matching your query.

3. BVEAIIEERNEIRE « LR A IR R SHER L ¢

volume show -state !online

HITEAARBEBRZAIMZE « FTAHIRRE WV ARRIR LARRE

clusterl::> volume show -state !online
There are no entries matching your query.

4. FERRBA—BHMIRE :

volume show -is-inconsistent true

EE"NetAppAlFE | BERWAFLA—Z A AN AR R —EAIRRE o

ExsZ AP ImTEEY (SMBFINFS)
HRERENERIGE « FAESMBHINFSHAEIHAIIFE ~ MBS E SR A 7 o

HERAE N
* "HiiREBLAggregate B IE"

* "EFHERER"

7 ONTAP 2512 > E{FH MetroCluster 4B55RY EHENtJiA

i=[H ONTAP MetroCluster 2BR& 2 18 » {CWABENEB BENFEETEM TR » LIER
MetroCluster 4HRE SR IE B E(E ©

ﬁugl%
1. A BEIEtE M

metrocluster modify -auto-switchover-failure-domain auso-on-cluster-
disaster

2. B85 MetroCluster 4B5E :
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metrocluster check run

7Z£ ONTAP 2518 » BB ERETEIZE
TTEHBERR « SDLIFRSEE R EEIS RN A IEREEZIE - B[R ONTAP 2£2% »

T ARAIERANEHEERIR FRERESD -

MR FBIHIBIEREEF -

1. BARFRA L AIARAS :

network interface show

IS H B HEFEREES (SVM) BIFRALIFARRS o

clusterl::> network interface show -vserver vsO0

Current Is
Vserver

Home

true

true

true

true

false

false

false

false

Logical

Interface

data001

data002

data003

data004

data005

data006

data007

data008

Status

Admin/Oper

down/down

down/down

down/down

down/down

down/down

down/down

down/down

down/down

8 entries were displayed.

Network
Address/Mask
192. .120/24
192. .121/24
192. .122/24
192. .123/24
192. .124/24
192. .125/24
192. .126/24
192. .127/24

Current

Node

node0

node0

node0

node0

node0

node0

node0

node0

Port

ele

e0f

eza

e2b

ele

e0f

eZa

e2b

ERNAEERGSSERER AT ERE FMLIFERE TEER o LIFNEEIZRER
EITLIFEFSRE ~ (EaILUEAnetwork interface showsn 4% AR HErLIFEY 3 #1538 o
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MR EdrBEHRRETEIREES THAEREIE) KBS TR 3 TAFXBik K% MR FEET—F
2. BN R ¢
network interface modify {-role data} -status-admin up

3. BLIFEE IR

network interface revert *

4. SRR ESREHEH T ERRD

network interface show

IESEHIFERSVM vsORIFR A lifsERIA H EZEIZIR L o

clusterl::> network interface show -vserver vsO0

Logical Status Network Current
Current Is
Vserver Interface Admin/Oper Address/Mask Node Port
Home
vs0

data001 up/up 192.0.2.120/24 node0 ele
true

data002 up/up 192.0.2.121/24 node0 e0f
true

data003 up/up 192.0.2.122/24 node0 e2a
true

data004 up/up 192.0.2.123/24 node0 e2b
true

data005 up/up 192.0.2.124/24 nodel ele
true

data006 up/up 192.0.2.125/24 nodel e0f
true

data007 up/up 192.0.2.126/24 nodel e2a
true

data008 up/up 192.0.2.127/24 nodel e2b
true

8 entries were displayed.
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e
* "HERRSTE"

£ ONTAP ERE A RIRRA
BEREER ONTAP 212 » B ERARIRIRR] » A BEB-KFREILIRR -
TEEENRAEFERNRIRIHE - ARBERZEEMR ONTAP ©

1. ZFAEER SVM BIAIRIBIRA :

volume snapshot policy modify -vserver * -enabled true

snapshot policy modify pg-rpo-hourly -enable true

2. AR > BAREREIRIRERR

run -node <node name> vol options <volume name> nosnap off

7 ONTAP Z/F1& 585 IPv6 [ AGEIER

HEONTAP (iR A EFIRAZR « AIAES ERB NG R A R R R LEARFS TR D FRsRIP Ve
KASIER o S BRI RN GEIEE BERELRN R

1. RFRED A RRETER RAEITEER « IUFERHE EHER

system services firewall policy show

THIEARERRIERERR
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clusterl::*> system services firewall policy show
Action IP-List

Policy

dns
http
https
ndmp
ntp
rsh
snmp
ssh
telnet
data
dns
http
https
ndmp
ntp
rsh

2. FATHREIBAAAERR « FENHIEEAIEKAITAR IPv6 [AAEIEE ¢

system services firewall policy create -policy <policy name> -service
ssh -action allow -ip-list <ip list>

3. WIRANERE LIF UAFF7IAERRARTS

network interface modify -vserve <svm name> -1if <lif name> -firewall

-policy <policy name>

TEi2/RE ONTAP 9.8 2 1% > BgsE Al EUIRFS R IR SR R E B IR P

7£ ONTAP 9.9.1 BZE#HRASF > -role FRAERFHSHMEEESL admin o NREFE
ONTAP 9.8 Sy ERhrA _FZIIFABEIRE » WHARZE ONTAP 9.9.1 S E Ak
[RZE ONTAP 9.8 > BB TER -role’ AE[RIRE °

EERHARE ~ MMREMBRSPEREENA® « AlgscEk rbac.spuser.role.notfound" EMSERE] ©

MFHEER LM FEHSPHIIES" o
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Service

allow
allow
allow
allow
allow
allow
allow
allow
allow

allow
deny
deny
allow
deny
deny

O O O O O o o o o

O O O O o o

O O O O O o o o o

O O O O o o

O O O O O o o o o

O O O O o o

.0/0
.0/0
.0/0
.0/0
.0/0
.0/0
.0/0
.0/0
.0/0

.0/0,
.0/0,
.0/0,
.0/0,
.0/0,
.0/0,

1R AELY

ARV S =174

33/0
::/0
::/0
::/0
::/0
::/0

E BRERAERH o
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