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clusterl::> cluster show
Health Eligibility

Node

true true

true true

MREEAHHAREHFTTEEN « FIREEMSTERESHIER - WRAUEETH -

2. RIEMREFRRAER :

set -privilege advanced

BA y LIRS -

3. EnsE §{ERDBRZFRVAAREFAER] o
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EERBETILRDBIER...

BIEEARARER

Volumefil & &} &

ERNTEEERERER

SANEIEFEE

tEEFIEERVolume I BB KHERZR !

WAL ...

cluster ring show

cluster ring show

cluster ring show

cluster ring show

clusterl::*> cluster ring show -unitname vldb

Node

UnitName Epoch

DB Epoch DB Trnxs Master

-unitname mgmt

-unitname wvl1db

-unitname vifmgr

-unitname bcomd

Online

v1db
v1db
v1db
v1db

154
154
154
154

154
154
154
154

4 entries were displayed.

4. BEIEEERER :

set -privilege admin

5. MNREEIXSANIBIEHEE

14847
14847
14847
14847

node0
node0
node0
node0

master

secondary
secondary
secondary

etk E LA SANfREF | event log show -severity



informational -message-name scsiblade.*

SEER AR HscsimbletE 45 B FESHSCSITI# R REAREE o

clusterl::*> event log show -severity informational -message-name

scsiblade. *
Time Node Severity Event

MM/DD/YYYY TIME nodeO INFORMATIONAL scsiblade.in.quorum: The

scsi-blade ...
MM/DD/YYYY TIME nodel INFORMATIONAL scsiblade.in.quorum: The

scsi-blade
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1. BEsEHARRARAS :

BERS... HITILEENE. ..
FRERBYRERE a. BEE(AISRIBAVEERE | storage disk show

-state broken

b. FERRENE U I IRIZAVHERR o

IFTEE THERE B B R RURERR a. BRI AEE « HENERARRRAVEER
‘storage disk show -state maintenance
pending reconstructing” .. SBEFAEENER(FETREBE

2. ETERREERERENRE (BE#EESER) -« UREMAESEIEEIE LR | storage

aggregate show -state !online

e L ERR_JE R EMESE - JITEAFRIEBRZAIMZE « FRASSRRE U ARIE EIREE -

clusterl::> storage aggregate show -state !online
There are no entries matching your query.

3. BEEIIEEARRIME R « LUBRRFhBEHE R R T EEAR L ¢ volume show -state !online
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clusterl::> volume show -state !online
There are no entries matching your query.
4. LR BN —RMIEIEE | volume show -is-inconsistent true
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"B EAAggregate E1E"
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1. FESREEE NTP (@fReSHEREN: © cluster time-service ntp server show
2. BREEEMEH MR ESMEE ¢ cluster date show

clusterl::> cluster date show

Node Date Timezone
node0 4/6/2013 20:54:38 GMT
nodel 4/6/2013 20:54:38 GMT
node? 4/6/2013 20:54:38 GMT
node3 4/6/2013 20:54:38 GMT

4 entries were displayed.
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1. EEMEAEITHR (TS Aggregate -~ Volume T Snapshot TYEBE © job show
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clusterl::> job show

Owning
Job ID Name Vserver Node State
8629 Vol Reaper clusterl - Queued

Description: Vol Reaper Job
8630 Certificate Expiry Check
clusterl = Queued
Description: Certificate Expiry Check

2. MIBRERBITH (T Aggregate ~ Volume 3% Snapshot R TE : job delete -id job id

clusterl::> job delete -id 8629

3. FEERR A 1E{A Aggregate ~ Volume ¢ Snapshot TEIETEHITHEEAITS] ¢ job show

FEULEEAF ~ FRAERITHMITIIRR TR EMmIER

clusterl::> job show
Owning
Job ID Name Vserver Node State
9944 SnapMirrorDaemon 7 2147484678
clusterl nodel Dormant
Description: Snapmirror Daemon for 7 2147484678
18377 SnapMirror Service Job
clusterl node0 Dormant
Description: SnapMirror Service Job
2 entries were displayed
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1. R E A EEFEFERNEBEASMBIEMSEL ¢ vserver cifs session show -continuously

—-available No -instance

tber L ERRMEREARE I AR SMB TIEREERBVEFAAE o LR IEELERT « BHEEONTAP #
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clusterl::> vserver cifs session show -continuously-available No

2. NENE ~

-instance

Node: nodel
Vserver: vsl
Session ID: 1
Connection ID: 4160072788

Incoming Data LIF IP Address:
Workstation IP address:

198.51.100.5
203.0.113.20

Authentication Mechanism: NTLMvZ2
Windows User: CIFSLAB\userl
UNIX User: nobody
Open Shares: 1
Open Files: 2
Open Other: 0
Connected Time: 8m 39s
Idle Time: 7m 45s
Protocol Version: SMB2 1
Continuously Available: No

1 entry was displayed.

clusterl::> vserver cifs session file show -session-id 1

o o Al (P B RSB SMB TEPSEGFREERRAVIEEE !

-session-id session ID

vserver cifs session file show

Node: nodel

Vserver: vsl

Connection: 4160072788

Session: 1

File File Open Hosting

Continuously

ID Type Mode Volume Share Available
1 Regular rw voll0 homedirshare No

Path: \TestDocument.docx

2 Regular rw voll0 homedirshare No

Path: \filel.txt
2 entries were displayed.
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SnapMirror

fEFSnapMirrorBZ BRFRRRMNEE

FELONTAP SnapMirror 9.6[E]17EONTAP Z|S= B49.527 Fi - {EwAZBREf#SnapMirror[E) 4> B
RIVEEFEIA °

TR ZAT ~ MNREA SnapMirror[EF Bilf% « BIABEIREN TS ER -
* (SR BMIBR ARG & FEFANFSv4 S SMB AR BE B B L BY1E (I SnapMirror[E) P B {% o
FZHENFSV4FISMB © ONTAP
* A ERIBRIRSTERSY B BB R E I SnapMirrorFIF RR o
SnapMirror[@ 4 BfAONTAP RZ B IR IRET RHEE (SREVIRSTBIEE) o
* YNRONTAP 2R AR A FABARISnapshot 9.5 7 M BIERFEEVIIAESnapMirrorFEIH B o
TE2/ N\ FHRONTAP ESIER9.6 218 « ONTAP ZRENER9.589F R SnapshotiE A& HENENVLONTAP Al fE

FARER9.6895 B SnapshotiEZs o EIIE « YR ONTAP A (F AR EE.5ME B SnapshotiE s ~ BITEER
% ~ BEXEEHEP SnapMirror[E 5 R1A o

SnapMirrorf1SnapVault It BIHYIERER

RAFEBELE R E S EEAE{ERISnapMirrorilSnapVault SnapMirrorfii{% ~ iZLERHZE A
%EHJ&UB%?_JZE% SRTE N ARETERIEIRTER o N8 ~ TEIEBIRIBERZ A « ARG LEE

* FiB SnapVault BYEFMREERSIRIAX AL « AR B -
BRFTHE « NRBEARSnapshotiE A 7FE ~ WRIUEMBE D WIREELERE o

* FFEBIE T5ISnapMirrorREIERY : SnapVault
> JERTEEST

s B BRASE A LLE [ R SR BY RO (T BR S ©
o MirrorAndVault
N RIFAEAE AR LERRE « ERER I SnapMirror BRI A HSTRIENE o

© WZEMIFRPRE & # ARSI RAAN B AR & o

* W ZEMIBRELIFIexClone B BYtVolumefYSnapMirrorfiffk o

* WA EE{ESnapMirror 5 B (S FAAER BR4E o

* IRAERE IR SESHEER MY SnapMirror/R Bl #8Rall_source_snapshotiREI] o

@ *%Ezzﬁﬁttﬁ’]%—f“%Snapshottl_ (SFSR) #EEtEZESnapshotiZ/R (PFSR) fE(EiB
B o

10



s AR E AT THE —RE 2 EASnapshotiB R {FEER N B TER ~ A HEEEER o
EAIUEFERIFESTH - el IEEREE o
* ERIARENE 1B SnapshotiZ[R{EZ ~ #B4ZBERSnapMirror2 R i < IIIAFERR o

EEIRZ Al ~ FHLRESnapLock EHERZHARIUHER

EE21EONTAP Z£JR9 * SnapLock X78HF BENMRIHIEINEREA/N\E « TIFEX - EFER
[EEZ A ~ AR E SnapLock HYINAERRE B ~ WARFERBRAHBUNE ©

1. BB R EPETH Snaplock HiEEAEB AT ENBEEAHEAR © volume snaplock show

—autocommit-period *days

2. BAZENESRTHAREHRA/NR | volume snaplock modify -vserver vserver name

-volume volume name -autocommit-period value hours

£ BE{FlexClonefiif & H R B E RS & IR

MNRIEE & FlexClone Volumet ERVolume D EIRE ~ Bl BLER SRR IRTERE A E
HARVolumeZ BEHHE « BLONTAP ZEAONTAP ERRIEHHRAS o

I THEEAAFF Z1EfAIFlexClonef4if & FHITA BRI AU ERAR

EPETEIREBAR ¢ set -privilege advanced
2. M AAEHAERERN DR FlexClone B4 & © volume clone sharing-by-split show

clusterl::> volume clone sharing-by-split show

Node Vserver Volume Aggregate
nodel vsl vol clonel aggrl
node?2 vs2 vol clone2 aggr?2

2 entries were displayed.

3. EREPWFIEDEEL FlexClone M @&FPERERERIEM | volume clone sharing-by-split

undo start-all

4. SRR B D EIM FlexClone At @& B HAMNERER | volume clone sharing-by-split show

clusterl::> volume clone sharing-by-split show
This table is currently empty.

BIRZ A ~ s55EAFlexGroup FiE MqtreeIhiE
AR E{FEHqtree for FlexGroup OBYONTAP IHEE « A B FERAMNIE RN TR ERRIINEE
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R4 B S AFlexGroup SeFABEBIqtreeINEE ~ A BELONTAP ZE/R9.3:Z[FEONTAP &
FRAYEm ©

EIEE L gtree BN TER gtree I Z 2 MR M oplock-mode B 14 FF « B8 B qtreeIAE ©
1. 3% B B&FlexGroup E{EEXFHqtreeThAE I BB ST 1R TNAERIFR B FETERR gtree :

a BAEMHERER . set -privilege advanced
b. E&:BFlexGroup =& ERBEAAAgtreeTIAERISZIEINAE ©

5 ONTAP 9.6 Sy HTHRZS ~ 551 © volume show -is-gtree-caching-enabled true

=75 ONTAP 9.5 Sy 2Rk ~ 551 | volume show -is-flexgroup-gtree-enabled true

clusterl::*> volume show -is-flexgroup-gtree-enabled true
Vserver Volume Aggregate State Type Size
Available Used$%

vsO0 fg = online RW 320MB
220.4MB 31%

C. MIFREBERLA qtree IHEEAY FlexGroup Volume FBYFREJETESR gtree | volume gtree delete

-vserver svm name -volume volume name -gtree gtree name

WNRqtreeTNEEE A ~ RARMEIAT FE:RqtreeRIB 1% ~ MR R A Efalgtree ~ BRI ABGRLESER o

clusterl::*> volume gtree delete -vserver vs0 -volume fg —-gtree gtreed
WARNING: Are you sure you want to delete gtree gtreed in volume fg
vserver vs0? {yln}: vy

[Job 38] Job is queued: Delete gtree gtreed4 in volume fg vserver vsO.

2. {ZFEE FlexGroup Wi E ERY gtree THAE | volume flexgroup gtree-disable -vserver
svm_name -volume volume name

clusterl::*> volume flexgroup gtree-disable -vserver vs0 -volume fg

3. 37! MIFRE B U gtree THAERYE{EISnapshott§ Zs o

a. BB R BB gtree THEERNF{E(A Snapshot #75 | volume snapshot show -vserver
vserver name -volume volume name -fields is-flexgroup-gtree-enabled

12



clusterl::*> volume snapshot show -vserver vsO -volume fg -fields is-
flexgroup-gtree-enabled
vserver volume snapshot is-flexgroup-gtree-enabled

vsO0 fg fg snapl true

vs0 fg daily.2017-09-27 0010 true

vsO0 fg daily.2017-09-28 0010 true

vs0 fg snapmirror.0241£354-a865-11e7-alc0-

00a098a71764 2147867740.2017-10-04 124524 true

b. MIBRMER qtree THAERUAAYERA Snapshot #8745 | volume snapshot delete -vserver
svm_name -volume volume name -snapshot snapshot name -force true -ignore
-owners true

WA EHBRAISnapshotiE A E13E % SnapMirrorB{A P2 L B —A% SnapshotfE A F1Snapshoti& 7 © UM
ERFlexGroup EESEHITONTAP iEqtree FlexGroup THAERI AR FE AR RN R IRIHER
£« AHENEMAISnapMirrorfi{ ~ BIAZERIBRFAE 72 BB LEIhSERFFRER1S BYSnapshotiE Zs o

clusterl::> volume snapshot delete -vserver vsO -volume fg -snapshot
daily.2017-09-27 0010 -force true -ignore-owners true

HERAE
"B & EIEFlexGroup”
TR AR A B R %2 EhSMBTRIAR 23

ERITER Z A ~ 7Bk TERBEER PRYERISMBEIARSS ~ Sk HB AL - 7%
EBERASTIEONTAP EMERASAZIEN T EEF4ARTLONTAP ©

1. P EEIERA T ERE4EER 5280 SMB fAlBRES . vserver cifs show
2. BETmIBRCHER AV EARSS

MREE... REEAMLHS...
1 SMBEIARZZ 1 TIER#4H 8 = Active Directory#83s{  vserver cifs modify -vserver

vserver name -domain domain name

MFRSMB{E AR 2S vserver cifs delete -vserver
vserver name

3. MNRMIFFSMBIAARES « ABAMRBIERERLN « ARBAERERS

G
R
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fass CMIRERENNEIRR EE R RN AZER  BETER

HEONTAP 1EAThR A E AR ANE R Z Al ~ KRS REEIR & NE BN RAZER ~ UUE
ETERFE

HARRE W 7R A RSB ZE IR BB B AR E A T ' IEFTEMBIEIAN o SA2RMBMEXE "II{A7EONTAP 52
RERFRRM « Bk ERRMEERER - EERNFAMEER - 9" -

MRCEAZERVERE FRAEEERMFRMNENESE « AU RTEREREMIRZAEREREYE
1. fEFMVolume Effff&showds < f&HC-FieldsBHEIR « BIeI R TR E TR ERIERERE -

TH G LSERETERIEENEE | volume efficiency show -fields
vserver,volume, progress

2. {EMAVolume EfffiZ Stopap & HAC-aliEE ~ BIe]{Z LA ERRATHIRHNEEERMIFRIEE -
TH)ErLE{ELE Volume Vola _EFRBEERFF T PR EERERMIBREE | volume efficiency stop

-vserver vsl -volume VolA -all

3. fEset -priviiE EMRE S « LUEREREREA

4. fEFVolume Efff¥ZERevete-tofp LA HEC-versioniZEIE - & VolumeRI R R B K [E AR A ONTAP 43 ERRASHY
XIE o

TH)E L& Volume Vola ERIMEHPEZRHIEREZA ONTAP 9.x | volume efficiency revert-to

-vserver vsl -volume VolA -version 9.x

@ Volume Efff{ZRever-tofs T EERHAITILEN < Z Bk LRIHIERE - Ibap < A EERERIZ
AR & o

5. {EFVolume Efff{ZEshown <12 FC-op-STATUSHEEIE - RN A] ELiZfRARIERE o

TS GEEWERFERIREE | volume efficiency show -vserver vsl -op-status
Downgrading

6. INRBREE ~ s5FE A Volume Efff{Eshowss $15HC-instanceiEIE « BRIERAKMNRE

TGS YR TRATARUAGEAEE | volume efficiency show -vserver vsl -volume voll -
instance

7. BREETRE - BREIEEERELR | set -privilege admin

"EBEHTEE

EERZFIFZEHESnapshotiE zs

EIEFRESLHIONTAP IRASHIRR K Z Al ~ RAZE S (Z FAFRA SnapshotfE 8L RE! ~ W fIBRTE
F4kE B AIRZA Z & PRI V{ER SnapshotfE 2K ©
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R EESnapMirroriRIEHIER ~ [EABLMIBR TSRS R :

* FREEHHAESRE
* (HAERMRERSTERIRR - BREONTAP Ui E R RE S 2T
* INRFEZONTAP 7HiE[R8. 3 xPERMEI « BIFfAERMREE T IRTR%

a. ZAFBER SVM B Snapshot #EHRE! © volume snapshot policy modify -vserver *
-enabled false

b. (ZREEHIEESEEMNSnapshotiE B RA :
i. fEArungfitodenameaggrik & dh < KA B BN BARVE S8 o

i. {ZF&1E Aggregate B9 Snapshot #45RAl © run -node nodename aggr options
aggr_name nosnap on

iii. $tEREEMEEILTER o
C. {ZASEE IR &R SnapshotiE A [REY :

i. £EArun-nodenodenamevolikBEAE S 4 Bl BT ELEAYFR Volume ©

BRI ATEvolikES R S #AIHAY TOptions (EEIH) 1 A ~ MArootiE1EF 2K #AlHR Volume ©

vsl::> run —-node nodel vol status

Volume State Status Options
vol0 online raid dp, flex root, nvfail=on
64-bit

i. {ZHEREAEE LA Snapshot #2<JRE] © run -node nodename vol options

root volume name nosnap on
ii. SWHERSERRERILD R o
d. MIFFFAARZE B AIARA&FTZIIAYPRA Snapshotig s

I IERERBARERAEMS | set -privilege advanced
i. {ZFAREE  snapshot policy modify -vserver * -enabled false

ii. ) Pk B BB AR A BY Snapshot 7% : volume snapshot prepare-for-revert -node
nodename

e S E RS EBEREER « 1RAggregateFIIRIEAIEE _FEETHRZASAISnapshotiE Zk o
IR EEMIBRIEAISnapshotiE s ~ Blldp S Z M « WBFNEIEMIBRSnapshotiE 2 7 B4 ZBEREX Y E

IR EITE) o MABEISERSNERENE « AR EFFITVolume Snapshot Prepare fori2[Rar < ~ B
BIET—F -
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clusterl::*> volume snapshot prepare-for-revert -node nodel

Warning: This command will delete all Snapshot copies that have the
format used by the current version of ONTAP. It will fail if any
Snapshot copy polices are enabled, or

if any Snapshot copies have an owner. Continue? {y|n}: y

i. SR MIER Snapshot #75 © volume snapshot show -node nodename

MRNDBEAEEFRAE Snapshot 878 ~ FREEEMIPR © volume snapshot delete {-fs-

version 9.0 -node nodename -is-constituent true} -ignore-owners -force

ii. WHRSEMREEILS BC -
iii. ROIEIPHERBL . set -privilege admin

(D)  fEmEMetoCluster SH#E EHITBLES T - LUETRABIEERTE -

B EFISHA-2E £ TR B0 BE PR E IR 5

NETENLONTAP BEANEHRZS9.15ONTAP HrZx9.0Z|ONTAP hkZ4x8.3.x ~ BISHA-211&

BERENZRERE LT c BREZA « CEZLHEAERASHA- 2 ZINFERNFEREIR

B~ UETEERZE  2EAEREEERAFEREERIEMNIRAPFSZ BN EE
(MD5) o

1. BERRTCEESEP | set -privilege advanced

2. HREH SHA-2 EFEREIREAEBA TYIINEE | security login show -vserver * -username *

-—application * -—-authentication-method password -hash-function !md5
3. REMTHEUMERRER -
ZEEIARE - AR GRNECHITERD S security login password-prepare-to-

(D) doungrade BRITEDHTBLUSA MDS5 B EIHEE - REABIEREAMDSHIE « SR
TREEAFIES « I EFAMDSINEES « UEERRERBOMWREER o

EEONTAP VMwarefRZ9. 11 A EFIRAZRZ AT » 5L E TRIFRE) K&

MERERET BESEERERE (Arp) ~ LiFONTAP HiEVMwarehk9.11.13¢ E#rhkas
Z]FEONTAP EVMwareh®9.10. 15 EF#hRZA ~ AJsE 2B E SN EMERNARPIASE ©
EVMware 9.11.1FFONTAP -~ $1REEEIERNK T ZHARIEEE (MTKM) 2 - IREHARKEER#IE
BRESISHE ~ (BIR AMT_EK-MgmtiZE « BITEE[RHEAR ~ KZ B —ESEHE « 5sHEERE - BEATTEHHE
& _FEYFARP

BERARENEIEEERRRINAERENE « Lo{EAONTAP CLIZERAIRES ° }2F MTKM %4 + System
Manager #7588~ ARP #AKA& o
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it ~ NREBEEERONTAP ESERI.10.1 2 REEERAD ~ SFHEEELEMTKMIZE « AEBBIER -
"R RIARPIRENER o

EONTAP 2[R EFHMhRAE 2 7] ~ 5578 FRS3 NASHFEEARRE

NRIEEHRTE S3 AP IRFE NAS B ~ HITEE ONTAP 9.12.1 Sk EHMIRAIERE
ONTAP 9.11.1 S{E#HRASZ AT « EFEZER ONTAP s S5 E (CLI) K5 NAS
F&4ARE ~ WRBIRERILTBEE (S3 HEHAENA Windows B Unix EHE) o

FAREETLE
T LEEEEREFIERATTH

* BIRFRAERDSTRRVE R (FRENER B & FRIPRAIRE) -

* BIFFRERBIB S ; SEMIRE LRIAEA—E « FIIERES3 NASHETFE ¥ FERYEE AR B 57 EY -
* BiRLEExR-

* MIBRFRE ERE SRS AERITERUNIXEAE AR WindowsEAEE °

$ER
1. #B% S3 NAS BFE24HAS :

vserver object-store-server bucket delete -vserver svm name -bucket
_s3 nas_bucket name

2. 8% UNIX FUBTREIFE

vserver name-mapping delete -vserver svm name -direction s3-unix

3. #B& Windows BIRTBHIFE !

vserver name-mapping delete -vserver svm name -direction s3-win

4. 7% SVM #B% S3 EEIRE :

vserver remove-protocols -vserver <svm name> -protocols s3

om

% ONTAP 9.14.1 S EIIRASIZR 2 HI ~ 557 8Pk NFSv4.1 T{EPEER 52 4RRE

MRICERAAP IR EEELR « WigSATIRAIERZ ONTAP 9.14.1 ~ BIRZRTEE
JRZ B{E RS NFSv4.1 [EIARES LRV EERELR o

ETBAR revert-to 89K « MEHE—RIEEMNE « BERLCTEEZRFRAIHER
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BRERFH ONTAP (R  EAFEERNAP RS NERAERAE—ER - tfINENEEERREF
&« BERGEMTE - BR1TAER SVM BY NFSv4.1 EREIRICRUBIEAFAER -

&u%
1. {£ NFSv4.1 ARS8 LR T 843E4R

vserver nfs modify -vserver svm name -v4.l-trunking disabled

2. HE:% NFS BARERRETE !

vserver nfs show -vserver svm name

Q%ﬁ%ﬁﬁﬁ%ﬁ%ﬂIT_El’é’ﬁ,i!iHiMetrocluster A2 EBEFEETE YRR Z R ~ SR ERLEDY

=[S

R EE T UEIE MetroCluster BISPEIRE4ERE Z Al ~ A BEABEEIEE LTI
(AUSO) o

1. 7£ MetroCluster PFEIRERE L « EHEEIESTEMIIR | metrocluster modify -auto

-switchover-failure-domain auso-disabled

TERAE R

"X IR B I K EEIRiEMetroCluster”

7Ei2FEMetroCluster AEf4HRE Z AT ~ FETIFHIPsec

fEiE[REMetroCluster B —{E¥I{44HRE Z A ~ A ZESTIEAIPsec ©

1T RTEONTAP EXFIPsechITE R T ~ LUMetroCluster H1T2 1B 1B 1B ThAERI ST IBINAE UK ThAE 1 TIE
J& - ONTAPTEER Z RIHITIEE - LAFE{RMetroCluster RE/E{E{AIPsecZBEE o EABF R IRMERIRAEMIPsec

ARG FEIPsec ~ 7 B AEIEIR o 1ISRONTAP B fIPsec ~ BMEEHARRE R REAERA « BRIGEHLEE
BEEH o

TEIEZ3EONTAP EFHRAVERRSRRIR

R ZRSIE NetApp TIRAHIL T8 ONTAP ER8S » AR AE%RE -

T EERRS IR
EEMW ONTAP 9.4 K EHARASPEAR T CIEEERR » SR NetApp SZIEHILHE ONTAP BXREMERIEE R EIA
HERIR o BE[RRLEIEONTAP ERRARFTE EHAREIIARZA ~ EABEZONTAP AR A E# AR E R E]
HEE% ERIHTTP{EIARESSFTP{EIARES ©
HERTIEREA

* BEEMGERIIENTFAILE -

T ARUSE AN EERIERRA o NetApp SIS HIRAEANET AR ENRISIREE « BIRShkAE
B E= A ENEE o

* BESIMR B ONTAP RRFNESRIRATIRZAS « TR AT ERARIE NG « BIAJESLERRZS -

18


https://docs.netapp.com/us-en/ontap-metrocluster/disaster-recovery/concept_dr_workflow.html
https://docs.netapp.com/us-en/ontap-metrocluster/disaster-recovery/concept_dr_workflow.html
https://docs.netapp.com/us-en/ontap-metrocluster/disaster-recovery/concept_dr_workflow.html
https://docs.netapp.com/us-en/ontap-metrocluster/disaster-recovery/concept_dr_workflow.html
https://docs.netapp.com/us-en/ontap-metrocluster/disaster-recovery/concept_dr_workflow.html
https://docs.netapp.com/us-en/ontap-metrocluster/disaster-recovery/concept_dr_workflow.html
https://docs.netapp.com/us-en/ontap-metrocluster/disaster-recovery/concept_dr_workflow.html
https://docs.netapp.com/us-en/ontap-metrocluster/disaster-recovery/concept_dr_workflow.html
https://docs.netapp.com/us-en/ontap-metrocluster/disaster-recovery/concept_dr_workflow.html
https://docs.netapp.com/us-en/ontap-metrocluster/disaster-recovery/concept_dr_workflow.html
https://docs.netapp.com/us-en/ontap-metrocluster/disaster-recovery/concept_dr_workflow.html
https://docs.netapp.com/us-en/ontap-metrocluster/disaster-recovery/concept_dr_workflow.html
https://docs.netapp.com/us-en/ontap-metrocluster/disaster-recovery/concept_dr_workflow.html
https://docs.netapp.com/us-en/ontap-metrocluster/disaster-recovery/concept_dr_workflow.html
https://docs.netapp.com/us-en/ontap-metrocluster/disaster-recovery/concept_dr_workflow.html
https://docs.netapp.com/us-en/ontap-metrocluster/disaster-recovery/concept_dr_workflow.html
https://docs.netapp.com/us-en/ontap-metrocluster/disaster-recovery/concept_dr_workflow.html
https://docs.netapp.com/us-en/ontap-metrocluster/disaster-recovery/concept_dr_workflow.html
https://docs.netapp.com/us-en/ontap-metrocluster/disaster-recovery/concept_dr_workflow.html

* WNRITEFEARIFFONTAP NetApp Volume EncryptionfI & 4% « ERRASEFHT ERRASEHRRAS ~ BIKE T
FONTAP 732 PREIZ/H &I AR RERBEERIE ~ ELHREI3ENetApp Volume Encryption ©

AR TEFAONTAP 2R E 2/ & VIR R ER ARG 2R [E AR BB R B FINetApp Volume EncryptionfBV&4% ~ &
AEHIRRE - mMASEEFIHIEE o

a. 7 E|B1ZONTAP BYSoftware "#752 T " NetApp SZIBAFULAY &I o
b. 1EEIBRASARER ©

* 757 ONTAP 9.3 SEREERRZS » 551 NetApp STIRMFILAFERESIRGIE (B4 93_q_image.tgz) #HEHRE|
i EEAZRGIERN HTTP AR FTP (AAkEs LRYB &R o

* 575 ONTAP 9.4 SUEHTHRZS » 557¢ NetApp STIRMBUARIERBSIREAE (HIUN 97_q_image.tgz) #EHE
2 ERAZIREER HTTP EAR2sEL FTP AR LRYB &S » EREISIEE K o

RETRRR
1SS BT HE R BB 20 B IR LR

* WNRE(EFNetApp Volume EncryptionfitONTAP EHThRASPERTIRIR R4 ~ BIAZBAONTAP FEZREIZ/
& FE B S NetApp Volume EncryptionfE AR TEETHRAS) ERESM (& o

R TFEFONTAP 32 PREISK/H & V3R R EXRE R 5 SR PR AR Sl E R X FANetApp Volume Encryptionf & 4% ~ &
MEHIRME - MAGE X EIHTE -

a. BHEMRERRA NERE ~ EIRTEEREBA *y* | set -privilege advanced
EFEIRT (>) ©
b. 7EHERE E LEEERARIRR ©
Itben < RIER R & R AP A BiRs_ERVERESIRG: - EEESEMR L —R TP LM E « H7IEE

-background2# -

* RIS EPFARBGEIRIE MetroCluster 4HREEE EI%L MetroCluster 4B : system node image
update -node * -package location -replace-package true -setdefault true
-background true

IEar L B EALEMHER « REEASBAMRGKH BRI EEESERIBITARIRE
* MREEEIELSIRFEED )\ B2 MetroCluster 4855 ~ BN BEMERE LEH TGS

. system node image update -node * -package location -replace-package
true true -background true -setdefault false

tber < SEALEHEHREERIRHEEME « LG ERESBEMREARE

C. BIA y UTE IR RAEAR o

d. FEREEMGE TEHLZEESEHNESL - system node image show-update-progress
-node *

tEar L SRS E TR AL RN BRI - CREZEERTIN< « EEIFMEEROER Tk
Rl 2 TEMERL ~ UKk THERBIIRRE] o
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RIRENRLIRR B S AT AEE R « WRARHERNE SR - BRAEAHERNESTZE « ERAILBRYR

T8<

SRR E R R E « HPSEEREE THILAThREEMERRE L

clusterl::*> system node image show-update-progress -node *
There is no update/install in progress
Status of most recent operation:

Run Status: Exited

Exit Status: Success

Phase: Run Script

Exit Message: After a clean shutdown, image2 will be set as

the default boot image on nodeO.
There is no update/install in progress
Status of most recent operation:

Run Status: Exited

Exit Status: Success

Phase: Run Script

Exit Message: After a clean shutdown, image2 will be set as

the default boot image on nodel.

2 entries were acted on.

'E[EONTAP (E 2L

iR R REHR U IE E SRIONTAP IRAERIARZA ~ S BIERRFIESENEN £
,HH EQTE?%J?%/M S~ BIREDE ERSRENERRAGER « AR HBEEEPHSERS
R ERILIZR ©

S BB SERREE "EREE M AR E o
EREEEETRFIAMEEERG o
1. BHERBRBAEMR | set -privilege advanced
RATIRTRICHEAERS « SFEAS y* o
2. IERELRHE1R ONTAP B8 | system image show

THIEEHIFETRI. 1 hR B R &S MIE R RE
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10.

clusterl::*> system image show

Is Is Install
Node Image Default Current Version Date
node0
imagel true true 9.2 MM/DD/YYYY TIME
image2 false false 9.1 MM/DD/YYYY TIME
nodel
imagel true true 9. MM/DD/YYYY TIME

image2 false false 9.1 MM/DD/YYYY TIME
4 entries were displayed.

EHREEFTNFAAERYED | network interface modify {-role data} -status-admin down

HERIS B LB =EMFlexCache BIMEMKREI{% | flexcache origin show-caches -relationship
-type inter-cluster

MRFEEEMRIRHNERE - FERRNEELWERERE | network interface modify

-vserver vserver name -1if 1lif name -status-admin down

NRZEEEVTMEENE  AEAE=EHA | cluster ha modify -configured false
[STRE-511F AHABCH P{E—EBHF R 888 | storage failover modify -node nodename

-enabled false

HAERCH RABER—REERIERYE - ECCRNMNRTFAHEER - NS EBHTSEREERIE
%E o

. [[Step 6]]5‘.)\:u§@1§5’]§ﬁ25 ©

AEEREME « T AE BN EELIFEALE

R EIBEAY B2 ONTAP EREEMSER EATERRMS | system image modify -node nodename -image
target image -isdefault true

2 B1E ONTAP MR ERATEER 2 BFITERMA | system image show

BUF B89 1 iR ERE A EIRL0 LRITRER IR A

21



clusterl::*> system image show

Is Is Install
Node Image Default Current Version Date
node0
imagel false true 9.2 MM/DD/YYYY TIME
image2 true false 9.1 MM/DD/YYYY TIME
nodel
imagel true true 9. MM/DD/YYYY TIME

image2 false false 9.1 MM/DD/YYYY TIME
4 entries were displayed.

M. MRBEECSTMEER, « BRI ARREepsilon :
a. WEHEBAEERY epsilon : cluster show -node nodename

Ty HIEREREHE A epsilon :

clusterl::*> cluster show —-node nodel

Node: nodel

UUID: 026efcl2-acla-11e0-80ed-0f7eba8fc313
Epsilon: true
Eligibility: true
Health: true

a. YNRENELREE epsilon ~ FRTEENRL_EAF epsilon 12584 false ~ LUEH epsilon B EEISERH -

cluster modify -node nodenameA -epsilon false

b. EEEBHEIRL E1Z epsilon true ~ #F epsilon EEHEESIERMH | cluster modify -node
nodenameB -epsilon true

12. SRR EBIFETRR - system node revert-to -node nodename -check-only true
-version 9.x

Check OnlyZ# 0] #5355 5w B BR IR BRI AT R84 ~ BIsnTHIEEH) -
c (FREAERIERE
° {2 Snapshot/R 8l
° MIBRFAREFHIRAONTAP BIFE FhRASHITHAERBFTEILAYSnapshotiE 4

13. FESREHRFRA SRR system node revert-to -node nodename -check-only true
-version 9.x

14. ZREEEAIEELRRE ¢ system node revert-to -node nodename -version 9.x

-versionZEIREHE BARRZ BN « YIRELEE W ERERIERASONTAP JERAR9. 1 « BIRAEZEIRRYIEHE(E
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15.

16.

17.

18.

19.
20.
21.

22.

%910
E=EEAARE s RBUEEShel B o

EEE A clustershell ~ 2ABJAZE nodesdell : run -node nodename

BREAZEEShellZ _JﬁEﬁ-ﬁFﬁ?&r&%ﬁﬁéﬁ’\]E%Faﬂjﬁﬁﬁﬁﬁﬁﬁﬁnodesdellﬁ% o At ~ IRE LK ~
HirZDE - ABBEA—R

RIREEAIERRARAER | revert to 9.x

L S A BB VB R ARAL R T EEBITER « ARER - MRBEMEESREH  CRBERFELE
1|,\1‘-“F ARBEFHITreet_tofn < ©

() CRAsTHakEmERET  BTOEEN LD FEINES o

YR BB Btrue ~ BISSLSTHE ~ BRI EFFMONTAP Eflex.

MRBEEBFREBR - M LTRRERTHARTFIT ° BA yes BEER 55 boot_ontap F&)
ERTRNENENRS o

ENELEETRAMETE  CATRSUATEAR IETEHTT ¢ system node image show
£ TFIEEHIF ~ image 1 ZHTONTAP BIRRZAS ~ W35 E1250_ LAY B ATRRAS

clusterl::*> system node image show

Is Is Install
Node Image Default Current Version Date
node0
imagel true true X.X.X MM/DD/YYYY TIME
image2 false false YoX oY MM/DD/YYYY TIME
nodel
imagel true false X.X.X MM/DD/YYYY TIME
image2 false true YoX oY MM/DD/YYYY TIME

4 entries were displayed.

[[step -16]56:E SERLBVERAREE RS T | system node upgrade-revert show -node
nodename

AREEFED A T5ERky ~ TARERE) ot NRAEMFBRIRKIER] -
18 [step-6] iEB [step-16] TEHAECH RV ELMthEREY E o

MR=EEESMEDR, - AEMBEEE HA | cluster ha modify -configured true
[step - 1)U R MBI AR B  SBEMBEE LBH#ESEBE | storage failover modify

-node nodename -enabled true

B8 [step-5] B8 [step-19] $H¥iMetroCluster SEZEIMIHARC S AR EEHETHIE ©
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BRESERZEEN ?
RRSERE - IR ERMTRENRSKR

fEREEREER « CRESHMNIRFATE2ERENER « MELEEERP
o [ FERAHESDHARR « E SRR IR & BYARRS o

B Sy W
1. B REPHNHMETENE LIRE « RS2 MMEENER | cluster show

clusterl::> cluster show

Node Health Eligibility
node0 true true
nodel true true

MREBEAHMAREHATEEN  FREEMSTLRE LA HER © WIREUEETE -

2. RIERERRAER :

set -privilege advanced
BA v LU -
3. EREEERDBIZFVAHRSSHARE KL o

° S{EERAAI RN TUE KB R HARD Bk EE P HRFEAR T o
° PR BB S EIR fhE TR EREZARTE o

AAR ~ BEIRICERFISEA T RIBIHEER o

EERTILRDBIE... WALLGRZ...

EIEERER cluster ring show -unitname mgmt
Volumefil & & i} E cluster ring show -unitname vldb
ERTEEEER cluster ring show -unitname vifmgr
SANEIZTEE cluster ring show -unitname bcomd
ItEEBFIEE R Volume i B EREIRF
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clusterl::
Node

4 entries

4. REIERERES

#% . set -privilege admin

*> cluster ring show -unitname vldb

UnitName Epoch DB Epoch DB Trnxs Master Online
v1ldb 154 154 14847 node0 master
v1db 154 154 14847 node0 secondary
v1ldb 154 154 14847 node0 secondary
v1ldb 154 154 14847 node0 secondary

were displayed.

S. WRITEIESANIRIEIEE « sAMERN BEENRLEB I SANIFELH | event log show -severity

informational -message-name scsiblade.*

SEEIR AR FscsimbletE (5 B ESHSCSITI BRI R EREE o

clusterl::
scsiblade.
Time

MM/DD/YYYY
scsi-blade
MM/DD/YYYY
scsi-blade

e

"RAEE"

ReEfEFRERE
BRIPEREEZE
1. BRRBHARRARES

chER BYRARE

IETEEETHEEEL

pending

*> event log show -severity informational -message-name
*

Node Severity Event
TIME node0 INFORMATIONAL scsiblade.in.quorum: The
TIME nodel INFORMATIONAL scsiblade.in.quorum: The

mn
© CFEAHERTHAR ~ RS RENIMERERYARRE o

HATIEENE. ..

a. BEEMERIERIBAINLER | storage disk show
-state broken

b. FEFRENE U IFRIRAVHERR o

EpeiNLALS a. BRI  HENERREAIHER

“storage disk show -state maintenance

reconstructing’ .. A EENERIEETHIEBE

o
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2. ETERMEERERENKE (BE#EESR) -« UREMAESEIEEIE LR | storage

aggregate show -state !online

e L ERR_JE B EMESE - ITEAAREBERZAIMZE « FTASESRREVARIE LR

clusterl::> storage aggregate show -state !online
There are no entries matching your query.

3. BEREIIEEARRIME R « LUBRSRFhBHER R R EEAR L ¢ volume show -state !online

PITEAFHREEBRZAIMZE  PRAHIR &AW ARRIR LikRE

clusterl::> volume show -state !'online
There are no entries matching your query.

4. BEEUR AR —RMIEIEE | volume show -is-inconsistent true
A2RHMAENE "FERWAFL A— ) Volume" WAIRRA AR —EBIHERRE o

TERAEER
"B EAAggregate B 12"

rm

EiFAMetroCluster BEIYIATHRELUE TR BAHRE
K BEIRHIERMetroCluster THEEAHRE 2 & ~ A BRITHIEM T/EABRAE N ©

1. BYFIEENIETE MY | netrocluster modify -auto-switchover-failure-domain auso-on-
cluster-disaster

2. E53% MetroCluster 4H8E : metrocluster check run

ZRE - MATEREGNFEHETERE

TEEMFRKERE - SiOLIFRISEEBEEIRKNIB IR EERE - BER=EZR LA
AR EREAIREEERE FREED o

MRFTEFBFEERE BRAEERGSEE B AETEBE FMLIFERE FEIZIE o LIFNTEBEET
EILIFEHSE « 8] LU{EMBnetwork interface showsn % SR BRLIFAY 3= 34518 o

1. BERERBA £ HIARAE | network interface show

om

IEEHIFEER T ERE2S (SVM) BIFRBLIFARRS o
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clusterl::> network interface show -vserver vs0

Logical Status Network Current
Current Is
Vserver Interface Admin/Oper Address/Mask Node Port
Home
vsO0

data001 down/down 192.0.2.120/24 node0 ele
true

data002 down/down 192.0.2.121/24 node0 e0f
true

data003 down/down 192.0.2.122/24 node0 e2a
true

data004 down/down 192.0.2.123/24 node0 e2b
true

data005 down/down 192.0.2.124/24 node0 ele
false

data006 down/down 192.0.2.125/24 node0 e0f
false

data007 down/down 192.0.2.126/24 node0 e2a
false

data008 down/down 192.0.2.127/24 node0 e2b
false

8 entries were displayed.

ﬂl%ﬁcﬁiﬁ%@ﬁﬁ%ﬁiﬁﬂ%ﬁﬁé% DREEE) KRGS TR = TR RES MR - FlET—

2. BIAERIYES | network interface modify {-role data} -status-admin up

clusterl::> network interface modify {-role data} -status-admin up

8 entries were modified.

3. BLIFIEREEHFEIZIB | network interface revert *

LA L ERABLIFEREIH FEIR o

clusterl::> network interface revert *

8 entries were acted on.

4. FESPFRAREREREE T EZIER | network interface show

LEEEBIFETRSVM vsORFR B lifsERAIF H i F1R | o



clusterl::> network interface show -vserver vs0

Logical Status Network Current
Current Is
Vserver Interface Admin/Oper Address/Mask Node Port
Home
vs0

data001 up/up 192.0.2.120/24 node0 ele
true

data002 up/up 192.0.2.121/24 node0 e0f
true

data003 up/up 192.0.2.122/24 node0 e2a
true

data004 up/up 192.0.2.123/24 node0 e2b
true

data005 up/up 192.0.2.124/24 nodel ele
true

data006 up/up 192.0.2.125/24 nodel e0f
true

data007 up/up 192.0.2.126/24 nodel e2a
true

data008 up/up 192.0.2.127/24 nodel e2b
true

8 entries were displayed.

2R % EYFASnapshotiE 2[R A

ZIFONTAP ZERRBIARAIIHEER ~ G BRI Snapshoti8 BRI ~ A REFEIRIE
3ZSnapshotig 7k o

WIEEEHMBAEEREONTAP EhRBVER Z A1 {ZARISnapshotFiiz °

1. BAFTA ERISVMAEYSnapshotiE SURAY :
volume snapshot policy modify -vserver * -enabled true
snapshot policy modify pg-rpo-hourly -enable true

2. $HHES(EENEL ~ FArunfiZiodenamevoli#EIEroot_vol namenosnap Offfp < REXFHIRIEREEAISnapshotiE
ZAJRA o

clusterl::> run -node nodel vol options vol0O nosnap off
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ERsE AP imEE (SMBAINFS)
HNERENESIGE « 5 8:SMBHINFSE R HMTZEY « M eSS mE 2R oZ °

BazgIPVe R NG IEE

HEONTAP ik A EFhRAEEZR « 7 E%’%t&l‘ﬁkﬂm}_\ﬁuqﬂE’Jﬁibﬂﬁfﬁ?i‘ﬁ&mv%ﬁ
WHGIHE o G BB EN M ARIRE EERELHN R

1. BERBR AR R ETERR R R ETTLEER ~ UFERRHIEFEMEER | system services firewall policy

show

Ty g AR TERERER

clusterl::*> system services firewall policy show

Policy Service Action IP-List

cluster
dns allow 0.0.0.0/0
http allow 0.0.0.0/0
https allow 0.0.0.0/0
ndmp allow 0.0.0.0/0
ntp allow 0.0.0.0/0
rsh allow 0.0.0.0/0
snmp allow 0.0.0.0/0
ssh allow 0.0.0.0/0
telnet allow 0.0.0.0/0

data
dns allow 0.0.0.0/0, ::/0
http deny 0.0.0.0/0, ::/0
https deny 0.0.0.0/0, ::/0
ndmp allow 0.0.0.0/0, ::/0
ntp deny 0.0.0.0/0, ::/0
rsh deny 0.0.0.0/0, ::/0

2. BITFRBIBANAERE] « FENFIGIEAIERAITESR IPv6 BHANASIER | system services firewall

policy create

clusterl::*> system services firewall policy create -policy newIPv6
-service ssh -action allow —-ip-list ::/0

3. BHFRBIERZE LIF UAFEEERARTS | network interface modify
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clusterl::*> network interface modify -vserver VSl -1if LIF1
-firewall-policy newIPv6

i BRI B R 7 SR AV IR 4R R

UMNRIEHEONTAP SHA-2 ONTAP IRE{EAAERIONTAP ZHERESHU9. 13 SHU9.0 R ARR
Z8.3.x ~ TMEEBE R MRS o HBERLFE - A SEERAMDSINZLER -

1. BENESESHA-2ERAEREREERAEN T2E A5 | security login password -username

user name -—-vserver vserver name

2. RERAEBENZZENERE « MREMPIBSBTIESHSSHIERREA « MIRBERGIRTEERS

FENEFSPHEEHIEESFE

MRSPEEIEMINGEERAE (FER) - RARZGEFONTAP EBIOS 8.3.xFf « REEFH)
EHSPENRE o SPEIRE S B EFHAONTAP TENBMIERIRZ « RERIFHRZERRAE
ZiE o

MEEHSPEFHEMIEE (FiEZFH) - BIONTAP EERHERREFZ2E - BN BFEESPEEEH
AONTAP ZIBIZR S fEREBIRRES ©

"NetApp BIOS / ONTAPX {B ¥ FE K"

"NetApp Tl : RFIRBELET

Al RS R IR R E A &R EE

ANRITIE ONTAP 9.8 ERhrA B FHEIRE ~ s5FHERZE ONTAP 9.9.1 i EHHR A
S -role BB EA admin) ~ ABIERA ONTAP 9.8 S EREHRAH -role BHE
BERAHRIAE - 748 -« KNERRENENERAIESM o

EEFEHAR ~ MR ERIFRSPERENA® ~ BIEE2E% rbac.spuser.role.notfound” EMSEFLE ) ©
MNEFTFHAAEN ~ H2R "IFESPRIIRE" ©
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