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1. AR E R A ARART

network interface service show

RFEARLIFIFINMERIER - MWREBEEMRFIWERER - SIEREHESSENZEEBENEEEE
B TCPHludpiEiEig -

RETHREINIEFHRAEEARTS -

clusterl::> network interface service show

Service Protocol:Ports

cluster-core =
data-cifs =
data-core =
data-flexcache =
data-iscsi =

data-nfs =
intercluster-core tcp:11104-11105
management-autosupport -
management-bgp tcp:179
management-core -
management-https tcp:443
management-ssh tcp:22

12 entries were displayed.

2. RIS FRIARTRA
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clusterl::> network interface service-policy show

Vserver Policy Service: Allowed Addresses

clusterl
default-intercluster intercluster-core: 0.0.0.0/0
management-https: 0.0.0.0/0

default-management management-core: 0.0.0.0/0
management—autosupport: 0.0.0.0/0
management-ssh: 0.0.0.0/0
management-https: 0.0.0.0/0

default-route-announce management-bgp: 0.0.0.0/0
Cluster

default-cluster cluster-core: 0.0.0.0/0
vsO0

default-data-blocks data-core: 0.0.0.0/0

data-iscsi: 0.0.0.0/0

default-data-files data-core: 0.0.0.0/0
data-nfs: 0.0.0.0/0
data-cifs: 0.0.0.0/0
data-flexcache: 0.0.0.0/0

default-management data-core: 0.0.0.0/0
management-ssh: 0.0.0.0/0
management-https: 0.0.0.0/0

7 entries were displayed.

3. EIBRFFIRAY

clusterl::> set -privilege advanced

Warning: These advanced commands are potentially dangerous; use them
only when directed to do so by technical support.

Do you wish to continue? (y or n): y

clusterl::> network interface service-policy create -vserver <svm name>
-policy <service policy name> -services <service name> -allowed
-addresses <IP address/mask,...>



° Tservice_name) 15EBESTERAFHRTEE

° "ip_address/mask"{5 % s HFENARTS IR B RARTS 2 (U UERY FARERRIE S5 EE - IRIRTARR « FRATEERVARTS
EERIETAR A FTUULBEE0.00.0.0/0 ~ UAFFREFIA FRERME - (IRIEM 7 IFFERAFFHIULLS
B AIEAZRANLIFERESHEMERRIBA N SR EESNER -

THIEEFERBUNEIHEE S NFS_F1_SMB_ARFEHISVMEIL BERARTEREI (svm1_data_policy )

clusterl::> set -privilege advanced

Warning: These advanced commands are potentially dangerous; use them
only when directed to do so by technical support.

Do you wish to continue? (y or n): y

clusterl::> network interface service-policy create -vserver svml
-policy svml data policy -services data-nfs,data-cifs,data-core

Ty H BRI AR I = AR RRY

clusterl::> set -privilege advanced

Warning: These advanced commands are potentially dangerous; use them
only when directed to do so by technical support.

Do you wish to continue? (y or n): y

clusterl::> network interface service-policy create -vserver clusterl
-policy interclusterl -services intercluster-core

4. FERBEIARFFIRA

12

clusterl::> network interface service-policy show

7 B A A RARFSRA -



clusterl::> network interface service-policy show

Vserver Policy

clusterl
default-intercluster

interclusterl

default-management

default-route-announce

Cluster
default-cluster

vsO0

default-data-blocks

default-data-files

default-management

svml data policy

9 entries were displayed.

FERL TR
TERIUFFHIERIRALIF « BARFFRAIEIKAELIF o

Service: Allowed Addresses

intercluster-core: 0.0.0.0/0

management-https: 0.0.0.

0/0

intercluster-core: 0.0.0.0/0

management-core: 0.0.0.0/0

management-autosupport:

0.0.0.0/0

management—-ssh: 0.0.0.0/0

management-https: 0.0.0.

0/0

management-bgp: 0.0.0.0/0

cluster-core: 0.0.0.0/0

data-core: 0.0.0.0/0
data-iscsi: 0.0.0.0/0

data-core: 0.0.0.0/0
data-nfs: 0.0.0.0/0
data-cifs: 0.0.0.0/0

data-flexcache: 0.0.0.0/0

data-core: 0.0.0.0/0

management-ssh: 0.0.0.0/0

management-https: 0.0.0.

data-core: 0.0.0.0/0
data-nfs: 0.0.0.0/0
data-cifs: 0.0.0.0/0

0/0

13
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clusterl::> network interface modify -vserver clusterl -1if 1ifl -service

-policy default-management

BELIFRFRAAE <

fEF network interface service-policy BIZ LIF IRFFERBIPEHS ©
M52 2EERIONTAP "E$4H “network interface service-policy B3fl » 5528 ©

FtEZ Al
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snapmirror abort ZARBIRIE EFETERZRFIF o

WMREEE AL
EBIRFSRE] (FEEEPSHER) network interface service-policy create

service

EEMRFREERANRBRA (FEEMER network interface service-policy add-
)
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network port broadcast-domain show -ipspace ipspacel
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IPspace Broadcast Update

Name Domain name MTU Port List Status Details

ipspacel

default 1500

nodel:e0d complete
nodel:ele complete
node2:e0d complete
node2:ele complete

"5 2 ZERONTAP"E¥4H "network port broadcast-domain show & > 2R ©
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BEIH o

4. : f-addressEIEAIEIKIPV6IL
a. M network ndp prefix show AREEEZEEZO L2TM RA BIKRSIRMGHS ©
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network interface show -vserver vsl

Logical Status Network Current Current Is
Vserver Interface Admin/Oper Address/Mask Node Port
Home
vsl
1ifl up/up 10.0.0.128/24 nodel e0d
true

N"I5ES 2 EZEEIONTAP &40 "network interface show B3 > s520] ©
6. A AIEBEEBARRTEEK -

network interface show -failover -vserver vsl
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Logical

Home Failover Failover
Vserver interface Node:Port Policy Group
vsl
1if1l nodel:e0d system-defined ipspacel
Failover Targets: nodel:e0d, nodel:ele, node2:e0d, node2:e0le
7. FESRE R EMIPAIEATEAR
EEEE. . fEF...
IPV4{iik 48E&ping
IPv6firik 48E&ping6.
R0l
THe < B LIF X ERIEE

IP A4 IEE{E -address Ml —netmask 28 :

network interface create -vserver vsl.example.com -1if datalifl
-service-policy default-data-files -home-node node-4 -home-port elc
-address 192.0.2.145 -netmask 255.255.255.0 -auto-revert true

THEsSEEILIF « Wikl

ENFHER (BAclient!_sub) EIKIPUAAERESE :

network interface create -vserver vs3.example.com -1if datalif3

-service-policy default-data-files -home-node node-3 -home-port elc
—-subnet-name clientl sub - auto-revert true
THHSH

#3—1E NVMe / FC LIF I$57E nvme-fc BEXHEMIFE

network interface create -vserver vsl.example.com -1if datalifl -data

-protocol nvme-fc -home-node node-4 -home-port lc -address 192.0.2.145
-netmask 255.255.255.0 -auto-revert true
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1. AU TSR ERPRN L ERC R EIR LRI :

network interface modify -vserver vserver name —-1if 1if name -status

—admin down

2. {8 network interface delete MPf—EFFBEL AL ©

SNRICEMIBR. . BASS. .
YELIF network interface delete -vserver vserver name -1if

1if name

FRB4&dn network interface delete -vserver vserver name -1lif *

WN"IES2EEEIONTAP &40 "network interface delete’ B2f| > 3527 o

T En L EMIBRLIF mgmtlif2

network interface delete -vserver vsl -1if mgmtlif2

3. {3 network interface show i&s8 LIF EfIfRHNSGS o

MN"IES 2 EZERONTAP "E:¥40 "network interface show &3l > 52 ©

EZE ONTAP E# IP (VIP) 475

BEM—NERNPOEREIE (IP) MRS BEEFRERZESIERE - ONTAP
XEER IP (VIP) Bil4d E— LU tERARVER i E - EBRREEHEHE (BGP
) o LUmRREEM—ERH B HBEER -

RIERT(E

VIPEEILIF I JE(E A FAERRM—ER 5 ~ BIIRIUAERE]IPspace £ 8 BGP LIFRIFRA EiEIRTFEY o VIPERILIFEHR
I*&ﬁi@ﬂuﬁnﬂﬁﬁﬁﬁ’mm& HRZEEENEEFEEHERRE - AtZREaH A TEhEE— T EE
FAF4EEE £ o VIPERLIFREBRBEHIZEERFEEFERIZE (BGP) BELHEIRMAES

VIPEREMRERETIER :

* LIFFJ#E M B ERARE S 7R | VIPERILIFRIZBEBCPRIBHABRESSEVIPERILIFRERINE « B
BEE IR AR F AR o

* Aggregate RIEE : VIPER A MmE A ZIEBAEEEREIZIBIEERAggregate [FIEE ~ A VIPEMRER
LAE) BRI 218 F AR R S i SR R S I U ] o
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REEFBEEHIHE (BGP)
EEIVIPEMEAZ A ~ BN BFRREBGP ~ EARMHEERBZSE SVIP LIFEENERBEHHE °
7 ONTAP 9 9.1 [ » VIP iR ARTER IR BEMEINGE » (£ BGP HEEHHRES(CAERS o

EBGPHFIREINE—F 4R - (FFBGPHEImMMA T —BERH2S « BIJERE B TEREEH - ONTAPE
EfFERILINGE 5B E —use-peer-as-next-hop BMZE true o KTE:E - IEEMA false

MRECEREFERE  MIELERBNEEILNELEHTARER -
FtaZ Al
HERARUARTE AIEZREBGP LIFFIBGPEAR « UESFIRENEARAHRIT (ASN) °

IR RSO MEARBE S « FUbORZENSHEES SN ABaEHN
() =% - ONTAPHIIL ATARE SR 3B 5e 2 E R EFRTRA0BSRT - A ONTAP Pusioiaiege
R -

FAREETLF

R EBGPEIEEZEMHEIIBGPARAS « BIIBGP LIF ~ UREIIBGPHEEHH - E1EiaEfE EEIIF—
EBGPHFEHER - EATRREBEEREILTARBGPER - ONTAP

BGP LIF B E R HESEIIBGP TCPLEMEER « HNHERAESMS ~ BGP LIFE T—Bk ~ aIE3EVIP
LIF - BGP LIFE =A% - BGP HEE BT HERAF AR IPspace 1 » AFfE SVM &S VIP BRH
HHEBHAAERR IPspace 21t BGP LIF #7& MK o

£ ONTAP 9 ° 16.1 B4 » BGP HHEEH4HTIE MD5 BR:E > LUfR:E BGP T {EFSER o B MD5 BF » BGP I{E
PESER D RETE RIS 5 B > RAER ST ERIE » LUK LE R ISR (5 FE & R AE AP BN T {ERER ©

THRAIEFIEZE network bgp peer-group create’ 1 “network bgp peer-group modify' &< :
* -md5-enabled <true/false>
* -md5-secret <md5 secret in string or hex format>
BB YAEEER MD5 BE2REEE BGP HERHE > LUERZ 2 - TFIERERNER MD5 53:F !

c IMOBEHEZREETES true BFIEE " -mdS5-secret 8% " -md5-enabled ©

s IEAZELRIHENF IPsec » A BERNA MD5 BGP E&:E ©c BGP LIF AF—EEZE1EAH R IPsec 4B5& - s8R "
BRHGEMBRTEIPLEEMY (IPsec) "o

* NetApp ZETFTEAZE LRE MD5, AR BT ONTAP 15683 HEITRE o
HTHAEES10.9BAIAONTAP ~ FMEG 7 THIML

* —asn B “-peer-asn (4 (IciHE) BEXESREIHN > BIREFEH 4 (cHEEH -
* -med

* —use-peer—-as-next-hop

SR FIRZEHOEREE (MED-) £iE - HHHEREELIEFEITEREREE - BGPEHNETIERE
4Medion ~ BRI A M= AUR{ERA - MEDARERTIRI2UTTEE (0 - 4294967295) ~ {RIFE(ERY
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B
%t ONTAP 9.8 Fi%s ~ BRI EHFIEE network bgp peer-group A% -

* —asn-prepend-type
®* —asn-prepend-count

* —community
IS LEBGPE I Al R ISR EBGPH E B AHRVAS IR S ML BE B 14 -

@ #E7A ONTAP 3<i% it BGP it » (BERHBS T REETELERBIE ° NetApp 8 H GRS B
BZIEMLERBIE - WIRILERTE BGP HEEF 4 o IFFHAER « 52 RBMB[RMHIBGPX M -

set -privilege advanced

2. 3ER T THIEP—IEEE « EIIBCPAERRSECIEERTARBGPARRE !

om

a. I/ BGPAHRE :

network bgp config create -node {node name | local} -asn <asn number>
-holdtime

<hold time> -routerid <router id>

" It -routerid  SEIEZRDHER 32 (IytE > RFE As FEEAME—RD
A] o NetApp ERICHEAFRBHEENHREE 12 ( va ) Ul

(D ‘<router id>°

* #i5R ONTAP BGP #E 32 it ASN #(F » {BEXIBIZEHEMIZSE c FZIER
A ASN BYEEAR ASN 7% @ 5140 65000.1 > MIFE 4259840001 ©
2{iTCAHASNRYEE S

network bgp config create -node nodel -asn 65502 -holdtime 180
-routerid 1.1.1.1

fEFR AN TTAHASNAYEE A

network bgp config create -node nodel -asn 85502 -holdtime 180 -routerid
1.1.1.1

a. {ECFERBGPAHRE !
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network bgp defaults modify -asn <asn number> -holdtime <hold time>
network bgp defaults modify -asn 65502 -holdtime 60

* “<asn_number>"#57E ASN 4R3E o {tZIEBGPHIASN 9.8BF4AONTAP ~ T1B2ITc4HIEEEH - &

2—18 16 (I FE (1 3 65534 {EAJFEME) o % ONTAP 9 9.1 344 » BGP #J ASN ZiE 4 {iit/R

JEEEE (1 F 4294967295) o FERASNZA65501 © ASN 23456134 FRONTAP I A5 &41i1
TCAHASNINBER B Fimdh ~ UWHBILIAS

" “<hold_time>"15ERERHA (UMABEN) o FARES 180s ©
ONTAP (X1 E— A& <asn number>’ <hold time>’ fl <router id> >’ B

B85 %1E IPspace 3B E BGP t1—i% - BGP HMIFfF IP B =2 MRETE—E
IPspace A © IPspace HHE N EREHBMEZE (VRF) BITELRS o

3. ARMHSVMEIBGP LIF :
$2 78R IPspace ° SVM LB HELTE o« B EfMh IPspace ° SVM & 1B IPspace & fE4E[E] o
network interface create -vserver <system svm> -1lif <lif name> -service

-policy default-route-announce -home-node <home node> -home-port
<home port> -address <ip address> -netmask <netmask>

B LAERE default-route—-announce BGP LIF BARFRBIFERIE S EIE BGP | IRFBEIIRF
[RE] o

network interface create -vserver clusterl -1if bgpl -service-policy
default-route-announce -home-node clusterl-01 -home-port elOc -address
10.10.10.100 -netmask 255.255.255.0

4. FBIBGPHEEHH « ANMRRRHERMEIHEIBGPIIEME « IR ERSAHERASFNVIPERAEN !
g1 1 BB BHTERRAENE FEHE
TEEEELT > EEEREEIIBT BCP HERMFFRKA o
network bgp peer-group create -peer-group <group name> -ipspace
<ipspace name> -bgp-1lif <bgp lif> -peer-address <peer-router ip address>
-peer-asn <peer asn number> {-route-preference <integer>} {-asn-prepend-

type <ASN prepend type>} {-asn-prepend-count <integer>} {-med <integer>}
{-community BGP community list <0-65535>:<0-65535>}
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network bgp peer-group create -peer-group groupl -ipspace Default -bgp
-1if bgpl -peer-address 10.10.10.1 -peer-asn 65503 -route-preference 100
—asn-prepend-type local-asn -asn-prepend-count 2 -med 100 -community
9000:900,8000:800

FH2 : ERABEETERRAEIINEEE

network bgp peer-group create -peer-group <group name> -ipspace

<ipspace name> -bgp-lif <bgp 1lif> -peer-address <peer-router ip address>
-peer-asn <peer asn number> {-use-peer-as-next-hop true} {-route-
preference <integer>} {-asn-prepend-type <ASN prepend type>} {-asn-
prepend-count <integer>} {-med <integer>} {-community BGP community list
<0-65535>:<0-65535>}

network bgp peer-group create -peer-group groupl -ipspace Default -bgp
-1if bgpl -peer-address 10.10.10.1 -peer-asn 65503 -use-peer-as-next-hop
true -route-preference 100 -asn-prepend-type local-asn -asn-prepend
-count 2 -med 100 -community 9000:900,8000:800

#1 3 : BRI MD5 RUHEEE4E
a. BxAIPsec :
security ipsec config modify -is-enabled true

b. Z37EA MD5 By BGP ¥ &4 :

network bgp peer-group create -ipspace Default -peer-group
<group name> -bgp-lif bgp 1lif -peer-address<peer router ip address>
{-md5-enabled true} {-md5-secret <md5 secret in string or hex format>}

fER+7/NEERAIEER

network bgp peer-group create -ipspace Default -peer-group peerl -bgp
-1if bgp 1ifl -peer-address10.1.1.100-md5-enabledtrue-md5-secret
0x7465737420736563726574

fERF R



network bgp peer-group create -ipspace Default -peer-group peerl -bgp

-1if bgp 1ifl -peer-address10.1.1.100-md5-enabledtrue-mdS-secret "test
secret"

#2311 BGP HEBEZ B » ST TREIIHER I XMERERE (W v0a.v0z » via... FHEE)

@ network port show ° LESTEIRI MTU —f2LXL 1500 R - ANRENER MTU 2R E8ER
1## (BGPLIF) fT&EmMK > HEFBEREREFERCATEN o Y1152 EZ ERIONTAP FH4H
“network port show Bzl > 552 o

B EHIP (VIP) BEILIF

VIPEHLIFRZEBRBERHEENFEFRHE (BGP) BEMEHFRMASS -

FtaZ Al
* AR TEBGPHFEAE « BEEILIFFISVMZBGP ILIEMEER AR I EF FPARRE ©

* WIAZS SVM RYEMRIEW VIP RREZE ST BGP B2, BGP LIF FHERRP{EMH IR R IZVFFRRE ©

o IR

CFEZRRZ ERRSIRE - UEFHAY VIP RE AT UEAPTA R ARV ©
MRRAZERERE « AFABENVIPREMERE —NTEEL -

1. BIIVIPEEILIF :

network interface create -vserver <svm name> -1if <1if name> -role data
—-data-protocol

{nfs|cifs|iscsi|fcache|none|fc-nvme} -home-node <home node> -address
<ip address> -is-vip true -failover-policy broadcast-domain-wide

WREKRERISTETEZIE « A 5E)ERN VIP EIZIE network interface create %

o

RIETER « VIPERILIFBR R RIS EIPspace®# TVIP) HIEREAEE  MEKERVIPEREASE o

ICATIN /.

VIPERILIFA] RIS S BGP LIF IPZERIFVFR A EFIE E1FEY o tNRAHETRE EAIVIP SVMIREERH
AIBGPI{ERLER ~ BIVIPERILIFE BREEBEEEE F B H=ZSVMEIBGP T EM R T —EIVIPEIZIE o

2. BREBGP TIPSR BTN VIPERILIF SVMAYUPARAS :
network bgp vserver-status show

Node Vserver Dbgp status
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HNE BGP $REEZ down HIFERZE EAY SVM « VIP BEl LIF LR EES —EHY « ML BGP
UREES SVM BYIERREE o 1R BGP HREES down TEFFAERES L « VIP B8 LIF EATEIAMERE « B
LIF 4k8E2 TRAEA) o

EIEBGPHIAS

1% ONTAP 9.5 B8 ~ f&ATLUER network bgp FAREIE ONTAP #1 BGP T{EMEERRIAR< ©

EIEBGPAEAS

MREHEE. . fERLLER<...

EIIBGP4HEAE network bgp config create
{ECABGP#ERE network bgp config modify
MFrBGP4ERE network bgp config delete
FEBGP4HRE network bgp config show
Z8RVIP LIF SVMEYBGPARRE network bgp vserver-status show
EEBGPERME

MRICHEE. . fERLLER<...

{EE4BGPTERE network bgp defaults modify
FETBGPTER(AE network bgp defaults show
EIEBGPHEEH R

WMREHEE. {FRLR<...

EIIBGPHEE A network bgp peer-group create
BEABGP¥EA+4H network bgp peer-group modify
MIFRBGP¥ & A4 network bgp peer-group delete
FETBGPHEEHAE network bgp peer-group show
B LBGPHEEHE network bgp peer-group rename

5/ MD5 SIE BGP #1848
& ONTAP 9 ° 16.1 Bt » ERINFEIRAR BGP HEEH4H FRUFASEA MD5 Bi:g o

@ NRIEEIREN BGP HEEH4H LRUASEE MD5 » BI| BGP E4Z 4R IE W EHE 0 UEAR
MD5 4HREEAEE o

NRECAE. fEMALta<...
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£IRAR BGP HEFEHH LR(A MD5

AR BGP HEEHH LFH MD5

LS
* RS S ETRIONTAP"
* "4EEg BGP"

* EBNE

s "2 M |PsecsHREERL"

network bgp peer-group modify -ipspace
Default -peer-group <group name> -bgp

-1if <bgp lif> -peer-address

<peer router ip address> -md5-enabled
true -md5-secret <md5 secret in string
or hex format>

network bgp peer-group modify -ipspace
Default -peer-group <group name> -bgp
-1if <bgp l1if> -md5-enabled false
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