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clusterl:

Node Vserver Key Server
nodel
svml
keyserver.
clusterl
10.0.0.10:
fd20:8ble
ksl.local:
node?2
svml
keyserver.
clusterl
10.0.0.10:
fd20:8ble

ksl.local

8 entries were displayed.

:> security key-

manager external show-status

svml.com:5696

5696

:b255:814e:32bd:£35¢c:832¢c:5a09:1234

15696

svml.com:5696

5696

:b255:814e:32bd:£35¢c:832¢c:5a09:1234
:15696
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1. RESREMHBNSREERNELR :

security key-manager setup

TR EEREREMRRIFE

@ 7EMetroClusteriRIEH » SN BEMEZEE _ EMITILER<S o 5¥4 T A2 “security key-manager
setup fE"15 T2 Z ERIONTAP" o

2. EEERTFTHABZENEIFE
3. FMEKMIPEARES -

security key-manager add -address key management server ipaddress

clusterl::> security key-manager add -address 20.1.1.1

() reaEFsEmEES  CUEERERE FRTIEASMetroCluster ¢

4. FIBEASMIKMIPFEIAREZ LUR MR :

security key-manager add -address key management server ipaddress

clusterl::> security key-manager add -address 20.1.1.2

() EeERENEES  CUAETERE EHTIH < MetroCluster o

S. HEFRFNA BREMKMIPREIARESI B EAR
security key-manager show -status

AT BRILIBIZRFRAYER @ 15 < 2 E ERONTAP" o
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clusterl::> security key-manager show -status

Node Port Registered Key Manager Status

clusterl-01 5696 20.1.1.1 available
clusterl-01 5696 20.1.1.2 available
clusterl-02 5696 20.1.1.1 available
clusterl-02 5696 20.1.1.2 available

6. UM F R @ B R IR E o

volume encryption conversion start

EFERMIEE Z A - MBLTERTINTISIBEIERER ° £ MetroCluster IRIEAH ~ HBETEMEIL S _EREIH
NiBEIES o

BRTIRMEREIEONTAPE R SVM 89 NVE £i8

%t ONTAP 9.10.1 Y4 » ,a:_JL,(T‘EEﬁa*aﬁéEEFH%E‘tEPﬁﬁa"Azure Key Vault (AKV) "
#"Google Cloud PlatformfV&ig EIEARTFE (ZEimKMS) "€ ONTAP I EE o 14
ONTAP 9.12.0 fita » &t e LUFE A 2K {R€ NVE E£8#"AWS B KMS" ©

AWS KMS + AKV #1 Cloud KMS B {R:E "NetApp Volume Encryption (NVE) &8&" {EEBIRERISVM o

RAMEIET (£
1EB]LAfEA CLI B ONTAP REST AP| KA EiniEmmMSIaEIE o
FEAZRMHERREDER « 5515 « RIEER « &8 SVM LIF 2R ARSI SR RSN - SiEEIEE

Eﬁﬁﬁﬁfﬁi@”fﬁﬁ??ﬁﬁ’]gﬁuﬂﬂ%‘z (Iogln microsoftonline.com for Azure ; oauth2.googleapis.com for Cloud KMS
) HEITIE - MRBEREKRIEHRTE > EEFRICHREASEBEER

EREIRMHEREREERTR « CREETIIRE)

s BEESIREIERNERR NetApp #7212 (NSE ) #0 NetApp Aggregate Encryption (NAE) o "
HMERKMIP" AT LAZR A ©
* BinHERSREEARERR MetroCluster 4H8E o
* BiRERSBTIERAEEN SVM ERE ©
FtaZ Al
© WNBIEBEENEIREER _ LRE KMS o
* ONTAP ZEEMEIEANASIE NVE ©

s "IN JEE ZEE Volume Encryption (VE ) MZERNMBEEEIE (MTEKM ) EHE" o ZLEITRENEMT
F"ONTAP One" ©

© BARERESN SVM EEE -
* B SVM M ESEMMBRIHRE « W A SRATHEERER - MREL SVM B3 MEMNHERE - &
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AWS
e Z Al

* [BAZEA AWS KMS £ 215 « EHEENZM IAM BeFEA o IAM BB S 255 NME
EMRA :

° DescribeKey
° Encrypt

° Decrypt

INFFAEN « FF2B AWS XX "HEEY" o

7 ONTAP SVM _EE{FH AWS KMV
1. BIYAZ A0 ~ LR AWS KMS EViS7ZENEE8 ID M Eais o

2. BHEPRBARRAERE ¢ set -priv advanced

3. B AWS KMS : security key-manager external aws enable -vserver svm_name
-region AWS region -key-id key ID -encryption-context encryption context

4. MIRETE « ARANE T o

S. HEEY AWS KMS BIEFERERE | security key-manager external aws show -vserver
svm_name

M52 2 ZERIONTAP E#4R “security key-manager external aws &3l » ;52 o

Azure
7£ ONTAP SVM LE{f Azure Key Vault

1. BBz Al ~ BB LIEAzUretR B 321?1_555’]%’?3’&385%:%*4 - BiE A P imi% o &R o (St BERRE
ERRFTAEEEEEFEEE o (BAILUERAMLHRIEE cluster show o M"IESZEERIONTAP &
4l “cluster show Bzl » ;2R ©

2. BHEPRBARER AR set -priv advanced

3. £ SVM ER{AH AKV security key-manager external azure enable -client-id
client id -tenant-id tenant id -name -key-id key id -authentication-method

{certificate|client-secret} HIUZREF « FH8IA Azure 1EF HF B /RSB ok B g o

4. FER AKV BIEFERRF | security key-manager external azure show vserver svm name

MRARFFEZENALEE ~ SHEBEER SVM LIF B8 AKV £iREIEARTFAVELR o

M52 2 ZERIONTAP " E¥40 “security key-manager external azure &l » B2 o

Google Cloud
7 ONTAP SVM LE{FEE 1% KMS

1. BsAZ AT ~ 335 JSON R ILENE Google Cloud KMS 1R B £ I8t M Z S8 - K] IU7EGCPIRS
IR FEIEEN o (S BEEREERRIFTA BELESIEBENE o Kol UERRLRIGE cluster
show o WI"IES 2 EERIONTAP"E:%40 "cluster show &l » FBFRR o

2. BHERHEREAER | set -priv advanced
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3. £ SVM EE{MA Cloud KMS security key-manager external gcp enable -vserver
svm_name -project-id project id-key-ring-name key ring name -key-ring

-location key ring location -key-name key name WHIRIRTEf  sAERARBIREAZ SR
A JSON EEZHNRR

4. E%:% Cloud KMS B FCE T IEMMIZSE ¢ “security key-manager external gcp show vserver
svm_name I3k “kms_wrapped_key_status'# "UNKNOWN" ¥R BB E I MNZHIEE o INRARFSH
ZEMARERE » BEBER SVYM LIF Ei8 GCP £ B IRIRFEIVELR

"< 2 ZE R ONTAP"E¥4H “security key-manager external gcp Bi:fl » s526] ©

MREAHBERISVMEER :E%ﬁlﬂ[lfﬁmﬁg - BHEMNVEZRHEESVMAZ SR EEENEIE  AlELs
;E@%i%ﬁllﬁﬁ’*ﬁ‘fiﬁﬁf EEMFH CLI HITIULIEZE ~ SBHITARS | security key-manager key
migrate -from-Vserver admin SVM -to-Vserver data SVMIERIHEEER SVM BIFAE NVE £i8
ZHI ~ EiEAEENER SVM BISNNZHER o

HEREE R
* “ERFEAR Cloud Volumes ONTAP BY NetApp NNZE R TT ZHRNMN AR E"
s "R EEEIEa MR

{8 Barbican KMS EIZONTAPZ 8

EONTAP 9.17.1 B8 » f&RILAEA OpenStack BY"EEEE KMS"{REEONTAPINZE &8 ©
BarbicanKMS @—IEZ 2 EFMEFEIEENART ¢ BarbicanKMS R R &R SVM
HINetAppl4IRENNZ (NVE) &8 o Barbicanfk#8"OpenStack Keystone" » OpenStack HY
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B LUEF CLI 8{ONTAP REST API {#/ Barbican KMS 2 E S8 EIE o 7£ 9.17.1 kkZx$ » Barbican KMS &%
EBELUTRS :

* Barbican KMS R #ENetAppf#fFiNZ (NSE) FINetAppHE S NZE (NAE) o (& » eI LAERE" "IN KMIP 31"

a2 iEEESs (OKM)" B NSE #1 NVE £i§
* MetroClusterft B~z #& Barbican KMS ©

* Barbican KMS REEAER SVM BLE °» FAEANREIE SVM o
FRIEB AR 0 BIEE admin FEFRTUBITFINIRERS ©

FIsEZ Al

* WZARCE Barbican KMS #1 OpenStack Keystone © #&#? Barbican Y SVM w4 BRESHEBAERR1FEX
Barbican #] OpenStack KeystonefaliRES °

* WNRIEGIETEA Barbican #1 OpenStack Keystonef@liR23 £ BT /RERMEEL (CA) » BIAZERER

security certificate install -type server-ca -vserver <admin svm> °

¥ ERE) Barbican KMS BC &

Bl % SVM I FTHY Barbican KMS ECE X AE EENE) © —{E SVM A UABE Z{EIE/EEIAY Barbican KMS B &
» (B—RREEB —EEIEENIKES ©
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1. & SVM B #i89IEEE) Barbican KMS FZE :

security key-manager external barbican create-config -vserver <svm name>
-config-name <unique config name> -key-id <key id> -keystone-url
<keystone url> -application-cred-id

<keystone applications credentials id>

° ~key-id'f& Barbican EBNMEZI® (KEK) HIBIWIZHRT o AWATEN urL B1F
“https:// °

S URL SIS (7) o PISEARBBIONTAPS < 5SS B RIB) - Z8H ABARIIAY URL
() - CHEBEEAUTHSEREMRE set -active-help false o BEAIMERAMN
Tes S EFEE BN “set -active-help true’ TIRE Z(E R "I5S 2 EE R ONTAP" ©

° ~keystone-url '@ OpenStack KeystonelRHEEHER URL o SAHIATERN URL > 81F
“https:// °

° “-application-cred-id ‘2 FEFATETN/REE ID ©

AL <R » RFERRTCRARAREIUVEREEN o ISR BII—EIEESENR Barbican KMS fi
£,

WU T &85 I — B % & HIFE5ES) Barbican KMS BCE configl “#svM “svml :

clusterl::> security key-manager external barbican create-config
-vserver svml -config-name configl -keystone-url
https://172.21.76.152:5000/v3 -application-cred-id appl23 -key-id
https://172.21.76.153:9311/v1/secrets/<id value>

Enter the Application Credentials Secret for authentication with
Keystone: <key value>

2. EYEhERRY Barbican KMS F2E -

1R

ANy

security key-manager keystore enable -vserver <svm name> -config-name

<unique config name> -keystore barbican

AILAER LA < 7E Barbican KMS E2& 2 )i - 1R SVM EBF7E 58180 Barbican KMS & » BII&Z

ECERF R IEBIIARG » M RENFRVECE o

3. EG537HY Barbican KMS FEB 25 EEHIHREE ¢
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security key-manager external barbican check -vserver <svm name> -node

<node name>

IEIE S BBHR M SVM T ENEL_EJESNAY Barbican KMS ECEAIARAE o H/70 > SNR SVM “svm1 7EEIEE_E “nodet
BHESH Barbican KMS L& » LU T ap i3RI EHIARRE

clusterl::> security key-manager external barbican check -node nodel

Vserver: svml
Node: nodel

Category: service reachability
Status: OK

Category: kms wrapped key status
Status: OK

47 Barbican KMS Fe &1 /EE %
] UGB B E & BN s IESEENAY Barbican KMS ECERIBRIERE ©

SER
1. &%& SVM BYH#AI Barbican KMS BZE

security key-manager external barbican show -vserver <svm name>

H8;~ SVM _E%&1@ Barbican KMS ECERIE$& ID ~ OpenStack Keystone URL FMFERTER /&% ID ©
2. #f Barbican KMS BCERIERTE :
security key-manager external barbican update-config -vserver <svm name>

-config-name <unique config name> -timeout <timeout> -verify
<true|false> -verify-host <true|false>

LtE35 <L EHIEE Barbican KMS 2 ERVERFMEEEERE © timeout  FEREONTAPTEEARKMAIERF
Barbican [CIFERVESRT (UFVAEENI) o F858 timeout @+ e “verify ' # “verify-host FEE
FERZAIREREDREESE Barbican FHMNBMMEKLTE - ERBERT » BLEBHERTES true ©
& “vserver #ll “config-name’ 28N HH - HtMBEE AIER o

3. MRFE > AEMESHIEEENA Barbican KMS ELERYEE !
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security key-manager external barbican update-credentials -vserver
<svm_name> -config-name <unique config name> -application-cred-id
<keystone applications credentials id>

WAL <% > RARARRETEEHANNERRENRESR -

4. MNRFE > A7EEIRY Barbican KMS RE MEEK SVM £iBINEE18 (KEK) -
a. FARUTHMEERN SVM KEK security key-manager external barbican restore :

security key-manager external barbican restore -vserver <svm name>

I dr S #% BB EL Barbican faliRes @& 2K %185 8) Barbican KMS B ERY SVM KEK ©

5. YNRT|E > :54 Barbican KMS R EE#H£88 SVM KEK :
a. ETEPRIE AR R A HERE -

set -privilege advanced

b. FFRUTAXEHEIE SYM KEK security key-manager external barbican rekey-

internal -

security key-manager external barbican rekey-internal -vserver
<svm_name>

HEIES S AISER SVM EA R SVM KEK » LfEAFHAY SVM KEK EF I EREENZSE o Hil
SVM KEK &= 3B %A Barbican KMS ECBRI{FE o

£ Barbican KMS #1 Onboard Key Manager Z i5i&# %8

SR AHE 2481 Barbican KMS B ZIREHZIEEIRES (OKM) » RZIMA c ETHEER OKM MWEZ(EE » 358
B"BUR EMARASHVE TR A ~ UFBITARREEIBEIEONTAP" ©

1. PR B AR SR A RS

set -privilege advanced

2. NREE > &N Barbican KMS BIEE| OKM :
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security key-manager key migrate -from-vserver <svm name> -to-vserver

<admin svm name>

‘svm_name' 8% Barbican KMS FZER SVM HI&TE ©

3. MNRET|E » F2ZHUN OKM BFSZ Barbican KMS ©

security key-manager key migrate -from-vserver <admin svm name> -to

—-vsServer <svm_name>

{ERAE IR Barbican KMS ft &
e LUE 2 B INEHER & RYEE) Barbican KMS ECE @ Mt B AT UAMIBRIESEENRY Barbican KMS EZE o

1. MR AR SR A HERE :

set -privilege advanced

2. ZHESIM Barbican KMS ECE .

security key-manager keystore disable -vserver <svm name>

Y0R SVM L7E7E NVE INEH#RE » Bl BfEZ e » [RER EiE7ESH Barbican KMS ECEZ A1 © BXEf
#T8Y Barbican KMS BLE R FERZ NVE MR EBR E£iE > 1 B 2= B3I Barbican KMS Fg
=,

3. MIFRA;EENHY Barbican KMS BLE :

security key-manager keystore delete -vserver <svm name> -config-name
<unique config name> -type barbican

7EONTAP 9.6 XESHRASHELAH NVE BItRE g EIE

,ai_JL/(ﬁFHOnboard Key Manager?R{rs&& £ ARERMEERNERE o S BEFERIM
FHIRE o BRI Z AR S EZ=E LB Onboard Key Manager ©

RAREETE
CAZEHIT security key-manager onboard sync SXZEEIEINEEZERNGS ©

MR E MetroCluster 4BRE ~ BYRAZBHIT security key-manager onboard enable SRR FCTEAIEELE
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BT ~ AT security key-manager onboard sync {T2inzsE HFERHERZEBHNGS o EEHITHR
security key-manager onboard enable BSHEBREMHS - RETERIEZE FETRTERIE « ELREE
1T enable WBInREBRPITH T ©

SE4M T 2 "security key-manager onboard enable 1 “security key-manager onboard sync TE"{5 S 2E &
FIONTAP" ©

BIETER « EEHMEMMEE - CAEERATREIEELEN o 8oL cc-mode-enabled=yes HIEE
RIEMEBETEEHFIE B AEHET o

MRICERTE E'Ji_ﬁﬁﬁ/\ NVE cc-mode-enabled=yes > {&FEAREIIIRE volume create fl volume
move start SRR EBBEINNE o WA volume create’ EREEISE -encrypt true © WA volume
move start’ EABEIETE - -—encrypt-destination true?®°

TEREONTAPERIINERS > 4% 7 imE E RIS ZE AT F (CSfC) NEK » i Ais NSE B NVE —if e/ » It
BATERAFEEN TRARSEREES - H'CSICHRALERBN"

= FWL@?“’-‘ATE@EEM F T—R&H) BEXHEBR (cc-mode-enabled=yes) ~ R#R1TA
BUTIAREE

* REGEER T—ARER)) B TERR  EEEARMNERERN -
N3R5 RMARERBKRN > FFRF 24 )RR EMAENERIUAERIRS]

@ * RIEEFEFEANetApp RSA-307212 IG5 B /K5 B ACSHA-34IENIEHEHE - Kig
EIRERTENM « MIE—RARAINetApp RSA-204812 NGB B /REFMSHA-256 IR IS HBHE

Fikep < B RBESBHAUSE %X%ﬁﬁ%f?ﬁ?ﬁ@?ﬁ%‘ﬂ@ﬂﬁ@ﬁﬁ% o UNIRERBRLTN » RAH
BEETERENMBENT—F ; TR » EEMKK o s34 72 clusterimage’' E"'15< 2
EZEFEIONTAP" o

@ REFIREESRR R IREFEELMCIRET - ERFEMBENF LR - EEMHIERIAR
RHEHROBERR o RAFLER 30 W ABRMEREECIRES o

FRtAZ Al
c B ERREEIES A SEMITIET/E -
* fE52EOnboard Key ManagerZ i ~ 4B E MetroCluster S1EF

[m
ﬁ'é
Hntr

B
1. BREEREERARTE

security key-manager onboard enable -cc-mode-enabled yes|no

/Ecc -mode-enabled=yes EXFHAETEHMHKEMATEEIERS - MREE
~ BIEER NVE cc-mode-enabled=yes ™ &ERZEIAMERE volume create *D
@ volume move start SRR EBEINME o © - cc-mode- enabled MetroCluster ZHEER
EILIEIE o o security key-manager onboard enable AR EHUL security
key-manager setup e e
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security key-manager key query -key-type NSE-AK
@ <L H “security key-manager key query BXfX “security key-manager query key 5% ©

WMiES 2 ZERIONTAP " E¥40 “security key-manager key query Bl » 5528 -
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volume encryption conversion start
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* £ ONTAP 9.5 1 ~ f&AZEHIIT security key-manager setup FEAHEREM L security key-
manager setup -sync-metrocluster-config yes EiRimsE L - FAERNEHRES

* £ ONTAP 9.5 ZHij ~ & ZBHIT security key-manager setup EAMEEE L « FFERLY 207 - A
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BT security key-manager setup EiRimRE L -« FRERERZHS o

RIETERR « EMEMKE - EAFEERMADIREIEERETE o £ ONTAP 9.4 B4 ~ ] LAFEA -enable
-cc-mode yes HIBEKFEHAEEEMAKERBAEHER o

WMRIEE ~ BIFEAR NVE -enable-cc-mode yes ™ f{ERRIIAEIEE volume create Ml volume

move start anEEEJDDJZ‘ AR volume create ’ EAFEEISTE -encrypt true ° BAR volume
move start @’ EABEIETE - —encrypt-destination true?®°

(D) =meEssws  CLABNERBEY -

ez Al
* MRS NSE 3¢ NVE BRSNS IR EIR (KMIP) AARES—EEREF > ARIFRIMNT IR EIERNE LIS o

"N EEREEANRERREE"

BN AREESIEEARERITIETE -
c T ERE IR EIESE Z2H] ° sALAcEMetroClusterIRiE o

1. E&@Jéf“’"’qﬁ&‘tﬁﬁ

security key-manager setup -enable-cc-mode yes|no

%€ ONTAP 9.4 Ft5 ~ ,._,\E_[l«,(ﬁﬁﬁ enable cc-mode yes ﬁtﬁﬁ‘];?@ﬂ%?‘i%ﬁ&ﬁ#&%
@ BBASIESIERE - NELE ~ BIEERR NVE -enable-cc-mode yes ™ &fERE
T HIHEHEE volume create *U volume move start s EBEEMNE o

TrEgEHEEEE1 LRERESREERN « MAZRESREMEKREABRZNS -

clusterl::> security key-manager setup
Welcome to the key manager setup wizard, which will lead you through

the steps to add boot information.

Would you like to use onboard key-management? {yes, no} [yes]:

Enter the cluster-wide passphrase: <32..256 ASCII characters long
text>

Reenter the cluster-wide passphrase: <32..256 ASCII characters long
text>

2. A yes IR FREANEDIBEIE o

3. T‘LE%J‘E%TETT'—T—TEEF' B8 A 32525618 F o 2 RIFVERAZES ~ #A Mcc-mode')  (64FI2561EF T2 fE
RIERAZREE) o
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security key-manager show-key-store

clusterl::> security key-manager show-key-store

Node: nodel
Key Store: onboard
Key ID

<id value> NSE-AK
<id value> NSE-AK

Node: node?
Key Store: onboard
Key ID

<id value> NSE-AK
<id value> NSE-AK
FF4A TR “security key-manager show-key-store "5 2 Z S EIONTAP" o
6. th R UG4S FHERR @ B A I B AR & o
volume encryption conversion start

FEiRE 7 I ER SR IEEIESR o fEMetroClusterIBIBH » 1T M{ELLEE_HEITRCE

TR &
REREBERIFEFERAEIMNINZRAE « UHRKER -
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TEAATIEEYONTAPE R P XA S £ iR E1E

&R LUEA Onboard Key Manager®Rfrs& & & FIZRFEUNE BERINER o M BESEE
EUINZHAR & B B F N2 AR BV 82 & £ RYF Onboard Key Manager ©

HHHONTAP 9.6 RRESHRZ » EAZBHIT security key-manager onboard sync SR[E
BREMMEMAMRFRITLE RS ©

@ F75 ONTAP 9.5 SR BB RARA ~ [EAZBHIT security key-manager setup BRAFEIBLHTIZ
FEERMNGS o

NRICHRENRGTE E A AR TIREIENER > SFIITIL S T RFIFTERAIER o
NRIGEAMetroCluster BIZ TAHEE) R  FF2RTIER]

* £ ONTAP 9.6 R4S ~ fEAZBHIT security key-manager onboard enable FofEAEEE FEHIT
security key-manager onboard sync fEi2imsEE (FRERREHEZES o

HRABEf# security key-manager onboard enable ' “security key-manager onboard
sync "TE S8 Z B K ONTAP"

* £ ONTAP 9.5 H ~ fRAZEMIT security key-manager setup EAMEREEN L security key-
manager setup -sync-metrocluster-config yes FRHRE L FREREHEE

* 7£ ONTAP 9.5 Z i ~ f&ABHIT security key-manager setup EAMEFEE L~ FFARL20F 24
BT security key-manager setup EiRimz=£L « FHEMEREHZRN o

RIETER: « EMMEMBAKE - CARERNATBEIEZNEN o & ONTAP 9.4 BiA ~ IEAJLUEM -enable
-cc-mode yes EIEERERAEEEMRSERRAEHER o

MREERE ~ BB NVE -enable-cc-mode yes ™ EEREIMIEE volume create Ml volume

move start SR EBHNE o WA volume create’ EAREFEIEE —encrypt true?° AR volume
move start ’ fEARFEEISTE -encrypt-destination true°

() memmEsxm - AEFRDGH - EREDE  CTUEREHBATS o

{5 NVE =X NAE 12 &83E

T HEAN(EIE A NVE IIZONTAPHATR & 25

TEERAZIRINAES. 7THIGONTAP ~ INREHES VERE - Uk NZES MR EIE - AJIRE
Tas G RUAAggregateF1VolumeNE o ¥R BRhRASAISZIE « R IE IR E 3R
AR E _ERUAINZETINEE - ONTAPEN A LR VERENL RASRER « 7458
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FVolumeflNZ o NVERF&FIPS-140-258 1 4R1R%E o

7 ONTAP B A= VE E#89 Aggregate B4RNNZE

% ONTAP 9 7 BHYR"VE #EiE" « B NESRNMIEE S ELBEENAEIINPEEE
IBEE « RFEREITING - WEONTAP IHAEE9.658%A ~ EaI LA fEEAAggregate B4R INZE « &
feie 4N 2 MIAggregate ~ LUENNZBHATER o

RIREIE T
MREITERITRIRF N & 2 Aggregate[E ARV EE B EHHPR ~ B BFEFAggregate BARRINIZ o NVEFRZ
1&AggregateE ARV E R E PR o

EiFAAggregate B ARNNZRIAggregatei®? NAE Aggregate (BRI NetApp Aggregate Encryption) © NAE
Aggregate PRV B HAREE ZB4 B FANAESINVENNZEITINE, o A AggregateB4RNIZE ~ {&1EAggregate R iE
IR ETER EEFANAENZETINE © el A EMRTERE ~ cKANVENZE ©

NAE Aggregate Rz IRAI X FHIFEE o

ez Al
T ARREEES T SERITIET(E -

1. BxAAE{EAAggregate B4R INZ :

3 fERLLER<...

fEFFONTAP NetApp 9.75 EFTHR 452 storage aggregate create -aggregate

IZNAE Aggregate aggregate name -node node name

fEFBONTAP NetApp 9.6%EIZNAE storage aggregate create -aggregate

Aggregate aggregate name -node node name -encrypt-with

—aggr-key true

1 IENAE Aggregate A ZNAE storage aggregate modify -aggregate
Aggregate aggregate name -node node name -encrypt-with
-aggr-key true

ENAE AggregateEE A IENAE storage aggregate modify -aggregate

Aggregate aggregate name -node node name -encrypt-with
-aggr-key false

¥4 T f# “storage aggregate modify TE"{E S 2 Z EEIONTAP" o

To e L eI E LRAEARBRINE aggrl -

° EETHRZS : ONTAP
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clusterl::> storage aggregate create -aggregate aggrl

° EHRRZS : ONTAP

clusterl::> storage aggregate create -aggregate aggrl -encrypt-with
—-aggr-key true

"< 2 Z SR ONTAP"E¥4H "storage aggregate create B:l » 52 -
2. HEsRE R AggregatelEI TN :
storage aggregate show -fields encrypt-with-aggr-key

TGS ERE SR EFEIRE aggrl ERANE :

clusterl::> storage aggregate show -fields encrypt-with-aggr-key

aggregate encrypt-aggr-key
aggr0 vsim4 false
aggrl true

2 entries were displayed.

M52 2EERIONTAP E%4H “storage aggregate show Eifl » 526 o
TERTE
1T volume create BINZBHEENGHRS o

WNREFEAKMIPEARSRFFEIRRIMNEZ IR « ONTAP BIEEIEHIFER - S EERMERR X £F
Ax=s o

7£ ONTAP BYFTHsR& _EEARINZ
AT LUERA volume create EFHIREE FRUAMBIEGS ©

RIRERI(E

& AT LAfEEFANetApp Volume Encryption (NVE) NNZHEIRE ~ #EONTAP NetApp Aggregate Encryption (NAE)
PRI E o BERABEMENAEFINVE ~ 552/ VolumelNZ4EEE o

MEBERNEFFFLaG < 152 ZERONTAP REHASEN > 552/H °
YA ERThR AN T2 ONTAP EEONTAP & EARARAH GRS EARRS A AR -

* YNSRONTAP RIF ~ A ZHRAVRIRE9 4B cc-mode BREONboard Key Managerf ~ £ R] LAfsE A2 12 A9

SEIARERIET « &5

R& volume create MG EERIETE ~ n<E T EENNE —encrypt truec°
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* EEHARABIRRA A ~ EABEFEFRAONTAP —encrypt true ¥l volume create BNBANMEZENGS (e
f&RERF cc-mode) ©

* WNRTIEEFEONTAP 321ii11E9.6-FEEIINAE Volume ~ R#4ZE1EAggregateE4REXFENAE © 3520 #HVER
TR FAAggregate B4R INE LIRS L T 1ERVEFAAE K o

* 7 ONTAP 9 7 BAtA"VE 12" ~ BB SELHEENAERINT SR EIER « KTERETNE - 8
¥ETARR ~ 7ENAE Aggregate R AUFTHARE @ ANAESEE! ~ MIENVE

° MNBEHMIEL « E2EIONTAP BHARARY -encrypt true & volume create SR HEZ1ENAE
Aggregate IR & ~ KR EARFIRANVEINZE « MIENAE o NAE Aggregate PR B HAIR @ &R ui /B
fEFANVENAEETTINZ ©

(D) NAEEARTSBAXTHHRE -

1. BYHHRE « ISR EEHEE RN o MRFHELE [IHNAE Aggregaterh < BIRIETRR « &0
WE S ENAERE |

AEEYT.. fERLLmL...
NAE Volume volume create -vserver SVM name -volume volume name

-aggregate aggregate name

NVE Volume volume create -vserver SVM name -volume volume name
-aggregate aggregate name -encrypt true+

ERZENAERIBERT ~ HAZEIRZEAONTAP -encrypt

@ true IEEMEFANVENZHIEE o FLUANAEESIEEI Volume
AIRRZAFONTAP » -encrypt true BUSTERRAINAENNZSE
B« BAEIINVE Volume °©

#>ZF Volume volume create -vserver SVM name -volume volume name
-—aggregate aggregate name -encrypt false
WM"5< 2E SR ONTAP "E:¥4H "volume create Bl » ;526 ©
2. IR E R AR EETNE
volume show -is-encrypted true
MI5<2ZERIONTAP "&E5$4H "volume show &l > FERH °

+
i

WNREFEAKMIPEARSRFFEIRRIMEZ R « ONTAP BIEEIEHIRER - S EERMERR X £F
Ax=s o
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FIREONTAPH HEE _EEYF NAE I NVE

e LUEA volume move start_f,volume encryption conversion start 1£

IRANHRE ERUBNENG S o

FREELF

f&ATLAER “volume encryption conversion start <RI LA TRt RYFAIRAMIEENNE > MESREREER
BEIHEME o 5(EF > [EEILUEEA "volume move start 85 < ©

f£AVolume Encryption Conversion startis < ~ TEIR AR E L EBEMNZ

f&AI LAfEA “volume encryption conversion start s < 2RENFIRBHAEER TRty 1% > MESRHIEERS)
BIEME o

EICHREBIREEZ 1 « WATEALLIER - NREEEEIARGEIMAEERRE ~ TUAMIT volume encryption
conversion pause HE{EERTS « UM volume encryption conversion resume a5 UIRIE(E

o

@ fRE AR volume encryption conversion start ¥ SnaplLock Volume ©

1. EIRAHRE ERBME

volume encryption conversion start -vserver SVM name -volume volume name
M52 2 ZERIONTAP"E¥40 "volume encryption conversion start &3l » 52 o

TG SAEREHEE EEUAME voll :

clusterl::> volume encryption conversion start -vserver vsl -volume voll

ARG RUIRERIUME SR - HIFE LRVEREMNE -
2. WESDEIAEIERVIRAE

volume encryption conversion show
M52 2EERIONTAP EESE4H "volume encryption conversion show &3l » s526 o

T G EREIRFERIARE

clusterl::> volume encryption conversion show
Vserver Volume Start Time Status

vsl voll 9/18/2017 17:51:41 Phase 2 of 2 is in progress.
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3. BAEESTTNE « AR HEE ERUBINEINAE |
volume show -is-encrypted true
M5 2EE R ONTAP E5E4H "volume show BEfl » 52/

THer LGB ERMEHIRE clusterl !

clusterl::> volume show -is-encrypted true

Vserver Volume Aggregate State Type Size Available Used

vsl voll aggr2 online RW 200GB 160.0GB 20%

RER

MREFEAKMIPAARES R FEZEIFAVINEZ 8 - ONTAP BIEINEZ IR &R « FEEFRMEEE X E6
xS o

{EFVolume Move startfp S 1EIR AR E _ERUA NS

I LUEF “volume move start' 85 % SRS BN IRA BUHEIR @ SREAFAINE - IER] U EAAERIAYAggregate A [F]
AJAggregate ©

RAREETE
* 7%t ONTAP 9.8 [3%4 ~ f&RILUFEHH volume move start TE Snaplock 3 FlexGroup HiREE _EEYFMNE o

* 7€ ONTAP 9.4 fi4a ~ IREERENESHREEREAKAA [ cc B ~ MEFEARIMERE volume

move start I EBEBNE o BAFEEISTE -encrypt-destination true°

* EONTAP IhEEE9.65844 ~ ] LAEAAggregateBARAVINZZINGE ~ I iRTE RGN = AIAggregate ~ LUHFE
B EER o R —SRNBNHIEERES NVE Volumes (EISEEFH NetApp Volume Encryption
) o fEFAggregate B4R NIZHIVolumefB%_NAE Volume (BRI NetApp Aggregate Encryption
) o NAEEERAZIRMNFHIREE o

7€ ONTAP 9.14.1 FA%A ~ IEEILAfEA NVE Sl SVM 1R Volume ° UNF/FHAE ~ 5528 £ SVM 1RIIRE
L3&7E NetApp Volume Encryption °

ez Al
T ARREEES T ERTILT(F - IEREEESEZERNSVMEES -

"FIRFEPRIAEITVolume Movesh %"

1. BBIRNAUIRE - WiSEBSTHIRE ERUAME :

aEEIR.. ERLtaH<. ..
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NVE VolumeRVAEX FHEREE volume move start -vserver SVM name -volume

volume name -destination-aggregate aggregate name

—encrypt-destination true

NAEMZFRERINVES MM FHFEE volume move start -vserver SVM name -volume

(fRe% E’\Ji&EE&FHAggregate@%& volume name -destination-aggregate aggregate name

) -encrypt-with-aggr-key true
NAE VolumeZNVE Volume volume move start -vserver SVM name -volume

volume name -destination-aggregate aggregate name

—-encrypt-with-aggr-key false

NAEWLIR & EA FHEFRE volume move start -vserver SVM name -volume

volume name -destination-aggregate aggregate name
—encrypt-destination false -encrypt-with-aggr-key

false

TENVERHRE S E X FHRE volume move start -vserver SVM name -volume

volume name -destination-aggregate aggregate name

-encrypt-destination false

M55 2EERONTAP "E$4H "volume move start Bl > 52 o

T @ERA RN FHIEE voll E NVE Volume :

clusterl::> volume move start -vserver vsl -volume voll -destination

-aggregate aggr2 -encrypt-destination true

% B a9t - ERRA Aggregate EARINZE ~ THar < BEREL AR NVE AN FHIEE vol1l E NAE
Volume

clusterl::> volume move start -vserver vsl -volume voll -destination

-aggregate aggr2 -encrypt-with-aggr-key true

TH &GS eEifig A8 NAE Volume vol2 E NVE Volume

clusterl::> volume move start -vserver vsl -volume vol2 -destination

-aggregate aggr2 -encrypt-with-aggr-key false

Toen < GEHR AR NAE Volume vol2 EAX FHIRE !
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clusterl::> volume move start -vserver vsl -volume vol2 -destination
-aggregate aggr2 -encrypt-destination false -encrypt-with-aggr-key false

THer < EERA A NVE Volume vol2 BN FHIRE !

clusterl::> volume move start -vserver vsl -volume vol2 -destination
-aggregate aggr2 -encrypt-destination false

2. iR EWIRENMNZLER
volume show -fields encryption-type none|volume|aggregate
o encryption-type MBAIAITE ONTAP 9.6 MEFARAHEIS ©
MNIES 2 ZERIONTAP "E:¥40 "volume show Bl » 52 o

THh L ERERFIEIEEINZLEE cluster? !

cluster2::> volume show -fields encryption-type

vserver volume encryption-type

vsl voll none
vs2 vol2 volume
vs3 vol3 aggregate

3. MR E R AR & ETING ¢
volume show -is-encrypted true
M52 2 EERIONTAP " E$4H "volume show &Eifl » 2R o

TG LERERLENNZEEE cluster? :

cluster2::> volume show -is-encrypted true

Vserver Volume Aggregate State Type Size Available Used

vsl voll aggr2 online RwWw 200GB 160.0GB 20%

mR
MRIEER KMIP [RIARZS R HEFEEAIMNZEEE « ONTAP BIEEINERHE &R BB ME SR X E MRS

o
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TEONTAP SVM 1RH4HE&E 58 E NVE

it ONTAP 9.14.1 BHA ~ I LUITERETE VM (SVM ) 1REARRE _EEUE NetApp Volume
Encryption (NVE) © 53 NVE ~ BRI E S HEAE—S@ETINE « LUIES SVM B
L2 o
RAREETE
QEEREIL SVM 21 ~ ZHETE SVM 1R Volume EERA NVE o
FtEZ Al

* SVM BRI & RENIAER NetApp Aggregate Encryption ( NAE ) %2R Aggregate E o

* BB BRA Onboard Key Manager kM58 SIER2 AN o

* ISABEHIT ONTAP 9.14.1 B HRRZS ©

s EEREAEFEH NVE INZ89R Volume B9 SVM ~ IEAZBIERBEESERLE ~ 18 SVM 1R Volume B A4S
F Volume ~ REBEHINZE SVM 1R Volume °

° YN8 SVM BEM B RMESEEFER NAE « BRI ETER T4 HA NAE o
* TR SVM B SVM S RIERIE D ¢

° $R5t SVM EMIINZEREAZENTIB A9 - INREERIR BRI EEE NVE ~ BISBEEHESTH
SVM 18 Volume L{ERIEXE NVE o

° MR BRIMFEPRIFAE ESRSERER NAE ~ B SVM 1R Volume 1M NAE o

A LUER ONTAP CLI RS EIES ~ £ SVM REEFEE _EEYAE NVE o
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CLI
REIATE SVM REFRERMMEIA NVE ~ AR TEE SR EREHIEE o

AARBEIR & N ZI1L
1. IR R BB NEHIRE :

volume encryption conversion start -vserver svm name -volume volume

2. HESRINZERTN © © volume show -encryption-type volume ZEER NVE FIFREHAIEES
B o

&) SVM iR Volume ZRINFEE

1. BENEIE ERE) -

volume move start -vserver svm name -volume volume -destination-aggregate
aggregate -encrypt-with-aggr-key false -encrypt-destination true
M"tE< 2ZERIONTAP "HR5F40 "volume move Bifl > AR ©

A A

<

2. F#5% volume move #B{ERIN volume move show B

volume BETERA NVE BIFR LR EBEE o

°© o yolume show -encryption-type

AHMEES
1. BIEE REZEZHE > HEE o
2. FIEENMZR SVM 1R Volume 47855 ~ #EEY I : 4REE | o
3. & T fFEERME(L 1 FET R T BAmE 1 -
4. 2 f#F o

EONTAPENIEAIRHAIR & EACE NVE
REINEEN489.8FAIAONTAP ~ fEAJ LA FNetApp Volume Encryption 2R {RERIELRIIR ik

RANEETIIE

() s Emr BEREE - FEAHSVMRRLE - SVM R E SIS e S A BE RS
# - £ ONTAP 9.14.1 BH¥4 « NVE

REIRRNE—BRE - MRS o BEEEEEE - METKE - BEEASMERIEGRERE « hEX
HITRE2BMREE o

ez Al
* CHRMLAERAHAGR -
* CHYERRS IR B HERIL -

. :%C"%E’J? M AEANESREERER - IEERESREEREMERHE (KMIP) HNIMIERERRR
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1. MERMIRE

volume encryption conversion start -vserver SVM name -volume root vol name
2. FESRESIREREAIRAS |

volume encryption conversion show
3. STREBIRIFRTR - AMEHIRE B INE

volume show -fields

MFREETRINZ Volume By tHEE A o

::> volume show -vserver xyz -volume vol0 -fields is-encrypted
vserver volume is-encrypted
XY Z vol0 true
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