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;’515%'4:' - JEHY * Status  (ARAE) * UTEEBER X Disabled (BIEMH) %4 Enabled (BEEUE

3. ERHAMMERET « SAHSARPIHAEER P o

7€ ONTAP 9.13.1 f%4 + ARP E BEhHIERIE2 B HARIME ~ WA BB EE A
©) B VI LSRR MR H B ER A BR

a. IEEY * {7 > HiIRE * ~ ARENCEFHITAINFRPEAERE -

b. £ * Volumes * (%) 4R * Security (Z2M%) * RSIEET - 7£ Anti-#1ZR ware F5IRAEEE *
Switch* to active mode ( * ¥Ji * ZERHIER) o

4. (EEILUTE * R#FTHER * IR EREE R E R ARP ARRE o

EEBETFIEHIEER ARP AREE © £ * Volumes (FERE®E) * B - #=EHY * Show (B8TR) [/ Hide
(PBiE) * ~ ABETOLE * Anti-B1E ware* (RENZREREL) HREE o

CLI
TEIRAHIRE LR ARP
1 EIRB IR E N2 B RN R A RN RE :

security anti-ransomware volume dry-run -volume vol name -vserver Svm _name
ST AR A RS (RE volume modify we

volume modify -volume vol name -vserver svm name -anti-ransomware-state
dry-run

NRITFHHRE ONTAP 9.13.1 BUTERTHRZA ~ RIERIAAESZEINGE « LUE B BNTTRE (ER KRR E
B o MRENEEBRALLTS  FEEFMARREEIRE L SVM BRRIRE !

vserver modify svm name -anti-ransomware-auto-switch-from-learning-to
—enabled false

2. BRIARERE  MRHKREENTEN  RIEARZIREREIRE LR E FRFER
security anti-ransomware volume enable -volume vol name -vserver Svm_name
&t AT LAE A modify volumem SR EERHIEL :

volume modify -volume vol name -vserver svm name -anti-ransomware-state
active

3. ERsETAIE EAIARPAREE o



security anti-ransomware volume show

It & R ARP
1. FEREEENZA « AB RS EHREREIIAE « B Volume ©

volume create -volume vol name -vserver svm name —-aggregate aggr name -size
nn -anti-ransomware-state dry-run -junction-path /path name

YNRIEFHARE ONTAP 9.13.1 UERTHRZS « RIERUARERBINGE « LUE B E TR (ERPRRRAYE
F o MRENEEBRALLITS « SFEEFMARMEIRE L SVM BHRINRE

vserver modify svm name -anti-ransomware-auto-switch-from-learning-to
-enabled false

2. BRHAMERE « IREARBEEHTRN  FEARRENEIRE R EFRPEL

security anti-ransomware volume enable -volume vol name -vserver svm name
BT UfEAmodify volumess < I E (EAFPHEL

volume modify -volume vol name -vserver svm name —-anti-ransomware-state
active

3. BRI ERIARPHREAE o

security anti-ransomware volume show

AR P IRRE A (B3R REERE

EONTAP SEZ9.10.1B8%4 ~ IR EREFEVM (SVM) ~ UEES B EXPFERBEH

HAREE ~ LUETERESREFE(RE (Arp) ©

BIREIET

IRIETERR ~ VSR E S LUERAERNER ARP 211 o K] LUTE System Manager #1 CLI R{EERILERE © 225
(HAEZET) BT > BB BER TERANERER ARP ©

SETREEREZR « FHE7E SYM RZIURHARE LA ARP o RANEEIRAMIRE LU ARP - BREHR(E
FiE "ERAHMERE R EAARP" o

7€ ONTAP 9.13.1 fi4a ~ HEIE BB EMILE ARP D1 ~ REBBEIMAETENENAEE BENTTH - NFFA
Bl ~ A2R "SEMERREL

ez Al
o IERERTE MIARIGHY ONTAP hRANZ2E o
* HIRE AR 100% im ©
* REREUAERERAT -
* 1t ONTAP 9.13.1 FitA ~ ERCRAZEEERERESE (MAV) -~ UEEHITRORVERIEER - FEMERK
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ZECRENEREEIES - "RARR"

ARP 2B E IR EFERFIEL

& ONTAP 9.13.1 R4 ~ B FAE M2 LML E ARP 0t ~ BRI 2R R EFERPERNE
% - ARP BN BEERNREFERTELNE T RE - BIRBTIEBENBLEREME -

—anti-ransomware-auto-switch-minimum-incoming-data-percent
—anti-ransomware-auto-switch-duration-without-new-file-extension
—anti-ransomware-auto-switch-minimum-learning-period
—anti-ransomware-auto-switch-minimum-file-count

—anti-ransomware-auto-switch-minimum-file-extension

88 30 Xz ~ BMEEP—HZERETRRE » Volume NEBETIMEFRAPERN o iR « REK
e « AIHERERZEE 30 RZBYNAEFEAPIEL 30 REIRAEREER » FrEIRHT -

B ARP ECERIA (1ERME) EHMERES - 572 R ONTAP FE -

#fl 2. TR

10

AIREES
1. 3R #F > #F VM~ RRERNE SEEEM ARP REZHIRENRHT VM

2. JBEREFRRH - L2 T BN p TROFRTEHIRP ~ DEIL T IRUBSFANASHE
HEEAIARP o GEEEEINS IR ~ BIR]7E(#7E VM FRRAE RS EI8AY NAS HiFE&E LR ARP o

MRIEEFRE ONTAP9.13.1 ~ * BEIRIA 28 * REFIRBEAPE
() &% - BTl ARP RERESBENER - LHRBEBHEEERRER - MR
REFHIREEAPE « AMERE o

CLI
1. ER3RA SVM ~ ITEHHRE R TERRUAE ARP -

vserver modify -vserver svm name -anti-ransomware-default-volume-state dry-
run

TECLIFR ~ A LAST SRR R IR RYSVM ~ TR 1R TRURAmD °
vserver create -vserver svm name -anti-ransomware-default-volume-state dry-
run [other parameters as needed]

MEEFHRE ONTAP 9.13.1 SLEHHRAS « BIGEFBES BTN « ME A SRS ER R
F o MBLEFEEBMAILTS « BEE TGS |

vserver modify svm name -anti-ransomware-auto-switch-from-learning-to
-enabled false
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CLI
1. 7EHRE EE(FARP

security anti-ransomware volume pause -vserver svm name -volume vol name
2. REYEEERIR « 55 resume B¥ ©

security anti-ransomware volume resume -vserver svm name -volume vol name

7t ONTAP 9.13.1 F4A ~ MNREMER MAV RIRELH ARP RE « HEFESIRTTEIS —HZEREINE
EBERZE o WANE MAV 1ZERFEIRRARVPR A B2 RUREIZE « BRIFER TR -

MRIEHERANE MAV ~ MEANEEEEREEIMLE « QSN MAV BHEEE G RIT FIEME
1. EERENK !

security multi-admin-verify request show
2. iR

security multi-admin-verify request approve -index[number returned from
show request]

RE—(EFEREENRRRTZEIEE2EY « E ARP AREEHE -

MREFEANE MAV ~ TAREZE MAV BHEIZEE « I LUBBEEEEENR :

security multi-admin-verify request veto -index[number returned from show
request]
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EETERTERE (ARP) ENETERE - ©84 Volume 1TAREBEEF - LR Entropy ~ 1EZEE1E
% ~ LABAE ONTAP 9.11.1 BHIBREY IOPS o ELLEREZERNIHLERIFERE - IEELEIRHEEE « s52H
ARP &R ZIEZ o

7£ ONTAP 9.10.1 7 ~ {158 ARP =R T MEE R - MEFLHES :

* BiA 20 [EERNEIE R TR R TR E P ERRE
* 5 Entropy &}
& ONTAP 9.11.1 B8R ~ MIRFFE _ & _ —EEMH - ARPIERLHBMBES - AU ~ NR7E 24 NRFAERRE

i 20 [EERMNEIER « MELEER TR RTEMEREPERRE « B ARP SRILBEANE (ERBRI
Entropy Z&fi) o (24 /NBFHD 20 EEREATERIE » AIMMENR <)

£ ONTAP 9.14.1 BatA ~ fXBILUTE ARP ERZZZFTRVEINESR ~ MUk ARP ZBILIREBET « REE T o NHFHE
# ~ A2 [modify-alerts]

HEHREN TFEHEERFRRASH - A0 « BUAE ARP N R E A SESREFFSRENEIER  TEE
BRT ~ ERsE SR ER AR RHEIERERFEBIENS AN TERE 20 WHF « HERIEFFAREHNEIESR
FRES - 1& ONTAP 9.11.1 fta ~ EAILUERRBEAIZH - FHBEGENRELFEH -

BT R 2
RICH ARP R BIRHBTAME « LAEREERRBENSY -

1 BRRANRERAISH

security anti-ransomware volume attack-detection-parameters show -vserver
svm_name -volume volume name

security anti-ransomware volume attack-detection-parameters show
-vserver vsl -volume voll
Vserver Name : vsl
Volume Name : voll
Is Detection Based on High Entropy Data Rate? : true

Is Detection Based on Never Seen before File Extension? : true
Is Detection Based on File Create Rate? : true

Is Detection Based on File Rename Rate? : true

Is Detection Based on File Delete Rate? : true

Is Detection Relaxing Popular File Extensions? : true

High Entropy Data Surge Notify Percentage : 100
File Create Rate Surge Notify Percentage : 100
File Rename Rate Surge Notify Percentage : 100
File Delete Rate Surge Notify Percentage : 100
Never Seen before File Extensions Count Notify Threshold : 20
Never Seen before File Extensions Duration in Hour : 24
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B3R 2RISR
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HEFRES o
ER—JHEZE R
1. MBEAIER FRE— R « TIEALE ARP ERRIER FERELHSE « S5k TEaRTAT
BRI -

security anti-ransomware volume workload-behavior clear-surge -vserver
svm name -volume volume name

TECREEETR
1. INREERAIHIRAER S EERARERTA « ARIERETR « UEKEEGIRME

security anti-ransomware volume workload-behavior update-baseline-from-surge
-vserver svm name —-volume volume name

RE ARP &
%t ONTAP 9.14.1 BA%A ~ ARP F:ESI5EM1E ARP BHAVER ¢

* BIRWRE FRFREIES
* #137 ARP Snapshot

BETHMIREEK o RIBTER « ERTEEEMHEIRE LA -
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security anti-ransomware volume event-log modify -vserver svm name -is
-enabled-on-new-file-extension-seen true

* BERTEI ARP Snapshot FIER :

security anti-ransomware volume event-log modify -vserver svm name -is
-enabled-on-snapshot-copy-creation true

* FARMESAIEHIERE anti-ransomware volume event- log show @ me e

|E SVM HER
* AERTEMBEIERHIER !

security anti-ransomware vserver event-log modify -vserver svm name -1is
-enabled-on-new-file-extension-seen true

* BERTEI ARP Snapshot FIET ¢

security anti-ransomware vserver event-log modify -vserver svm name -is
-enabled-on-snapshot-copy-creation true

Ayy (47 At —] . . =S
s FRERENRE security anti-ransomware vserver event—-log show s o

BZEM
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security anti-ransomware volume show -vserver svm name -volume vol name

gEhHE

Vserver Name: vsO0

Volume Name: voll

State: enabled

Attack Probability: moderate
Attack Timeline: 9/14/2021 01:03:23
Number of Attacks: 1

T ATLUEEEMSHR ¢
event log show -message-name callhome.arw.activity.seen
2. EEWBREWL TELMUE !

security anti-ransomware volume attack generate-report -volume vol name
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-dest-path file location/

gEHEL -

Report "report file vs0 voll 14-09-2021 01-21-08" available at path
"vs0:voll/"

3. EEEAFIHRRF LRS- HlM

[root@rhel8 mnt]# cat report file vs0 voll 14-09-2021 01-21-08

19 "9/14/2021 01:03:23"  test dir 1/test file 1.jpg.lckd
20 "9/14/2021 01:03:46"  test dir 2/test file 2.jpg.lckd
21 "9/14/2021 01:03:46" test dir 3/test file 3.png.lckd’

4. IRIBECHEIERME « ST HIEP—IRITE)

° 5R¥
W|A T2 LELEICETRE  RMHEEREEAINIERAE « MIREIEENRERRIEE
e
anti-ransomware volume attack clear-suspect -vserver svm name -volume
vol name [extension identifiers] -false-positive true

FERATHNEA—EZ2ERHEIESR -

[-seq-no integer] AIREBEHIERIFR o

[-extension text, .. ]| BlfE%

[-start-time date time -end-time date time] BRFRZIEZEEHERIFIBMAEREH -
=% TMM/DD/YYYYHH : MM : SS ] o

° ARV RERAE I EE

[CIFEREF] "1t ARP EILAVERD IRERTEER" o EERE - MA T SSLESREIRE -
WIRIEIEER ARP B53% :

anti-ransomware volume attack clear-suspect -vserver svm name -volume
vol name [extension identifiers] -false-positive false

EA T HEHP—ESERHEREIES -

[-seg-no integer] AJREBEBEPIERIFIR

[-extension text, .. | BltE%

[-start-time date time -end-time date time] ERMRZIEZEHENIFIGFAERER
#®%A TMM/DD/YYYYHH : MM : SS ] o

g&%ﬁlﬁ%{@@iﬁ%@ ~ RIRA AT R RIS SRR AIERR o AFT5FR ARP BIIREMIRIR « WBFRERR

[=]

S. MNREFEANE MAV ~ B ZTEEAA clear-suspect {EXEEBETEIMZAE « T MAV BHEIZEEED
T FIENE -

a. BREX !
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security multi-admin-verify request show
b. AR REFREREEEITHIENR !

security multi-admin-verify request approve -index[number returned from
show request]

RE—(EREZEENRRRTEMBHEIRE « WECHERR
6. MREERANZE MAV ~ TIIEE MAV BHERGEE « St ATUUEABRARE PT ARV ESR ¢

security multi-admin-verify request veto -index[number returned from show
request]

EZEM
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RREES

1. MNREIEEILEERR Snapshot BAERE K} « MIEHE ARP BAIBERE R « BINARRKE RIS
Snapshot $HE ° MNRIEAEZUARPERIER « MAREZRMHTE  EAUBKBILT 5 -

MRBIRARIE ~ FHITLEENE. .. MR RABEERE AR ~ BRITLLENE. ..
a. EIE R E o EETEMSnapshoti i ~ A BLNARPIEAIE
N S1=t} -\_|l- \| = o
b, JEIE + 25+ « SA(G * MR TR - J& ~ 7 RERE S ATRYSnapshotiB 4N IR

C YRt TS o SERER S BR-SILARPIEASE B R « SABEMSIL
125 « (EHEATHISnapshotiE 2B E A o
d. BEIE * B * A * BRI SR AL I e - * RUBEYSnapshott= 4

2. 1EHEHEE P EERSnapshotiE 4 :

B * (#77 > Volumes (FARE&E) * - SABIEE Volume (FZREE) #0 * Snapshot Copies ( * {REB#E
&) *o

3. ¥EEY : 7XIGEIBEMY Snapshot #4558 ~ SA181% * Restore * ©

CLI
1. MR EREERE R RISnapshotiE AIERER « MIFRARPERIZEREN  BINBERIT FHIEME ~ A HE
B #EEBESnapshotEE o MNREHBBRARPERER - MAEEEMET « ErLIBGELLS
B o
MREFERANE - REEWRERR Snapshot EAZIRZ A ~ A REERKRREHS
@ SnaplLock volume snap restore @3 ~ I TFFRt o WIREEREA Flex Clone ~ B
—ERRBERNEMAEZEREN « WAREEEEM
MRBIRARNE ~ BRITUESIE. .. MR ARBEERWH R  SBHITULEENE. ..
RIS TRA MRIEEm) A BAMERTRE) o HETENSnapshotiHE ~ A BELNARPEZE

& ~ A BEMSEATBISnapshotiE 43R R o
anti-ransomware volume attack clear-
suspect -vserver svm name -volume AR R2-3CARPEREZEFRE R « ARETEIL
vol name [extension identifiers] 2R ~ & AIRSnapshotiERZERE K o
-false-positive true

R TIEP A28k BIES :
[-seg-no integer] Bl&EAEPIEREMNFIE o
[-extension text, .. ] BItE%
[-start-time date time -end-time
date time] BRMZIGEEERIBIAN 4EREF
R~ #&X%& T MM/DD/YYYY HH @ MM @ SS
J o

2. 3| VolumeHRfSnapshoti& 7 :

volume snapshot show -vserver SVM -volume volume
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T3 EEH|EETRFR Snapshot 78 voll :

clusl::> volume snapshot show -vserver vsl -volume voll

Vserver Volume Snapshot State Size Total% Used%

vsl wvoll hourly.2013-01-25 0005 wvalid 224KB 0% 0%
daily.2013-01-25 0010 valid 92KB 0% 0%
hourly.2013-01-25 0105 wvalid 228KB 0% 0%
hourly.2013-01-25 0205 wvalid 236KB 0% 0%
hourly.2013-01-25 0305 wvalid 244KB 0% 0%
hourly.2013-01-25 0405 wvalid 244KB 0% 0%
hourly.2013-01-25 0505 wvalid 244KB 0% 0%

7 entries were displayed.

3. #tSnapshotiEAERHEEAR !

volume snapshot restore -vserver SVM -volume volume -snapshot snapshot

THEAERIAR voll :

clusterl::> volume snapshot restore -vserver vsO -volume voll
-snapshot daily.2013-01-25 0010

BEZE
* "KB : ONTAP HpyEhZREgeTals EiER"

(&2 B ESnapshotiE A< HyEEIE

% ONTAP 9.11.1 BA%4 ~ & ] LUEA CLI RiIEFIBHEENBREFE(RE (ARP)
Snapshot 4R =MFREBE - URFERTRAVENZENFEINEE o

B]{EE4AY Snapshot EIE

% B&)SnapshottE AEIE R &K

ARW.snap.max.count

FEEEEMAFSERREA « HiEE DA FERR AARP SnapshotiEdSE - RS MIPRIREREA « LIFE
f&* TARP Snapshot#7s HYARZUZEIILLISERS! o

arw.snap.create.interval.hours

& [ARP Snapshot#E7<) ZREIMBRFREIREE (LUNRFAEN) o NREREWE - MBLAEILNERER
FEEHIBFREIREIRR ~ B ILFTAISnapshotiEZs o
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arw.snap.normal.retain.interval.hours

IBEMRE—17 TARP Snapshoti€Z<) HUIFERRE (CUNRFABEAD) o EF{E ARP SnapshotiEz)
B« ERBRESRIEAZAEIIMNEEIEM TARP SnapshotiEzs) #7s « LUEEIILEES o (FA—1E TARP
SnapshottE 7| #RABBILIFERE o

arw.snap.max.retain.interval.days

IEE T fREE—17 TARP SnapshottEzs ) HIRRIFERRE (UXAEN) o NREEE ERRETAKE - 8
S MIBRILEART Z BTRY1ESR] TARP Snapshot#Ez<] o

RASHTIREIELS - 8728 ARP Snapshot HRAIREBRTIRIIG - FERIE B4 2 ATRRIIAY
() Snapshot B—ERE - BNMBWETARE - —DETHRME « WRE LAFTALM ARP R
PRE RIS -

arw.snap.create.interval.hours.post.max.count

IEEBHEEEE S RAMENAr SnapshotiEAEF « F{EArp SnapshotiE 2 7 EIRVEFEREIRR (LUNRFAE
fiI) - BEINRAHER - R4 EMEE—E TARP SnapshottEzds) ~ MEARAIEARTEMEZR o S LSS
BIPR{EFTEY TARP SnapshottEZs) EAZEIIRE « UREEREDS - MRZHMIEEEESRABENAD
Snapshot#E7s ~ B ItEEEIE A5 E BRI B FEAS BB IR T —X 2 ILArp Snapshoti& 7k ~

JEarw.snap.create.interval.hours ©

arw.surge.snap.interval.days

EEBEARPZE K SnapshotiE A 7 BIREREMR (UKXBEN) o BIOTRERIE « B EREIAAD
Snapshot& 25T BIR PR « MG EILMAY [Arp SnapshotZERAE A o ILEBMEISER
B2 TARPZEKSnapshottEzs) BIFFERRE (UKRBENM) o

CLI 5%
(E OSSN EREE SVM _EHOISETE o

@ ° vserver options T EREMNGT - BEEMRFME » A man vserver options
£ ONTAP CLI A ©

EEREFIA BRI ARP Snapshot #2538 ~ FAH#IA ©

vserver options -vserver svm name arw*

EERBETENMERT ARP Snapshot #4558 ~ FAHIA -

vserver options -vserver svm name -option-name arw setting name

EE1E2% ARP Snapshot #2458 ~ FBHIA -
vserver options -vserver svm name -option-name arw setting name -option-value
arw_setting value
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