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LiBER et vserver security file-directory show
-vserver vserver name —-path path

BRI ER vserver security file-directory show
-vserver vserver name —-path path
-expand-mask true
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cluster::> vserver security file-directory show -vserver vsl -path /vol4

Vserver: vsl
File Path: /vol4
File Inode Number: 64
Security Style: ntfs
Effective Style: ntfs
DOS Attributes: 10
DOS Attributes in Text: ----D---
Expanded Dos Attributes: -
Unix User Id: O
Unix Group Id: O
Unix Mode Bits: 777
Unix Mode Bits in Text: rwxXrwxrwx
ACLs: NTFS Security Descriptor
Control:0x8004
Owner:BUILTIN\Administrators
Group:BUILTIN\Administrators
DACL - ACEs
ALLOW-Everyone-0x1f01ff
ALLOW-Everyone—-0x10000000-
OI|CI|IO

T EABRARBENZEEEN « WiRHARMREIIETIES /data/engineering 7 SVM VS1 H ¢

cluster::> vserver security file-directory show -vserver vsl -path -path

/data/engineering -expand-mask true

Vserver: vsl
File Path: /data/engineering
File Inode Number: 5544
Security Style: ntfs
Effective Style: ntfs
DOS Attributes: 10
DOS Attributes in Text: ----D---
Expanded Dos Attributes: 0x10
.0 ... ... ..., = 0Offline
.0. .... .... = Sparse
0... .... = Normal
.0. .... = Archive
.1 .... = Directory
.0.. = System
.0. = Hidden
.0 = Read Only



Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

Generic Read

Generic Write

Generic Execute

Generic All

System Security

Synchronize

Write Owner

Write DAC

Read Control

Delete

0

0

777

TWXTWXTWX

NTFS Security Descriptor
Control:0x8004

Self

Relative

RM Control Valid

SACL
DACL
SACL
DACL
SACL
DACL
SACL
SACL
DACL
DACL

Protected
Protected
Inherited
Inherited
Inherit Required
Inherit Required
Defaulted
Present
Defaulted

Present

Group Defaulted

Owner Defaulted

Owner :BUILTIN\Administrators
Group:BUILTIN\Administrators

DACL - ACEs

ALLOW-Everyone-0x1f01ff

0...



Write Attributes

Read Attributes

Delete Child

Execute

Write EA

Read EA

Append

Write

Read

Generic Read

Generic Write

Generic Execute

Generic All

System Security

Synchronize

Write Owner

Write DAC

Read Control

Delete

Write Attributes

Read Attributes

Delete Child

ALLOW-Everyone-0x10000000-0I|CI|IO
0...



Execute

Write EA

Read EA

Append

Write

Read

LUTEpsETREEREZHBEENZE2MEN « 81E#1FE 4R Access Guard Z214 & /datavoll £ SVM
VS1H



cluster::> vserver security file-directory show -vserver vsl -path

/datavoll

Vserver:

File Path:

File Inode Number:
Security Style:
Effective Style:

DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attributes:
Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

e e
* BTORSTNR R EHIRERIESR

vsl

/datavoll

77

ntfs

ntfs

10

D=

0

0

777

TWXTWXTWX

NTFS Security Descriptor

Control:0x8004

Owner :BUILTIN\Administrators

Group:BUILTIN\Administrators

DACL - ACEs
ALLOW-Everyone-0x1f01ff
ALLOW-Everyone-0x10000000-0OI|CI|IO

Storage-Level Access Guard security

SACL (Applies to Directories):
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA

DACL (Applies to Directories):
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-NT AUTHORITY\SYSTEM-0x1f0lff

SACL
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA

DACL (Applies to Files):
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-NT AUTHORITY\SYSTEM-0x1fQ0lff

(Applies to Files):

* EMUNIXZ2RMIRE FIERZ 2B
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LR ER RS vserver security file-directory show
-vserver vserver name -path path

EFANER vserver security file-directory show
-vserver vserver name -path path
-—expand-mask true
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clusterl::> vserver security file-directory show -vserver vsl -path

/projects -expand-mask true

Vserver:

File Path:

File Inode Number:
Security Style:
Effective Style:

DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attributes:

.0

Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

THSHRETERRENEEMEN /data £ SYM VST H - EEEEHN L2 EREABNTFSAERZ R -

vsl
/projects
78

mixed

unix

10

————D-——-
0x10

= Offline

= Sparse

= Normal

= Archive

= Directory
= System

= Hidden

= Read Only



MU T EHIREREREHHR Volume WZZ2ME /datavols £ SVM VST A o EREEEX L2 MHEENR L

OI|CI|IO

Vserver:

File Path:

File Inode Number:
Security Style:
Effective Style:

DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attributes:
Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

clusterl::> vserver security file-directory show -vserver vsl -path /data

vsl

/data

544

mixed

ntfs

10

e _D———

0

0

777

TWXYWXTWX

NTFS Security Descriptor

Control:0x8004

Owner:BUILTIN\Administrators

Group:BUILTIN\Administrators

DACL - ACEs
ALLOW-Everyone-0x1f01ff
ALLOW-Everyone—-0x10000000-

EBEBUNIXERHNZZE - Volume AR #FRERNEFIRFELZEY

10



clusterl::> vserver security file-directory show -vserver vsl -path

/datavolb

Vserver:

File Path:

File Inode Number:
Security Style:
Effective Style:

DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attributes:
Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

MERAEE

* EMNTFSZERMIRE FRIIESE

vsl

/datavolb

3374

mixed

unix

10

____D___

0

0

755

IWXr—Xr—xX

Storage-Level Access Guard security

SACL (Applies to Directories):
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA
AUDIT-EXAMPLE\market-0x1f01ff-SA

DACL (Applies to Directories):
ALLOW-BUILTIN\Administrators-0x1f0l1ff
ALLOW-CREATOR OWNER-Ox1f01ff
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-EXAMPLE\market-0x1f01ff

SACL (Applies to Files):
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA
AUDIT-EXAMPLE\market-0x1f01ff-SA

DACL (Applies to Files):
ALLOW-BUILTIN\Administrators-0x1f01ff
ALLOW-CREATOR OWNER-0Ox1f01lff
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-EXAMPLE\market-0x1f01ff

Z2EH

* EMUNIXZ 2R E FRERZEEH

(E]=)
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* UNIXZ2BEIREEMqtreeTEREEREIERKF « REMAUNIXIERER (BEXXU7TENFSV4 ACL) °
* ACLEIHE R & # ¥ EANFSVALZ 2 A IE RN B RIKREET ©

HIRERAUNIXZ2MERNBE - MRIEAERMTER (ENFSv4 ACL) ~ BRI AZER o
* MNRFEANFSVAZ 2 MHMIT « Bl RS ERACLE L YR B B4R HRAL o
EFRENTFSZ2 L TERS °

. EEEAQD%T‘ SVM E&&7E CIFS falfRa3 ~ B UNIX HEERE S gtree LR IBHEFEREFIRELZ M « Bttt
FEEZEANPIEE ZHEREEL gtree BYEFERFIURERZ ZHBBENR -path B2H -

$ 334
1. LR E R E RSN B RZ 2 MR TE

MRICBEEREN... WATIEG2...

LiBER et vserver security file-directory show
-vserver vserver name —-path path

EFAApER vserver security file-directory show
-vserver vserver name —-path path
-expand-mask true

&)
T & FEETABRENZE2MEN /home £ SVM VST H1 !

12



clusterl::> vserver security file-directory show -vserver vsl -path /home

Vserver: vsl
File Path: /home
File Inode Number: 9590
Security Style: unix
Effective Style: unix
DOS Attributes: 10
DOS Attributes in Text: ----D---
Expanded Dos Attributes: -
Unix User Id: O
Unix Group Id: 1
Unix Mode Bits: 700
Unix Mode Bits in Text: rwx—-—----
ACLs: -

THEAIERERBENZZ2EEN /hone £ SVM VST BBEFRESH A !

clusterl::> vserver security file-directory show -vserver vsl -path /home
-expand-mask true

Vserver: vsl
File Path: /home
File Inode Number: 9590
Security Style: unix
Effective Style: unix
DOS Attributes: 10
DOS Attributes in Text: —----D---
Expanded Dos Attributes: 0x10
0 ... ... ..., = 0Offline
.0. .... .... = Sparse
0... .... = Normal
.0. .... = Archive
.1 .... = Directory
.0.. = System
.0. = Hidden
eee «ee. ...0 = Read Only
Unix User Id: O
Unix Group Id: 1
Unix Mode Bits: 700
Unix Mode Bits in Text: rwx—------
ACLs: -

FERAE R
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RERER AL E M gtree AT A S EAUNIXIE SRR A EEN B2 « SESITTHNFSVA ACL ~ 1L
RAEFNTFSHZERN IO IEEME R o
s BN E2RMEENR FERTAEEBUNIXENTFSERZ M « MAREESHAEESNTFS SACL ©

* AABEMEVolume rootZigtree I B MZ 2 IETLAUNIX ~ A UTERERLZ 2 E! Volumeigtree LR EFETEE
IR EZ SN - BEREHERREFIREN VolumeSigtree BISHEHH - FIAE R BET—ARIERNE
EIRNFSv4 SACL ~ UK (#ZE 4R FEVRENTFS SACL °

* MREMLHAANBREEMEANTFSANZEMNER « Bl th SR RSREFIUERIACERAERAE (
MREHHIEENIERN B RREREDEEFIUER) -

* FRTAANTFSAMZ 2 ERMEZENERRNZ 2B « UNIXERIR SRS & S EHERAIUNIX
TEEERE -

NTFSZ 2 RERMBRIRITRENERFEUERE « EEANTFSIEZRER  WindowsfEREMEHE
* ACLEIH R E#HH AANTFSEINFSVARZ E MRIIEZEFE K KR ©

HIERAUNIXZ2MRMERMERRMS ~ IRIAZER - RERBRIUTTER (BNFSV4ACL) -
* ACLEH RAvER EMEF AR LM (HEBEANRNTFSZ 24 it -

1. PRI AE R B RETMERM B REZRIRE

MRECBEETEA. .. BMATIEGZ...

LEER RS vserver security file-directory show
-vserver vserver name -path path
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MRICBEEREN...

SRR

gl

BATYEG2...

vserver security file-directory show

-vserver vserver name -—-path path
-—expand-mask true

T &S HIBEREEMNREKREAIEN /corp £ SVM VST F1 o BRIEEENTFSEREZE M - NTFSZ2MiifTa

2AIHHI R/ KBSACLIRE o

cluster::> vserver security file-directory show -vserver vsl -path /corp

Vserver:

File Path:

File Inode Number:
Security Style:
Effective Style:

DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attributes:
Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

vsl

/corp

357

ntfs

ntfs

10

————D-——-

0

0

777

TWXYWXTWX

NTFS Security Descriptor

Control:0x8014

Owner : DOMAIN\Administrator

Group:BUILTIN\Administrators

SACL - ACEs
ALL-DOMAIN\Administrator-0x100081-OI |CI|SA|FA
SUCCESSFUL-DOMAIN\userl1-0x100116-0OI|CI|SA

DACL - ACEs
ALLOW-BUILTIN\Administrators-0x1f01ff-0I|CI
ALLOW-BUILTIN\Users-0x1f01ff-OI|CI
ALLOW-CREATOR OWNER-0x1f0lff-OI|CI
ALLOW-NT AUTHORITY\SYSTEM-0x1f01ff-OI|CI

THIEBHIFEERISHIREZIRAIE /datavoll £ SVM VST FA o BBIEE S —RRIERFMERIZKSACL ~ UKf#7EF

[E#RFFEURESACL °
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cluster::> vserver security file-directory show -vserver vsl -path

/datavoll

Vserver:
File Path:

vsl
/datavoll

File Inode Number: 77

Security Style:
Effective Style:

DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attributes:
Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

ntfs

ntfs

10

————D-——-

0

0

777

TWXTWXTWX

NTFS Security Descriptor

Control:0xaald

Owner :BUILTIN\Administrators

Group:BUILTIN\Administrators

SACL - ACEs
AUDIT-EXAMPLE\marketing-0xf01ff-OI|CI|FA

DACL - ACEs
ALLOW-EXAMPLE\Domain Admins-0x1f01ff-OI|CI
ALLOW-EXAMPLE\marketing-0x1200a9-0I |CI

Storage-Level Access Guard security

SACL (Applies to Directories):
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1£f01ff-SA

DACL (Applies to Directories):
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-NT AUTHORITY\SYSTEM-0x1f0lff

SACL (Applies to Files):
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA

DACL (Applies to Files):
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-NT AUTHORITY\SYSTEM-0x1f0lff



ONTAP i5$ It EEE R SMB FlexVol W& _FAY NFSv4 &
¢Z%H§E’\J1=.U

& LAFlexVol {£FHONTAP CLITESHEE FiifR & B mNFSvAFEIZIRBIIBVERIE N ~ 8148
Z2EAMNBERNLEE - E%M%m MUK RS FEESBE (SACL) BYMERIE: o
e MERE R RERE L 2 4E R T AR 2 BE AR FE AL RRE o

RSB T (E

ENEIRAEEERIEE (SVM) MR - WREBTHEIZE MRS BB o Al UUEER X st
UEEREE TR o

* UNIXZ 2B EMqtreeEEFANFSv4 SACLIERBITREIZIRAY ©

c BARLRRHREPIREEIE « EAUNIXZRAEE B ERNFSVARRIZEE o

BERNLZ2AHEEMgtree AT E S ERAUNIXIEZRERMZFERN B « S1FEAI7TENFSv4 ACL ~ L
T fEFANTFSHEZR R DIEEM B &R o

S RARLZ MM ENR FETEEAUNIXEINTFSHBENZ RN - MERSEE S A ENFSv4 SACL ©
* ACLEIE R &t EANTFSEHINFSVAZ 2 RIS ZEM B LI REET ©

HIERAUNIXZ2RERMERRMS ~ IRIAZER - RERRIUTTER (BNFSv4ACL) -

* ACLEH R ER BB AR LM (HEBEANRNTFSZ 24 it -

* EZABNMEVolume rootEigtree AR Z 2R AUNIX « el B RARZ 28 VolumeBigtree L 32 E 417 /B
MNEEUREZ RN - BREHERREIREN Volumedigtree RS HH - RISE R [FFRFEET—REINFSV44E
ZMBESACL ~ UKEERRFERENTFS SACL ©

) EEEAQD%T" SVM &7 CIFS fafRas * B UNIX BFRE S gtree ERIRFETFERFIRELZ Y ALttt
FEESBEANTIEE ZHIFEE qiree NREFEREFIFRERZEMERMEN -path B2 -
1. PRI HER BRBTERNERZ2MRTE :

MRCBEBETEA. .. BMATYEG2...

LIRER RS vserver security file-directory show
-vserver vserver name -path path

EFANER vserver security file-directory show
-vserver vserver name -path path
-expand-mask true

L]
THEHETARREHNZE2MEN /1ab 7 SVM VS1 1 o LUNIXZ R EIERIKEBNFSv4 SACL ©
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cluster::> vserver security file-directory show -vserver vsl -path /lab

Vserver: vsl
File Path: /lab
File Inode Number: 288
Security Style: unix
Effective Style: unix
DOS Attributes: 11
DOS Attributes in Text: ----D--R
Expanded Dos Attributes: -
Unix User Id: O
Unix Group Id: O
Unix Mode Bits: 0
Unix Mode Bits in Text: ---—-————---
ACLs: NFSV4 Security Descriptor
Control:0x8014
SACL - ACEs
SUCCESSFUL-S-1-520-0-0xf01ff-SA
FAILED-S-1-520-0-0xf01ff-FA
DACL - ACEs
ALLOW-S-1-520-1-0xf01ff

T #RUN{AI28;~ ONTAP SMB XL 2B FRIBER

TeIMERBAF T () RETRERENIREERE FTRrAEEENERNERZEIENE
ZIRBAERE o

BRAFT () IMAEEEHRBRENRE—EFM - BUNUEZFA THBRTAEERMBHRNER - (IR
TRERTRS [ WREERHEREN  RILAEESIEE (M) RREMHTERE-

&)
TEZEERF NG ERRRE T ARAREEMBEERE /1/ SYM VS1
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cluster::> vserver security

Vserver:

File Path:

Security Style:
Effective Style:

DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attributes:
Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

Vserver:

File Path:

Security Style:
Effective Style:

DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attributes:
Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

T5an

LERTRETES ] BIERS

file-directory show -vserver vsl

vsl

/1/1

mixed

ntfs

10

____D___

0

0

777

IYWXIrwXrwx

NTFS Security Descriptor
Control:0x8514

Owner :BUILTIN\Administrators
Group:BUILTIN\Administrators
DACL - ACEs
ALLOW-Everyone-0x1f01ff-OI|CI
vsl

/1/1/abc

mixed

ntfs

10

____D___

0

0

777

FWXIrwXrwXx

NTFS Security Descriptor
Control:0x8404

Owner :BUILTIN\Administrators
Group:BUILTIN\Administrators
DACL - ACEs
ALLOW-Everyone-0x1f01ff-OI|CI

-path /1/%*

(Inherited)

(Inherited)

il /voll/a SVM VST BUBRSELIES|SR (") $#E(E o
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cluster::> vserver security file-directory show -vserver vsl -path

"/voll/a/*"

Vserver:

File Path:

Security Style:
Effective Style:

DOS Attributes:

DOS Attributes in Text:

Expanded Dos Attributes:

Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

vsl

"/voll/a/*"

mixed

unix

10

____D___

1002

65533

755

IWXr—Xr—x

NFSV4 Security Descriptor

Control:0x8014

SACL - ACEs
AUDIT-EVERYONE@-0x1f0lbf-FI|DI|SA|FA

DACL - ACEs
ALLOW-EVERYONE@-0x1£f00a9-FI|DI
ALLOW-OWNER@-0x1f01ff-FI|DI
ALLOW-GROUP@-0x1200a9-IG
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