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M52 2ZERIONTAP E¥4H “security login modify Bl » 55288 -

a2 Al
T AREEEEE A RERITIE T/ -

1. BARAREIESIRA EAEBFNSVM :
security login create -vserver SVM name -user-or-group-name usSer Or group name

-application application —-authmethod authentication method -role role -comment
comment

T LA R BAREEIEEIRE adminl FFATAKLERMN backup FIEE SVM B9 BengCluster £
HE o MAMRTE « RAFIRTTHAZN ©

clusterl::>security login create -vserver engCluster -user-or-group-name
adminl -application ssh -authmethod password -role backup

M52 2ZERONTAP "E¥4A “security login create’ &l » 526 o

EXFd ONTAP 1RE SSH A& a7z

&R LAER “security login create’ i< » BRMABTIESIRFEH SSH AHEREINEIES
Bl SVM o

) SN
* RS AR IREANRS IR 1R 7 SEFEXSVM o
i 2 Al stz 57 B2 50 PR & W 2 R 1 A B
TR LIERRARA FEZ A S 2 B HITIUET(F -
* MREREEEEMGEAIRPHFEIERIAE > BILER “security login modify s LTHEBMIEZAE

M52 2 EERIONTAP E5%4H “security login modify Bl » 5528 ©

MRERBEEE LRAFIPSIEL « I AEAXENERENRENMRERASSHAREZRIRS - MARE
ENEMEEE o EERAFIPSZA] « BEBMRERP  SRIRREESRERERY -

TRISHONTAP STRMPLE T S IRAI R R ARETEUNHITIENSSHER - EESBEBLNERNR
ESSHAFERE °
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9.11.1 KeEHhRA ECDSA-SHA2-nistp256 ECDSA-SHA2-nistp256
RSA-SHA2-512
RSA-SHA2-256
SSH-ed25519
SSH-DSS
SSH-RSA

9.10.1 KR ERhRES ECDSA-SHA2-nistp256 ECDSA-SHA2-nistp256
SSH-ed25519. SSH-ed25519
SSH-DSS
SSH-RSA

(D # ONTAP 9.11.1 Bff « BH38f ssh-ed25519 TS IBMETANZIE -
MEEL AN - B EAFPSEEABRE -

ez Al
T ARREEES A SEHITIETE -

1. RF AR AR EIESIRA FEASSHAREIREFESVM !
security login create -vserver SVM name -user-or-group-name uUuser Or Jgroup name

-application application -authmethod authentication method -role role -comment
comment

T LA B SVM BIEEIRE svmadminl FEATELEERM vsadmin-volume 7 SVM BV
faengDatal fEM SSH A% !

clusterl::>security login create -vserver engDatal -user-or-group-name
svmadminl -application ssh -—authmethod publickey -role vsadmin-volume

M"t5S SEERIONTAP " E:¥40 “security login create &Eifl » 5520 ©
TeRE
MREE R ARSRARRBIESIRE BN - AIABLEBIAREE « IREZAEFHSVM ©
1N B 2 R B R B R 5 S S A B
EASEERE (MFA) 1RF
BXfZ ONTAP LA KEE

ZREFE (MFA) AEEERERAERUMERR L AREABTENERNHE VM
LUBsRL 2t

fRICAY ONTAP hRASTIZE ~ RIS S 2R SSH AR « ERETHBMEFE —RIEZN (TOTP) #1T%
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BJfE ... FIATER o B—TEEE LA

ONTAP 9.14.1. SSHARK &
ERERE
SSHARMEH
ERERE

ONTAP 9.13.1.12.9.11.9.11. SSHABI £
ERET

ONTAP 9.3 SSHARSE

BREERES A

TOTP

TOTP

Cisco DuoTM
Cisco DuoTM
TOTP

TOTP
EREZN

YRERE MFA ~ EEEESVASTRAREEREIRRE « AIZIRF L ARSEERERTE °

No - i Does this Yes
- account need
Cisco Duo
2FA?
No Does this ™~ _ Yes Configure Cisco Duo using
account need — security legin duc create
TOTP MFA? command
Configure account with
password and SSH v
public key authentication
No "Does this at:t:nunt i Does this accourrt _ Yes
) need SSH public key need SSH public key
. as primary as primary -
authentlcatlon'? P T~ auihentlcatmn‘?
Configure account with Configure account with Configure account Configure account with
password and SSH public key and with password SSH public key
TOTP authentication TOTP authentication authentication authentication
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* B AREEEES T SENITIT(E -
* MREFEEEBKAGEARPWNEEIEGIAE » AILUER “security login modify e S HEEITIEZAR o

M"ES 2EZERIONTAP " E:¥40 “security login modify Bl » 5528 °
"EIE AR BIEEN AR
* MRCEAARERETRE « AN ETRARESREIRSEILAE « IREAHE7FEX SVM ©
"I B iR B R R P 1L A B
ERILERUARA FERZ AT 2 BT T o

* #¢SE2E9.12.1BFYAONTAP ~ fEEJLUERAFIDO2 (Fast Identity Online) SHEAS9EE (PIV) ER:BIZ4E
¥ YobikeyhERE 5ks8 48 B A SSHA R IHMFA ©

fEF3 SSH AR B A EZIEREAE MFA
i€ ONTAP 9.3 fi¥s « REEESFIMURESHKERERS - £/ SSH ARTBMEREZIBEEA MFA
1. {5F SSH ARERMEAE RN « TAXMEERERS LA MFA !

security login create -vserver <svm name> -user-or-group-name
<user name> -application ssh -authentication-method <password|publickey>
-role admin -second-authentication-method <password|publickey>

THEGLHEE SVM RREIEEIRE adnin2 FHETERLEEMN adnin BA SVM B9 BengDatal A
SSH AWM EREZ :

cluster-1::> security login create -vserver engDatal -user-or-group-name
admin?2 -application ssh -authentication-method publickey -role admin
-second-authentication-method password

Please enter a password for user 'admin2':

Please enter it again:

Warning: To use public-key authentication, you must create a public key
for user "admin2".

MIES 2 ZERIONTAP E¥4A “security login create Bl » 5269 o

£/ TOTP B MFA

it ONTAP 9.13.1 FtA ~ ISR UZR A A E FRFER SSH AR &R ERETBME A —RMEEE (
TOTP) BEABENER SVM ~ LUzt o BiA MFA B TOTP WiIRF# ~ AMEFEREXNEE A "SEal4ERE

=

aX e ©

TOTP B—EBMESE - HABRRBREE—RMEENE - IRFEA TOTP ~ EXIER SSH AREMEER
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{EF{FEREZIEM TOTP EXE MFA
1. EREREZEN TOTP BMBEZREEENFERAEIRS ©

° BRRHERERS

security login create -vserver <svm name> -user-or-group-name
<user or group name> -application ssh -authentication-method
password -second-authentication-method totp -role <role> -comment

<comment>

© ERARRAERERR -

security login modify -vserver <svm name> -user-or-group-name
<user or group name> -application ssh -authentication-method
password -second-authentication-method totp -role <role> -comment

<comment>

2. K% MFA BEE(AH TOTP

security login show

f£F3 SSH AR 1 TOTP BUAH MFA
1. {0 SSH AR&&f TOTP B AZ A EZEFNEREIRE o

° BRRHERERS

security login create -vserver <svm name> -user-or-group-name
<user or group name> -application ssh -authentication-method
publickey -second-authentication-method totp -role <role>

—comment <comment>

© ERARRAERERR

security login modify -vserver <svm name> -user-or-group-name
<user or group name> -application ssh -authentication-method
publickey -second-authentication-method totp -role <role> -comment

<comment>

W
o0

+
M5 2EERIONTAP %4 “security login modify Bl » 55

21


https://docs.netapp.com/us-en/ontap-cli/security-login-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-login-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-login-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-login-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-login-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-login-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-login-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-login-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-login-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-login-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-login-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-login-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-login-modify.html

2. % MFA BEEUA TOTP

security login show

WMES 2 EERONTAP E:¥4l “security login show &l » FE2E] ©

FERL TR
* MREEAF AR REARRERSIRAZIRE - AIBATEILFER - IRFASEFESYM o

"B AR B FERAE IR B R
* N FRENBEATZEFER TOTP 58/ MFA 4B5E o
" TOTP 82 E MFA Bt EEERA"

1ERAE N
* "HIEZAZREGEONTAP IhAE (TR-4647) "
"L 2EEEIONTAP"

fEF8 TOTP R MFA BYZs14 ONTAP R EIRE

£ ONTAP 9.13.1 Fi%4 > (ERERFTMUERARBRERE—XEZIE (TOTP) REEZHEE
E&zE (MFA) o

Az Al
* REEESXA A TOTP A MFA" fEAEREIRENE ZEREHE
* BN EERERPRES ZRACAETEN AR SSH £ -

* B AR TOTP ERAREAREARE SR FRIERMER « W2 TOTP WERE o

7 4& Microsoft Authenticator + Google Authenticator - Authy R EfAEfth TOTP HHAE:EES ©

il‘%
1. A BABEEE R EEATRIEREIRE ©

CERINERE S AEAEEAEEEN SSH 2REIR -

2. EEHIIES ER T TOTP 4RAE :

security login totp create -vserver "<svm name>" -username
"<account username >"

3. ERCRIIRE E A TOTP 4R ©
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clusterl::>security login create -vserver engCluster -user-or-group-name
guest?2 -application ssh -authmethod nsswitch -role backup
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security login modify -user-or-group-name rem usrl -application ssh

—authentication-method nsswitch -role admin -is-ns-switch-group no -second
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clusterl::>security login modify -vserver engCluster -user-or-group-name
DOMAIN1\guestl -application ssh -authmethod domain -role readonly
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clusterl::>security login modify -vserver engData -user-or-group-name
DOMAINI\adgroup -application ssh -authmethod domain -role vol role
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clusterl::>security login role create -role vol role -cmddirname
"volume" -access all

clusterl::>security login role create -role vol role -cmddirname "volume
snapshot" -access readonly
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clusterl::>security login role create -role SVM storage -cmddirname
"storage" -access readonly

clusterl::>security login role create -role SVM storage -cmddirname
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"storage aggregate plex offline" -access all
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) Bp L TEENREBRAS AR AR o

* REFEERFEARY cluster add-node * cluster remove-node ° # “cluster modify AR ZEEIETT I
EHCE - FEEFTME » tn T EEUERASwiEEE o

* SAETERRT AR “volume snapshot restore’ BNRZEREENHR BREE - BRURETHE > v FIVER
AR AREH o

* FFEREFSAR “security audit log show TE &R T A BN RREZBFBEMED
MBEEFEFMANER IT AHFIR > BR2ERE R JT B o
HEEHEEUAONTAPERERTE JIT FEHER » TEREZREHEANNAITE SVM ECETER JIT B ©

RAREETIIE

* JIT REPRIRFHEBE AN B SSH ZEXONTAPHEEE © IR A ERRETEFHAE BRI SSH E:5FH > B
FERERUIRBEEETEEHEMN 3 SSH FEEFIRFER o

* JIT #FRIBFHES IR LR EDS ~ nsswitch HEEEREEARNERAE o JT BRIBAFNEZES DEE
(MFA) ©

ez Al
* IS ZERONTAPREEIES "admin #ERFRRNIT FHIEF o

BEREIE JIT 2E

R LUMECRONTAPEE R EH AT E SVM RITER JIT RIE - BERTEARE 1 EEE JIT FINERENTERSE
BRUANMERAR JT B3 -
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RIRER T

* F85% “default-session-validity-period B2 —/\&f o IEEEEREFERABTE JIT E:EH AT UFEUR FHERR B9 R
» ZHREESIIRFER o

* FAs% “max-jit-validity-period B4 90 X ° ILERERE T EAEEA BRI HEAZ BRI ZEL JIT IRA R
HNRREAPR o MAIURE—FRAERTE JIT B3 » EFRGEBERR JIT B

1. BEBA JITRE !

security jit-privilege show -vserver <svm name>

“-vserver 2R o MNREKISTE SVM > Bl SEEETREIT JIT RE
2. 2 SVM B JIT BE -

security jit-privilege modify -vserver <svm name> -default-session
-validity-period <period> -max-jit-validity-period <period>

MRIEKIEE SVM > RISESHRUEIREIF JIT 5RE o U TG SVM IITESR JIT EEERRRES 45 0iE »
BRARJIT RERES 30 K svml © +

security jit-privilege modify -vserver svml -default-session-validity-period
45m -max-jit-validity-period 30d

TEUEEE I > ERENRGSES—RIFEN 45 8B JIT 127 » W E AU EECERRBHEEZ B R% 30 XAEH
JIT TVERSEE o

BEREEE JIT HIREFA IR
{ERIAAONTAPERIE ISR JIT HFRIRFH TZEURIR -
1. R ERE AT JIT FFEURIR |

security jit-privilege user show -username <username>

“-username B AJ M o MNREKISEFHESR » 2 THRERFIEFERERN T FEUER
2. AFEREIERITH T ZEUER -

security jit-privilege create -username <username> -vserver <svm name>
-role <rbac role> -session-validity-period <period> -jit-validity-period
<period> -start-time <date>
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° YNR “-vserver RIETE & AITERERE R DA JIT 7FEL ©
° ~role BFEHABEBWEAZIN rRBAC BB -WMRBKRIEE > “-role TERKSA “admin ©

° “-session-validity-period B fEFAEERERSIH JIT FEZ AT UFEIRABEHEBRE  tNRX
}5%E » BIZ1E 5L SVM “default-session-validity-period #{#F ©

° —jit-validity-period BEAETERENMGBBIAZERIIMUERE s17 §ENRRFERRE - IR
KRISTE ° B “session-validity-period #fER o IL2HAFEBBARIHTH svM ‘max-jit-
validity-period ©°

° “-start-time' B EAE RTUARRED JIT G550 B EARIEE o YIRKISE > BIFER B A B HAFISRR]
TENGIFRAEF ontap user 55 admin ABETT 1 NREATEMGHN o1T 8
‘ontap user (GEEFIE 2025 £ 7 A 1 BT 1 EHMBEEEAR 60 XKW JIT GEE L+
‘security jit-privilege user create -username ontap user -role admin

-session-validity-period 1h -jit-validity-period 60d -start-time "7/1/25
13:00:00"

3. MNRFJE > FEHERER JIT FEUER :

security jit-privilege user delete -username <username> -vserver
<svm_name>

a2 RS ERER JIT ZEHERR » BMEEEEBERRERIBHEA o IR “-vserver MNRKIETE » B JIT 7FEL
R ERERARAEE - MRFEREBIEH JIT FEH » BIZDEEREWARLE o
HEENJIT B

TRES JT EREANE RAY - BNEERS - MERECE—E RBAC ATKRIEHEER o< FIFEE
IR - BB L EEGZIONTAPE 225 » HRESAMZm S RESHENEZEHN -

Ed==E=0] kg 4MERD
FEREMAEREIE * security login create TE A\ T S Rt Bt P T e b S 2 /)

®* security login delete

HEEE * security certificate BT HEESLRYEMIIEAEEE
create R o

°* security certificate

install

SSH/CLI TZEuZH| * security login create  HFiRT SSH FEVERLIEITHIE
—application ssh BEPREN (R SR IR o

eREEE * system license add BT 1ERER B (= AR IE aY

MBRETRIRAIRERR o

°* system license delete

39



fERZEA me ARED

RBFHRFER * system node image RAFAERED » ABEGE o
update

* system node upgrade-

revert
PRLDRTE * security login role AFHERERANZEABETER
create H#EEQ °
®* security login role
modify
=EEIE * cluster add-node A ERERERHENLE °

* cluster remove-node

°* cluster modify

SVM &1 * vserver create FIEZF SVM EIEE#ELIETH
TS o

* vserver delete

* vserver modify

MR EE * volume create BT &AL E ~ SRR A/ NSRS
RIRERR o

* volume delete

* volume modify

TREBEIR * volume snapshot create RARBRIFRHEEFRPEEEREN
FERR ©

®* volume snapshot delete

®* volume snapshot restore

RS AERE * network interface B RS NETHEREERN
create HER o

* network port vlan
Ccreate

IR EEE * storage disk assign IRFHEIS S IpR e S B R AR

BE7T °
* storage aggregate

create

°* storage aggregate add-
disks
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fERZEA
BFRE

MAEAIE

EstBshanfa

FHNEREE

BIRMREN IR

HEHEE

TERAE R
* "EMEAT
R
* "QoSHRA&AR"
R
+ "SnapMirror"
* T
* "Volume"

» "Vserver"

BERAGEESIRF

O

o

BRI EIE ONTAP 2R SIEERE

REARPEFEIAINNE -~ ErRIEER

&

A
2

° snapmirror create
* snapmirror modify

° snapmirror restore

®* gos policy-group create

®* gos policy-group modify

®* security audit log show

* event notification

create

* event notification

modify

* volume show

* security audit log show

®* security login show

®* security login role

show

i AR T iR IR 5 2 1L RRE

ARED

B RHR A B & 5% 18 SnapMirror
RA1% o

R AEEHFPREHEE o

AERt R E IR TR RAEZE
abes o o PR ERR o

A REIAHEMHERZ SNMP
BaBHRAYRERR o

Y&t B MEEFEVERUE
EHRERNHES -

BEHEA ERABEM RS RER

%@moﬁmiﬁ%mﬁ% i
ZHECAZEEM
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EARES MRS ~ BEREAD ~ LDAPEINISTZEY  ERILITERIAIRF FINZ AIEL Z BT
PREELETIE-

R AREIRE ONTAP AT EIESMRF 217 Rk

L EETSSHARTRERE « ALK A ARESREAREIRESIRP BN ~ IREASE
7ZEXSVM o B LUfEA “security login publickey create si @i £ig AR EIE SRS B
R o

FAREETLE
MREFRRERAZBNSSHARZIRIZEBESSHERRIRS « MG AERLRERERERR -

ez Al
* ML ABEESSHESR °
* BARERENSVMEIES ~ A REHITIEI(E -

1. BAMEREAREIESIRS IR

security login publickey create -vserver SVM name -username user name -index
index -publickey certificate -comment comment

"% 2E ERIONTAP E ¥4 “security login publickey create B3| » 52 o
2. R ARSRUERREE

security login publickey show -vserver SVM name -username user name -index
index

M55 2 EERIONTAP"E:¥40 “security login publickey show B > 526 o

Ll

T ERARERE SVM EIEERP ZIZRAE svmadminl A SVM engbDatal © AREWEIEIKE
S4RSRS °

clusterl::> security login publickey create -vserver engDatal -username
svmadminl -index 5 -publickey
"<key text>"

‘EIE ONTAP R EIEER SSH ARZ M X.509 /&5

ATIREFEARREIESIRFAI SSH EEEL 2% » EAILAER “security login publickey’
—4Hm T REIE SSH AT AHEEE X.509 REHIRABME
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R AFEIEN X.509 /&R RARREIESIRF B IR

€ ONTAP 9.13.1 F4a ~ &R LA X.509 /&8 AT AR EIE SR AERAI M AR IR LRI - ErI:RIEE
BEAZIRAR SSH B « B2t T/RE B RENRE -
FAREETL(F

NRIEFEB SSH EIFRFER SSH AREH X.509 HREREREIRS « ONTAP B7EfER SSH AREIREI TS
foﬁ s IR E X.509 RERB MM o MRZREBHASHEEY « SSH BEARERIERE « MEEBSHERLHE

ez Al
* BB ERENSVMEIES  AREHITIET(E -
* N ABEESSHER °
* MRERFEEE X509 BEEGBH - KAIERABRBEENEE °
* MREREWE X509 REBEETIBHARA :
© BAABIURFEREEM (CA) WEIRSE -

o IMNEERMSRLZE REELE (PEMIR CARKREE) security certificate install o f1'{6%
ZZERIONTAP"E:¥#40 “security certificate instal B > 52 -

° REEERIA SSH By OCSP © 552R "FHOCSPEEHIURE BT A " UBVSHERIET -
1. B AREIRM X 509 REHAREIESRF IR

security login publickey create -vserver SVM name -username user name -index
index -publickey certificate -x509-certificate install

0454 S FHIONTAP FRE#4R security login publickey create’ E#R » S5 -
2. BRARSRUGREEE

security login publickey show -vserver SVM name -username user name -index
index

WMES 2 EERONTAP " E:%40 “security login publickey show & > 5267 o

gl

THa L i AREIBH X.509 KEHE SVM RIFEEERPEIRIHE svmadmin2 BRI SVM engData2 °
AHRERERIERRSIRIE6 o

clusterl::> security login publickey create -vserver engData2 -username
svmadmin? -index 6 -publickey

"<key text>" -x509-certificate install

Please enter Certificate: Press <Enter> when done

<certificate text>
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RAREEEIRFR SSH AREHPBIRRE R
WRILUENR A BY SSH 2R IRERRV/RERE - RRMRE AR o

FIsEZ Al
T AREENSVMEES « A REHUTILI(E -

1. ﬁé%nfﬁﬁﬂﬁﬂﬁﬁﬁgﬁ X.509 /&=ERAN: « WIREBIRAR) SSH AFHAEHR :

security login publickey modify -vserver SVM name -username user name -index
index -x509-certificate delete

M55 2 EERIONTAP"E#40 “security login publickey modify &l > :52R o
2. IR AR ELEREEE

security login publickey show -vserver SVM name -username user name -index

index

il
THa<LER SVM RAEIEEIRF IR X.509 &:EEAH svmadmin2 #AR SVM engbata2 R5I4RIE6 ©

clusterl::> security login publickey modify -vserver engDataZ? -username
svmadmin?2 -index 6 -x509-certificate delete

RAMEEBIRF B AR SR RERIH
TRILEIR PR E R AR EHAE

ﬂlll‘

kﬂl‘i

#ERE

=
o

BHsGZ Al
RN ERRENSVMEIRS « AsEHITLHETE -

TR
1. AR EEBIRFBIRAREIRM X 509 KGRI

security login publickey delete -vserver SVM name -username user name -index
index

M55 2 EERIONTAP "E#40 “security login publickey delete &3l » F52E] o
2. R ARMSIRLEREEE

security login publickey show -vserver SVM name -username user name -index
index

Rl
THGLEN SVM RAEIEEIRFRIRAREIBA X.509 &% svmadmin3 WA SVM engData3 &5 |4R5E
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7 ©

clusterl::> security login publickey delete -vserver engData3 -username
svmadmin3 -index 7

e

RREANE
75 ONTAP SSH B ARTE Cisco £1Zi(x 2FA

%€ ONTAP 9.14.1 A ~ &AL ONTAP SREATEE A SSH HARI{#E A Cisco &ZI0ETT
BEERE (2FA) o BAIUEERERKRTEEZD - METERZTEREFRBFERBRE °
& « el UTEHTE VM B (ZA1TEA vserver ) SBREE0 s EERBBER T ER
WA ZEE VM NERE - IREBANRKREEZD - ©BIEARRINIEEE S X ~ LU#
TEREERENIRESE °

MNREA SSH ZFABAEZNES « (FHAE TXER SSH ZAR « SEEAMEE - IEHRLEN « F2H
Cisco Duo "z 25" o
Ee] LAfERS ONTAP s 2T EZKETT Cisco R0 T3 TE .

* %% Cisco Duo

* 8 Cisco Duo #BfE

* #B& Cisco Duo #H%E

* &% Cisco Duo #H8E

© kR gl " B

* IR OEHA]

* [BRIBERAENEZOEEE]

%7 Cisco Duo

EAI A fEA S ABEEERFEHHTFE VM (£ ONTAP CLI H#8% Vserver ) 3217 Cisco &1z 0ZHRE
security login duo create ° BIEEEMEF - Cisco Duo EEYFILEED#E VM BY SSH ZE A © U1"i5
S 2EEEIONTAP"E#4H “security login duo create &Eifl » 528 -
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1. & A Cisco Duo BEIEMmE#K ©

2. FifE * FEARE > UNIX FERR2 * o

3. MM SRR - WERRN API EHRHE o

4. {5 SSH B AHI ONTAP tRFE ©

5. ERFAILL(#TE VM B9 Cisco Duo B8:8 ~ LURIEHRHIE MBS FESRHE ¢
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security login duo create \
-vserver <STORAGE VM NAME> \
-integration-key <INTEGRATION KEY> \
-secret-key <SECRET KEY> \

-apihost <API HOSTNAME>

% Cisco Duo #BAE

fRB] LU Cisco Duo BEsBERAEMN AR (M ~ 1IREZ/ DEREEIRT ~ SEMAME HTTP Proxy ) ° NREE
EEE#F VM B Cisco #1ZI04B8E (£ ONTAP CLI %84 vserver ) > fEEILAfER “security login duo
modify' 87 < o W5 < 2 E ERIONTAP &5 “security login duo modify Bl » 552 ©

T

1. & A Cisco Duo BIEER °

2. gifE * FERTER > UNIX FEFERER * o

3. MEREMESEIE « MESIHMN AP 2 o

4. {8 SSH BEALLHY ONTAP IRE ©

5. BB IL{#7E VM B9 Cisco Duo 4855 « LUSIRIEP MBI E A A IESRPAE ¢

security login duo modify \
-vserver <STORAGE VM NAME> \
-integration-key <INTEGRATION KEY> \
-secret-key <SECRET KEY> \
-apihost <API HOSTNAME> \
-pushinfo true|false \
~http-proxy <HTTP PROXY URL> \
-autopush true|false \
-max-prompts 1[2]3 \
-is-enabled true|false \
-fail-mode safe|secure

7% Cisco Duo #HAE

&EI LAFEBR Cisco Duo #HRS ~ ERMAHEE SSH FEABEEEARFER DuoTM #E1TEEE - BERREE VM 1Y
Cisco #1Z0VAHRE (T ONTAP CLI 8% vserver ) » &AL “security login duo delete’ 3% o #1"{5< 2
ZERIONTAP"E#4R “security login duo delete &3l » 352 o

1. {8 SSH & A &M ONTAP 1RE o

2. #ERUILEETF VM B9 Cisco Duo 48R ~ UEHIR#TF VM BFBEXL <STORAGE VM _NAME> !
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security login duo delete -vserver <STORAGE VM NAME>

ZEE kA MIBRIEEETE VM B9 Cisco Duo #BEE ©

# & Cisco Duo #HAE

S AEA S IEIREETE VM (£ ONTAP CLI H#8% vserver ) HIIRA Cisco #1ZI04ERE security login
duo show ° WI"IEL 2 EERIONTAP"E5$4H "security login duo show Bl » E2E °

1. £/ SSH & AEHI ONTAP t1RE o

2. EEIE#TF VM B9 Cisco Duo 4B o S ATLUEIZER vserver ANIEERE VM W28 - FHFRE#E VM
LIBEL% <STORAGE VM NAME> !

security login duo show -vserver <STORAGE VM NAME>

TREZEEIHELUTIREE

Vserver: testcluster
Enabled: true

Status: ok

INTEGRATION-KEY: DI89811J9JWMJCCO7IOH
SKEY SHA Fingerprint:
b79ffadblc50blc747fbacdb34g671d4814
API Host: api-host.duosecurity.com
Autopush: true

Push info: true

Failmode: safe

Http-proxy: 192.168.0.1:3128

Prompts: 1

Comments: -

FERVA -2 Y |

1&A] L3S Cisco DuoTM 1E7E45E Active Directory ~ LDAP St (EREEHAEFIMAERE ~ LUETT DuoTM
EREiER - MREERIEZOEHE - AMA IR THEEATNEREETER RS « MOUFRGTRIEX
IVE#4H security login duo group create ° ZIEFAAR « (AT LUEE MM ZBHAP IS EFEREHRR
EERLRERERZIN - M52 ZERONTAP E5$4H security login duo group create Bifl » 552 ©
TR

1. £ SSH HE ALK ONTAP RS ©

2. 3217 DuoTM 48 ~ LURIRFRIERIA S ERFRIE - MREEHBE -vserver B¥ ~ BHEGERERERE
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security login duo group create -vserver <STORAGE VM NAME> -group-name
<GROUP_NAME> -excluded-users <USER1, USER2>

S0 EHAM BB BT A Active Directory ~ LDAP S{ZAsiE#4H o IGEAERISIEENFERE -
excluded-users i A EANAEIZ D ERBIZR ©

R ZOBHE

SR ER < 2RERIRA R Cisco €1z EHEER securlty login duo group showe fI{ES2EE
EIONTAP"SE3¥4H “security login duo group show &3l » F52R -

HER
1. {#F SSH EAZAY ONTAP 1RE °
2. B8~ DUO B¥HIER -~ LURIEHME IR S IESETHE o MREEE —vserver B3 « BHEZREREEE
B4k :

security login duo group show -vserver <STORAGE VM NAME> -group-name
<GROUP NAME> -excluded-users <USER1l, USER2>

L1200 EHAM BB BN A Active Directory ~ LDAP S{ZstE¥4H o ISERAERIFIEENFERE -
excluded-users I ARG EET ©

Tbf " Sfal " B4

SR AE R dr 7*§F$EE$?IL,\E¥£HIE§ security login duo group delete o YIRIEFEIREFAE « ZEHAEPHY
FREEBABESEEZOESEREFET c NIES2ZERONTAP "E$4A “security login duo group delete &zl

’ Eﬁ/%o

$ER
1. fEF SSH Z AR ONTAP 1RE o

2. 0% DuoTM B#4RIEH ~ LURIRHHE RIS IESRFRIE - IREEHEE -vserver 2¥ « BHESEREE
RABER -

security login duo group delete -vserver <STORAGE VM NAME> -group-name
<GROUP_NAME>

320 EHAM B IBAERT S Active Directory ~ LDAP Siasi#E¥4H o

BRI E AR Z O BRE
CRI PR A LR E IS E R EHFTEE %0 SSH BsgiZF 25 o

ANy
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HERFTA S ERE
TR AP EAEERA Cisco 10 SSH §&3F ©

1. f£f SSH ZEALHY ONTAP 1R ©
2. {SF SSH fEAER Cisco Duo E##% ~ LA vserver ZFBEXL <STORAGE VM NAME> :

security login duo modify -vserver <STORAGE VM NAME> -is-enabled false

RS OBHEERE
AT ATE 8 120 SSH BRsE 2 REHRB N 82 OB NS E-ERE -

1. {#F SSH EA LA ONTAP IRE o
2. HHEEAEPRIS EEAEER Cisco Duo §8:E o UEHALBMERE SENMAR S IEEHME -

security login duo group modify -group-name <GROUP NAME> -excluded-users
<USER1, USER2>

L2 0BFHEN BB AR S Active Directory ~ LDAP S At EH4H o [MEASBEEERFERZE -excluded-
users I AN G BB ELIZOEERERFT ©

WMES2EERONTAP E:%40 “security login duo group modify Bl > 55288 o

HERA R MERE

&R LAEA Cisco €0 BIEEMK « HERRIFEM AL EREFERAEZOERT - WEMERAIET « 552 "Cisco
Duo 4" o

£ ONTAP RESL I 2% CA HEMNFIRERE

FIEXEER A L - REMEZRLECAZEZENELRE - UBARKREZEEXSVMESTEASSL
RIARES o A UFEASRELFEEEER (CSR) » il security certificate
install “f#f “security certificate generate-csr iR RZERBIEEE
U EIBVEEE o AABEE “security certificate generate-csr M ‘security
certificate install "fESZ2ZEZERONTAP" o

EEEEEEEK

LA security certificate generate-csr BEE/REHEEER (CSR) Mm% o HREBIENERX
2%~ REBIEHEEEN (CA) ZEEEENHMRERLK -

FIsEZ Al
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T AR RENSVMEIES « A ReITIET(F

1. B4%CSR :

security certificate generate-csr -common-name FQDN or common name -size
5121102411536]12048 -country country -state state -locality locality
-organization organization -unit unit -email-addr email of contact -hash
—-function SHA1l|SHA256|MD5

THm<LHREIL CSR » EROSHMBEREELER 2048 (iicfAE£i8 sHa256 » HEF T —REBANAT
BP9 serverl.companyname.com VB 1T R “Software ' UREBNMNBRELR - SVM &
IBANBIEENEFEHMILSE webRexample . com © RAAETEHIH PEERCSRMFAZ TS o
#£31L CSR HYEEH|
clusterl::>security certificate generate-csr -common-name
serverl.companyname.com -size 2048 -country US -state California

-locality Sunnyvale -organization IT -unit Software -email-addr
web@example.com -hash-function SHA256

Certificate Signing Request

NOTE: Keep a copy of your certificate request and private key for

future reference.

2. RCSREAHBIERFRER « ABUBFHH (FINEFHMY) SEHEXEEENBIRECAETEE -

;; TRIBEHNERZ % « CASREZEZENBEEFEGE - CRZFEE—MALBZBRNCAZZNHI/EE

HCAZEN IR &R

\

&R]LUEF “security certificate install 859 7 SVM %% CA HEEMEIRSTEE - RA TR TEHEHAGRIZHE
B (CA) RERHEMPUEERE « USRS RFHVES Mﬁ ONTAPYN"{5< 2E EXONTAP E&4H
“security certificate install &3l » 5528 ©
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FIsEZ Al
T ARRENSVMEIES « AREBITILT(E

ﬁ%%
it CA E2EMARes /&R

security certificate install -vserver SVM name -type certificate type

AGRIBTOHACARBRTIR S B BB MR AIRS BRI EEEE - ONTAPHS
()  #BTAmRSEBICAEERA « ERS THECANIRER - EMEANRE BN TS
RSB o

LUTFa<a7E SVM E&E CA R EARS REM P 4E/REE engbata2 ©
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LZHE CA ZENFIRS&RE T REIVEHA

clusterl::>security certificate install -vserver engData?2 -type
server
Please enter Certificate: Press <Enter> when done

Please enter Private Key: Press <Enter> when done

Do you want to continue entering root and/or intermediate
certificates {yln}: vy

Please enter Intermediate Certificate: Press <Enter> when done

Do you want to continue entering root and/or intermediate
certificates {yln}: vy

Please enter Intermediate Certificate: Press <Enter> when done

Do you want to continue entering root and/or intermediate

certificates {y|n}: n

You should keep a copy of the private key and the CA-signed digital
certificate for future reference.

HERAE N
* "EXZRM/ESE-CSR"
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Netlogon ARTS - BEEAR G L - EERERERT ~ 5
EEMREAAEIETIZS « tiAEZ B ONTAP U8 K&
ﬁ%gé °

DEFIHMC-MD5 (RRE&TNEIBHT) FrEONTAP BYRRZS

MREAEETT Netlogon L& BB R HAMIEA AES TIEMEEE£18 « BIFEE%E SVM L 2EERA AES o

* 7%t ONTAP 9.14.1 B4 ~ TE#81L SVM B ~ TBRZ BB AES ~ AR EEEN SVM WEERE ~ BlAIf&E
Netlogon 2223855 2 7 HARE A AES TIEMRERE1E o

* £ ONTAP 9.10.1 = 9.13.1 Hf ~ 17 SVM ¥ ~ TR E1FH AES ° IGREEA T < RAAE AES !

cifs security modify -vserver vsl -aes-enabled-for-netlogon-channel true

@ EICFHERZE ONTAP 9.14.1 T EFTHRAEF « LLEERR ONTAP Z2i78VIRE SVM BY AES R ERAE
BEEE o SMEEEMUILRTEHNE « AFEEELE SVM ERUA AES o

RE A

K

MREEAER SVM R7E SMB {aikss « BIRJLUEA security login domain-tunnel create apSH&
SVM uxiEjE_’;E'FEJ B\ tunnel ~ LUE AD 7ZEUEEE ©

7£ ONTAP 9.16.1 ZHi > (S BFE RS BEREIERSR AD WEEEIEEIRE °

ez Al
* SRR BERISVMER ESMBIEIARES
* CUARFADBIEAE RS ~ A REFEEERNEESVM ©
* B AREEEEES T ENITIET(E -

EONTAP (S209.10.1) FH¥A ~ MNREESVMREE (481E3@EE) FIEADFEY ~ RIUNRSIEADAEIE H =
TNTLM ~ SEATLAfEFKerberosiE1T R A EIRERE o TEERRF » FZiEKerberostEECSVMBEEREIREREE o b
B AT A~ RERIE ©

()  —m@skEsKeberoskiil - —B5KM - MEERMINTLMES «

1. KB FASMBIYERISVMER TE 2 BR87858 ~ WEADASIIEHISR 7 ENEEE :

security login domain-tunnel create -vserver <svm name>

WMNES 2 EERONTAP " E:#40 “security login domain-tunnel create &l > ;5269 o
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() svMeEsT - BRELEEERE -

Ty S EEEAE SMB BNER SVM %7€ "engData’ 2553878 o

clusterl::>security login domain-tunnel create -vserver engData

E4aE E I SVMERIRF

MREREAREEE SVM BY SMB {alfR2s » BIATLU#ER vserver active-directory create B5% A4
% EBY SVM I EGIRE ©

RIRER T

BIAZT vserver active-directory create SRR « RATIRTCIRME AD FRAERSAIEREE - Mgt
EHBIHERR ~ UER EISFTE EA P IEERVAEME (L - IRPEZIEARAIZEY o

7€ ONTAP 9.16.1 fi4a > IERILUERILIEFREERE AD NEEEESRS -

FIsEZ Al
THARRENSVMEIES « AReITIEIT(E

1. fEAD#EIE 32T SVMAYERSIRS -

vserver active-directory create -vserver <SVM name> -account-name
<NetBIOS account name> -domain <domain> -ou <organizational unit>

#£ ONTAP 9.16.1 B4 » It ‘-vserver‘?ﬂ%z‘g?% REHE SVM © N5 <2EERONTAP B4l "vserver
active-directory create  B&fl » FA2R ©

UTFen<iE SVM 8913 £ example. com\EUL BB “engData 5HEEIRS *ADSERVERL © BA
LR N RRGIRTCEMAADERAEIRS IS ©

clusterl::>vserver active-directory create -vserver engData -account
-name ADSERVER] -domain example.com

In order to create an Active Directory machine account, you must supply
the name and password of a Windows account with sufficient privileges to
add computers to the "CN=Computers" container within the "example.com"
domain.

Enter the user name: Administrator

Enter the password:
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R ELDAP{AIBRESTFZER

B ELDAPfRIBRZSFZEXSVM ~ LDAPIRE A SEFEXSVM © {EAILAfER vserver services name-
service ldap client create 7£ SVM E#37 LDAP AR IR4AEME S o AR ERAILAER vserver
services name-service ldap create FAFH LDAP FFIm4HREEL SVM EIRAFBIER< ©
FAREELE

RZHLDAP{EIARESES o] LAEFIONTAP H N5 THEEIRHEBVTERRZRNG ©

* ms-AD-BIS (AZEWindows 20128 EHhRA<AD{EI ARSI (RIFZE4E)
* AD-IDMU ( Windows 2008 ~ Windows 2016 & EHHRZAEY AD FIARES)
* AD-SFU (Windows 2003F1EKRADfRIARES)
* RFC-2307 (UNIX LDAP{aEIAR2S)
FMRIEEEMER « BTERIFERTERZHE c IR 2 « e LGERTER BT BMIEA ~ LB E CHIZE - INE
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* "NFS ZBAE"
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BaYA 2 Al
s NEDTE SVM L LR CASZZNERESH(I/RE" o
c IMNEREEFSVMEIEE « AREBITUETE o

1. 7 SVM L3217 LDAP AR umARAE
vserver services name-service ldap client create -vserver <SVM name> -client

-config <client configuration> -servers <LDAP server IPs> -schema <schema>
-use-start-tls <true]|false>

() oAEENSYMERAZESE TLS « REEFIMEESVM o

"< 2 ZE R ONTAP"E¥4H "vserver services name-service Idap client create’ Bl » F525 o
LTS BEREIEAE SYM engData B LDAP BEFRIRECE corp ° AR ImEERELE IP itE

172.0.0.100 #1 172.16.0.101 BY LDAP {alfR2§ o FA P im{ER RFC-2307 2218217 LDAP &:f o Fi P imHi(E
AR23 2 IRV & EFE Start TLSHNE ©
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clusterl::> vserver services name-service ldap client create

-vserver engData -client-config corp -servers 172.16.0.100,172.16.0.101
-schema RFC-2307 -use-start-tls true

(D J8 '-ldap-servers’ FEEA “-servers' FEL o IERILAER “-Idap-servers #8135 E LDAP faAR
M EHLTBEY IP Lkt o

2. 1% LDAP AP im4HREEL SVM ZEILRAME ¢ vserver services name-service ldap create

-vserver <SVM name> -client-config <client configuration> -client-enabled
<truel| false>

WM< 2 EERONTAP E#4H "vserver services name-service Idap create &zl > s52R] o

T e 2L ZREE: LDAP AP im4EAE corp A SVM engData @ iff SVM LEYH LDAP BRI ©

clusterl::>vserver services name-service ldap create -vserver engData

-client-config corp -client-enabled true

(D & 'vserver services name-service ldap create Y1SRONTAPE XM B4 BRI RSS ° RIS <
BHITEBRERB LIRS HERAE o

3. fEFvserver services name-service LDAPHEZE 65 % 3R 5k :5 & TB{AARESAUAREE o

T5ep S EEFFESVM vs0_EHILDAPEIARES o

clusterl::> vserver services name-service ldap check -vserver vsO
| Vserver: vsO

| Client Configuration Name: cl
| LDAP Status: up

| LDAP Status Details:
"10.11.12.13".

Successfully connected to LDAP server

@B LAER “name service check 854 R EG 5L TERIARESHIAREE o
%7€ NIS {afR2317E

1R

1S 7B R ENISAIARBZ A SVMAYTZEAE ~ NISIRFA 7 A Y_ERSVMO &

B LUfEH vserver services name-
service nis-domain create £ SVM 37 NIS 4IRS A< ©

FIsEZ Al

* TESVM LERENISHEIE Z 71 ~ FiA B R ENRIRSSEB BRI (HAEEAFIFE o
s KBS EENSYMEIES ~ ABEHITUETE o
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1. £ SVM _EE37 NIS 434058 -

vserver services name-service nis-domain create -vserver <SVM name> -domain
<client configuration> -nis-servers <NIS server IPs>

M54 2 EEEIONTAP &E:¥4H "vserver services name-service nis-domain create Bl » 520 o
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LTFEr<7E SVM LEIZ NIS IHECE engData © NIS 4815 nisdomain EE 1p {UItAR NIs {@iRZ3E
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clusterl::>vserver services name-service nis-domain create

-vserver engData -domain nisdomain -nis-servers 192.0.2.180

FERvEZY T gt

LIBARFE A AR INRE P B I (FE A LDAPENISH A B X B BIARFS KR o ErILU#EHH vserver services name-
service ns-switch modify SR L UUIEE LBIRIZKENERIER ©

RG22 Al
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vserver services name-service ns-switch modify -vserver <SVM name> -database
<name_service switch database> -sources <name service source order>

"< 2 ZERONTAP"E¥4H "vserver services name-service ns-switch modify &zl > s520] ©
LUFE<18E SVM EERE engbata B9 LDAP #l NIs RZRBIRFEKRBENEAIEF “passwde

clusterl::>vserver services name-service ns-switch
modify -vserver engData -database passwd -source files ldap,nis
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1. SFEEEEHME | security login password -vserver Svm_name -username user name

T GLEEERAABIEESMNENE adninl BAR SVMvsl.example.com ° RGN EEHABTE
B ~ A B8 AN ERTE AT S ©

vsl.example.com: :>security login password -vserver engData -username
adminl

Please enter your current password:

Please enter a new password:

Please enter it again:

e
* "R EAARGERER"
* "REE AR

HE K EIRIHTE ONTAP RAEIREIRS

ERILAfER security login lock FAREHERMAEBIEEIRAMG S UK security
login unlock FEBREEIREMERS °

ez Al
T AREEEEEARENITEETE -

1. HERMEESRS !

security login lock -vserver SVM name -username user name

TS EHEERAEIEEIIRS adninl #A SVM vsl.example.com :
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clusterl::>security login lock -vserver engData -username adminl
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security login unlock -vserver SVM name -username user name
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clusterl::>security login unlock -vserver engData -username adminl
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* {5 “security ssh modify @ LRI [RBIFTE IR SVM KB AEARH - N5 2 EERONTAP &%
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a. fEFFE MD5 RAEIEEIIRFIBHEA | security login expire-password -vserver *
-username * -hash-function md5

gOLE—2k ~ FRFImdSIRAEREE FTREAREERS -
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a. #HEMEA MD5 HAETHAERIIRE (CERSH#EMREAR) | security login expire-password

-vserver * -username * -hash-function md5 -lock-after integer

EREENRHAZE -lock-after * EAEFEEFIE MD5 1RF ©

b. EFHEERIFETEIEER « SHRMRETERSE security login unlock -vserver svm name
-username user name
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9.171

cluster

cluster

cluster

cluster

cluster

cluster

cluster

cluster

cluster

cluster

cluster

event co

date modify?

log-forwarding create?®

log-forwarding delete?

log-forwarding modify?

peer delete
time-service
time-service
time-service
time-service
time-service
time-service

nfig modify

ntp
ntp
ntp
ntp
ntp

ntp

server create?®
server delete?
key create?
key delete®
key modify?®

server modify?

event config set-mail-server-password?

lun dele

te?d

security anti-ransomware

security anti-ransomware

security
security
security
security
security
security
security
security
security
security
security
security
security
security
security

security

anti-ransomw
anti-ransomw
anti-ransomw
audit modify
ipsec config
ipsec policy
ipsec policy
ipsec policy
login create
login delete

login modify

are

are

are

3

volume attack clear-suspect '
volume disable

volume event-log modify?
volume pause’

vserver event-log modify?

modify 3

create®

delete?

modify 3

login publickey create

login publickey delete

login publickey modify

key-manager onboard update-passphrase?

saml-sp crea

te?



securit
securit
securit
snaploc
storage
storage
storage
storage
storage
storage
system
system
system
system
system
system
system
system
system
system
system
system
system
system
system
system
system
system
system
timezon
volume
volume
volume

volume

y saml-sp delete?®
y saml-sp modify?
y webauthn credentials delete?
k legal-hold end?
aggregate delete?
aggregate offline’
encryption disk destroy?
encryption disk modify?®
encryption disk revert-to-original-state?®
encryption disk sanitize?
bridge run-cli?
controller flash-cache secure-erase run?
controller service-event delete?
health alert delete?
health alert modify?®
health policy definition modify?
node autosupport modify?
node autosupport trigger modify?®
node coredump delete?®
node coredump delete-all?
node hardware nvram-encryption modify®
node run
node systemshell
script delete?
service-processor ssh add-allowed-addresses?
service-processor ssh remove-allowed-addresses?®
smtape restore?
switch ethernet log disable-collection?
switch ethernet log modify?
e3
create?
delete
encryption conversion start?

encryption rekey start*
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volume

volume

volume

volume

volume

volume

volume

volume

volume

volume

volume

volume

volume

volume

volume

volume

volume

volume

volume

volume

vsServer

vserver

vserver

vsServer

vserver

vserver

vserver

vserver

vserver

vserver

vsServer

vserver

vserver

vsServer

file privileged-delete?
flexcache delete
modify?
rename °
recovery-queue modify 2
recovery-queue purge 2
recovery-queue purge-all?
snaplock modify'
snapshot autodelete modify
snapshot create?®
snapshot delete
snapshot modify?
snapshot policy add-schedule
snapshot policy create
snapshot policy delete
snapshot policy modify
snapshot policy modify-schedule
snapshot policy remove-schedule
snapshot rename®
snapshot restore
audit create?®
audit delete?®
audit disable?®
audit modify?
audit rotate-log?
create?
consistency-group create’
consistency-group delete’
consistency-group modify*
consistency-group snapshot create*
consistency-group snapshot delete*
delete?
modify 2
object-store-server audit create?®



® vserver
® vserver
®* vserver
® vserver
® vserver
® vserver
® vserver
® vserver
® vserver
® vserver
® vserver
® vserver
®* vserver
® vserver
® vserver
®* vserver
® vserver
® vserver
® vserver
9.16.1.
®* cluster
®* cluster
¢ cluster
* cluster
®* cluster
* cluster
* cluster
®* cluster
* cluster
* cluster

* cluster

object-store-server audit delete?®

object-store-server audit disable?

object-store-server audit modify?

object-store-server audit rotate-log?

object-store-server bucket cors-rule create?*

object-store-server bucket cors-rule delete’

options?

peer delete

security file-directory apply?®

security file-directory remove-slag?

stop?

vscan disable?

vscan on-access-policy create?

vscan on-access-policy delete?

vscan on-access-policy disable?®

vscan on-access-policy modify?

vscan scanner-pool create?

vscan scanner-pool delete?

vscan scanner-pool modify?®

date modify?®

log-forwarding create?®

log-forwarding delete?®

log-forwarding modify?

peer delete
time-service
time-service
time-service
time-service
time-service

time-service

* event config modify

ntp
ntp
ntp
ntp
ntp

ntp

server create?
server delete?
key create®
key delete?
key modify?®

server modify?

* event config set-mail-server-password?
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lun dele
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
snaplock
storage

storage

storage

storage

storage

storage

system b

te?d
anti-ransomware
anti-ransomware
anti-ransomware
anti-ransomware
anti-ransomware
audit modify?
ipsec config mo
ipsec policy cr
ipsec policy de
ipsec policy mo
login create
login delete

login modify

volume attack clear-suspect'
volume disable'’

volume event-log modify?
volume pause'’

vserver event-log modify?

dify?
eate?®
lete?®

dify?

login publickey create

login publickey delete

login publickey modify

key-manager onb

oard update-passphrase’

saml-sp create?

saml-sp delete?

saml-sp modify?

webauthn creden

tials delete*

legal-hold end?

aggregate delete
aggregate offlin
encryption disk
encryption disk
encryption disk
encryption disk

ridge run-cli?

3
e4
destroy?®
modify?
revert-to-original-state?

sanitize?®

system controller flash-cache secure-erase run?

system controller service-event delete?

system health alert delete?

system health alert modify?



system health policy definition modify?
system node autosupport modify?

system node autosupport trigger modify?
system node coredump delete?®

system node coredump delete-all?®

system node hardware nvram-encryption modify 3
system node run

system node systemshell

system script delete?®

system service-processor ssh add-allowed-addresses?®
system service-processor ssh remove-allowed-addresses?®
system smtape restore?

system switch ethernet log disable-collection?
system switch ethernet log modify?

timezone?®

volume create?

volume delete

volume encryption conversion start?

volume encryption rekey start*

volume file privileged-delete?

volume flexcache delete

volume modify?

volume recovery-queue modify?

volume recovery-queue purge 2

volume recovery-queue purge-all?

volume snaplock modify'

volume snapshot autodelete modify

volume snapshot create?®

volume snapshot delete

volume snapshot modify?

volume snapshot policy add-schedule

volume snapshot policy create

volume snapshot policy delete

volume snapshot policy modify
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volume

volume

volume

volume

vserver

vserver

vsServer

vserver

vserver

vserver

vserver

vserver

vserver

vsServer

vserver

vserver

vsServer

vserver

vserver

vserver

vsServer

vserver

vserver

vsServer

vserver

vserver

vserver

vserver

vserver

vserver

vsServer

vserver

vserver

vsServer

snapshot policy modify-schedule

snapshot policy remove-schedule

snapshot rename ®
snapshot restore
audit create?
audit delete?
audit disable?®
audit modify?

3

audit rotate-log

create?

consistency-group create?

consistency-group delete’

consistency-group modify?

consistency-group snapshot create!

consistency-group snapshot delete*

delete?

modify 2

object-store-server
object-store-server
object-store-server
object-store-server
object-store-server
object-store-server
object-store-server
options?

peer delete

audit create?®

audit delete?®

audit disable?

audit modify?

audit rotate-log?
bucket cors-rule create*

bucket cors-rule delete?

security file-directory apply?®

security file-directory remove-slag?®

stop*

vscan disable?

vscan on-access-policy create?

vscan on-access-policy delete?

vscan on-access-policy disable?®

vscan on-access-policy modify?



* vserver vscan scanner-pool create?

* vserver vscan scanner-pool delete?®

* vserver vscan scanner-pool modify?
9.15.1..

* cluster date modify?®

* cluster log-forwarding create?®

* cluster log-forwarding delete?

* cluster log-forwarding modify?

* cluster peer delete

* cluster time-service ntp server create?

* cluster time-service ntp server delete?

°* cluster time-service ntp key create®

* cluster time-service ntp key delete®

* cluster time-service ntp key modify?®

* cluster time-service ntp server modify?

* event config modify

* event config set-mail-server-password?®

* lun delete?

* security anti-ransomware volume attack clear-suspect'

* security anti-ransomware volume disable'’

* security anti-ransomware volume event-log modify?

* security anti-ransomware volume pause '

* security anti-ransomware vserver event-log modify?

* security audit modify?®

* security ipsec config modify?

* security ipsec policy create?

* security ipsec policy delete?

* security ipsec policy modify?®

®* security login create

®* security login delete

* security login modify

®* security login publickey create

®* security login publickey delete
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securit
securit
securit
securit
securit
snaploc
storage
storage
storage
storage
storage
system
system
system
system
system
system
system
system
system
system
system
system
system
system
system
system
system
system
system
timezon
volume
volume

volume

y login publickey modify
y key-manager onboard update-passphrase?®
y saml-sp create?®
y saml-sp delete?®
y saml-sp modify?
k legal-hold end?
aggregate delete?
encryption disk destroy?
encryption disk modify?
encryption disk revert-to-original-state?
encryption disk sanitize?
bridge run-cli?
controller flash-cache secure-erase run?
controller service-event delete?®
health alert delete?
health alert modify?®
health policy definition modify?®
node autosupport modify?
node autosupport trigger modify?
node coredump delete?
node coredump delete-all?®
node hardware nvram-encryption modify?
node run
node systemshell
script delete?®
service-processor ssh add-allowed-addresses?
service-processor ssh remove-allowed-addresses?®
smtape restore?
switch ethernet log disable-collection?
switch ethernet log modify?
e 3
create?
delete

file privileged-delete?®



volume flexcache delete

volume modify?

volume recovery-queue modify 2

volume recovery-queue purge 2

volume recovery-queue purge-all?

volume snaplock modify'

volume snapshot autodelete modify

volume snapshot create?®

volume snapshot delete

volume snapshot modify?

volume snapshot policy add-schedule
volume snapshot policy create

volume snapshot policy delete

volume snapshot policy modify

volume snapshot policy modify-schedule
volume snapshot policy remove-schedule
volume snapshot rename?®

volume snapshot restore

vserver audit create?®

vserver audit delete?

vserver audit disable?®

vserver audit modify?®

vserver audit rotate-log?®

vserver create?

vserver delete?

vserver modify ?

vserver object-store-server audit create?
vserver object-store-server audit delete?®
vserver object-store-server audit disable?®
vserver object-store-server audit modify?
vserver object-store-server audit rotate-log?
vserver options?

vserver peer delete

vserver security file-directory apply?®



* vserver security file-directory remove-slag?®
* vserver vscan disable?®
* vserver vscan on-access-policy create?
* vserver vscan on-access-policy delete?
* vserver vscan on-access-policy disable?
* vserver vscan on-access-policy modify?
* vserver vscan scanner-pool create?
* vserver vscan scanner-pool delete?
* vserver vscan scanner-pool modify?
9.14.1.
®* cluster peer delete
* event config modify
* security anti-ransomware volume attack clear-suspect'
* security anti-ransomware volume disable'’
* security anti-ransomware volume event-log modify?
®* security anti-ransomware volume pause1
* security anti-ransomware vserver event-log modify?
®* security login create
®* security login delete
* security login modify
* security login publickey create
®* security login publickey delete
®* security login publickey modify
* system node run
®* system node systemshell
* volume delete
* volume flexcache delete
* volume recovery-queue modify ?
* volume recovery-queue purge ?
* volume recovery-queue purge-all ?
* volume snaplock modify'
* volume snapshot autodelete modify

* volume snapshot delete



volume

volume

volume

volume

volume

volume

volume

snapshot
snapshot
snapshot
snapshot
snapshot
snapshot

snapshot

vserver create?

vserver modify ?

policy add-schedule

policy create

policy delete ™

policy modify

policy modify-schedule

policy remove-schedule

restore

vserver peer delete

9.13.1.12.9.12.9.

cluster peer delete

event config modify

security
security
security
security
security
security
security
security

security

system node run

anti-ransomware

anti-ransomware

anti-ransomware

login
login
login
login
login

login

Create
delete
modify
publickey
publickey

publickey

system node systemshell

volume delete

volume flexcache delete

volume snaplock modify'

volume

volume

volume

volume

volume

volume

snapshot
snapshot
snapshot
snapshot
snapshot

snapshot

volume attack clear-suspect'
volume disable'’

volume pause'

create
delete

modify

autodelete modify

delete

policy add-schedule

policy create

policy delete ™

policy modify
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volume snapshot policy modify-schedule

volume snapshot policy remove-schedule

volume snapshot restore

vserver peer delete

9.12.1/9.11.1

cluster peer delete

event config modify

security login create

security login

security login

security login

security login

security login

system
system
volume
volume
volume
volume
volume
volume
volume
volume
volume
volume

volume

node run
node sys
delete

flexcach
snapshot
snapshot
snapshot
snapshot
snapshot
snapshot
snapshot
snapshot

snapshot

delete
modify
publickey create
publickey delete

publickey modify

temshell

e delete

autodelete modify
delete

policy add-schedule
policy create

policy delete ™

policy modify

policy modify-schedule
policy remove-schedule

restore

vserver peer delete
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1. BB AR EE Mail From Ml Mail Server 28 c BA :
event config show

FTESRERLIN TIAS -

cluster0l::> event config show
Mail From: admin@localhost
Mail Server: localhost
Proxy URL: -
Proxy User: -
Publish/Subscribe Messaging Enabled: true

EEREELSH  AmHA
event config modify -mail-from email address -mail-server server name
FEABEE event config show & ‘event config modify "{5SZ2ZEERONTAP" o
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BN BRI RS TIEERIEER security login modify <parameters>
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BN ARREIESIRE security login create -user-or-group
-name admin name -application ssh

—authentication-method password

ARABRf# security login show’ security login modify ' #M “security login create "5
LEEEKFONTAP" -

EIIMAVIZERHE
security multi-admin-verify approval-group create [ -vserver svm name] -name
group name -approvers approverl[,approverZ2.] [[-email addressl], addressl..]
° —vserver - ILhRASEZIZEEIE SVM o
° —name - MAV ¥ %18 - &% 64 BF T °
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cluster-1::> security multi-admin-verify approval-group create -name
mav-grpl —-approvers pavan,julia -email pavan@myfirm.com, julia@myfirm.com
SRR R BB ¢

security multi-admin-verify approval-group show

#h

cluster-1::> security multi-admin-verify approval-group show

Vserver Name Approvers Email

svm-1 mav-grpl pavan, julia email
pavan@myfirm.com, julia@myfirm.com
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a B—TEE>RE *
b. ##2—T § * Z&M*BRF * SEEEREFH -
C. #—T 4+ add LUMEED—EfzERE -
* BB ARHERTE o
* OEE  EREREREIILEE o
* BT EPA-S A B FE AL ©
* TRSRBTAE-SEENEYA o
d. EDHmE—ERA -
" EEIUEEPEEENS T ©
* BE-BAEAFRRENEG S ERME
FERAZY REEZAUERAESERE - IARERIIEKAENENEREERE -
* BERZEAR
" FOERHE
e. H— TR E IR RN SR TERE ©
" BERNZEAR (FBx 1)
*BITENRBH (FBRR ¢ 1/\E)
* OEENKIBH (FARR  1/)\E)
* B EIARER
* HHEEFE M

EEEME MBNEE TEENBFIHHRE - MRERKRTE « AR GRTICETRE °

f 2—T TERA. USTRMAVAIYAAERE
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iarEREZ 8 ~ BRINMAVIREE SRR S EESRE HIRT

* R (BRAZEREA)
* BEENERFIEE
* BEREERERIREIEERY

TR —TUETRIRARAER 5 - BEMAVIGET SEREIRA RAER -
EEFRZEEEERE !

1 B—TEBE>RE °
2 B—T %24 GERP * SEEERE BN -
3. #%—T TERA. tNHRsR -

WIABUSMAVIZES BESTRIE (RS o

CLIiEZF

ECLIFE AMAVINEEZ Bl ~ 55 B/ VEA—I8 "MAVRALA EIZEEH" BB °

MR, WAL

EXFAMAVINSE security multi-admin-verify modify
—approval-groups groupl|[,groupZ..] [-
required-approvers nn ] -enabled true [

—execution-expiry [nnh] [nnm] [nns]] [
—approval-expiry [nnh] [nnm] [nns]]

& : TSR RBER 1ERERHE  2ELE%
HE RIEREIRHARIBIMAY o

cluster-1::> security multi-admin-
verify modify -—-approval-groups
mav-grpl -required-approvers 2
—-enabled true

OHHE—E © USRRANIAMARS “EIEIRA)

EEAMAVAERE (FEMAVIZE) security multi-admin-verify approval-
group modify [-approval-groups groupl
[, group2..]] [-required-approvers nn ] [

-—execution-expiry [nnh] [nnm] [nns]] [
—approval-expiry [nnh] [nnm] [nns]]
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MR, .. WAL S

ESSEMAVINAE security multi-admin-verify show

gl

cluster-1::> security multi-admin-
verify show

Is Required Execution
Approval Approval

Enabled Approvers Expiry Expiry
Groups
true 2 1h 1h
mav-grpl

EAMAVIIEE (REMAVIZE) security multi-admin-verify modify

-enabled false

e

B ONTAP PR {REFENZEEIRERERA

TAURBIZEESEE (MAV) KA~ LUSEREZENIEE - RBREFE - MER
B RERER « WEEREEXK °

AR EEERBACIAEN AR EIE S A U AMAVZ ATZIFRA ~ E—BREAMAV ~ HiRASEMERIEDR
HEEMAVIZA ©

BEEXERFERIL—E MAV FRE ~ FIa0 ~ EE LI Z{E volume-snapshot-delete #RE o {EAIFAERHR
BIFRHIE A BB FEE A o

TR AR RAIRRE ELa <" o SEAILATE ONTAP R ASFtaReEE B < « FEUbhRAT ~ sr < BIIREIEE
Fohiatet o

MAV R4TER S HIFRE security multi-admin-verify "6p%" ~ FANAJEAEE o

FRT RMTERAVIRIEIN > RUBZBIEERER > UTHmLERREIRE » B LUECGRAIMUMBREE LR

frs& :
o " BATHE"

£
EEARIREE"
E

2%
° ||§

o N1
X
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FRRARS]

BIARAIE > CRATDUERMEISTE -query IR » iGEKRFIZBLINIERF5 o I -query’ BB A] BHLPRE!

4HRETTE » B0 SVM > Volume # Snapshot £478 ©

B8N > 785 -query ' “volume snapshot delete ’ FJLAERTEZA -snapshot

'hourly*, !daily*, lweekly* » RUBNE » BRHBEBMEABIER Volume REBAS MAV R ©

smci-vsim20::> security multi-admin-verify rule show
Required Approval
Vserver Operation Approvers Groups

vs01 volume snapshot delete - -
Query: -snapshot 'hourly*, !daily*, 'weekly*

()  EASBOEETESTEEE MAY 5  ENEEAHI MRS ERHS o

RIETERR » R FIEEEHAZRENEER BHELHFED "security multi-admin-verify request create
"protected_operation” &5 % ° {EAILUERRILTERR(E > E3K “request create’ DRIBIAT S ©

RIEFRR ~ RAFEATIZEMAVRE ~ FBEFTLESERIFEBFIIMALR |

* FREZAEEAH
* FOERHE

* ZERIHAR

* HUTEIERHAR

System Manageri2/%
MREEEF —TIMEZRENEERD « F2RNAREESRER "HAZEEEHE o
EREMRANRAIE !

1B RESRE -
2. £ 22N BRP BN O SEEERE BN -
3. BEEY + add LUREED—ERR ; SHEILUELKMIFRIRARA -
° REIUBEPEEIENS?
° B AEAFAERN L EEBENE -
c ERAZE-REZANUERARERE « AABFERIIERFRNEUBR E2ERTE
* BERNZEAR
" FOERHE
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CLIFEFF

@ 280 security multi-admin-verify rule BRQWBLERS MAV BIEEZE « AREHIT
security multi-admin-verify rule show°

WNREAE... BALLF S
FEIATFRAY security multi-admin-verify rule create

-operation "protected operation" [-
query operation subset] [parameters]

BN EIRAEIEENTEER security login modify <parameters>
g : THFRBBEZET SEMIFREVolume ©
security multi-admin-verify rule create

-operation "volume delete" -query "-
vserver vs0O"

1EChFRA) security multi-admin-verify rule modify
-operation '"protected operation”
[parameters]

iRz AY security multi-admin-verify rule delete

-operation '"protected operation”

BmRA security multi-admin-verify rule show

e
"R ZEESRERA

=
* "EBREEREA"
E3RTE ONTAP F#I1TZ MAV {RE{EE

BERERAZEESERSE (MAV) MNEE FREIZRENEERHLTHERONTAP « Z5ME
FiREE L BENFEE - TERELEER - MEZERNWBES—HZAMAVEEEFE
%ww%%%ﬁé)¢m%ﬁ%ﬁéﬁﬁoﬁ%~@&ﬂM@ﬁXﬁﬁﬁﬁﬁmwwE

MBI ~ CUACIESS « A HEERAEBRENRRIEL - MBRER « RSBBRARBIER « CUA
PR e L BRTIRRS o

MAVIIEEEETIHARRBACKE ° M2 ENAREES ACNAER EHHIEIR « A REEFE BMAVRERT
BN THITRIRENIESR "R ABEERBAC"

MREEMAVERES ~ BIITRAEFENER L BERIMAVERSIZAE
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System Managerf2/%

EERER—TIAERBEEUBIEX B EESIRER « RATEEREEK - BEAZEZWIELUTIRA
BYBAN -

Approval request to delete the volume was sent.
Track the request ID 356 from Events & Jobs > Multi-Admin Requests.

EUFEMAVES ~ AlER*ZEEEERRE - BiREFERESAIDNVMAVAR (IEERIEZES) MBEENE
Ko HHHSEHENER - R NN -

.« BE

* Rl (HF)

* 1kBE ( TPending (#E) 1 - TApproved (B1#%#) 1 - TRejected (B1E4R)

YNRFEAE SRR — (I EEIEE QIR ISERIE— D178 ©

* B (FIEREENTA2HEE)
* EERFERE
* FRSEEIEEHR

(B8) s

(#8) BaEd

FRsEIZ R ~ RAERE AR NES ZIFE -
MREREEREENER TESAEE « AERTELU TSRS :

Request to perform delete operation is pending approval.
Retry the operation after request is approved.

CLIiZF

1. EEEARRENIEE « HEAMAV REQUESTEQHIA ©
Ef : EEMRHEIRE  FRATIEP—EHS :

° volume delete
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cluster-1::*> volume delete -volume voll -vserver vsO0

Warning: This operation requires multi-admin verification. To create
a
verification request use "security multi-admin-verify

request
create".

Would you like to create a request for this operation?

{yIn}: y

Error: command failed: The security multi-admin-verify request (index
3) 1is
auto-generated and requires approval.

° security multi-admin-verify request create "volume delete"

Error: command failed: The security multi-admin-verify request (index
3)
requires approval.

2. B ERFIRE « WEIFEMAVE]
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cluster-1::> security multi-admin-verify request show 3

Request Index: 3
Operation: volume delete
Query: -vserver vsO -volume voll
State: approved
Required Approvers: 1
Pending Approvers: 0
Approval Expiry: 2/25/2022 14:32:03
Execution Expiry: 2/25/2022 14:35:36
Approvals: admin?2
User Vetoed: -
Vserver: cluster-1
User Requested: admin
Time Created: 2/25/2022 13:32:03
Time Approved: 2/25/2022 13:35:36
Comment: -
Users Permitted: -

cluster-1::*> volume delete -volume voll -vserver vsO0

Info: Volume "voll" in Vserver "vsO0" will be marked as deleted and
placed in the volume recovery queue. The space used by the volume
will be recovered only after the retention period of 12 hours has
completed. To recover the space immediately, get the volume name
using (privilege:advanced) "volume recovery-queue show voll *" and

then "volume recovery-queue purge -vserver vs0 -volume <volume name>"

command. To recover the volume use the (privilege:advanced) "volume
recovery-queue recover -vserver vs0 -volume <volume name>"
command.

Warning: Are you sure you want to delete volume "voll" in Vserver

"ysO" 2

{yIn}: y

b. yIREAFETRIEH « MRS - REEMIERHHEMAVEES o

ghl
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cluster-1:

Request Index:

:> security multi-admin-verify request show 3

3

Operation: volume delete
Query: -vserver vsO -volume voll
State: vetoed
Required Approvers: 1
Pending Approvers: 1

Approval Expiry:
Execution Expiry:

2/25/2022 14:38:47

Approvals: -
User Vetoed: admin?2
Vserver: cluster-1

User Requested:
Time Created:
Time Approved:
Comment :

Users Permitted:

admin
2/25/2022 13:38:47

cluster-1::*> volume delete -volume voll -vserver vsO

Error: command failed: The security multi-admin-verify request (index 3)

hasbeen vetoed. You must delete it and create a new verification
request.

To delete, run "security multi-admin-verify request delete 3".

FERAER

*"REZEHSRE

7T ONTAP FFEIES MAV {REMEEER

E MAV SHHEFNEES (MAV EIE8) IKEIR
FREIEREA (FEHEIH) OBHUESSTRAR
WBMIBREZEB R AR th 5 —EsEK o

R BIET(F
ZEERRGURS IR - BERSIRRE

®

AR BERTIIR FIER

TERIZRVIR(EITEA REBAE - thiPIsZA
MERRBWEEHHEIHE - BFKE

BEEEFHBHERAEF « LEEREKTTY

ARERVEER AT AE S BB R EMIFR o R &5t B "EE iR

‘multi-admin-verify’ BRF 4R i

K o
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EREESR
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BIESRAEBABGAISVM o IEARAIEZIZEEIESVM o

fEREEK
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fERVA:=T |
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MAV EIESEWE—HEFEMG 0 HRESHUESREVFAEN « 55K EIHEAPR S BB AR A R AVE
i o IR LUBIBRE R B F ER PRV EE AL EHEEE - NEMERREERS P FHMEESHK"

A EESERER  "FRREIA » REBEEAENEA D MAV At (BREAHESE) BRFRE

HIEAR -
- B
* %3

()

YNRFAE R BR— (AR EE AR « BIRA]EEREGE

* B (FTERFENTAS2HEE)
* EERRRERE
* FRSREIEEHR

(B8) e

(#8) BaEd

( TPending (&) 1 -~ TApproved (B#Z#) 1 - TRejected (EIE4R)

—F17% -

MAV &G EIE ST IR E A EIZERIIE « thiPIrTLUZE ~ IEABSIMIBRMERI RS -~ SURIEMBIIESERHE -

BE - MRMAVEESE

CLI

1. BEBEFEHHRIIFEERRABRNE > 558 T

THEIREIA show 5 show-pending EIBFET ©
2. MEHERER o

gNRITAS...
ZERE

BRER

BTRPTAEN - HEPHNERFE—EK

show-pending } [nn]
{ -fields field1[,field2...]

sREAE « AIthPIEAZE « IEEERIFRE 2RI -

A RAVERS | SRAMZOE A HARR © RE1SREEth AJ AR

WAL

security multi-admin-verify request
approve nn

security multi-admin-verify request
veto nn

“security multi-admin-verify request { show

[-instance ] }'

SR BT T RHAER ~ S{RBEREERY
R o MNRICEARS MR ~ IR BRETRZES R
SREVEH o SR MBS ERUNERENR (R
-fields 280 HEARFAERA (EA
-instance 88 o
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MR, .. BALLER <

fHBRE K security multi-admin-verify request
delete nn

&
TIEFEEMAVEIRBINRIRS I HRIRAINERE FEMFRIZERS - X FIHHEEE—RIE o

clusterl::> security multi-admin-verify request show-pending

Pending
Index Operation Query State Approvers Requestor
3 volume delete - pending 1 julia

cluster-1::> security multi-admin-verify request approve 3
cluster-1::> security multi-admin-verify request show 3

Request Index: 3
Operation: volume delete
Query: -
State: approved
Required Approvers: 2
Pending Approvers: 0
Approval Expiry: 2/25/2022 14:32:03
Execution Expiry: 2/25/2022 14:35:36
Approvals: mav-admin?2?
User Vetoed: -
Vserver: cluster-1
User Requested: julia
Time Created: 2/25/2022 13:32:03
Time Approved: 2/25/2022 13:35:36
Comment: -

Users Permitted: -

&
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clusterl::> security multi-admin-verify request show-pending

Pending
Index Operation Query State Approvers Requestor
3 volume delete - pending 1 pavan

cluster-1::> security multi-admin-verify request veto 3

cluster-1::> security multi-admin-verify request show 3

Request Index: 3
Operation: volume delete
Query: -
State: vetoed
Required Approvers: 2
Pending Approvers: 0
Approval Expiry: 2/25/2022 14:32:03
Execution Expiry: 2/25/2022 14:35:36
Approvals: mav-adminl
User Vetoed: mav-admin2
Vserver: cluster-1
User Requested: pavan
Time Created: 2/25/2022 13:32:03
Time Approved: 2/25/2022 13:35:36
Comment: -

Users Permitted: -

HERAES
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BEfZ ONTAP ShEEISHE
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BREIRIEE
UEHMRHREN = EREERE RG] - EMPIEERITIEER « SRESUERENERSR
* BUEREREENKREEAR « TRHERERMREE D « SESMNERSRRE ; EREINEER
BIITULIRSE -

* BUERERGSENKEEAR « HARERERANBDLEET « FILARFRESAEMN ; ERAFHREZ
Al ~ R ETRTUEITERINGE ©

© BEMEAERTREENREEAR « HAeNNREANERS - RIARSHRRE ; FAFIEE -
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 ERTEE

£ ONTAP R SEAERERIE

% ONTAP 9.15.1 [i%4 ~ R EIEETUEPREMEAFREIRE visibility A 4ERE
BURRT ~ TEAF enforced R ~ AIERENER SSH E4R0Y CLI FHAEBELERE - IRERE

EEEFERE « TUEAT - ERERHERER « ARERTESRF AR « NRER

EEMEE ~ e UHEBRER -

i< 2EEFIONTAP B5¥4l “security dynamic-authorization modify &5l » 5526 °
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HHSEZREBETRE « EATEHENT o BR - ERSHIEENR I EMERE R EBE G50tk TR o
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EMEREEMBERERENT R - F2RALURBENIRIZETER] -

1. RESERELRBRELES « AEJERT REEXNPRAHERE visibility - MREFER
~vserver 2# « BILEEREREBRNIT - BHEIN <> FHENUFSERIRE - K AERHERSH
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security dynamic-authorization modify \
<strong>-state visibility</strong> \
-lower-challenge-boundary <percent> \
-upper-challenge-boundary <percent> \
-suppression-interval <interval> \
-vserver <storage VM name>

2. (FRBELER show BREIFARNGS !

security dynamic-authorization show

TEaRmIE R R R B RR A
RIS RIE N PR R ENREIRIE - —RME ~ EEATREEENTAAEHZE - KEEALERET o FIEK

P~ SEZREHHATREGESE - MRFTEIREFEMT  AIERFINITEBIRSG - W ERFIHITHIRIRERE « U
B L TEAETE R Rl PR P S A ELfthBrsE Pk Ey

() GO EERESEAEETRTL MRS vicinility BIEEERELS o

B

1. EHENRFEEIEHE enforced BRI s BEAREE TS enforced o MRIERER ~-vserver B~ 9T
ERERRNIT - T <> PNEURFESENIRIE - WEFHHER2H .

security dynamic-authorization modify \
<strong>-state enforced</strong> \
-vserver <storage VM name>

2. FRAMEER show BRRIFABHNGS !
security dynamic-authorization show
FFREREIRE

MREABEEMENEREL RN « SR LUERERERE -

TR

1. BENRSIREAR R E S « LUSHENRIEHE disabled e MREFRER -vserver B8~ L HEEEER
AT - ERTEI <> PRYENTSENIRE - X AKAHERESH
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security dynamic-authorization modify \
<strong>-state disabled</strong> \
-vserver <storage VM name>

2. (FABTER show BRDIHAARENG

security dynamic-authorization show

WES 2 EERONTAP Es%4H “security dynamic-authorization show &3l » 5528 ©

%
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* [
RETIEER 2 RE
TR EBAIREMN 2NN T « GIEERENRHE VM - BREHENIEIRRERIR « UWREESHRE
M"15<2EERIONTAP FE&¥40 “security login domain-tunnel create’ Bl » 552 o

ﬁ‘ai

1. REBERENDIRTE - MRERER -vserver B ~ L HEHREERIIT - BTN <> PRIEL
FEERIRIE

security dynamic-authorization modify \
-lower-challenge-boundary <percent> \
-upper-challenge-boundary <percent> \
-suppression-interval <interval> \
-vserver <storage VM name>

102


https://docs.netapp.com/us-en/ontap-cli/security-dynamic-authorization-show.html
https://docs.netapp.com/us-en/ontap-cli/security-dynamic-authorization-show.html
https://docs.netapp.com/us-en/ontap-cli/security-dynamic-authorization-show.html
https://docs.netapp.com/us-en/ontap-cli/security-dynamic-authorization-show.html
https://docs.netapp.com/us-en/ontap-cli/security-dynamic-authorization-show.html
https://docs.netapp.com/us-en/ontap-cli/security-dynamic-authorization-show.html
https://docs.netapp.com/us-en/ontap-cli/security-dynamic-authorization-show.html
https://docs.netapp.com/us-en/ontap-cli/security-dynamic-authorization-show.html
https://docs.netapp.com/us-en/ontap-cli/security-dynamic-authorization-show.html
https://docs.netapp.com/us-en/ontap-cli/security-dynamic-authorization-show.html
https://docs.netapp.com/us-en/ontap-cli/security-dynamic-authorization-show.html
https://docs.netapp.com/us-en/ontap-cli/security-dynamic-authorization-show.html
https://docs.netapp.com/us-en/ontap-cli/security-dynamic-authorization-show.html
configure-dynamic-authorization.html
configure-dynamic-authorization.html
configure-dynamic-authorization.html
configure-dynamic-authorization.html
configure-dynamic-authorization.html
configure-dynamic-authorization.html
configure-dynamic-authorization.html
configure-dynamic-authorization.html
configure-dynamic-authorization.html
configure-dynamic-authorization.html
configure-dynamic-authorization.html
configure-dynamic-authorization.html
configure-dynamic-authorization.html
https://docs.netapp.com/us-en/ontap-cli/security-dynamic-authorization-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-dynamic-authorization-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-dynamic-authorization-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-dynamic-authorization-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-dynamic-authorization-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-dynamic-authorization-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-dynamic-authorization-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-dynamic-authorization-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-dynamic-authorization-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-dynamic-authorization-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-dynamic-authorization-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-dynamic-authorization-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-dynamic-authorization-modify.html

2. IR A AVARARS

security dynamic-authorization show

ERFRENREIRAERS « ILDIRE R B2 —ETRRIRGIEG< » MRAIESUILEEURSENERX - F2H "2 EE1EHR
2 (MAV) X" ISR IR IR B EEN ©

HIERRFIRIE <

TR e L MM ER RN EBEIRERN G SIBE o

MI5< 2EERIONTAP "E#40 “security dynamic-authorization rule create’ Bzl » 5525 ©

1. Fmgap < o BRI < FRENRSERIRIE « MREFRER -vserver B8~ L FEREBRINIT
WRAERERESH

security dynamic-authorization rule create \
—query <query> \

<strong>-operation <text></strong> \

-index <integer> \

-vserver <storage VM name>

2. RFTEERIRGIEGSHEE |

security dynamic-authorization rule show

B IRHIRE <
AR RN BREIR IR an @ TR ERRB IR < o

WMN"ES 2EERONTAP"E:¥40 “security dynamic-authorization rule delete &3l » 552 o

1. Bigap < o BRI < FRENNSERIRIE « MREFER -vserver B8~ L EEREBRINIT
WAEREESE

security dynamic-authorization rule delete \
<strong>-operation <text></strong> \
-vserver <storage VM name>
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2. AR A PRI S B

security dynamic-authorization rule show

REFRCIERFE

RIFTR « SRR CRARIENEREFMAEAENEAE - T8 ~ eI UERREILEHE security
dynamic-authorization group create FItEEREEERANEEREFRSE

TG EH AR R
T RT LAHmIG BN AR RE %A
M55 2ZE R ONTAP "E¥4A “security dynamic-authorization group create &3l » 528 o

1. ZBIEHE o BRI < FRENRSERIRIE « MREFER -vserver B8~ L EEREEBRINIT
WAERERESE

security dynamic-authorization group create \
<strong>-name <group-name></strong> \
-vserver <storage VM name> \

-excluded-usernames <userl,user?2,user3...>

2. AR EE BNRRIERHA ¢

security dynamic-authorization group show

TEpRENASIZRERE AR
Bl AR PRENAS IR REBEA
M"I5< 2EERIONTAP " E#40 “security dynamic-authorization group delete" & > 526 o

1. MIFREEAE - BRI <> PRENUFEENIRE « MRERER -vserver 2 « T EEEERBRMIT
WIRERMERESH -

security dynamic-authorization group delete \
<strong>-name <group-name></strong> \
-vserver <storage VM name>

2. AR EEBRRIERHAE ¢
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security dynamic-authorization group show

REBRIREEEIYTH
TAURERADBESE - WEEFDLEREBLIER - NBRERT OIS EZR]

() BEW RREEISUNEE - LEBERAETEE

WMES 2 EERONTAP " E:¥40 “security dynamic-authorization trust-score-component modify &l > 5269 o

T BERIER T - URETERSBN B D LREE !

#EH) ToitE TERIFR D EEE FERR B D LbEE
EENEE trusted-device 20. 50
FREE ARSI authentication- 20. 50

history

1 EEEDHITH - EMEI <> ROENUT SRR - IRERER -vserver B~ T EERERE
RRIIT - WAERHEESH

security dynamic-authorization trust-score-component modify \
<strong>-component <component-name></strong> \
<strong>-weight <integer></strong> \

-vserver <storage VM name>

2. IFREENEEDHTHRE

security dynamic-authorization trust-score-component show

ERERENEEDH
MREAERRRRATMEERE « BAct:ERES 2 #F) « ARAREESUERERENEESH
M5 2 ZERIONTAP"E#4R “security dynamic-authorization user-trust-score reset &3l > :52[] o

1. FMgan < o FF2HE [REDERESED Zoclt] SERIUERNEEDBTHEE - BEEIN <> PE
RS ERIRIR « IREFRER -vserver B » L EERERRNIT - HWREAERSH -
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security dynamic-authorization user-trust-score reset \
<strong>-username <username></strong> \
<strong>-component <component-name></strong> \

-vserver <storage VM name>

BTCHNEEDH
EREUETRECHNEATLERBREES# -

1. BREHEEDE

security login whoami
TREZEEZHLU TGS :

User: admin
Role: admin
Trust Score: 50

W"ES 2EZERIONTAP"E:¥40 “security login whoami &3l » 3526 o
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1. i BT EEDREREE o BAHEN <> REEMURTSEHVIRE c MRETER -vserver 28 HLBHE
RERRIIT - WRERHERESE:

security dynamic-authorization trust-score-component create \
—-component <text> \

<strong>-provider-uri <text></strong> \

-score-field <text> \

-min-score <integer> \

<strong>-max-score <integer></strong> \

<strong>-weight <integer></strong> \

-secret-access-key "<key text>" \

-provider-http-headers <list<header,header,header>> \
-vserver <storage VM name>

2. IR EENEEDHRHEERE

security dynamic-authorization trust-score-component show

RE B EEDBREERS

SR AR EIMNEB B E D BRI B B o ErESH URL ARVBEMEEGEES HIRHE - MAZ RN
& o

M55 2 EERIONTAP"E#40 “security dynamic-authorization trust-score-component create &3l » F52E] o

TR

1. BMAGEESBIREERT - EMEIN < PRENTSERIRIEE - IREFRER -vserver B HLTEHE
RERRIIT - WRERHERS8

security dynamic-authorization trust-score-component create \
<strong>-component <component_name></strong> \

-weight <initial score weight> \

-max-score <max score for provider> \

<strong>-provider-uri <provider URI></strong> \

-score-field <REST API score field> \
<strong>-secret-access-key "<key text>"</strong>
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security dynamic-authorization trust-score-component create -component
compl -weight 20 -max-score 100 -provider-uri https://<url>/trust-
scores/users/<user>/<ip>/componentl.html?api-key=<access-key> -score
-field score -access-key "MIIBBJjCBrAIBArgqyTHFvYdWiOpLkLKHGJUYUNSwfzX"
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Keycloak &3

curl --request POST \

--location
'https://superzap.dev.netapp.com:8443/realms/peterson/protocol/openid-
connect/token' \

--header 'Content-Type: application/x-www-form-urlencoded' \
--data-urlencode 'client id=dp-client-1' \

--data-urlencode 'grant type=client credentials' \

-—data-urlencode 'client secret=5iTUf9QKLGxA0YaliR33v1D5A2xg09V7"'

1R FEZAE B AT 1B I AV RERL ©
HEF 2 © #H REST API MDY
BEARNZEER 2 1% « EAIMEREETEEERE CURL Si<3EtH REST AP BEY o

SYBEY
TRARDT HERO PN TELY o

b=t s5tRH
$FQDN_IP ONTAP EIE LIF BYSSE4@in ey IP fidk o
$access_token HZERE RSS2 HAY OAuth 2.0 TZEAERYL ©

1 FESZFC1E Bash Shell IRIEHERE S LSS « IREHE M Curl 28 o 140 ~ 7 Linux CLI H ~ BIA TH S
5% TE B BB~ FQDN #2f :

FQDN IP=172.14.31.224
echo SFQDN IP
172.14.31.224

T'ZM%% Bash Shell PEZEMEZH 2% ~ IERAIMAER curl sp T WA EHRLF CLI FR © 3% Enter UG B 3 H

me e
Curl &

curl --request GET \

--location "https://$SFQDN IP/api/cluster?fields=version" \
-—include \

—-—header "Accept: */*" \

--header "Authorization: Bearer $SACCESS TOKEN"
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AIZIFONTAPAH FRE SAML 5175355

EONTAP 9.3 R4 » &AIIULA Web IRISSR ELZ R EE=1Z5EES (SAML) EREE o RREME
EUA SAML Bgs572 o [EREREBRIMNEE DIRHE (IdP) EITEMEE » MAREB
Active Directory #1 LDAP %5 B #kARFS IR HEEITERE (A SAML 535518 » BEEER
EHBERIRTSIRMEE (N0 Active Directory 1 LDAP) #1788:% o

EXFISAMLEZE

HEfFR System Manager 2% CLI BXF SAML B&58 ~ 55317 FIIFER - MMRECHEEHITHIE ONTAP 9.7 I E
Bheas ~ IS EEBENAREEELBEEMARR uﬁ9§ﬁﬁ%ﬁﬁtﬂﬁ System Manager 4% F3R8H o

CD RYF SAML 217%:E% > RAECEERE T SAML BMERENERERAEL EFNRAREIES GUI -
EY A SAML 5178851 > 2&*&@%%%%&@3&%% 8 GUI -

Usin Specify IdP Enable Return to
Systei\ identifying SAML and System
Manager information logout Manager

Usi C ted
. smg il gener.a - Provide
identity metadata into _

: credentials to
provider IdP
: : IdP system
(1dP) configuration
RARETET(E

* SAML E&:5{EE AT ONTAP “http #1 “ontapi FEFTZ ..
& “http # “ontapi BN T7 Web IRFEEH | IRFSEIESERZIME - ONTAP APl HIRAEIES o

* SAMLEEBEBEANEFEINEIESVM o

* ONTAP 9.17.1 B8Y8 » |dP IR HMEHAE N AT U HEZIONTAPAE o &% @ LRI LIRS 1dP RER&RBVEE
HAFHEERAR - BREZEER » SA2E"TTONTAPH{EA OAuth 2.0 3§ SAML IdP &#4H" o

%! IDP BE%&i® System Manager 558

* Microsoft Entra ID (BiEiBONTAP 9.17.1 RESHRAESE)

+ Active Directory Federation Services

* Cisco Duo (Bi@iBIL TFONTAPHRZAEE:E : )
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° 9.7P21 KREHARZA 9.7 lkA (352R8 "System Manager Classic 32 {4")
° 9.8P17 REShRZARY 9.8 # T ks

° 9.9.1P13 KREEIRAH 9.9.1 #T ks

° 9.10.1P9 KESRZAAY 9.10.1 # T hikas

° 9.11.1P4 RESHRASHY 9.11.1 # T hikas

° 9.12.1 REHHRZA
« Shibboleth

ez Al

* TEE AN EREEEN IdP AR IE S E%A 1dP BY URI © IdPURI 2ONTAPHHE 35X 517 5855 K
A UL EIFERY Web itk

* ONTAPZEEM IdP Z B4 BRIEGEIZIR 443 ©
* ONTAPEEF IdP AZBHEST ping BH AT IREINE o FEfR DNS BcEERE » BESE/RERBEH -

s MNREE > FF IdP RS E/REREENL (CA) FIZZEONTAP SR EHE A M EIEEEIEONTAPEE"
o {RAJREEETE |dP HFEREONTAPEE/R:E o

* CAJARESITFEXONTAPRERY AR5 AR 1EES (SP) "ERIG o YR SAML REHR » AIFEZIESPIEHR AR E
I

* MNREERBZ Entra ID (EONTAP 9.17.1 BIEEEREE) » BIMZBIEEILONTAP SAML 5% E ZAifE
FEONTAPTERIBCE Entra ID o EntralD R E7EECE 7 ONTAPTTEEHE 4 Z121H IdP URI o ZIZONTAP
SAML FEEZEE IdP URI

° YNRITMEH System Manager %€ SAML » 55145 1dP URI ##{I 8B ZE » EHZ| System Manager 12{ONTAP
TTER} o FRAONTAPTTERIECE Entra ID » A% 4% 1dP URI #6542 System Manager # » A BEUH
SAML 58 7E ©

° AIRIGERAONTAP CLI 5 E SAML » BIAAFCAEMONTAPTTEE » AR AERIAAONTAP SAML R 7E °
EEIERU T an< EEONTAPTTERIE

security saml-sp default-metadata create -sp-host <ontap host name>

‘ontap_host_name' & SAML ARFFIRME F1E (FEARBFIPAONTAPRAR) HIEEBIBEL IP (il o FE:8
TBRT » ERAREEE IP Ak o EOILUEZIRHONTAPRIARE/EEEN o TERIER T > EAONTAP
Web fEIRZS/REE ©

{ERIREMTERIBCE Entra ID o S4BT EIIONTAP SAML R EZHIRE Entra ID o 2 & Entra & » 4
BEHIT TSI CLI 2R °

o EREERMFTAEELERERIRRA 9.17.1 ZA1 » EEEESE Entra ID BJONTAPTER ©

RICHIRIBMRE  SFIT TR -
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RMEES

1

CLI
1.
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1.
2.
3. 3

0.
1.

B—TEBE>RTE °
TE*SAMLERE * B8 - H—T o o
sAiEsY [EXFISAMLEREE ) ©ZENSIRE Q)% o

Kf“)\ IdP URI B9 URL (f23#E"<a href="https://"" class="bare">https://"</a>) o YNRE(EHEntra ID >
FABALE T B ©

i[lt%?%?&  SRIENER AR - BR 1P EHNEERFE MRS - FEREABFEERE IP (I

MEfRIEFA ERERYIRSE ¢
* MREMNARIHE—ELHRES Tserver) BURE « MZERERARTERRE - FEHEMLIRK o

QD%UE’Jgt HEHESE/REMA Tservery R -~ AIGRERHEP—ERE - SEENFRENE
i) nﬁ& —F*KZE* °

B—T I @#E" ) - EIAEERREAFEREIFMENFEENEM

AITEISHEER IdP R4t > WA EERRTENUERRFTER - MREEMAAZ Entra ID > 5HTEE
FR#&MITEFECE Entra ID % > #F IdP URI 2R EIONTAPH ©

REIESIARE (TESystem Managerd) ~ #A&4%#E 1 have configured the IDP with the host URI or
medetid* (FXEMEAEMURIEFEST K REIDP) 1 ZEUTLE

B—T 5 LURASAMLEES:S o IDPRAGEREESH
7T IdP EAEM ° BALKER SAML F/&:E o BB THE » T HERIAMAEIESETE o

EIISAMLARRE ~ ONTAP LUEREE(ETZ F SES9/7ERIDPRRIEE Y -
security saml-sp create -idp-uri <idp uri> -sp-host <ontap host name>

idp uri &2 IDP 89 FTP 3¢ HTTP firdik ~ aJ{EF & IDP AR E R o

it URL B 5R5E (?) - BSREREEIONTAPES LS EENER) - B A BB RIS

@ URL » CEELFRAUTHSEREI R set —active-help false ° fHERLL
ERUT S ENEE B set -active-help true’ TIRREZ(ER"IESSEE
EIONTAP" o

ontap_host_name & SAML ARFHALAER EHAI T HATBEL IP (Uik ~ EULIER T4 ONTAP 247 < 1R
A - FERREEELIFAIPAMIE o

ISR LUEE IR (LONTAP RIAR2SAVEESEE AN o RIFFERONTAP ~ B 83581 WebfAlfR23
Biffl o

UIIP
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cluster 12::> security saml-sp create -idp-uri
https://example.url.net/idp/shibboleth

Warning: This restarts the web server. Any HTTP/S connections that
are active

will be disrupted.
Do you want to continue? {yln}: vy
[Job 179] Job succeeded: Access the SAML SP metadata using the URL:
https://10.0.0.1/saml-sp/Metadata

Configure the IdP and ONTAP users for the same directory server
domain to ensure that users are the same for different
authentication methods. See the "security login show" command for
the ONTAP user configuration.

EHEONTAP EREREZENEHPEERIRIURL -

- f¢ 1dP £t > ACE IdPEFONTAPEITE K] o WIRIGEEARZE Entra ID > BIESTRLEDER o

- BcE |dP & > BYF3 SAML 7E :

security saml-sp modify -is-enabled true

FEERMEMIRBEERE http 3 ontapi AR E BERTELUETT SAML BE:E ©

- MR(REAE http HE ontapi BRE SAML & A SAML IEEAMERENESEAE o
FEONTAP 9.17.1 ZBEIMIRAEH » ARG EEFARBERERIL savn BA%H http HE\E
‘ontapi BYA samML B EREVERTEMERE o ffonTar 9.17.1 Bt FREER
‘password ’ domain ’ FE ‘nsswitch"EBUE SAML B » BREEE R A BEIEtE IdP EI1TEH

a. AFERBEREILFER SAML BR:BRIE AT E o “user_name WAZEEE |dP HECERERERBMER

# user_name HBAA/NE « RIELHER Entra ID > BRAEOSERELTE -
() FEasEENEEES - MREER Entra D > BENEYT OSBENNERES

8 > f5I80 user_name@domain.com °

security login create -user-or-group-name <user name> -application [http
| ontapi] -authentication-method saml -vserver <svm name>

il

cluster 12::> security login create -user-or-group-name adminl

—application http -authentication-method saml -vserver cluster 12

b. HEIERIUERAEER :
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security login show

gH -

cluster 12::> security login show

Vserver: cluster 12

Second
User/Group Authentication Acct
Authentication
Name Application Method Role Name Locked
Method
admin console password admin no
none
admin http password admin no
none
admin http saml admin =
none
admin ontapi password admin no
none
admin ontapi saml admin =
none
admin service-processor

password admin no
none
admin ssh password admin no
none
adminl http password backup no
none
adminl http saml backup =
none

+
"5SS EERONTAP B4 “security login show Bl » 52 ©

{ZFSAMLES:E

BUEEE HERIMPE DIRME (IdP) HHEEAMSIE SR EETEHRER » TSR SAML B2 - =
SAML B35 » AMBERAKERERENERTH ESRISIZEE (54 Active Directory #1 LDAP) %ifE
FAE TR o

WRCHIIBHITIE ~ ST TSR
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#4l 4. TR

RREIER

1 B—TRERE °

2. £ I SAMLEESE*) T~ #&—T 2Rl Uikt -

3. Optional @ EHAILUR—T oy * SAML iz * 5589 ~ AREUHAEE * B SAML B8 * fZEU5 18 -

CLI
1. {SFSAMLESES :

security saml-sp modify -is-enabled false

2. NREAREBEFERSAMLEEE « AEE(ERIDP - BMIBRSAMLARERE :

security saml-sp delete

AEEE =7 IdP

PSR T(F
77 (EFIONTAPEITE7H5:E » ERIAEREEE IdP BRE o UTHARM T ZHIEMN 1dP MWEEE: -
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entra ID

BCE Entra ID B » B —EFERAER > LEAONTAPIREMTERIEE SAML EA - B EARER
% > (REEMEMATETN SAML RER TBMMEBA Bo > UNEUTRE !

R B8

515 urn : oid : 0.9.2342.19200300.100.1.1
GEE2RA Bz

LAY Y URI

IR BB

RE FERE FREERRE

YNRICAEER AR Entra ID BB > AR TIIREMEEFHEZA !

RE BfE

=t urn : oid : 1.3.6.1.4.1.5923.1.5.1.1
fn % ZEfE] Bz

BRI B¥4HID

Entra ID M UUID & 1B (HE¥ 4B - BRA(ER Entra ID BH4EMNEZE R » :B2REA UUID SIREE4H"

FERTE SAML 57ER) TSAML /&sE1 Biehizfitey MEAREIHEITER URL] EEHRTEONTAPHE
AHI 1dP URI

BFIECE Entra ID ZERRBMEEMNEE » (52E0"#7 2 Microsoft Entra 2 EEEEE" o
MTHREZER » 5528 "Entra ID X4 o

Active Directory Federation Services

S Active Directory Bt 55255 ARTS (AD FS) B » WAZAEFAONTAPIRRIARTS IR (& T B RHRTE BY AT RUAN
BRI (E1E - BIUMKBHIEER > £H [ LDAP B FABEEX) S8AE N7BARAIMEE
R¥E 7 SRRV ERBANAZE SRR !

Bt fEE LDAP Bt EHRERE

Active Directory SAM tRF % 7E %% 1D

Active Directory SAM 1R E 418 urn : oid : 0.9.2342.19200300.100.1.1

Active Directory L BRI urn:oasis:names:tc:SAML:2.0:attrname-
format:uri

Active Directory SThE4E - 1ABERE urn : oid : 1.3.6.1.4.1.5923.1.5.1.1

Active Directory sAMIEE 4478 urn:oid:1.2.840.113556.1.4.221

AD FS UB S TURILEHEE N - BRATE AD FS RERBENESER » F2REAREEERA" -
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MTHREZER > F2H"AD FS XE" o

Cisco DuoTM
sa2/H"Cisco Duo X+ BUSECEHE °

Shibboleth
1E5% 7€ Shibboleth IdP ZAij » RABEKERTE T LDAP {afikes ©

EONTAP_LERA SAML B » AREFEIRAEIEMITER XML c EZEE T Shibboleth BFIE# > FUTRA
17 "'metadata/sp-metadata.xml &8 Shibboleth IdP 3 By 1% TE Rl XML o

BRIEME R » 552/ "Shibboleth" ©

SEEEHEARSAMLABRE R RE

MRRELEEBARCES (SAML) BEsE R ~ IERIIAFENERSAMLAERR SIS EIENRS « WAL R TR
1& - TEERE TR - SEMBEIWeb@ARES « W PEMERIIERPRHTTPEZNHTTPSELR -

RIRERI(E

RESAMLERSERFONTAP ~ 5 & IS BRI AERREASAMLAER: - BIFASAMLEZEERFONTAP ~ UNSREE 4R
RERRE « MG EHESEESEHNR - IREMERI_ ERISAMLARRZE L E « RIS HSAMLEERE « AR E
WEXFISAMLESRS TR RUASAMLEESE R ~ SAMLAERE N ZERE —S S EMMIER T « Al EE o
AT LR A SAMLARRE R RV EARS ~ AR FENME1EZENRS ©

1. BAERSEIRESR

set -privilege advanced
2. HAISAMLARRRR R AY B S,
security saml-sp status show -instance

gl

139


https://learn.microsoft.com/en-us/windows-server/identity/ad-fs/ad-fs-overview
https://learn.microsoft.com/en-us/windows-server/identity/ad-fs/ad-fs-overview
https://learn.microsoft.com/en-us/windows-server/identity/ad-fs/ad-fs-overview
https://learn.microsoft.com/en-us/windows-server/identity/ad-fs/ad-fs-overview
https://duo.com/docs/sso-netapp-ontap
https://duo.com/docs/sso-netapp-ontap
https://duo.com/docs/sso-netapp-ontap
https://duo.com/docs/sso-netapp-ontap
https://duo.com/docs/sso-netapp-ontap
https://www.shibboleth.net

140

cluster 12::*> security saml-sp status show -instance

Node: nodel
Update Status: config-success
Database Epoch: 9
Database Transaction Count: 997
Error Text:
SAML Service Provider Enabled: false
ID of SAML Config Job: 179

Node: node2
Update Status: config-failed
Database Epoch: 9
Database Transaction Count: 997

Error Text: SAML job failed, Reason:

Failed to receive the SAML IDP Metadata file.
SAML Service Provider Enabled: false

ID of SAML Config Job: 180
2 entries were displayed.

M55 2 EERIONTAP " E:#40 “security saml-sp status show B3l > 5269 o

E1EHIEENRE_ERYSAMLARRS :

uy

security saml-sp repair -node <node name>

& -

cluster 12::*> security saml-sp repair -node node2

Internal error.

Warning: This restarts the web server. Any HTTP/S connections that are

active
will be disrupted.
Do you want to continue? {yln}: vy
[Job 181] Job is running.
[Job 181] Job success.

Webf{EBkZz & EHRE) « BEREARHTTPERKHTTPSERE & T -

WM"5S2ZE ERIONTAP E¥4H “security saml-sp repair Bifl » (5261 o

- FESIEEFT AR _ERIIERESAML !

security saml-sp status show -instance
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cluster 12::*> security saml-sp status show -instance

Node:
Update Status:
Database Epoch:

nodel
config-success
9

Database Transaction Count: 997
Error Text:
SAML Service Provider Enabled: false
ID of SAML Config Job: 179
Node: node2

Update Status:
Database Epoch:

config-success
9

Database Transaction Count: 997
Error Text:
SAML Service Provider Enabled: false
ID of SAML Config Job: 180

2 entries were displayed.
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2.0 FUB¥4ERBERSE © WEONTAP 9.16.1 B%A » ONTAPZ1& OAuth 2.0 ¥4 UUID EEs8fABEIAE o "ONTAP
OAUth 20 %1"E%%§;u °
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e ERIAREZEL SAML IdP ERTEEFERET » R G EARMEL UUID 7 OAuth 2.0 ZEUEREL SAML Ef = Frask
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BriERE

2 IS HE(ERRESA] SAML IdP (540 Active Directory Federation Service (ADFS)) #R{ER & BRI R EE
4 o LI T2 ADFS E4ME S ZER4HAY JSON OAuth 2.0 ZEVER R 8 o B2 RI[(ERLEEIERE THRE

% o

"sub": "Userl TestDev@NICADS.COM",

"group": [
"NICAD5\\Domain Users",
"NICAD5\\Development Group",
"NICAD5\\Production Group"

I

"apptype": "Confidential",

"appid": "3bff3b2b-8e40-44ba-7cl1-d73c3b76e3e8",

E#4H UUID

—LE3ZHE(E AR ESAN SAML IdP (40 Microsoft Entra ID) R UUID Z&:#pIAR ~EH4H - LT Entra ID B4
B ZEEF4E OAuth 2.0 FEVEN R EX - 552 RFH UUID EIEEETHRES o

"appid": "4affd4b4b-8e40-44ba-7c11-d73c3b76e3d7",

"appidacr": "1",

"groups": [
"8eadcbb0-bcad-4e66-8fle-cd395474a448",
"a8558fc2-alb2-4cb7-cc41-590d831840cc"],

"name": "admin007 with group membership",

ERAREEEEFE

YNRERYIRIERBRES T SAML IdP e MR AEH4E - BIRERMAREAONTAPEEESR 7 SERE - REE
ML 2IRIE > AR BEER 7 REREHE -

LT 2EHONTAPAER CLI 15 6] o 18 » EEMIAERS TG - CEEAHONTAP EEE
TR 4R AERE IR S o

Ll

security login create -user-or-group-name "NICAD5\\Domain Users"
—application http -authentication-method domain -role admin

{FF -authentication-method ‘domain (& “nsswitch' A% SAML IdP 1 OAuth 2.0 2 RIR2SEF4H o
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()  EhEILUSRIONTAP REST API FRRTELLINAE - THRES(EE - #2861 'ONTAP BBLH -

{EF UUID EI1EEf4E
INRTAIZEFEIR23 S SAML IdP /A8 UUID ERFREHE » BIEERABHEZAIEERNITMIERRTE °
LONTAP 9.16.1 B44 » 11T MTEMEIINAE » I B EfEF Entra ID #1785 o {LONTAP 9.16.1 Bta &

OAuth 2.0 B9 Entra ID » ffONTAP 9.17.1 F3t4% & SAML B9 Entra ID o (EEEHEHEONTAP BIEE #RZER/A
BEZEH CLI #p% ©

"o

@ S ATLAfEA ONTAP REST API BRERTEELEINEE - NFTFAAE N » 5H2B "ONTAP BENESfF

1B EE4H UUID HEE B4R T8

WNRTFERIVIZEMEARESEE SAML IdP /8 UUID [ERFREHE » BIEEFEH4E UUID HEZIEHEARIE - =
AJONTAP CLI #21ES0 FFRt ©

Bz

ERIUMERU T AN EE BB A ETECE “security login group create 5<% o B#4H UUID #1478 & B RE(RI AR
2358 SAML IdP ERIEREFBRT o 5¥40 7 i “security login group create’ 1£"15 < 2 Z EEIONTAP" o

2%
PR BHE R RV 2 BN TR

28 s5EA

vserver BIEE IS ERHAEPRRARGAY SVM  (Vserver ) %78 o NRAEE > BHEM T
ONTAP =REAERAH!

name ONTAP {{ERRVEFAEME—2 T8 o

type IHERTREHAHRIRR & DA R E o

uuid FEEREMFARERS SAML IdP HR{HRVBHAARYIE A ME—ARIES o

LT E73ONTAPERBHEMEES CLI 152 - 55EE » EEAESEAIFEL R UUID 8548 -
Ll

security login group create -vserver ontap-cls-1 -name IAM Dev -type entra
-uuid 8eadc5b0-bcad-4e66-8fle-cd395474a448

BBz %& - SR EEEE —pEER BRI

Hth CLI fE%
IEer L TR S IREEIMESE » B4F !
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RAGBNEFEIEFIRHAETN > F2R BRI EIE ONTAP FEUEHIAR" - TEAIONTAP CLI 2EAN FFR
it o EEEEAONTAP admin #RERA FELZHBLERS ©

@ REBEFREHE UUID HEZIEHER IR R B ZAAEENH—EEH D - EREZ ID RKiGEHHEY
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&R LUfE R “security login group role-mapping create @3 © 540 7 f# “security login group role-mapping
create’ 7X"15§ T2 ZEKIONTAP"

B
R GRS R E A BN S B TR o

2% aiFA

group-id IEEFERMSABHESRM— ID security login group create ©
role BH/HEERY ONTAP BB 5THE o

#4)

security login group role-mapping create —-group-id 1 -role admin
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6. 7 MFA for HTTP 0 » #EHY * Enabled* °
7. FEEMRIE 0

CLI
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TE T3 8E6H - BEHEE R85 AR [ publickey 1 BIRTEZA WebAuthn MFA :
security login create -user-or-group-name <user Or group name> \
—authentication-method domain \
-second-authentication-method publickey \

—application http \

-role admin
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cluster-1::system services web*> show

External Web Services: true
HTTP Port: 80
HTTPS Port: 443
Protocol Status: online
Per Address Limit: 80
Wait Queue Capacity: 192
HTTP Enabled: true
CSRF Protection Enabled: true
Maximum Number of Concurrent CSRF Tokens: 500
CSRF Token Idle Timeout (Seconds): 900
CSRF Token Absolute Timeout (Seconds): O
Allow Web Management via Cloud: true
Enforce Network Interface Service-Policy: -
HSTS Enabled: true
HSTS max age (Seconds): 63072000

ESF3 HSTS IR ERAERLAR

EONTAP 9.17.1 BHYS » ¥TRIONTAPEETER RN HSTS o« RGN HEHRE 9.17.1 KNESHRZA > BIFE

BrEE FFHEA HSTS WUBaHIEER HTTPS o EaI LY HSTS IR EREFALAMR - R EEHE HSTS »

EaI MBS R REREAMR - By HSTS % » BIERETERUVALTLEGE S THIBBHIITEEER o
1. f$F “system services web modify' B{FE HSTS SENBR AFEEHNGHS ¢

system services web modify -hsts-enabled true -hsts-max-age <seconds>

selEsREIBAT HTTPS MR (MDA EAD)

*-hsts-max-age 15 & 2| &

) o

o FBER{EA 63072000 #b (ME

= HSTS

BB R TETNEERFRFE HSTS REFERLIRRE » BMEEONTAPEIER HSTS » B ith & EE AR
H4BESRHBIT HSTS o (2 HSTS & » BB SR ELF R ENRRERERA SEFLLIRFIFIT HSTS  WNRTE
IEEAR SR IR T 2 233 o BISaHI#IT HSTS BBIER B A A FFFENONTAP Web RS » BXIRIERE R EIE
SRR ERRAREIRA o

1. M “system services web modify @< :

system services web modify -hsts-enabled false
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MR THBMIREAELEERTE  STIERLEER | ONTAP

* 43 DRI EHIGE (OCSP) BEFAONTAP SSLAEHER S (TLS) EAR - 5Rsizk B R IBIRFEHIEL

REEENGIREE o ILTHEETAR AR ©
* AR —AEEREEGREONTAP M BEENEREF -
* TREEEBEEERHE KMIP) REIZBEENKMIPREARSEE RS o

fEFIONTAPHHY OCSP B8 BI/REE D AN

AR _LIBSSIARGIE (OCSP) FIREREMELZ 2 (TLS) BABIONTAPERAZTLAE 51T R

F8 OCSP FHZURB &GRS o IEEI LABER R A S E RS E A NAOCSP

B o IRIETER « OCSPRFEREMBE G °

ez Al
CERERERBRFIVERA SEFITIE T -

RIRER I
OCSP3ziE FHIFEATZR

* AutoSupport

* EHEERAK (EMS)
 LDAP over TLS

* TWEERBEFBRGE (KMIP)

* EtzECER

 FabricPool

* SSH (1 ONTAP 9.13.1 Ba&)

1. BHERBRBAEMR | set -privilege advanced ©

2. BERNFAEZFAOCSP/&E]

)y

%

SR E IR EEONTAP MTHEE « SAEAEERNRS o

; I\ ﬁl:
IL‘F\' EE
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MIROFZOCSPEBRERERLMARR...  EAHS..

ERUB security config ocsp enable -app app
name

25HA security config ocsp disable -app app
name

T5es S X AutoSupport OCSP for the flexf&ZEMS ©

cluster::*> security config ocsp enable -app asup,ems

EXFOCSPE; « FERRENGWEI T HP—(EEE :

° Y- BREAMEEAEEETT
© BHEY | RRBAERENREREELKARATEE - BEAEES -
° ANBF : RRRER IR B AR /&R EH A AMEEE -

° RFERIRDOCSPEMRES E-ARBIVEEL NMEOCSPERA « WHEEEITTLSEN « BRGET
AREIRE o

° OCSP{Afk=sER[OIfE-FE AU AR -
3. EERASERERATLSEMNZ B RAREIMOCSPRERERSE  ARAEENHT °

MREHLOCSPREREIREFIARARE... fERmH2...

BEEA security config ocsp enable
-app all

2158 security config ocsp disable
-app all

BRI ~ Fﬁﬁﬁ%ﬁﬂz‘ﬁ%ﬁﬁu& IE23ZBHEIE « RTEENRERIT - BEEHTEA - BREERE - B
RN EAEELETT - WRERREEEMOCSPREIRZFIZULEIFE « ARSI EEAELR « IEAERSEE
MEAEETT o

4. fff security config ocsp show BEMFIAXIE OCSP WEAREAMEZERENGS ©
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cluster::*> security config ocsp show
Application
autosupport
audit log
fabricpool
ems
kmip
ldap ad
ldap nis namemap

ssh
8 entries were displayed.
g
* "B ZZ 4 AEREOCSP"

* "Z244RREOCSP{Z A
s "ZR4HREOCSPEET"

EZEONTAPHER TLS WEAEXNTEREE

ONTAPEAREHEZ 2 (TLS) ZONTAPERERIRHT —

FIsEZ Al

TR 2R EIE SVM BB S AR LR EE SVM L -

RIRNERI(E

OCSP Enabled?

B a4 AP ix B B2 RENERER 2#FAutoSupport : FabricPool FIKMIP ©

BRBBER - RAZFI—BIEMSEHE « ERFEHEMPRESE o TERRERS

@ MIPBRTEER REE P AE R B2 ZPIONTAP IHEERIEE

B M TAEtRECER) ) o

TR

1. IR Z 2 M /ReE showss L RIGIR ZRTT EHESVM_EMTER

MFERTEE (BIAAutoSupport ~ TAISEMEER

\E

security certificate show -vserver -type server-ca

HERRNREERESR

RETEEREIE IR AR MIER o
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clusterl::> security certificate show

Vserver Serial Number Certificate Name
Type

vsO0 4F4E4DTB www.example.com
server

Certificate Authority: www.example.com
Expiration Date: Thu Feb 28 16:08:28 2013

M52 2 EERIONTAP " E:%4H “security certificate show B3l » 26 o

MHEEFZEN KMIP @EAkss

M EEZ:EONTAPE=SEF KMIP {&]Akz3 Bttt

MEESEENINTEEIERER (PNLEEETEYEHNE (KMIP) @EiR:2S) A
B IREIEE N ERKMIP over SSLEAEEEITE - SEARENTIFEINE (BINEHEE
INZRINEE) BEZESIBRIRPLZEHNERFIE « S EEEM -

£ ONTAP HA=EELX REEEEXK

eI UERZ 24 /REE generate-csr Eiuw’&%#;ﬁ (CSR) WM< - ERIELEH
ER2Z 1% ~ REBIRHEEEN (CA) 2EXRZEENHBLRSERK o

ez Al
T ERREEEENSVMEES ~ FREHITILIT/E -

1. B&CSR :

security certificate generate-csr -common-name <FQDN or common name>
-size 512|1024|1536]2048 -country <country> -state <state> -locality
<locality> -organization <organization> -unit <unit> -email-addr
<email of contact> -hash-function SHAl|SHA256|MD5

M5 2EZERONTAP " E:¥4l “security certificate generate-csr &l » FHZE ©
Toen L ERILCSR ~ HREZHSHA256 3 EINREFREERI2 ~ 048 TiAE &8 ~ (AT TERFIRVERSEE

47 ~ HB:TEA%EAserver1.companyname.com ~ (U EBENNMNE B4R - SYMEHR A BIEEME
FEE It Bweb@example.com ° R EEH HPRERCSRIMIAE EE ©

164


https://docs.netapp.com/us-en/ontap-cli/security-certificate-show.html?q=show
https://docs.netapp.com/us-en/ontap-cli/security-certificate-show.html?q=show
https://docs.netapp.com/us-en/ontap-cli/security-certificate-show.html?q=show
https://docs.netapp.com/us-en/ontap-cli/security-certificate-show.html?q=show
https://docs.netapp.com/us-en/ontap-cli/security-certificate-show.html?q=show
https://docs.netapp.com/us-en/ontap-cli/security-certificate-show.html?q=show
https://docs.netapp.com/us-en/ontap-cli/security-certificate-show.html?q=show
https://docs.netapp.com/us-en/ontap-cli/security-certificate-show.html?q=show
https://docs.netapp.com/us-en/ontap-cli/security-certificate-show.html?q=show
https://docs.netapp.com/us-en/ontap-cli/security-certificate-show.html?q=show
https://docs.netapp.com/us-en/ontap-cli/security-certificate-show.html?q=show
https://docs.netapp.com/us-en/ontap-cli/security-certificate-show.html?q=show
https://docs.netapp.com/us-en/ontap-cli/security-certificate-show.html?q=show
https://docs.netapp.com/us-en/ontap-cli/security-certificate-generate-csr.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-generate-csr.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-generate-csr.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-generate-csr.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-generate-csr.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-generate-csr.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-generate-csr.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-generate-csr.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-generate-csr.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-generate-csr.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-generate-csr.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-generate-csr.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-generate-csr.html

clusterl::>security certificate generate-csr -common-name
serverl.companyname.com -size 2048 -country US -state California -
locality Sunnyvale -organization IT -unit Software -email-addr
web@example.com -hash-function SHA256

Certificate Signing Request

Private Key :
24 | Administrator Authentication and RBAC

Note: Please keep a copy of your certificate request and private key

for future reference.

2. JEXCSREILEIUERER « ABUBFR (HINEFEH) BHEBEXEEENBIMECAEITEE -
;; TREEHNEKRZE « CABREBEZENBNREFEEGE - CRZFEE MBS RNCARZNHNIREE

AONTAPEEZR HENAIREERE

HEESSLAMRSBFRENFFERMKSE (SVM) EsEASSLAR « SBERENSVM L
2R EARAPmARNHEIESE - AEAPmCARRIRMASSLERS EES « UEE
ARk £ o

BHsRZ Al
BB =S L% 8 SSL [AiR2SEIR/REE « EELZE SVM server-ca RiG5EE o

1. BEGFHEREZENHURTETHPIREE 53 security certificate create 83 % type
client 88 o

"5SS EERONTAP Bs¥4H “security certificate create’ Bafl » 32/ o
HEFERACAEBMBIIREEITHE mEEE « AT TS8R
a. FAZEMREELBIIREHEEER (CSR) generate-csr % °
BRRBERNAERBICSREA L GREREE « WIRMEREEENIIER « WHEBESZE - ONTAP
b. BCSREILMRFERUBFHR (GINEFEH) FXESENCAEITES -
CREZRE—MIESBNCAEBRIBNES « UEHEBSE o
EREENERZ % - CARREENHIURHERGEE o
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a. fEA%EE CABEENREE security certificate install 3% -type client B# o
b. ERFRTEIABRIMIAEEIR « AR Enter * o
C. EHRETRERAEAEMR PSS « AR Enter * o
RIS ERIIRCARIIE B LU 3G IEBISSLRSE AT SR AV /&R E HE EL?EEP%@I%‘E s AT ERESSVM L

LRPYEIRE - PHERRERHEENRFMZENRESS « EFANSTRIFERARSRE - GRE
RIS ERIIRCARYS « KBPAERE - E?ﬁb(*yﬁﬁﬁﬁ,ﬁﬂ’]ssuﬁuﬁ%u% °

3. 12t client-ca MR SVM BURERAA SSL ARBNEIES « WETEAARE %8 -

MZEM/R:T show 889 -instance Ml -type client-ca BEEEER client-ca BT =N ©

G
RRVEBERE
21

n TA
° §E

Wt
Rl
Al

=111

7ZONTAPH A KMIP fAlfR2s %4 CA BHENE P in/&RsE

EREETAEYEHHE (KMIP) BUEEFHER (-subtype kmip-cert28) ~ UKAF
ImAl{ElAR2s-cafE T « MEIEEX/REAN EHEEEEMNIINTEHEEERER » AIUIKMIP
fRIARAS ©

RIRERI(E
FKKMIPE:E ~ iRKMIPEIARASERE A= S AISSLIAARES °

1. f&EF security certificate install 3% -type server-ca #ll —subtype kmip-cert BN
KMIP falfR2S Z4E KMIP /REEHI S o

2. HIRRTRE ~ SRBARE « ABIKZEnter o
IREECRE— 0 /RFEEA « UHEEZ%E - ONTAP
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clusterl::> security certificate install -type server-ca -subtype kmip-
cert

-vserver clusterl

Please enter Certificate: Press <Enter> when done

You should keep a copy of the CA-signed digital certificate for future

reference.

clusterl::>

HERIEN

* "LRMRERR"
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