=
TN

SnapCenter Plug-in for VMware vSphere

NetApp
September 29, 2025

This PDF was generated from https://docs.netapp.com/zh-tw/sc-plugin-vmware-vsphere-
45/scpivs44_concepts_overview.html on September 29, 2025. Always check docs.netapp.com for the

latest.



Sk

B
ARE
K[ESnapCenter FIEIFZ T HE4LE
=R

AGIEERES (RBAC)
VMware vSphereff & #FARRBACSMHZ TN 4EE! SnapCenter

vCenter Server RBAC

RBAC ONTAP

RBACHEPRAVERSE T1EMAZ
VMware vSpherefJVMware vSpherefJVMware M FET & = FIRBACIHAEEONTAP SnapCenter
VMware SnapCenter vSphereBgHiitVMware vSpherefJVMware vCenterdMHEXHNTEE E R AR
WA ZAONTAP VMware vSpheres& € # A VMware vSpherefJVMware RBAC SnapCenter SMHET

N OO O A DWW LWLWDN A



VMware vSpherefJVMware vSpheredMiMEX B — BRI N EHEREE R EREREERK) 1
AVMAERERERHEERMRER « L IRUEAERNAERIIGHBERRERS © SnapCenter
SnapCenterZs X {42 BAUN{AI 3R & K& A SnapCenter VMware vSpherefJVMware vSpherei@AIVMware
vCenterdMEMED ~ W EFRIRAPIE ©
VMware vSpherefJVMware vSphereSMiMEILEFE A LinuxZY EHEFEFEEE o SnapCenter
VMware vCenterdMHET A & EHVIRIEIE R T 51I0AE - SnapCenter

* TERVM— BB —HRE R REEE o

el LA fEvCenterfEFVMware vSphere Web A FifGUIZRHITVMwareE 42 (VM) ~ VMDKFE#IZ
RERIFRA 0 EURREE o SHATLUERVMATIVMDK « UBAE RN FREEE R M L HREZME R o

HIHPVM ~ VMDKFBERHZEFH &R « SMIMERAZIERDM o VMBYH{R TIEE ZEERDM o 1R IEEEHE
{ARDM ~ B 4ZB{EFSnapCenter UEAE R AERAIMIMER o

VMwareB9VMwaretfiff 35— EMySQLERE « EHREFVMwareIMIMERXP4EE Kl - SnapCenter
SnapCenter# 7 IR ftVM—E B — S8R ERHRE « AT E L SnapCenter {EalHEREIARSS ©

* XEEAEN 21 (BBVMDK-RDMHEARER) BRMREMEE o

& B WA fEEASnapCenter SZ1EINAEMIEIZAEGUIFE & SnapCenter FIZIEINAEIMIER « TEVMRIEEF X
BREFERE L PITENENERAGIIEHH BEIZREE o

EVMDK ~ [RIQEEEHFE (RDM) FINFSERMFME L ~ A VMwareZR &% 7 VMwareBITHAE ~ FIEAE
$IMITER A B RHRE(EE - SnapCenter SnapCenterZfEEHEREE 2 % « IMNMER T ERIEHvCentery
FREE®) - A UERERAERIIMIFEL - SnapCenter SnapCenter
AFIEBE R ENVMAYE —SnapshotfE 2 © SnapCenterVMAIE KB (D % BB I HEZMBIT « Wtt—3k
{EREIRI B AYSnapshotiE 7S ~ BIMEE R EFVMERE R ER—EHEE S - BRI ERBREXHDSNARE
FiSnapCenter iIZRGUIHHE ; VMAIE R ZERE FHH % BERVMware vSphere WebFl B irGUIHEE ©

* VM—EISnapshotE A HEEVMware TR
MR VMware Tools MR RN HIT  AIERAR AL  MEEEIBHR—BBISnapshot °

* f£SAN (VMFS) IRIZHEITIRIRIEZERF « #47EFEFVMware Storage VMotion

VMwaretgR &4t (VMFS) BUERTIERIZEERAVMware Storage VMotionIBAE © Storage VMotion
EvSphere Standard#ZH#ER—2845 ~ (BREA I vSphere Essentialsz{Essentials Plus#ZE o

NFSIRIERHH AL EEREEEERRLEONTAP HERINEE (FIANE—1EZ=SnapRestore E/FR) ~ 7%
ZEVMware Storage VMotion °

* VMwarefJVMwarefi {42 LA E & A 8& B VA2 T EFE £ Linux VMARSnapCenter



BESAEIRFERE B MAREALinux VM » SnapCenter BVMwaretE 4 [E10F 2 1B Windows B2 FILinux
AlvCenter o STIELFEFAER AEEAIMIER « BI7EWindowsHILinuxERCFERARR R L HITERHRENE
¥ EBREERENA ~ BIAREFERILIMIMER BlvCenter 17385 © SnapCenter SnapCenter

FRT BT EINFEZ SN « SnapCenter VMware vSpherefy {VMware vSpheresz#VMware®FIVMware®3z 1EH
ity H13Z3EiSCSI ~ Fibre Channel ~ FCoE ~ VMDK over NFS 3.0f14.1 ~ W K& VMDK over VMFS 5.0F16.0 ©

MBZIRIRANRMEN ~ FF2R "NetApp BEMEHERTA" (ERE5D) IMT °
YNENFSEEIBEMESXIBERME « 552 RVMwaretR (HRIvSpherel#F R XX

NZESnapCenter RIEFMREMEN - 552 SnapCenter FAERITHINEMNERMREEN "E:1X
f4SnapCenter" o

T ROARABEREE N 352/ "VMware vSpheredJhR X EREASnapCenter" o

A[ESnapCenter HNER N ELAE

ERENERIRES - SN BEFERABEZSNGUIRITERHRENSIE(EE - SnapCenter
VMware vSpherefJVMware vCenterdMIE N BEILIMIER « BEMMAIVMware vSpheredMEHZNF

[E o SnapCenter SnapCenter{& 4 JB1EvCenterd i FHVMware vSphere WebA E#wGUI ~ 7 BEHIITVM » VMDK
RERFRENFRE HPEERIEE o Sl UERWeb A R HGUHBE RN IS R EN R ZRENVMS
B o H¥FTA HftiSnapCenter A ZIEFZTLIMIER (FERREXEIMIER) ~ eI UfEASnapCenter 71&
BENEF ERENEE TR EEREER TIEERE

VMwarez#8HTML5 vSphere Webf B © SnapCenterf 3z 1EvCenter FlexZ{ {54/ 5 i

EEREVMIBERERE - 55EHVMware vSphere WebF R im T HE ° Webf B iGUIE #1224 L HINetApp
SnapshotiE & MTEE © L‘Jﬁ‘“?‘%ﬁ"‘Mﬁfﬁvm%u%fﬂﬁﬁﬂz@ S MHBRFEVM ~ TR EESXiEHEREAR ©

E9h ~ SnapCenter /8 —EABIEGUIRIEVMwarelfifd _ E I TEIRIEE o

TREETZESnapCenter HEMIGUIFFHITHIIEE -

fEFALEGUL... BEEHITELLIEE. .. EEFEGELERHERD...

vSphere WebF FixmGUI VMAE EHFN & #F1{15 VMDKRI A EFHVMware vSphere WebF &

SnapCenter ERERERERE « UREHEVM  mGUIBITHRVMIAERER & &
FMVMDKIE R R EE R E IR 15}

EfsEAZE T EmSnapCenter BN FERVM ERNEREMERTE {#FHSnapCenter ZREGUIEITH
R - BE{REMicrosoft SQL @ e

Server ~ Microsoft Exchange

MOracleRIEFHE - B EER

VMware vSphere ZIEGUI B AR E A T IRARFE B NEHA
BVMwaredh 2z SnapCenter E%NTPHHE%% R E (ZF/RUB MR

I
vCenter GUI g EEE SR A B EvCenter ER

Active DirectoryfF & fTL & RF
EVHERRZ (E A& o B4R


https://mysupport.netapp.com/matrix/imt.jsp?components=91324;&solution=1517&isHWU&src=IMT
https://mysupport.netapp.com/matrix/imt.jsp?components=91324;&solution=1517&isHWU&src=IMT
https://mysupport.netapp.com/matrix/imt.jsp?components=91324;&solution=1517&isHWU&src=IMT
https://mysupport.netapp.com/matrix/imt.jsp?components=91324;&solution=1517&isHWU&src=IMT
https://mysupport.netapp.com/matrix/imt.jsp?components=91324;&solution=1517&isHWU&src=IMT
https://mysupport.netapp.com/matrix/imt.jsp?components=91324;&solution=1517&isHWU&src=IMT
https://mysupport.netapp.com/matrix/imt.jsp?components=91324;&solution=1517&isHWU&src=IMT
https://mysupport.netapp.com/matrix/imt.jsp?components=91324;&solution=1517&isHWU&src=IMT
https://mysupport.netapp.com/matrix/imt.jsp?components=91324;&solution=1517&isHWU&src=IMT
https://mysupport.netapp.com/matrix/imt.jsp?components=91324;&solution=1517&isHWU&src=IMT
https://mysupport.netapp.com/matrix/imt.jsp?components=91324;&solution=1517&isHWU&src=IMT
https://mysupport.netapp.com/matrix/imt.jsp?components=91324;&solution=1517&isHWU&src=IMT
https://mysupport.netapp.com/matrix/imt.jsp?components=91324;&solution=1517&isHWU&src=IMT
https://mysupport.netapp.com/matrix/imt.jsp?components=91324;&solution=1517&isHWU&src=IMT
https://mysupport.netapp.com/matrix/imt.jsp?components=91324;&solution=1517&isHWU&src=IMT
https://mysupport.netapp.com/matrix/imt.jsp?components=91324;&solution=1517&isHWU&src=IMT
https://mysupport.netapp.com/matrix/imt.jsp?components=91324;&solution=1517&isHWU&src=IMT
http://docs.netapp.com/us-en/snapcenter/index.html
http://docs.netapp.com/us-en/snapcenter/index.html
http://docs.netapp.com/us-en/snapcenter/index.html
http://docs.netapp.com/us-en/snapcenter/index.html
http://docs.netapp.com/us-en/snapcenter/index.html
http://docs.netapp.com/us-en/snapcenter/index.html
http://docs.netapp.com/us-en/snapcenter/index.html
http://docs.netapp.com/us-en/snapcenter/index.html
http://docs.netapp.com/us-en/snapcenter/index.html
https://docs.netapp.com/zh-tw/sc-plugin-vmware-vsphere-45/scpivs44_release_notes.html
https://docs.netapp.com/zh-tw/sc-plugin-vmware-vsphere-45/scpivs44_release_notes.html
https://docs.netapp.com/zh-tw/sc-plugin-vmware-vsphere-45/scpivs44_release_notes.html
https://docs.netapp.com/zh-tw/sc-plugin-vmware-vsphere-45/scpivs44_release_notes.html
https://docs.netapp.com/zh-tw/sc-plugin-vmware-vsphere-45/scpivs44_release_notes.html
https://docs.netapp.com/zh-tw/sc-plugin-vmware-vsphere-45/scpivs44_release_notes.html
https://docs.netapp.com/zh-tw/sc-plugin-vmware-vsphere-45/scpivs44_release_notes.html
https://docs.netapp.com/zh-tw/sc-plugin-vmware-vsphere-45/scpivs44_release_notes.html
https://docs.netapp.com/zh-tw/sc-plugin-vmware-vsphere-45/scpivs44_release_notes.html
https://docs.netapp.com/zh-tw/sc-plugin-vmware-vsphere-45/scpivs44_release_notes.html
https://docs.netapp.com/zh-tw/sc-plugin-vmware-vsphere-45/scpivs44_release_notes.html

EEHITVM—E B M EBEREE « B EERVMware vSphere Web R i#GUI o BEFARTIAfEAVMware TR
§¢g?ﬁf¥%1’ﬁ¥ s BN E S ES R ERERE - BELEEAR G E R SnapCenter T4 HEFER ~ hE LN

nl

AFIEBE R ENVMAYE —SnapshotfEZs © SnapCenterVMAIE K EME D BRI HEZMBIT « EMEERIE
VMO E—EEE ~ th I {ERIAYSnapshotiEZs - FERE BB W BF A SnapCenter RASTGUIHERZ
; VM—ERIE D A BEFAVMware vSphere WebF F irGUIHERR ©

e
MERIEFERTYEFERS « BlVMware vSpherefJVMware vSpheredM#iER A% EE S . SnapCenter

« FAS
« AFF
» Cloud Volumes ONTAP
* ONTAP Select
iR SnapCenter REER R IREREEXEZEHAIM o 1R SnapCenter TE AR R 47 L REX
F TZ4ETHAE) ~ SnapCenter BITE TR R EFE 2R ~ KEEAER TEDIEEL o T8 ~ ITHEFMIN

EERF ~ B R EFRE _LEUSFlexCloneiZtE - MITERFEZEFAILINENRANER
# o SnapRestore

AeRFEES] (RBAC)

VMware vSpheredy3z $2VMware vSpheredMiMEUIRHREIMNE ARFYRBAC ~ Al N EIEE
#1EEIR - SnapCenterdMIMER FBF X B vCenter Server RBACH1Data ONTAP VMware
RBAC °

ARBART—HMVMwarefERRER (FERERER/VMDK) TI{E - SnapCenter ONTAP SnapCenterf1 &
£ SnapCenter VMware vCenterdMIET( 2Rz & SnapCenter ELFERER —EITE ~ BIZETS
IkSnapCenterAdminE & ; & L& E SnapCenterAdmin B BHIESR ©

VMware vCenterdMIHE R BEMITEA EZHIvCenterA & o SnapCenterf& X4 AfEHvCenter GUI ~ &5t A A1
ZvCenter Active DirectoryfEH#& - 7 SE811TSnapCenter FZIBIIAE o

TR A RBRF AL RRAECR A « WG ERFEVERGEEAE - FiBSnapCenter » F—RREVMwareZIEIIAE

MR ~ WE D EZRActive DirectoryE & EHEINEEAE « AR ERFIERMEEELEERENR
B o

VMware vSpheref{# & EFAKRBACYMIENfHE!SnapCenter

AR & E A SnapCenter VMware vSpherefJVMware vCenterdMHFE, « vCenter Server®
IRHEERINIRBACE 4R © SMEMENERFSZ #EvCenter Server RBACHIONTAP VMware
RBAC °

vCenter Server RBAC

b %2 2 14158 B it SnapCenter FHVMware vCenterd& 4 #1THIFRE TIE « BEVM—E ~ VMIEER—



2 ~ SnapCenter AR A HEIMEARRR—2 (BEERVMDKRERAIER) I{F o LERMIRBACEEHIvSphere
fEAAFE7ESnapCenter vSphere#)ff (FITNELR LSS (VM) FIBRIEHRE) L#iTVMwaretEE T ERIAES o

VMwareBJVMwareiEfE8Z vl 7EvCenter LI FFA® ~ UF|FITRIEIEZE | SnapCenter SnapCenter
"CVEER"WN"CVEHR" ~ "CVARIERER" » "CVIER" » "CViER"
vSphere BIE 8 AT #11T NN EHREZEvCenter Server RBAC :

* EIRYIH (thiBRIRERIR) EREvCenter ServertfR o AREAILIRHFIAREELEEIRNVFERE « it
BEREE -

* RSB RA s k4R Active DirectoryfEfBE
Z/ VA FERESNEESIGERCenteri o NRBAULERR « FAE T EA7ZEVMware vSphere Web
BFRI%GUI -
RBAC ONTAP

It Z 2 HIEFE AR SnapCenter FA—EAVERTE ((EBEVMDKIVERTEIN) I1F o LEARFR%ISnapCenter
TEREHERAALHIITREEEEE (FINEHENERENHESRE) B8 -

SHERA T TERIZAEEEONTAP F5IIEH : SnapCenter

1. HEEEBEESEEHEVM LRI AV ERRNAR -

2. Rg ~ HEEEESERABIEMMREERSE

3. RAMEEEFARMEHEREERLE  BHEVMITEE (FAR23%4%) SnapCenter SnapCenter ©
4. A% - HEEERABIERGZEFEEE - SnapCenter SnapCenter

RBACHE[RRYEREE TIEMTE

TEHEHRBACHEE (vCenterfTONTAP VMware) HIEG:E TERIZ ©



1. vSphere user requests an operation.

v

"’;:;2’;‘? 2. SCV checks the vCenter RBAC privileges for the
vSphere user.

7 l > 3. Applies only to SnapCenter application-over-VMDK
SnapCinter jobs. If those permissions are OK, SCV starts the
Server operation and SnapCenter checks the SnapCenter
. RBAC privileges for the user that was specified in the
SnapCenter VMware plug-in configuration in
SnapCenter.
Storage 4. Applies only to SnapCenter application-over-VMDK
System jobs. If those permissions are OK, SnapCenter accesses

& 4 the storage system RBAC privileges for the user that
was specified when the storage system was added.
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