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1. vSphere user requests an operation.

v

"’;:;2’;‘? 2. SCV checks the vCenter RBAC privileges for the
vSphere user.

7 l > 3. Applies only to SnapCenter application-over-VMDK
SnapCinter jobs. If those permissions are OK, SCV starts the
Server operation and SnapCenter checks the SnapCenter
. RBAC privileges for the user that was specified in the
SnapCenter VMware plug-in configuration in
SnapCenter.
Storage 4. Applies only to SnapCenter application-over-VMDK
System jobs. If those permissions are OK, SnapCenter accesses

& 4 the storage system RBAC privileges for the user that
was specified when the storage system was added.
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RIGE#
VIRTUAL MACHINE.#

=RER
EENEHIgEsz— ~ BT ¢

<VM name>[vertical bar]<VM
UUID>[vertical bar]<power-
state>[vertical bar]<VM
snapshot>[vertical bar]<ip-addresses>
<power-state> has the values POWERED ON,
POWERED OFF, or

SUSPENDED

<VM snapshot> BBEELLE true T false
MUrafme g UERaEE o

< IEER
BIAE SRR A 1551 ke o

Perli5 < HE#1&54
T Perlig S IBE A ZIEHNITHEDFFENRIZEE, o

#!/usr/bin/perl
use warnings;

use strict;

my Sargnum;

my S$logfile = '/support/support/log env.log';
open (FH, '>>', S$Slogfile) or die $!;

foreach (sort keys %ENV) {

print FH "$ = SENV{S$ }\n";

}

print FH "=========\n";

close (FH);

Perl 15<HEEEM #2
TYEHI G ENBRAFHDIIE ©

#!/usr/bin/perl
use warnings;

use strict;

my Sargnum;

my $logfile = '/support/support/log env.log';

open (FH, '>>', S$logfile) or die $!;

print FH "BACKUP_ PHASE is $ENV{'BACKUP_PHASE'}\H";

print FH "Backup name SENV{'BACKUP NAME'}\n";

print FH "Virtual Machine S$ENV{'VIRTUAL MACHINES'}\n";

print FH "VIRTUAL MACHINE # is $ENV{'VIRTUAL_MACHINE.I'}\H";
print FH "BACKUP_ DATE is $ENV{'BACKUP_DATE'}\H";

print FH "BACKUP_TIME is $ENV{'BACKUP_TIME'}\H";
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print FH "STORAGE SNAPSHOTS is SENV{'STORAGE SNAPSHOTS'}\n";
print FH "STORAGE SNAPSHOT # is SENV{'STORAGE SNAPSHOT.1'}\n";

print FH "PWD is SENV{'PWD'}\n";
print FH "INVOCATION_ID is $ENV{'INVOCATION_ID'}\H";

prlnt FH ":::::::::\n";
close (FH);

Shelli5 < HE&E)

#!/bin/bash
echo Stage $BACKUP NAME >> /support/support/log file.log
env >> /support/support/log file.log
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< - VMware Remote Console

Maintenance Console : “SnapCenter Plug-in for UMware uSphere"
Discovered interfaces: ethO (ENABLED)

Main Menu:
Application Configuration
) System Configuration
) Network Configuration
Support and Diagnostics

x ) Exit
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test ro 07-21-2020 07.08.0 Tr2172020 4:09:00 AM No ool No 5
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HEIMMERE « FEETRVMwareBJIP of the VMware§Mi 2R - SnapCenter

2. iié TEEBERRPRAERRE" « SABBUHEER THMIMEHAER BEEPR TARFS. 218 - UERIMIE
T o

3. & AVMware vSphere ©

4. EAABIEREEP - BB EAREIE—TSnapCenter VMwareSMIMERBIHITERE ( .tar PEERERLE
BERFTERRER) - ABRIEECIEHRER PR

5. MNREEASnapCenter VMwarez B E fthSnapCenter BIVMwarelfifh 3£ TREAIER —HWHH « FHE
ASnapCenter ElVMware - A% FRvSphere £ i o

el

EREREBESFED « SnapCenter EEBIRVMwarefIVMwareldifs o

#PRVMware SnapCenter vCenterdMIMENBI VM Z 1B ~ sZIMIMERNAISEE —EF1EvCenter ~ EEIFEMHE

EEZ!K#S%vCenter’T?HY%JJ: B2 « ARIMNIER BB « EIbE ASnapCenter 1521 E#ITEMVMware

vSphereIN5E ° MR EEFFHMELIRA M vCenterREX ~ 5B E AL EESnapCenter 'VMwaresMiME{4H
s BEELEEN TEER) R ~ AR EMEEvCenter WebFl R IRARFS ©
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EIRmpY4ERE
BB H IR &

a2 Al

& BB SnapCenter VMware vSphere BEIEGUIEE A BIVMware vSphere Plug-in IPAIIEFIE ARIEE © EHws
‘Brc MUEE TR ELER MFA RERL o

* BBEVMwarelB R 2 ZERIP{iitSnapCenter ©
* A SnapCenter ZBEVMware vCenterIMIMET RHRHAVE ASEE « HEHBIEIHIEREE
* FRMEETIEANAMABRREIE - B4 6 (1B MFA 1Y o

5%%5
& ASnapCenter VMwarefJVMwaretiF EIEGUI ©

EAMIL https: //<appliance-IP-address>: 8080

2. B—TERITEY G RE) Bmn-e

2 admin [ SionOut |8

MNetApp SnapCenter Plug-in for VMware vSphere

Dashboard Version Support User # Edit 'h

Configuration

Product Version hitps:j{myzuppcr.netapp.com Usernsme  admin

Build = Generate Support Bundie
Date and Time # Edit Metwork Settings @ # Edit
Dtz Jas/z1/2021 1Pv4 IPVE

3. 1£ MR E) EEM THHERLERRT) & ~#&—T T4REE) o
4. EEVTHIERFE « A%IZ—T* TSave (f&fF) 1 *°

HBE& A& AR SnapCenter BBVMwarelG - #HITHIFR B HED ©

IEEE ASDERE

AT & SnapCenter VMware vSphere EI2GUIZE A BIVMware vSphere Plug-in& A &S

_?-‘fc
o2
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FIsEZ Al

& JBEN3E SnapCenter VMware vSphere B IEGUIE B BIVMware vSphere Plug-in IP{IIEF1E ASSEE o Etas
‘Bt MEME IS EER MFA L ©

* EBEVMwaretfi {4 g #BERIP{itESnapCenter ©
* s5{EFSnapCenter ZFZEVMware vCenterdMiME L RHR HAVE ASTE « NEWHBIEXHITE
* FREETIEANRARAARREIE « B4 6 1B MFA 1Y o

1. & ASnapCenter VMware#JVMwaretfifF EFEGUI o

EAMET https://<appliance-IP-address>:8080

2. H—TIEBIEYPH TRE Bx -

2 admin [> Sign Qut

e

M NetApp SnapCenter Plug-in for VMware vSphere

Dashboard Version Support User # Edit h

hitps:fmysupport.netapp.com Usermame  sdmin

= Configuration Froduct Version
Build = Generate Support Bundie
Date and Time # Edit Metwork Settings (@ # Edit
Date  Janjzaf2021 PV e

1P Address

eules are brizgered using this setbing. Search Domains

3. £ TRRE) BEM MERE) BRHP #%F—T MMRE) -
4. BAENS - RBIE—T TR -

PA RRFS AT AE S B4 D 1B RS I A RE RIS [E R E(E o

(EifivCenter& AR5 &1

&R LUELLSnapCenter T£VMware vSphereflJVMware vCenterdMi2 It HER ERYvCenter
BAREE o SMIME N B AE LR TERTFEvCenter ©

FI%EZ Al

& 7BFNZE SnapCenter VMware vSphere BIEGUIEFRIVMware vSphere Plug-in IPIIEFIE AZREE o St
A0 MCAEE I ESR MFA R ©
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* EBEVMwarelf R g R8P itk SnapCenter ©
* #AfEASnapCenter Z§&VMware vCenterSMIMELRHR HAIEARRE « HEHBEHAIERE
© FRBETITEANAMRAEE « EX 6 (IHH MFA #fY o

TR
1. & ASnapCenter VMwareBJVMwarefifF EFEGUI o

A https: //<appliance-IP-address>: 8080

2 (RIS « BT -

M NetApp SnapCenter Plug-in for VMware vSphere

Dashboard vCenter # Edit e

e (FQ ' Port 443
Configuration -

ername  administrator@vsphere.local

ggggggggggg

Plug-in Details
) Enabled
& Connected
3. 1£ T4RAE) BEEM ™ vCenter) BEEH ~ #&—TF TiRER) o

4. AKRE ~ RER—T TREF -
SR MECEIZIRSRES o

el LUEESnapCenter 7EVMware vSpherefJVMware vSpherefJVMware Plug-inz&E
RUMBER SR TE © SMIMETN B EAE LR EREFRVCenter ©

BRtE Z Al
& JAF7E SnapCenter VMware vSphere BEI2GUIE A HIVMware vSphere Plug-in IPEFIE ASIEE © Ethws
‘AR50 MM T IE S ELER MFA RERL o

* EBEBVMwarelfF R BERIP{iiitSnapCenter °

* s SnapCenter &8ZEVMware vCenterSMIE R FHEMRIE ASTE ~ SNEHBIECKAIEDE ©

* FRMETITEENARARREIR « EX 6 iIEH MFA #1Y ©

om
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1. & A SnapCenter VMwareBJVMwareiffF EEGUI o

HEAMI https: //<appliance-IP-address>:8080

2. B—TIEMTASGE %) Br -

2 admin [ Signouwt |8

M NetApp: SnapCenter Plug-in for VMware vSphere

- rhbaard . < i
§ Dashboard Version Support User # Edit

H
hitpsyfmysupport netppcom Uszmsme  sdmin

Configuration

Buile Generate Support Bundie

Date and Time # Edit Network Settings @ ¢ Edit s

sle  Jaafzifion Pva IPVE

8. 1 TREI HEM MEBRE) BRF 1Z—T M™IPV4]1 5 TIPVe 1 ~ ABER—T MEEl o
MATE « ARE—T TEE o

4. MREEBIRERRTE © BT FIENE
° IPV4 : 7£ T IP{ust*) W EA 0.0.0.0 2ABIE—T T#El o
° IPv6 : 7E T IPfudt*) NI @ 8A : 0 ABIE—T THfEl -

@ NREEERIPVARTIPYE ~ RIEERIRZFREMEMERRE o HEREE /RIS E DNSRARESFE
SHBIRNL -

IZCRAERETRER B

EERFHEENME ~ 0] LUEIR scbr.override ARG B TER(E o LA R ZEHIR
TE ~ FIN7EFEDHERE I K MBREIVMwareREBEE « BN 15T LEBITZ AIRIE
fE o

° scbr.override EXEUEAERNAERZ BEHREEXEMNIRIEF « VMware vSpherefJVMware vSphere

KIVMware vCentersMH2T & {8 FAAAARfESnapCenter SnapCenter ° YIRIAERAIFTE « AILBUHAIERE
AVARS
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]

7217 scbr.overrideZHRE E

o scbr.override EXEUERRERXAERZ BERREEENIRIER « VMware
vSpherefJVMware vSpherefJVMware vCenter¥MiER & FEA4ERERESnapCenter
SnapCenter °

1. BifE /opt/netapp/scvservice/standalone aegis/etc/scbr/scbr.override-template ©

2. % scbr.override- template IEREHRABHIFIER scbr.override fEH
\opt\netapp\scvservice\standalone aegis\etc\scbr B#ke

U EBRIAR
e LUERTBFIFIIAZA scbr.override 2HREFELIE B TEG(E ©

* IRIETER: ~ A G FERMERRRGTREARAR - EEFEABMARECHERRE « MBERR + FiT °
* & pAJBT7ESnapCenter VMware vSphere = ##A9VMware vSpherelfifs EEFERBIARTS « S EA ZAHRL o
SR AER RSB TH B MY scor.override AARBSIEUEETER(E ©

» * dashboard.protected.vm.count.interval=7*
IEEBRRRETRVMREREIREL -
TERER 71 °

» * disable.rakCiphers=true*

{E£FSnapCenter %550 INZ 28 ~ LA VMware vSphereflSnapCenter VMware vSpherefJVMware
Plug-inE2FRFRF IR E M55 223 2 IRVEEE5%E include . weakCiphers -

TLS_RSA with AES 256 _CBC_SHA256 TLS DHE_RSA with AES 256 CBC_SHA256

TLS_RSA with AES_128 CBC_SHA256 TLS DHE_RSA with AES 128 CBC_SHA256
TLS_ECDHE_RSA_with AES 256 _CBC_SHA384 TLS_ECDHE_RSA with AES_128 CBC_SHA256
TLS_RSA_AT AES-122 GCM_SHA256

TLS_RSA_AT AES-256_GCM_SHA384

* * globe.ds.site.Pattern®

I — RS EER B G LRI BRI EETERE - CRINERERE M JavaiR B EE A IST
HRIFIE o

g1 : BHT global.ds.exclusion.pattern=.*21 HIBREFBERAEXNERERE « 40
datastore2l # dstest21 F#HEER ©

&) 2 1 BE global.ds.exclusion.pattern=ds-.*|"voll23 HIRESHMEERFRE ds-
(B8N scvds-test) TUEFILE vol123

« * guestFileRestore.guest.operation.interval=5*

F57E SnapCenter VMware vSpherefJVMware vSpherefJVMware vCenterffiftr 5 38 & 1 EFf 32 AV B S
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fR (7)) (AR LREEEFZBRIER) o BFFRRBEERTE guestFileRestore.online.disk. timeout #
guestFileRestore.restore.files.timeout ©

ERREA 5] ©

* guestFileRestore.monitorinterval=30*

}§XESnapCenter VMware vCenterdMiMER BEe B HA R BB 2R IR T ERSERRVBFREREMR (AR EEAE(L) o
ERE N TERSERBFE 2 BRI TRV E R TIEPSER R G R EREAR o

fasfE® 301 o

* guestFileRestore.one.disk.timeout=100*

$8E SnapCenter VMwaref2 I ZAEVM_LE ﬁ?ﬁtﬁ%ﬁﬁf’ﬁﬁnﬁiﬂﬁﬁﬁ (UMBEN) o FHER ~ EohE
AU STTRAR EHERERE 2 AT ~ IBA 30T RIFRFEG o

FER(EA 1100 o

* guestFileRestore.fest.file.timeout=3600*

F&TE SnapCenter VMware 2N ERBVM L EFEEEREERHRNERE (UMAEBA) o NRBIBRAE -
EFMEEER - TIEREIERALM

FER{E%A 136001 (1/0EF) o
* guestFileRestore.Robocopy.directory.flags=/R:0 /W:0 /ZB /CopyAll [EFSRAW /a-:SH /e /INJH /NDL /NP*
FEEEERERERFEIREER B ERRE2EMANEEIMRobocopyEIE
sR/DTBMR /NoH BURTE /Nos AAE g RENERE L AYEI o
FrsrERER (BbR /RIER) - BASHESERRMESHNERRBARR
JERES "/R:0 /W:0 /ZB /CopyAll /EFSRAW /A-:SH /e /NJH /NDL /NP" ©
* guestFileRestore.Robocopy.file.flags=/R:0 /W:0 /ZB /CopyAll /EFSRAW /a-:SH /NJH /NDL /NP*
IEEEFRERERIFEIEERERIEREZEAIERIMRobocopy IR ©
sANTEER /NoH BUHTE /Nos ARE S RENERE L AYEIT o
FRFFERER (BFR /RIER) - BASAESERRBERNERREARR o
JEs%1EA "/R:0 /W:0 /ZB /CopyAll /EFSRAW /A-:SH /NJH /NDL /NP" o
* guestFileRestore.sessionTime=1440*

$5ESnapCenter VMware vSpherefJVMware vSphereZ VMware vSpherefJVMwareigRIMIER RIFERH
PREBERERETERSERER (UDESBEN) o

TE%EA 114401 (24/0FF) o



« * guestFileRestore.use.custom.online.disk.script=true*
IBETRURRIERERTIEREER « SEEMH BT THERIEIT AR BREEIRE AR o 5B HA
fiF? [Install Path] \etc\guestFileRestore onlineDisk.psl® TR EIEHTERIESH o &
[Disk_Serial Number] ™ [Online Disk Output] # *[Drive oOutput] TEMIINFERFHAR ~ BT
LA
faxER MRy -

* *include.esx.initiator.id.from.cluster=true*
5% SnapCenter {t & ERMFTAESXiEH4EBVMDK TERIZ - #§iSCSIFIFCPEREN 23 IDA A FERTZR A -
aRER MR -

© @555 B

fAlff disable.weakCiphers 8% true * 18EMR T EFEHAMNGBEEZIN - BEEANER
disable.weakCiphers TR A= °

* R Al17.ds.storage ° query.count=15
F5ESnapCenter VMware vCenterififf Al ¥fSnapCenter VMware X IBH R AW 1 TEEH « UFERBEREHRE
Egg%ﬁ?ﬁﬁﬁ%%ﬂ o SMEHER E7ESnapCenter EEFERENVMware Plug-in VMER_ERILinuxBRFSFRFES HiELE
* * NFs.datastore.mount.retry ° count=3*
F5TESnapCenter fEvCenterd - A& (FANFSERFHEHEMVMwaretGH E KB LR -
FERfER 131 o

» * nfs.datastore.mount.retry.delay=60000*

UZFAEAI ~ 57 SnapCenter 7EE & VolumetitE A vCenter P FINFSERIZMERF ~ VMware vCenter
SMMENEFRVBR] o

¥Es&{E% 600001 (60FD) o
 * script.virtual.machine.count.variable.name = virtual_machines *

%‘%E@ﬁﬁﬁ%%ﬁ%ﬁ@%ﬁ%@%ﬁ o MNAFEREH ~ AoEEBN TERERTREAEREERIIES

40 ~ virtual_machines = 2R IETE {17 MR E 1428 o

 * script.virtual.machine.info.variable.name=VIRTUAL_MACHINE.%s*

REIRIEEHLE - ERESHOPEnIBERESRFEREN - LRRLREISH ~ A EEHRDHIRER
TEAEREEERNESH -

Bgn ~ IRIRE Rvirtual_machine 2 &R AR ZE E R 0VERE o
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* script.virtual.machine.info.format=%s|%s|%s|%s|%s|%s*

REAMEREBNEN - FRBEMPRENIEFRIALMT © VM name |VM UUID| VM power

state (on|off) |[VM snapshot taken (true|false) |IP address(es)
MUTF 2 ErIseiR R E A6 -

VIRTUAL MACHINE.2=VM 1]564d6769-£07d-6e3b-
68blf3c29pal3a%a|POWERED ON| [true|10.0.4.2

#17s%%.connection.timeout=600000

}5XE SnapCenter HfEFRACIENERRE (UZEMWAEA) o

YER{E%A 16000001 (109388) o

* vmware.esx.ip.kernel.ip.map*

RBETERE © S UFEAILLEFESX IPAEEEEVMKkernel IPiL  1R#EFER » SnapCenter VMware
HIVMware vCenterSMIMER G {FEFAESXi I BEIEVMkernel T EI-RIP{LL o #1REAESnapCenter
:EVMware vCenteryMIME X FE A EHIVMKkernel NEFIP{IHE « B A EIRMHBIRE o

EULTEFS « BIE VMkernel /YEF IP i3t 10.225.10.56 ; &8 « SnapCenter VMware M2 TL(E
BRI 10.225.11.57 #1 10.225.11.58 ° YR EIEVMkernel T EFRIP{iiE2310.225.10.60 ~ HSMIHFE
N EFEAIHE10.225.11.61 ©

vmware.esx.ip.kernel.ip.map=10.225.10.56:10.225.11.57,10.225.11.58;
10.225.10.60:10.225.11.61

* VMware.max.ili{T.snapshots=30*
}5XESnapCenter VMware vCenterffiffE{alfRes_ LI TRIMLITVMwareREBEE LR o

IEHFERESEEHHFREETRE - RERERIER VM—BU A EZE - IREHNITHIZER—
HEHR - BILEREREAR -

FARER 1301 °

* vmware.max.concurrent.snapshots.delete=30*

F&E SnapCenter VMwarefaik2s L MITHEEBERFHRE L TVMware SnapshotfIFREENRAEE
I FERESEENEFREREE

FAR{ER (301 °

* VMware.query.unresolved.retry .count=10*

f&RESnapCenter HICEEE I REBI/ORIFFREIIRE) 558 « BEEVMware Bl SMIME N Bl BIERBR AR
EEHPIRB LR -

FEREA 10 o



* *VMware.quiesce.retry .count=0*

}§7E SnapCenter B EARIZ A . (REI/OMEFREFRS #H5R « B VMwaretiF Bl FEVMwareRIR
B RE LR

FERER 01 o
* * vmware.quiesce.retry.interval=5*

$5XESnapCenter TEH{DHAR ~ FAVMware vCenterdMIE N TEFIX A BIVMware Snapshotf & ... AR
BI/OMKFEIRF thR SRR (URAEA) o

ExER 51 °
* * vmware.query.unresolved.retry.delay= 60000*

$§7ESnapCenter 24 T, REBI/OMERFREIPRHIL $552 « EEVMware vCenterdMIE T TE B IR R B IRTL
RENETHZEEFNRE USWAEL) o ERVMFSEREFR &R S ILIEE -

fERES 1600001 (60FL) o

* *VMware.reconfig.vm.retry .count=10*

$5XESnapCenter AN EE .. [REBVORSREIRE]) #HER « MERVMwarefitt ER EXAMERREVMAY
BEHNRELR -

FEREA 10 o

* * vmware.reconfig.vm.retry.delay=30000*

$§7ESnapCenter 24 T, REBI/OAIBFREIPRSI) $552 - EEVMware vCenteriiF TE X B RAE R
EVMHEHZ BEFHNRERE (USWAEN) o

¥EsR{EA 1300001 (30#F)) o
* *\/Mware.rescable. HBAE i .count=3*

}§7ESnapCenter AR E A T, RBI/OMIKIRIPRHIL #8552 « EEVMware vCenterdMIE X EFXBRAEN
FHETHERFNTE RNEHZ BEFNRE (UZEWAER) -

FamER 131 °

» * vmware.rescan.hba.retry.delay=30000*
}§XESnapCenter VMwaretf Efrigta T ERE T ERNEA X LR -

fas{E4 1300001 -

EXF#E A SnapCenter VMware vSpherefJSSH for VMware
Plug-in

ZBEVMware vCenterdMiHFETBFSnapCenter ~ SSHERASH ©
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T ER
1. #VMware vSpherefl B im#EEEXSnapCenter VMwarel@ 4 FRERIVM o

2. EVMEHR—TBEAE « ABEERERAEEN* Summary (BE) ZFE51E% L « #—T Launch Remote
Console (EiENZIHETER) LURBMETIZEHE - REEA o

MBFEREAGETIEOREREN « 552/ "FErEETZES" -

S - VMware Remote Console

Maintenance Console : “SnapCenter Plug-in for UMware uSphere"

Discovered interfaces: eth0O (ENABLED)

Main Menu:
1 ) Application Configuration
Z2 ) System Configuration
3 ) Network Configuration
4 ) Support and Diagnostics

) Exit

Enter your choice:

3. EETHAERT  EIMIAERIEIE 2) RGAARE o

4. {itSystem Configuration (RAEAERE) IhHAER - BEEVINFEREEIE" 6) Enable SSH access* (B{FISSHFE
BY) ~ RRERSMERTFTREA My e

5. 5B TEnabling SSH Access... (IEFEE{FSSHTFEY...) 1 SRR EnterfBifiiE « ABTEIRT FBA™
XSS R AEEE o
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REST API

CIX

i

J1V/AAY

& B WA fEASnapCenter VMware vSphere REST APIFYVMware vCenterdMHER 2R 1T—
B RMREIEZE o SMIMETNAISWaggerfi B EAWindows SnapCenter 7T 48HISwagger#d
BHARME -
* REST APIT{EIZ & £/ VMware vSpherefIREST API ~ 28 1EVMAZERIZ M E L HITH FHI1EL |
° FME - B MIBREFEVMAIRE
° I~ B RMIFRE TREFAR
° fEn EEKER « HIERFERED
° BRIFAMVMHAMIEREIVM
° #E[EVMDK
° EIFAEIBRVMDK
° BEKEEERTFRE
o FEHI(FMELRSE
° {ECAEBHZ
* VMware vSphereFYREST APIFR 1R
© BRSERER
o ZEE R 4AAESnapCenter VMwarefE
° }5IKRBACH B FEEMRFERE

*uri 2%

o uri B2H—EEEE Mully -
* BB

FERAERRER120388 (2/)\K) o AU TEvCentersk E PR E A EIRVEFFE o
- ENEE

AT REFER - REST APHEREHIMREN « §ESEER—BRIEE « X ARFABAPIMEIFRLEEITR P inER
& o VMware vSphereFYREST APHERVMwareB 5 APIZREVSHERL o VMwaretZ (R EIRINAE o

EEESHEMN « 55fER /4.1/auth/login REST APl {fvCentersB:E o
* APIRRZEIERE

BEREST API%1B#B €2 2 SnapCenter B&x7tE51TREST APIEVAR 4R 5% o BFISIREST API
/4.1/datastores/{moref}/backups B—RXEEHMSnapCenter i ZE mAYARZS ©

REST APITERRIRAFEE G R TES « T EREFEZIECUASHIINGE
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{EFASwagger APIEE ZEXYREST API

REST APIgiEiESwaggerf@H AR o Eu]LAfFE Swaggerdfd B ~ AFEmRSnapCenter &
FiRSnapCenter VMware vSphere REST APIFYVMware ServergVMware vSphere Plug-
in ~ U FEEEHAPIFELY o §5FASnapCenter VMware vSphere REST APIFYVMware
vCenterdMi1EI( ~ EVMAIERFERE _ EBITIESE o

SMEFEAISwaggerddE EiSnapCenter  (fAARESSwaggerfE RG] o

RG22 Al

#HHVMware vSphere REST APIFYVMware vCenterdMiMET ~ A ZBEIEVMwareBFRIIPIEEE F 1%
#& o SnapCenter SnapCenter

() SMEERMESIEREST AP« BB REAR{ES « F3EPowerShel CmdletsCLI -

1. RBERHAURL ~ UEEYMIEXSwaggerfi & -

https://<SCV_IP>:8144/api/swagger-ui/index.html
@ s/707EREST API URLFERTFHIFIT 1+~ © ~ %M& ©

2Rl
7ZEXSnapCenter VMwarefifFREST AP :

https://<SCV_IP>:8144/api/swagger-ui/index.html
https://0OVAhost:8144/api/swagger-ui/index.html

E AfERvCenterfRai%hlZREEREM o

2. #H—TAPIERIER « LB REARIEETAP|

REST APIT{ERFE ~ LUFME X HZEVM

EE{FHASnapCenter VMware vSphere REST APIEJVMware vCenterdMIF2 a1 T8 A
EXUFEFVMIER ~ TR REBEFRTERREST APIMIJER ©

HESMEREST API ~ s5H1 <code><a href="https://&lt;server&gt;:&lt;port&gt"
class="bare">https://&lt;server&gt;:&lt;port&gt</a>;</code> 7EREST APIRIAIE ~ FER e EERIIREL ©

AEMEREVMIER « SFEE T IIEME -

SER REST API TR

1. /4.1/storage-system Add Storage System fFEEH
HE1EVMFIESnapCenter ZVMware
vSpherefJVMware vCenterdMii2
o
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https://<SCV_IP>:8144/api/swagger-ui/index.html
https://<SCV_IP>:8144/api/swagger-ui/index.html
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https://<SCV_IP>:8144/api/swagger-ui/index.html
https://<SCV_IP>:8144/api/swagger-ui/index.html
https://<SCV_IP>:8144/api/swagger-ui/index.html
https://<SCV_IP>:8144/api/swagger-ui/index.html
https://OVAhost:8144/api/swagger-ui/index.html
https://OVAhost:8144/api/swagger-ui/index.html
https://OVAhost:8144/api/swagger-ui/index.html
https://OVAhost:8144/api/swagger-ui/index.html
https://OVAhost:8144/api/swagger-ui/index.html
https://OVAhost:8144/api/swagger-ui/index.html
https://OVAhost:8144/api/swagger-ui/index.html

AR EFEFVMIEE  FER T IIFRE

S ER REST API
1. /4.1/storage-system
2. /4.1/storage-system

SR

getsvmall BYEFRA R AfEEFEVM
HYEE o
58 MEEEAHETFVM 518 o

Modify Storage System &35
EREFVM o

PR TPREEMUENEIEZI B
BT BRVEERE -

REST APIT{EHTE ~ LU BN E RE 4H

EE{FHASnapCenter VMware vSphere REST APIEIVMware vCenterdMiIF2 TR TE L
FMEREREHAEE « N BEEEFATHIREST APIMELJER ©

HESEREST API ~ 55HTIE <code><a href="https://&lt;server&gt;:&lt;port&gt"
class="bare">https://&lt;server&gt;:&lt;port&gt</a>;</code> 7EREST APIMAIE ~ LR EERIHREL ©

AERUEREAE  FER NYITFERE

S ER REST API
1. /4.1/policies
2. /4.1/resource-groups

HEENERRE  FERILIERE -

S ER REST API
1. /4.1/resource-groups
2. /4.1/policies

i

Get Policies HYf§VMware
vSphere B R imRAIFE ©
AR E R AMEREA
frequency B ~ IRE[FHEN
policyld* e

WRKRY|HER] ~ 5BER Create
Policy RESTAPILEIIFIRER o

Create a Resource Group &
RisENRRBBIEIREHE -

L ERVBERAID* ~ WA RR
SR SHAER - URFIEEMNE
BB o

i

Get List of Resource
Groups EX{§VMware vSphere i &
B IREHERE o
HIRCEEIEREEIA -
MREREECUEIRIRER] ~ Get
Policies EX{§VMware vSphereFd
BimERAEE o
AEERIENEIREFHAMRER]*
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3. /4.1/resource-groups/ Update a Resource Group &
{resouceGroupId} MIEENEIREHA ©
WD EEEREFEId
HE TR P B2 R
Ald* ~ i A SRR SFHAE R ~ DL
KRB EMAERN B

REST APILZ{ER#E ~ RIMEEHD

EEfEASnapCenter VMware vSphere REST APIfJVMware vCenterdMiMER HITHEE
HEZE ~ B RBEATHREST APIMIYJER ©
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groups/backupnow Group PEEBFEMNEREHE o
P B BIE- SRR 0 0+ SR
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ST ER REST API ST FR
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mob ZVM o
0 FEEEREZVMBY* morf* o
2. /4.1/vm/ {moref}/backups Get VM Backups BUFIEEVMHY

BIDAE o
L ER13B3E* moref o
sAsC MEEERZ HBHERId o
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WEEEREMREST APINELY B ©

i
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AERRBAIELIStEH ©
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class="bare">https://&lt;server&gt;:&lt;port&gt</a>;</code> EREST APIRIHIE ~ LR EERI RS, ©
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REST APIL{EMfE Fli2/[EVMDK
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i
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i
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o
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mob ZVM o
50 FEMIMNVMDKZ VMBY* morf* o
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HBIDBEE o
T ER13BIE* moref o
sAsC MEERERZ B ERId o
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EERVMDKKMIINZE
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3. /4.1/vm/ {moref}/backups/ Get VMDK Locations HUFi5
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HMERRTERIEEE
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EEfEASnapCenter VMware vSphere REST APIBJVMware vCenterdMHMER#HITEEIE
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/4.1/datastores/{moref}/
backups

/4.1/datastores/backups/
{backupId}/snapshotlocator
S

/4.1/datastores/{moref}/
availableEsxHosts

/4.1/datastores/backups/
{backupId}/mount

BRI TERIE

REST API

/4.1/datastores/backups/
{backupId}/mounted

/4.1/datastores/unmount

SHAR
FVMwaresEEYHFURLSIXEZE
EERE ©

iC FEMEZ B FRER"

morf* o

Get the list of backups
for a datastore BUSIEEEN
EFRENERRE -

L ER15BIE* moref o

50 NMGEHEEDI ©

Get the list of Snapshot
Locations BSEEBMHUERGF
WD ER2EEMEDId -

50 F snapshotLocationsList ;58

Ry BERERE © MUE o

Get the list of Available
Esxi Hosts BUSRIRREELEE
HIESXiEIEBE ©

L ER1BIE* moref * o

FHFE ] ARYEssxHostsList*&
afl o

Mount datastores for a
?ackup BEEENBERFERER
ﬁ o

P ER2BIRER I o

7£* datastoration* M * U E*E 4 ~
BRRENER

snapshotLocationsList FEE3

ﬁ* esxHostName*BEH « FiED
EZAh*0] FHHYEssxHostsList*By &
o

i

Get the list of mounted
datastores °

58 FEHHNERFRE moref *

UnMount datastores for a
backup E&EIEENERFHE FH
3o

T ENBFBRERIZERE* moref * o
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DS TEERE (fian) R4&/NEREE backup

mountBackup® of, ‘restorec°
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A TT{E) BEEFATHIREST APIZR F&E T{EsCE% ¢
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/4.1/jobs/{id}/logs getJobLogsById FEIEE LIFAYECER ©

fEH TR BRI TSIREST APIZRELIRE -

REST API SEAR

4.1/reports/protectedvM Get Protected VM List BUBBELtRAZ(R
HVMEGEE o

/4.1/reports/ Get Unprotected VM List BfFBELtXAXRT

unProtectedvM (FENVMBE

REST APIT{EtZ rIME A N EHETE

EEfEASnapCenter VMware vSphere REST APIBJVMware vSphereMIEZE
BVMware vSphere 8 B im TERIAEHEE ~ (A BEEFRERREST APIMEIY|ER ©

REEHHE 2 E mPEMIEIHHE « BIIMySQLEEIEEIEENHHE o R LUEEL T HIHHE !
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Schedule-PurgeBackups

Schedule-AsupDataCollection

Schedule-ComputeStorageSaving
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HESEREST API ~ 5551 <code><a href="https://&lt;server&gt;:&lt;port&gt"
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1. /4.1/schedules Get all built-in HHEEEEE
mEVRHN TEHIZBE o
50 NMEE(E B BHE B R AERE
BcroniBHE o

2. /4.1/schedules Modify any built-in
schedule B EAFLHEIE ©
RTENFEHIERTE « ARATHE
B EMcronBER o

REST APIE] ER{EMN TIEFETRALR

EEfFEASnapCenter VMware vSphere REST APIBYVMware vSpheredM M ER RS
HVMware vSphere i B i TEBI TIEID ~ EAZBEfEFAVMware vSphereBJREST APIIE
0l o ZLEREST APIE #ii&% ZESnapCenter VMware vSphere 4.489VMware vSphere 4.45p
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HESEREST AP ~ 5571 <code><a href="https://&lt;server&gt;:&lt;port&gt"
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£ TTE BEFPBITFIREST API ~ iR HITHIRRER TIFEE A RBAREE !
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/4.1/jobs/{id}/failJobs BINMBIRENPITHARER TEIDEF « failJobs %
BLETERRAKRK - EEHABRBITHARENT
£« SBEA T IEERISGUIREESE T /ERIRRENI T
EID

REST APILAES FEi %50 8%
B LU 3R SSREST APIR S B I P S MEME T (B FI B 7 T U SR I 080 S UMY o
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—_
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