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Identify two existing SnapCenter Servers,
or install SmapCenter Server {SC1) on
hostl and SnapCenter Server (SC2) on
host2,

.

Export SnapCenter certificates for SC1
and 5C2.

.

Configure F5 Load Balancer for
SnapCenter Servers and disable the 5C2
node member.

.

Impart SnapCenter certificates into F5
Load Balancer,

.

Configure an F5 cluster in SnapCenter
between 5C1 and 5C2.

.

Enable 5C2 node member,
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4. A TGS ~ EAEAECEREL :

% 2% Ashow—vserver <Svm_name\>-user-or group name <user_name\> |

user_nameeREL IR EIINFERERTE

R {BHEIRZEIISVMA T

EEEERAISVMEREZILAGR » G BHITHONTAP {ESfCLIGE <L ONTAP
o YNRITHESVMREONTAP AafcSnapCenter £/ ~ BARAEEAvsadminB & « BIEE
lish==) <2

TR
1. ERERAL - BIABUEFRERERIERGZAR -
rZ 2% Affhcreate—vserver <Svm_name\>- role <Svm_rouse_Name\>-cmd B #£%& #&<permission\>'
() crEzsssERRERLSS -

2. BUFRAETHACRIKGZERE

rg 245 AR EAE<user_name>>-vserver <Svm_name\>-fEFRTE I ontapi -auth/53% ZZH§-role
<Svm_rouse_Name\>'

3. MRIRSHEERE o

rZ22Z AfRREE-FHE <user_name\>-vserver <Svm_name\>'
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rZ24% A Atcreate -role SVM_SVM_role#8-cmdE#:&#E SnapMirror list-destinations) -vserver
SVM_Name -access all|

225 Aftcreate -role Sym_svm_role_Name -cmd B #:&F#E"EVENT generate-autosup-log"-vserver
Svm_Name -access all"

rZ2% A tcreate -vserver Sym_Name -role Svm_svm_rous_Name -cmd B %8 [jobhistory show
-access allJ

r22% Afafacreate -vserver Sym_Name -role Svm_svm_rous_Name -cmd B#%5E T TIEELE]
-access alll

r 4% A fAfcreate -vserver Sym_Name -role Svm_svm_svm_rous_rous_Name -cmd B $## & f8"LUN"-
access all"

r2 2% AfAfcreate -vserver Svym_name -role Svm_rouse_Name -cmd B ##%#&"LUN cree"-access all"
r22% Afafacreate -vserver Sym_name -role Svm_rous_Name -cmd B #£& 18" lunfiif&"-access all"

r%2 2% Affcreate -vserver Svm_name -role Svm_rou_name -cmd B #2&#&"LUN igroup add"-access
all"

ol

r% 2% A ffacreate -vserver Sym_name -role Svm_rou_name -cmd B $2&#8"LUN igroup cree"-access
all"

2% A thcreate -vserver Sym_name -role Svm_rou_name -cmd B £ F8"LUN igroup delete"-access
all"

r% 2% Affcreate -vserver Svm_name -role Svm_rou_name -cmd B $##&#&"LUN igroup rame"-access
all"

r%2% Affacreate -vserver Sym_name -role Svm_rou_name -cmd B ##%&#8"LUN igroup show"-access
all"

rZ22% A tcreate -vserver Sym_name -role Svm_rouse_Name -cmd B #£%# LUN mapping add-
report-nodes| -access allJ

r& 2% Affcreate -vserver Sym_Name -role Sym_Svm_rous_Name -cmd B##&#& TLUN mapping
create] -access all]

2% A thcreate -vserver Svym_name -role Svm_rous_Name -cmdB#%$%#8 TLUN mapping delete |
-access allJ

r% 2% A fAfcreate -vserver Sym_name -role Svm_rous_Name -cmdB##%&#8 LUN mapping remove-
reporting&fi&i1 -access alll

rZ 2% AfAfhcreate -vserver Svm_name -role Svm_rouse_Name -cmd B ##&%8 TLUN mapping show ]
-access allJ

r 2 4% A Afcreate -vserver Sym_name -role Svm_rouse_Name -cmd B %8 TLUN modify.
-access allJ

2% A fhcreate -vserver Svym_name -role Svm_rous_Name -cmdB##$%# TLUN move-in Volume
-access allJ

rZ2% AfAfhcreate -vserver Sym_name -role Svm_rous_Name -cmd B #%%&#8 Tlun offline) -access
alll



l%Z 2% Affcreate -vserver Svm_name -role Svm_rous_Name -cmd B ##%% TLUN onlineJ -access
alll

r22% Affcreate -vserver Sym_name -role Svm_rouse_Name -cmdE#:&#& TLUN resize] -access
alll

r22% Afafacreate -vserver Sym_name -role Svm_rous_Name -cmd B #£%&#8"LUN serial] -access all"
r%22% AfAfcreate -vserver Svm_name -role Svm_rous_Name -cmd B ##%#&"LUN show"-access all"

r22% Afafacreate -vserver Sym_Name -role Svm_svm_rous_Name -cmd B %58 M489/ T E.
-access readonly °

r 2% Affcreate -vserver Svm_name -role Svm_rouse_Name -cmd B ##5%8 'SnapMirror&BlHINE
AlJ; -access allJ

r%2 2% Affcreate -vserver Sym_name -role Svm_rouse_Name -cmd B #%$#8 SnapMirror/&
Hmodify-rRule] -access all]

rZ2% Affacreate -vserver Sym_name -role Svm_rouse_Name -cmd B #:&#& SnapMirror/R B8R
A1) -access all]

r22% AfAfacreate -vserver Sym_name -role Svm_rous_Name -cmd B#£% %8 SnapMirror/R8lshow
-access allJ

rZ2% Affhcreate -vserver Sym_name -role Svm_rouse_Name -cmd B #£%#& SnapMirroriE[R |
-access allJ

r%Z2% AfAfcreate -vserver Svm_name -role Svm_rous_Name -cmd B ##£4#8"SnapMirror show"-
access all"

rZ2% Affacreate -vserver Sym_name -role Svm_rous_Name -cmd B #£%& %8 SnapMirror update.
-access alll

r22% AfAfacreate -vserver Sym_name -role Svm_rous_Name -cmd B#£% %8 SnapMirror update-Is-
set] -access allJ

rZ2M45 A AEcreate -vserver Sym_name -role Svm_rouse_Name -cmd B ##4%8 lversion) -access
alll

r22% AfAfcreate -vserver Svm_name -role Svm_rous_Name -cmd B ##%% Tvolume clone create]
-access all}J

r22% Affacreate -vserver Sym_name -role Svm_rous_Name -cmd B #%%#8 Tvolume clone show]
-access allJ

r22% AfAfacreate -vserver Sym_name -role Svm_rous_Name -cmdB#£%&#& Tvolume clone siff
Istart] -access all]

r 24 % A fAfcreate -vserver Sym_name -role Sym_rouse_Name -cmd B #£$%#8 'Volume clone split
stopJ -access allJ

rZ2% AfAfcreate -vserver Sym_name -role Svm_rous_Name -cmd B ##%4%% Tvolume create
-access alll

rZ24% A fAfcreate -vserver Svym_name -role Svm_rouse_Name -cmmd B#%$4#8 volume destrole
-access allJ

r% 2% Affcreate -vserver Svm_name -role Svm_rous_Name -cmd B##&%& Tvolume file clone
create] -access alll

r%2% Afafcreate -vserver Svm_name -role Svm_rouse_Name -cmd B #%£4#8 lvolume file show-disk-
usage] -access allJ
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r%2 2% AfAfcreate -vserver Sym_name -role Svm_rouse_Name -cmd B ##%%8 volume modify.
-access alll

rZ2% A ffacreate -vserver Svym_name -role Svm_rous_Name -cmd B ##4#8 Tvolume offline) -access
alll

r22% AfAfacreate -vserver Sym_name -role Svm_rous_Name -cmdB#£%&#& Tvolume online
-access allJ

2% A fhcreate -vserver Svym_name -role Svm_rouse_Name -cmd B % #E [volume gtree create
-access allJ

r&2 4% A fAfcreate -vserver Sym_name -role Svm_rouse_Name -cmd B 4% #&"volume qtree delete"-
access all"

r% 2% AfAfcreate -vserver Svm_name -role Svm_rouse_Name -cmd B ##%%& lvolume gtree modify |
-access allJ

r22% Afafacreate -vserver Sym_name -role Svm_rous_Name -cmd B #£%#&"volume gtree show"-
access all"

rZ 2% Affhcreate -vserver Sym_name -role Svm_rous_Name -cmd B #%%#8 Tvolume restrict]
-access allJ

r22% AfAfcreate -vserver Svym_name -role Svm_rous_Name -cmd B ##%4%8 lvolume show, -access
alll

r22% Afafacreate -vserver Sym_name -role Svm_rous_Name -cmdB#£%&#& volume snapshot
create] -access all]

r 2% AfAfcreate -vserver Svm_name -role Svm_rous_Name -cmd B##%&%& Tvolume snapshot
delete] -access allJ

r%22% Affcreate -vserver Svym_name -role Svm_rouse_Name -cmd B #%%%8 lvolume snapshot
modify] -access all]

r22% AfAfcreate -vserver Sym_name -role Svm_rous_Name -cmd B ##%%% Tvolume snapshot
rame] -access allJ

r22% AfAfacreate -vserver Sym_name -role Svm_rous_Name -cmdB#:%&#E Volume snapshoti&
[®]1 -access allJ

r% 2% AfAtcreate -vserver Svm_name -role Svm_rous_Name -cmd B##%%& Volume snapshoti&[R
F&ZE1 -access allJ

r2 2% Afafcreate -vserver Svm_name -role Svm_rous_Name -cmd B ##%#& Tvolume snapshot
show] -access allJ

rZ2% Affacreate -vserver Sym_name -role Svm_rouse_Name -cmdE#:&#& volume unmount]
-access alll

r22% Afafacreate -vserver Sym_name -role Svm_rous_Name -cmd B#%%#8 lvserver CIFSt
Fcreate] -access all}J

r 2% AfAfcreate -vserver Svm_name -role Svm_rous_Name -cmd B##& %% Tvserver CIFSELFMI
B&1 -access allJ

r22% AfAfcreate -vserver Svym_name -role Svm_rous_Name -cmd B##%#% Tvserver CIFSEtF
show] -access allJ

r%2%2% AfAfcreate -vserver Sym_name -role Svm_rous_Name -cmd B #5478 Tvserver CIFS show,
-access alll



r 242 A fAfcreate -vserver Sym_name -role Svm_rouse_Name -cmd B #%$%#8 vserver EXECTON-
policy create] -access alll

« TZ2& AMAfcreate -vserver Sym_name -role Svm_rouse_Name -cmd B &% vserver EXECT-
Fpolicy DELETE] -access allJ

o 224 E AfAfcreate -vserver Sym_name -role Svm_rouse_Name -cmd B #%$2#8 lvserverfE HREI3R
Hljcreate -access allJ

« TZ2ME AAfcreate -vserver Svm_name -role Svm_rouse_Name -cmd B $%%#8 TvserverfE B R B3R
Hshow, -access allJ

« L2 % AfMAfcreate -vserver Sym_name -role Svm_rous_Name -cmd B $##& #&"vserver EXECT-Fpolicy
show"-access all] * Z2& A tcreate -vserver Sym_Name -role Svm_rouse_Name -cmd] "vserver
iSCSI connection show"-access all"

+ L2 Z A fMfcreate -vserver Sym_name -role Svm_road_Name -cmd B #££#8"vserver'-access
readonly

s 224 E AAfcreate -vserver Sym_name -role Svm_rouse_Name -cmd B##$4%8 lvserver EXECT-
policy] -access all]

« L2Z AfAfcreate -vserver Sym_name -role Svm_rous_Name -cmd B##&#& Tvserver iSCSI] -access
alll

r%2 2% Affcreate -vserver Sym_Name -role Sym_svm_rous_Name -cmdE#£%#8 Volume clone7) &l
ARBE ] -access all]

LIONTAP REH#REIZEAE
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I FEEERGL R AGLRAERRIERAZAE -
r% 2% A fAfacreate—vserver <cluster&#B\>- role <role#8\>-cmd B ##& & <permission\>'
() cEsstssERREELSS -

2. BUERAETRAGKRIKMGZERE

rZ2ME AR FRE<user_name\>-vserver <cluster&i@\>-FEF 2 ontapi -auth/5 7% ZH5-role <role
£tE\>

3. FEPRHEERE ©
225 AMIRHE-ERAE <ERERME>-vserver <R EHTE>]

BRI REABNERERNCLIEE S ONTAP
THEZHITHEONTAP EICLIS < RET EEABIIETRIER o
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security login role create -vserver Cluster name or cluster name -role
Role Name -cmddirname "metrocluster show" -access readonly

security login role create -vserver Cluster name or cluster name -role
Role Name -cmddirname "cluster identity modify" -access all

security login role create -vserver Cluster name -role Role Name -cmddirname
"cluster identity show" -access all

security login role create -vserver Cluster name -role Role Name -cmddirname
"cluster modify" -access all

security login role create -vserver Cluster name -role Role Name -cmddirname
"cluster peer show" -access all

security login role create -vserver Cluster name -role Role Name -cmddirname
"cluster show" -access all

security login role create -vserver Cluster name -role Role Name -cmddirname
"event generate-autosupport-log" -access all

r% 2% AfAfcreate -vserver Cluster_name -role rose_Name -cmd B #%$%& [jobhistory show. -access
allJ

lZ2% A thcreate -vserver Cluster_name -role rose_Name -cmd dirname "jobstop. -access alll
rZ2M4& AAfcreate -vserver Cluster_name -role rose_Name -cmd B #£&#&"LUN"-access all"
r24% A fAfcreate -vserver Cluster_name -role rose_Name -cmd B #£$#8"LUN cree"-access all"

r 242 A fAtcreate -vserver Cluster_name -role rose_Name -cmd B #&#8"lunfilf&"-access all"

lZ 2% AfBthcreate -vserver Cluster_name -role rou_name -cmd dirname "LUN igroup add"-access all"
% 2% A thcreate -vserver Cluster_name -role rou_name -cmd dirname "LUN igroup cree"-access all"

lZ 2% A thcreate -vserver Cluster_name -role rou_name -cmd dirname "LUN igroup delete"-access
all"

& 2% A thcreate -vserver Cluster_name -role rou_name -cmd dirname "LUN igroup modify"-access
all"

rZ2% Aftcreate -vserver Cluster_name -role rou_name -cmd dirname "LUN igroup rame"-access all"
lZ 2% A thcreate -vserver Cluster_name -role rou_name -cmd dirname "LUN igroup show"-access all"

rZ2% A tcreate -vserver Cluster_name -role rose_Name -cmd dirname TLUN mapping add-report-
nodes] -access allJ

rZ 24 % A fAfacreate -vserver Cluster_name -role rose_Name -cmd B #£4%#8 TLUN mapping create |
-access allJ

r 245 A fAfacreate -vserver Cluster_name -role rose_Name -cmd B #£%#8 LUN mapping delete
-access allJ

rZ2% A tcreate -vserver Cluster_name -role rose_Name -cmd dirname TLUN mapping remove-
report-nodes] -access all]

r% 2% A ffacreate -vserver Cluster_name -role rose_Name -cmd B #%%%% TLUN mapping show.
-access alll

rZ24% A Afcreate -vserver Cluster_name -role rose_Name -cmd B ##%#&"lun modify"-access all"



r 242 A fAfcreate -vserver Cluster_name -role rose_Name -cmd dirname "LUN move-in-volume]
-access alll

rZ2M4& A Afcreate -vserver Cluster_name -role rose_Name -cmd B #£&#&"lun offline"-access all"

lZ2M4E A B tcreate -vserver Cluster_name -role rose_Name -cmd B %% %8 LUN online] -access
alll

r 242 A fAfcreate -vserver Cluster_name -role rose_Name -cmd dirname "LUNKA 4R B & Clear"-
access all"

rZ2% Affacreate -vserver Cluster_name -role rose_Name -cmd B #%%&#8 TLUN resize] -access all}

rZ2M4% AfAfcreate -vserver Cluster_name -role rose_Name -cmd dirname "LUN serial -access allJ

TN

rZ2% A ffacreate -vserver Cluster_name -role rose_Name -cmd B ##4#8"LUN show"-access all"

rZ24%5 AfAfcreate -vserver Cluster_name -role rose_Name -cmd dirname network interface
create -access readonly]

r 24 % A fAfcreate -vserver Cluster_name -role rose_Name -cmd dirname Inetwork interface
delete] -access readonly]

rZ2M4E A A tBcreate -vserver Cluster_name -role rose_Name -cmd dirname [network interface
modify| -access readonly]

rZ2% Affacreate -vserver Cluster_name -role road_Name -cmd dirname [network interface show
-access readonly

r 4% A fAfacreate -vserver Cluster_name -role rose_Name -cmd dirname MZ&M% % A -access
readonly |

security login role create -vserver Cluster name -role Role Name -cmddirname
"snapmirror create" -access all

security login role create -vserver Cluster name -role Role Name -cmddirname
"snapmirror list-destinations" -access all

r 242 A fAfcreate -vserver Cluster_name -role rose_Name -cmd dirname 'SnapMirrorRBIHINE
A1 -access all}

r22 4% A fAtcreate -vserver Cluster_name -role rose_Name -cmdB &% SnapMirror/&8lcreate]
-access alll

re224% A fAtcreate -vserver Cluster_name -role rose_Name -cmdBE#:&%8 SnapMirror/& Bl fiIFR
-access allJ

re24% A fAfcreate -vserver Cluster_name -role rose_Name -cmd B #£&#8 SnapMirrorRENEE
-access all]

r 24 & A fAfacreate -vserver Cluster_name -role rose_Name -cmd B %% SnapMirror/&8limodify-
rRule] -access allJ

r22 4% A fAtcreate -vserver Cluster_name -role rose_Name -cmd B ##&%8 SnapMirrorREIFEBRIR
A1) -access all}

r% 2% Affacreate -vserver Cluster_name -role rose_Name -cmd B #%$%8 'SnapMirror/&Elshow
-access allJ

r% 2 4% A fAfcreate -vserver Cluster_name -role rose_Name -cmd B #£#8"SnapMirrori&R"-access
all"

rZ%2% A A fhcreate -vserver Cluster_name -role rose_Name -cmd B ##4#8"SnapMirror show"-access
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all"

rZ2% Aftcreate -vserver Cluster_name -role rose_Name -cmd B %8 SnapMirror show-history |
-access allJ

re 245 A fAfacreate -vserver Cluster_name -role rose_Name -cmd B %48 'SnapMirror update]
-access allJ

%25 A thcreate -vserver Cluster_name -role rose_Name -cmd dirname 'SnapMirror update-Is-set
-access allJ

rZ 2% Affacreate -vserver Cluster_name -role rose_Name -cmd B #%% 8 Tsystem license add.
-access alll

% 2% A thcreate -vserver Cluster_name -role rose_Name -cmd dirname ['system license clear-up]
-access allJ

r% %% Affcreate -vserver Cluster_name -role rose_Name -cmd B ##%%& lsystem license delete
-access allJ

r% 2% Affcreate -vserver Cluster_name -role rose_Name -cmd B ##%%& lsystem license show]
-access allJ

rZ24% A Afcreate -vserver Cluster_name -role rose_Name -cmdBE$#&%& lsystem license Status
show] -access allJ

rZ2 & A fAfcreate -vserver Cluster_name -role rose_Name -cmd B #£%%& 'system nodemodify
-access allJ

re24% A fAfcreate -vserver Cluster_name -role rose_Name -cmd B #£4%#8 'system Node show ]
-access allJ

r 4% A fAfcreate -vserver Cluster_name -role rose_Name -cmd B #£4%#8 Isystem Status show ]
-access allJ

rZ24% A fAfcreate -vserver Cluster_name -role rose_Name -cmdE$##&%& lversion) -access all]

r22 4% A fAtcreate -vserver Cluster_name -role rose_Name -cmd dirname Tvolume clone create ]
-access allJ

lZ2M4E AfBBcreate -vserver Cluster_name -role rose_Name -cmd B %% volume clone show]
-access allJ

rZ2M4E A Afcreate -vserver Cluster_name -role rose_Name -cmd dirname [volume clone s#f 9
start] -access allJ

rZ 245 A fAcreate -vserver Cluster_name -role rose_Name -cmd dirname lvolume clone split
stop] -access allJ

rZ2M4E A B Bcreate -vserver Cluster_name -role rose_Name -cmd dirname "volume cree"-access all"

rZ2M4E A A Bcreate -vserver Cluster_name -role rose_Name -cmd dirname "volume destrode"-access
all"

rZ2M4& AAfcreate -vserver Cluster_name -role rose_Name -cmd dirname [volume file clone
create] -access allJ

lZ2M4E A B tcreate -vserver Cluster_name -role rose_Name -cmd dirname ['volume file show-disk-
usagel] -access all]

2245 AAEcreate -vserver Cluster_name -role rose_Name -cmd dirname "volume modify"-access
all"



rZ2M4E AAfcreate -vserver Cluster_name -role rose_Name -cmd dirname "volume offline"-access
all"

224 & AAtcreate -vserver Cluster_name -role rose_Name -cmd dirname "volume online - access
all"

lZ2M4E A B tcreate -vserver Cluster_name -role rose_Name -cmd dirname "volume gtree cree"-
access all"

rZ2 4% A fA&create -vserver Cluster_name -role rose_Name -cmd dirname "volume gtree delete"-
access all"

rZ2M4E AfAtGcreate -vserver Cluster_name -role rose_Name -cmd dirname "volume qgtree modify"-
access all"

rZ2M4E AABcreate -vserver Cluster_name -role rose_Name -cmd dirname "volume qtree show"-
access all"

lZ2M4E ABtcreate -vserver Cluster_name -role rose_Name -cmd dirname "volume restrent"-access
all"

rZ2M4E AAEcreate -vserver Cluster_name -role rose_Name -cmd dirname "volume show"-access all"

rZ2 45 AAEcreate -vserver Cluster_name -role rose_Name -cmd dirname [volume snapshot
create] -access all]

lZ2M4E AfBtcreate -vserver Cluster_name -role rose_Name -cmd dirname "volume snapshot delete"-
access all"

rZ2M45 AAEcreate -vserver Cluster_name -role rose_Name -cmd dirname [volume snapshot
modify] -access all]

rZ2M4E A A tcreate -vserver Cluster_name -role rose_Name -cmd dirname volume snapshot
Promote] -access all]

rZ 245 AfA&create -vserver Cluster_name -role rose_Name -cmd dirname lvolume snapshot
rame] -access all]

rZ2M& AAfcreate -vserver Cluster_name -role rose_Name -cmdE %% Volume snapshotiE R |
-access allJ

rZ24% A Afcreate -vserver Cluster_name -role rose_Name -cmd dirname Tvolume snapshotiZ/R1&
22 -access all]

rZ2M4E A A tBcreate -vserver Cluster_name -role rose_Name -cmd dirname volume snapshot
show] -access allJ

rZ2% Affacreate -vserver Cluster_name -role rose_Name -cmd dirname "volume unmount] -access
alll

%24 A thcreate -vserver Cluster_name -role rose_Name -cmd dirname "vserver"-access all"

r 242 AfAtcreate -vserver Cluster_name -role rose_Name -cmdE #£4%#8 lvserver CIFS create]
-access allJ

r22% Afafacreate -vserver Cluster_name -role rose_Name -cmd B#%%#8 Tvserver CIFSHIF&
-access allJ

r& 2% Affacreate -vserver Cluster_name -role rose_Name -cmd B ##%%& lvserver CIFS modify.
-access allJ

r% 2% Afafacreate -vserver Cluster_name -role rose_Name -cmd B #%$#8 lvserver CIFSH A&
-access allJ
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rZ%2% A ffacreate -vserver Cluster_name -role rose_Name -cmd B #4478 vserver CIFS$:Hcreate
-access alll

r22% Affacreate -vserver Cluster_name -role rose_Name -cmdB#%%& 8 Tvserver CIFSE: MR
-access allJ

r22% Afafacreate -vserver Cluster_name -role rose_Name -cmdB#£% 58 Tvserver CIFSHEEIER
-access allJ

%25 A thcreate -vserver Cluster_name -role rose_Name -cmd B #¢%4%8 lvserver CIFSHHshow
-access allJ

r%Z2% Afafacreate -vserver Cluster_name -role rose_Name -cmd B #%£4%% lvserver CIFS show]
-access allJ

rZ24% A fAtcreate -vserver Cluster_name -role rose_Name -cmd B ##%%8 lvserver create) -access
alll

rZ2MME AfAfcreate -vserver Cluster_name -role rose_Name -cmd dirname "vserver EXECLON-policy
cree"-access allJ

rZ2 4% A A &create -vserver Cluster_name -role rose_Name -cmd dirname "vserver EXECTON-policy
DELETE. -access allJ

rZ2M4E AAfcreate -vserver Cluster_name -role rose_Name -cmd dirname [vserver EXECLON-
policy rule create] -access alll

rZ2 %5 Affcreate -vserver Cluster_name -role rose_Name -cmd dirname "vserver EXECLON-policy
rule DELETE] -access alll

rZ2MME AfAEcreate -vserver Cluster_name -role rose_Name -cmd dirname "vserver EXECLON-policy
rule modify"-access allJ

rZ24% A fA&create -vserver Cluster_name -role rose_Name -cmd dirname "vserver EXECTON-policy
rule show"-access alll

r 242 A fAfacreate -vserver Cluster_name -role rose_Name -cmd B #%%#8 vserver EXECTON-
policy show] -access alll

r224% A fAfcreate -vserver Cluster_name -role rose_Name -cmd B ##%%8 lvserver iSCSI
connection show] -access alll]

2245 AfABcreate -vserver Cluster_name -role rose_Name -cmd dirname "vserver modify"-access
all"

rZ%2% A ffhcreate -vserver Cluster_name -role rose_Name -cmd dirname "vserver show"-access all"
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2. # Alicense showan < ~ REB R E L L L EN RS E L 4ESnapManagerSuite R o

clusterl::> license show
(system license show)

Serial Number: 1-80-0000xx
Owner: clusterl
Package Type Description Expiration

Serial Number: 1-81-000000000000000000000000xx
Owner: clusterl-01

Package Type Description Expiration
NF'S license NFS License =
CIFS license CIFS License =
iSCSI license 1SCSI License =
FCP license FCP License =
SnapRestore license SnapRestore License -
SnapMirror license SnapMirror License =
FlexClone license FlexClone License =
SnapVault license SnapVault License =

SnapManagerSuite license SnapManagerSuite License -
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clusterl::> system show -instance

Node: fas8080-41-42-01
Owner:

Location: RTP 1.5

Model: FAS8080

Serial Number: 123451234511
Asset Tag: -

Uptime: 143 days 23:46
NVRAM System ID: XXXXXXXXX
System ID: XXXXXXXXXX
Vendor: NetApp

Health: true

Eligibility: true
Differentiated Services: false
All-Flash Optimized: false

Node: fas8080-41-42-02
Owner:

Location: RTP 1.5

Model: FAS8080

Serial Number: 123451234512
Asset Tag: -

Uptime: 144 days 00:08
NVRAM System ID: XXXXXXXXX
System ID: XXXXXXXXXX
Vendor: NetApp

Health: true

Eligibility: true
Differentiated Services: false
All-Flash Optimized: false
2 entries were displayed.
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Selection Criteria
Choose a method by which to search

» |Serial Number (located on back of unit) v| Enter Value: : '_.Go!'.:

Enter the Cluster Serial Number value without dashes.

-0R -
» Show Me All: | Serial Numbers with Licenses ~|For Company: |:| i__G_p!_:
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fE ~ SnapCenter BII&5tH500 GBHNE AR E - MIFERERTEEERMFNERE 2 EFE « MESRIEE(E

HHRERNE AR ERHE -
TR
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2. EEGAERNVolumeRE « FHMAGS ©

select::> vol show -fields used -volume Engineering,Marketing

vserver volume used
AVASH Engineering 2.13TB
VSl Marketing 2.62TB

2 entries were displayed.
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2. B|EZ=* Systems > Software Licenses* °

3. £ MEEENMRMF) &I  f TRERRAT ¢ FORELRME) THIXIIAERFEEE [+ SC_Standard*) ©

Software Licenses

Selection Criteria
Choose a method by which to search

> |Seria| Number (located on back of unit) v| Enter Value: |:| Go!|

Enter the Cluster Serial Number value without dashes.

-0R -
» Show Me All- |Serial Numbers with Licenses |For Company: |:| Go!
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M‘F%EWJEET?E%EUmyw EZR[mysqld]EE& ~ TEsRERIK TC
: IProgramData/NetApp/SnapCenter/MySQL Data/Data) HHY/REFI RIS ©

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgrambData/NetApp/SnapCenter/MySQL Data/Data/server-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
key.pem"

T & FIEETRmy.initEZ M [client] & EE F B FTAYERTE o

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgrambData/NetApp/SnapCenter/MySQL Data/Data/client-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/client-
key.pem"

4. {21k SnapCenter Internet Information Server (IIS) HHIIHAE o
5. EFEEIMySQLARFS °
6. FHEIRHTEIETPMySQLProtocol £ &HI(E o

T3 S35 28R E Eweb.confighg 2R B FHIMySQLProtocol £ &fE °

<add key="MySQLProtocol" value="SSL" />

7. fEAmy.inifEZEM[client] & EIRHAVERE R BHANR R TS ©
T & FBETmy.initE 2R [client] & EE HEFTAYER TR o

<add key="ssl-client-cert" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-cert.pem" />

84



<add key="ssl-client-key" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-key.pem" />

<add key="ssl-ca" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/ca.pem" />
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2. ESSLREMERIEEAEIMySQL Data&#I 5K o
FERHIMYSQLERIFKERIEAC ¢ \ProgramData\NetApp\SnapCenter\MySQL Data\ °

3. EHMySQLIARRELAARERE (my.ini) FBICAKES « ARZBARIES « BEBARRSE « ARBLESHERA
FinfLAE S IRERIE o

TEZAIMYSQLIAIRRESAAAERE (my.ini) ER1EAC : \ProgramData\NetApp\SnapCenter\MySQL Data\my.in

@ T BIEMYSQLEIARZZABREHE (my.ini) BI[mysqld]&FRHPHISECARSE - RIAREZ AR/&EM
AR TAZ ZIMERIE -

T ATEMYSQLEIARZZAERERE (my.ini) BY[client| @ E&HPIEE CAREE « Fi P in AR/REE K A P IRt E £ iR
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T EHIFETE R EImy.inifEZR A [mysqld| &% ~ TERERIZKC © /ProgramData/NetApp/SnapCenter/MySQL
Data/DataFHY/EEFEIBIE ©

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgrambData/NetApp/SnapCenter/MySQL Data/Data/server-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-—
key.pem"

T & FIEETRmy.initE Z M [client] & EE H B AYERE o

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/client-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/client-
key.pem"
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a. YTEE—(EHAHNE: b &£ MCABBEIEISE — ENLBEIEARIMYSQL DataBHAFE o

FEEZAIMYSQLE R R EAC ¢ \ProgramData\NetApp\SnapCenter\MySQL Datal\ ©

@ TASBREIUCARE - CIERZRABIUARSBARES « BRIHAFESE « AIRSLE
TIREN AR IRTAR SR o

b. HNE—EHAEE, « :5FHopensslifi% » TEWindows L2 EMySQLEIARESF A R iBRISSLEEN£i8

y =i
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PS C:\> Install-WindowsFeature AD-DOMAIN-SERVICES
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ZHEEFE A Linuxg{WindowsIVMware®EFH EH o

TEENZEME

,F;’\_éuZ\ZELXSnapCenter MEERENS DBEAISEZEIMEAEHNESEEH LRANEAREESHE

1. Ex@PowerShell o
2. T 1BARFE2I T4 FSnapCenter ~ fEFOpen-SmConnection Cmdleti 37 TEREES ~ SABEALRIEREE

4 o

3. fEMAInstall-SmHostPackage CmdletflIAE2H - £ 2B 1 ELEEIMIER

IR AT _Get-Helpsi < name_2REVFAIHEECCmdletfE B 2 28R HRBARABRAE N - 2E ~ EHhAU2
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CRBRAHE
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1. #&SnapCenter AR LINUXBIZIBINAEE M 85482 (snapcenter_Linux _host_plugin.bin) #{¢C
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2. ETRTTF Y HEBEELERTEERZRNEE

3. Z#EHMIMET ¢ Tpath_to_installation_bin_file/snapcenter_linux_host_plugin.bin -i silent
-DPORT=port_number_for_host -dserver_ip=server_name_or ip_address
-dserver_https_port=port_number_for_server'

° -DPORT{EESMCore HTTPSiB:MEIFIE o

° -dserver IP&¥5ESnapCenter TAIIRBZIPAIILS o

° -dserver_https_port{SEESnapCenter 7 [{afRESHTTPSEZIR] o

° -Duser_install DIREF5E L E %4 SnapCenter A Linuxfy {(SKED Plug-insEf4) HIBEE -
° DINSTALL_LOD_NAME3}EECERIERVATE o

/tmp/sc-plugin-installer/snapcenter linux host plugin.bin -i silent
-DPORT=8145 -DSERVER IP=scserver.domain.com -DSERVER HTTPS PORT=8146
-DUSER_INSTALL DIR=/opt

-DINSTALL LOG NAME=SnapCenter Linux Host Plugin Install 2.log
-DCHOSEN FEATURE LIST=CUSTOM

4. 42%8//NetApp/snapcenter/scc/etc/SC_SMS_Services.propertiest&ZE « ZA% Hi&plugins_enabled = HANA
1 3.02% -

5. fEAAdd-Smhost CmdletfILES# ~ & FiH1E SnapCenter ZSetcServer ©

H1T_Get-Helpan < i _RAIS AR e S HRECERZ 2B AHERPANEN - 3t ~ KthaU2/ " (&
H5<1EN2E45m) SnapCenter” ©
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HECAEE
E4 CAIECSRIEZR

TRAIMEE NVEEREBER) (CSR) ~ AREARUEAEENCSRIE NVEBIREE(L (CA) EUSHE
i o g g A AHMEANALEER -
CSREMRIBXFEIE » IRMHEIRIEREREUNISRENCARE °

MBEECSRIVEN * FF2B "UNRIELECARECSRIZE"

MREHEBHE (*.domain.company.com) &% (machine1.domain.company.com) HICAR
(D) # CANBKBELECABBCSRERISH - AR SnapCenter Mt BERA RS ERE
BICAREE o

HNREARE - BERTE (BREEFQDN) BN EHAIBRECARETIRRK o EAIMUERS/REZAE
¥ [Subject Alternative Name (SAN) (EREEM%TE (SAN) ) 1 I ~ UEHESE - EABERFTRE
(*.domain.company.com) ~ /REHEEICIARAIATE EERLTE o

FEACA/E:S

f&ws7ASnapCenter fEAMicrosoft BB F1ES (MMC) ~ FCAREEAZISHRE & ZRNEREFMWindowsE
HIMEER ©

LB

1. B ZEMicrosoft EIEFZER (MMC) - ABIR— TEHR">"1L/FEFRSnapin *

2. 11 THEESRAIRARNEEE ) REF BN URE - A%E—T g -
3. EVRGEMANBEEE T REP « EECBIRA SR « ARE—T 5" -

4. H—TEEARB B >VRE-SH B> S ENREEREE>RE

5

. 7£ Trusted Root Certification Authorities] (Z{EERNR/EEIRIEREN) BRR ER—TEEAE - RBE
EX M All Tasks) (FREI{E) > MImports (EEA) LARRENEEARREE o

6. STRUIEE « Y1 TR/ :
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() BEARSEEATLHEE (EOBRS D ophs opl2*opTb) o
7. ¥ TPersonal) BFIZREEDES o
B CABRIEAT
EBIEAR FRHAVERN R T o ISR SRR (BN K o

1. EGUIEHIT TS ER :
a. W &R o
b. £ UR:E1 HEAWF - B—T HEER) R5IFH -
C. HEMRMDEBE ~ A% —T* Thumbprint* o
d. /RS REPN+SELF T ©
e. BIr+NEUMTF 2 FEER o

BIan ~ WNR4shs - TA9 0950 2D D8 2a E4 14 33 E6 F8 38 86 b0 d 42 77 A3 2a 7by  ~ BIFBFRZEHR
B~ BE2 . l3909502dd82ae41433e6f83886b00d4277a32a7b] ©

2. #PowerShell#\{T FF{EZ :
a. PUT TS ~ FHELEREIVIEA - Tk FRELEMARAZERNREE °

Get-ChildltemE&{&s358 . \LocalComputer\My
b. HEHIHEAL o
fEFAWindows E1#5MiMETLARTE R E CAREE
T REZEAWindows T SMAZTUARFS KRR ECARE ~ URREN RZERVBNIRET ©
sA1ESnapCenter BB CAREMFIAIEMG T ERMITTHIDER o
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1. MITTIIER< ~ LUSMCore AR E#1B8 1455 R ARER LA ¢
'>netsh http DELETE sslcert ipport=0.00.0.0:_<SMCore Port>'
fign :
> netsh http delete sslcert ipport=0.0.0.0:8145
. HITTAIGS ~ TR RARE Wi ndows EHIMITE UARTRELS :
$cert=T |
$guid =[guid]::NewGuid().ToString("B")'
'netsh http add slcert ipport=0.00.0 : <SMCore Port> certhash=$cert AppID="$guid"
fgn :
> Scert "a909502dd82ae41433e6£83886b00d4277a32a7b”
> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0:8145 certhash=S$cert
appid="$guid"

7£SnapCenter LinuxF 1% 52 EFE AR SAP HANASMIME U ARFERICAREE

TREZEEBETIMIMEKeystore B R E/EE « RECARE « RERNFHE/REE BT IMIMENEEFTN
& L,US'Z ECARZZWBRB EBTIMIMEEEFNE « LEMASnapCenter MKFEEFTIMNIEIN) BRFSRE
HERBEE o

BiTIMIMER EEAALR /opt /NetApp/snapcenter/scecletc_ B Tkeystore .jks) HERMAEHEEEREMEE
FHE o

BIEETIMIMEKeystoreVEEHE ~ LUK ERATHICAZEESIRACH TS
SER
1. fma U BETIMME RN RIBRE A BB REEY B 5 TIMIME K ey store FRER ZEH ©
ERHEESE keystore pass) BIfE o

keytool -storepasswd -keystore keystore.jks

. BKeystore AR EIBIEENAERGRBE T ABKeystoreiBRIINERRS :

keytool -keypasswd -alias "alias name in cert" -keystore keystore.jks
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7£_agent.properties_1gZ - EHkeyKeystore _passBIIEREIFEH o

. BEEIE B MBI o
C) EI5TSMIME S Keystore T « MR AAE S RH0FT A HERERI& RS IOMAAR «

TR PR RER B IIMMEEEERE
CREZR E RS PHERE - MAERLERR - UEFIMIENEEFHE -
pZ

1. A BEZ 83 E5T/MIMERKeystoreBIE I © /opp/NetApp/snapcenter/scc/Z
2. #3| Tkeystore .jks) tEZE o
3. fEKeystore 5| FTIL AV &S

lkeytool-list -v -keystore keystore .jks

4. FrIERE AR IRE

keytool -import -trustcacerts -alias myRootCA -file
/root/USERTrustRSA_Root.cer -keystore keystore.jks

. RIREPARSERES B IIMIMENEEFREZR « SAEMRERT -

() omssmuiRCATE  AEBIMRECARE

HCARETRICHRERABIIMMERNEEERE
TREZRCAE BRI HRERABIIMIENEEEKE -

1. BB E 63 BH:TIMIMER Keystore /opp/NetApp/snapcenter/scc/Z HIE 38
2. $7) Tkeystore .jks) 12 o
3. TEKeystore 5! HH g HI/&R:E -

lkeytool-list -v -keystore keystore .jks
4. LA EERN AREIBIICARSE o

lkeytool-importkeystore -srckeystore /root/snapcenter.ssl.test.netapp.com.pfx -srcstoretype.kcs12
-destkeystore keyKeystore .jks -deststoretype.jks |

S. 1EKeystore A HI HFTIEHY/REE o

lkeytool-list -v -keystore keystore .jks
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6. BETRERS O BMCAREHENRI®R - ZRCARECINEESIRE -
7. BCABRIITEE SR EIBEE R SRERS

TER A BETIMIER Keystore B HE Ragent.propertiestEZHKeyKeyKeystore _passfy{E o

keytool -keypasswd -alias "alias name in CA cert" -keystore
keystore. jks

. WNRcaE Jéﬂlﬂﬂ’]ﬂﬂ%ﬁﬁﬁ@ﬁ”‘ﬂ%ﬁﬁﬁﬂi s (T
1o~ T 1) AR REEABERTE

keytool -changealias -alias "long alias name" -destalias "simple alias"
-keystore keystore.jks
. ffagent.propertiesiBFHRECARENRIS ©
sEIRIESCC_IDATure_ALIASEBEFILE ©
8. KCAZEZERRIHRTEA B IMIERNEEFTHE 2R  FEMRBERT ©
#t¥iSnapCenter T'R—IRAIBETIMIET) RERFEHIHBE (CRL)
RARSLET(E

© TEFTIMEREIN) EETFALRENBEFEZCRLIES - SnapCenter

* AR TSetcCustom Plug-in] BICRLIEZFER B#%SnapCenter 2 lopt /NetApp/snapcenter/scc /
etc/crly °

1. EE] LUIRIE &8 CRP_pathf& 2K #ragent.propertiestE BRI TER B &% ©
ISR UATE L B $ P B ZECRLIEZE - FBARREZRIBESECRLEITER:E ©

7£SnapCenter Windows 1% F:&7F TCAK:E1 MU#E1T TSAP HANAYMETEZ ) ARFS

TEZEE B TIMIEKeystore (VR RE R ELRET ~ sRAECAREE « SRER WP REZEETIMMER EEEFK

&  URRECARETRICHE B TIMMEREEFENE - MEASnapCenter MEKFEEETIMIER ) BRTEEED
SERNBART ©

BiTIMIMER EAIEZE keyKeystore o jks_ ~ fiIi?_C : \Program Files\NetApp\SnapCenter\Snapcenter Plug-in
Creator\etc_ ~ MEZEHEEFHENERBENRE o

BB ETIMNIE R KeystoreIZTE « URERTHCAEESBEHA
TER
SRR BT IMMER IR A B IERRE B 5T5MiME T Keystore AR 225 ©
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i key keystore passHIfE o
2. @ EKeystoreZZH :
keytool-storepasswd -keystore keystor.jks
@ AR Windowsis IR FTE AN keytooll 87 % - FAikeytooltEn S B R A TTERKE o
C . \Program Files\Java\<JDK_VERY>\BIN\keytool.exe"-storepasswd -keystore keyKeystore .jks

3. #Keystore FAZ &R IE B RYFRA B A 5 E E % BiKeystore iERIRYZRHS -
keytool-keypasswd -alias "alias name_in_cert - keystore keystore .jks
7£_agent.properties_1gZ - EHkeyKeystore _passBIIEREIEH o

4. B@ETIER BRI

(D ssshsmstKeystoreIEHS « LURIAE R IBIFTA RIS ERSORAAR -

RS ERERE A BT IMIE R EEFRE
TEZRERPHERE - MAERLERR « UEFIMIEREEFHRE -

1. BB E 63 BH:T9MIMERKeystore _C:\Program Files\NetApp\SnapCenter\Snapcenter Plug-in Creator\etc_
B}

2. #3| Tkeystore .jks) FEZE o

3. 7EKeystore % K Frig Ay /&R

keytool-list -v -keystore keyKeystore .jks

4. FIEARE ARG ¢

keytool-import -cactacerts -alias myRootCA -file /root/USERTrustra_root.cer -keystore keyKeystore .jks

5. RSP BT A B TIMVER EEENE 2 %  SEHMBIETS -
()  mEsseimgiRcAE - A BIERECAES o

HCARETRILHREABIIMIEREEERE

CEZISCAB B BRSBTS BITMIRREEENE -

1. BB =63 H:T9MIMERKeystore _C:\Program Files\NetApp\SnapCenter\Snapcenter Plug-in Creator\etc_
HIE IR
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2. $3HEZ keystore ° jks_ °

3. 7EKeystore % HHT i HY/&REE
keytool-list -v -keystore keyKeystore .jks
4. IMEABMEEBNAMAEWAICARE °

keytool-importkeystore -srckeystore /root/snapcenter.ssl.test.netapp.com.pfx -srcstoretype.kcs12
-destkeystore keyKeystore .jks -deststoretype.jks

S. 1EKeystore %! HFIE AR ©
keytool-list -v -keystore keyKeystore .jks

6. RERRERS O EMCAREHENGS « ZRCARECIMEESRE -

7. BCARFBRIMENZERBBEELATRERE
FER M B ETIMIIE T KeystoreZBhE R agent. propertiestE Z 1 KeyKeyKeystore _passHIfE o
keytool-keypasswd -alias "alias name_in_CA_cert "-keystore keyKeystore .jks

8. 1£_agent.properties_1&Z R ECARERF% ©
:EIRIZSCC_IDATure_ALIASEBEHILE o

0. BCAZEZBSREHREABTIMIERNEEERE 2% « BEMRERT -

ft¥fSnapCenter TF—HREIEFIIMNIETN) RERDHINFE (CRL)
R LE T 1

* BETHEMCARRNREMCRLIES « SF2H "WI{AE#SnapCenter EZ5ECARE ) FHV/ERRIHEEE

=111

=" o

« TEET/MEER) EETERRTENEERFIEZCRLIEE o SnapCenter

* BAR TRERETIMIER. BICRLIEZETER BEkSnapCenter % © C:\Program
Files\NetApp\SnapCenter\Snapcenter Plug-In Creator\ etc\crl_ °

A

1. EEILURIE &8 CRP_pathf8 UK B #_agent.properties_1EZ R TERR B &F ©
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Define a backup strategy.

l

Configure HDB User Store Key and
HDBsOL OS5 User,

l

Determine whether the resources are
available for backup.

v

If needed, add resources,

l

Create a backup policy.

If you have multiple resources, create a
resource group, attach policies, and
create an optional schedule,

i

Back up the resource or resource group.

i

Monitor the backup operation.

|

View related backups and clones in
Topology page.
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4. 75 TR5) EES - HUT TS :
a. MIRIEE RS ERAIREERABR N - 51 Policy THIZEE REME AR HHHER o

MRHHEE B PIENRREEGHEARRE « A EREBESIREEMIEENRERERFEBER

7o
b. #Z—TF#EH*
o BRI TR REIEERERE -
BRI SAP HANAE K ERIPowerShell CmdletiE I 17 R A ERNE

CABESIR Y (ATFEREES (SVM) EARANTEE « A BEfEHAPowerShell Cmdletf&E % ~ i
[REAEEUSAP HANAE KIE o

TEENZME

s IREEZ B EFHTFPowerShelIRIE 2K H11TPowerShell Cmdlet ©
s [TFEZE TERZEEEES ) AT EEVENHER « FRERILHFELE o
s RERFRIMIMERNZEREITH o

TEAMIBRF RRERE « TRIMIMENLRAFET - AR ERIRIFISEREEH » MESnapCenter Ei}
BIRERISEERRRE TEARMD 3 TR ENetAppl#EEFRELl o

* RERRRBEZER—R -

AZREFERE LEAHERRBHZEREFERA ° SnapCenterE{ESnapCenter RN EFRAEER
ME—B R FEAIME—RYERILIF IP{i3E o

1. f§FOpen-SmConnection CmdletEX&IPowerShelliE4E T {EBEEL o
PS C:\> Open-SmStorageConnection
2. {#FAdd-SmStorageConnection Cmdlet?E 17 FiHIH#TF R 4ELR o

PS C:\> Add-SmStorageConnection -Storage test vsl -Protocol Https
-Timeout 60

3. {FAAdd-SmCredential Cmdleti2 L Fs0:5 o

R EHERBAUN{RIEE A WindowsERe8 B 17 %4 A FinanceAdminBYHTE0EE -
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PS C:> Add-SmCredential -Name FinanceAdmin -AuthMode Windows
-Credential sddev\administrator

4. ESAP HANAET ¥ FitSnapCenter £ 15 AARES ©

PS C:> Add-SmHost -HostName 10.232.204.61 -OSType Windows -RunAsName
FinanceAdmin -PluginCode hana

S. ESnapCenter 1% - ZREMHMEAISAP HANAB R EEEINEE o

$HHLinux :

PS C:> Install-SmHostPackage -HostNames 10.232.204.61 -ApplicationCode
hana

Windows

Install-SmHostPackage -HostNames 10.232.204.61 -ApplicationCode hana
-FilesystemCode scw —-RunAsName FinanceAdmin

6. R EHDBSQLAFHRE o

Windows :

PS C:> Set-SmConfigSettings -Plugin -HostName 10.232.204.61 -PluginCode
hana -configSettings @{"HANA HDBSQL CMD" = "C:\Program
Files\sap\hdbclient\hdbsgl.exe"}

4 Linux :

Set-SmConfigSettings -Plugin -HostName scs-hana.gdl.englab.netapp.com
-PluginCode hana -configSettings
@ {"HANA HDBSQL CMD"="/usr/sap/hdbclient/hdbsgl"}

R AT _Get-Helpds < name_2REUS AIHEECCmdletfE A 2 2B HARBANAEREN - (& ~ T RIS
" (BRHFHELIENSE15) SnapCenter”

{EHPowerShell Cmdlet&E{H &kl E
BN EREEFEEIISnapCenter B1iZ A REFAVELR ~ FTILER ~ FML/RA « BB HNHER
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BHAE ~ UMD o
CBENRME

IR EZEEEIFPowerShel IRIE ~ A BEEI1TPowerShell Cmdlet ©
s RN BTSRRI R R ELF I R IIETEE ©

1. f£AOpen-SmConnection CmdletZSnapCenter 57 Y1 & ExEh i SetsServerfIE4R T 1ERSER ©

Open-smconnection -SMSbaseurl https:\\snapctr.demo.netapp.com:8146\

MEENEERERE RTBFIZIEIETR ©
2. {EAAdd-SmResources Cmdlet#i% &g o

2B R PR T3 12 B — 7S SR HE AL AUSAP HANAZIHYE :

C:\PS> Add-SmResource -HostName '10.232.204.42' -PluginCode 'HANA'
-DatabaseName H10 -ResourceType SingleContainer -StorageFootPrint
(@{"VolumeName"="HanaDatalO";"StorageSystem"="vserver scauto primary"})
-SID 'H10' -filebackuppath '/tmp/HanaFileLog' -userstorekeys 'HS10'
-osdbuser 'hlOadm' -filebackupprefix 'H10 '

A EEHIRIB IR S B SIEAAISAP HANAZRIE :

C:\PS> Add-SmResource -HostName 'vp-hana2.gdl.englab.netapp.com'
-PluginCode 'HANA' -DatabaseName MDC MT -ResourceType MultipleContainers
-StorageFootPrint
(@{"VolumeName"="VP HANA2 data";"StorageSystem"="buck.gdl.englab.netapp.
com"}) -sid 'Al2' -userstorekeys 'Al2KEY' -TenantType 'MultiTenant'

REHERBFNA R IIFERHRE ER

C:\PS> Add-SmResource -HostName 'SNAPCENTERN42.sccore.test.com'
-PluginCode 'hana' -ResourceName NonDataVolume -ResourceType
NonDataVolume -StorageFootPrint

(@{"VolumeName"="ng pvol";"StorageSystem"="vserver scauto primary"})
-sid 'S10'

3. fEFAdd-SmPolicy CmdletiZ I #15 RE| o

I EE BRI SnapshotiE A~ B E R BIE R R A -
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C:\PS> Add-SmPolicy -PolicyName hana snapshotbased -PolicyType Backup
-PluginPolicyType hana -BackupType SnapShotBasedBackup

e HR I EREE BOREHRERR -

C:\PS> Add-SmPolicy -PolicyName hana Filebased -PolicyType Backup
-PluginPolicyType hana -BackupType FileBasedBackup

4. {FFSnapCenter Add-SmResourceDGroup Cmdlet{R £ & R a#i% & RA¥4H = Siches °

IEEE BRI REE—RBREIR

C:\PS> Add-SmProtectResource -PluginCode HANA -Policies
hana snapshotbased, hana Filebased

-Resources @{"Host"="host.example.com";"UID"="SID"} -Description test
—-usesnapcenterwithoutfilesystemconsistency

LRI RESERHREIR -

C:\PS> Add-SmProtectResource —-PluginCode HANA -Policies
hana snapshotbased, hana Filebased

-Resources @{"Host"="host.example.com";"UID"="MDC\SID"} -Description
test -usesnapcenterwithoutfilesystemconsistency

it fgR I AAEERIMNERIMEREFAE -

C:\PS> Add-SmResourceGroup -ResourceGroupName
'ResourceGroup with SingleContainer MultipleContainers Resources'
—-Resources
@(@{"Host"="sccorelinux6l.sccore.test.com";"Uid"="SID"},@{"Host"="sccore
linux62.sccore.test.com";"Uid"="MDC\SID"})

-Policies hana snapshotbased,hana Filebased
-usesnapcenterwithoutfilesystemconsistency -plugincode 'HANA'

IS EZ T IFE R Volume BIREFHE !
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C:\PS> Add-SmResourceGroup -ResourceGroupName

'Mixed RG backup when Remove Backup throguh BackupName windows'
—-Resources
@(@{"Host"="SNAPCENTERN42.sccore.test.com";"Uid"="H11";"PluginName"="han
a"},@{"Host"="SNAPCENTERN42.sccore.test.com";"Uid"="MDC\H31"; "PluginName
"="hana"}, Q{"Host"="SNAPCENTERN42.sccore.test.com";"Uid"="NonDataVolume\
S10\NonDataVolume"; "PluginName"="hana"}) -Policies hanaprimary

S. fEANew-SmBackup Cmdlet?R¥I3A1EE 8D T1E ©

AEEHISREBNAEHN EIREFE -

C:\PS> New-SMBackup —-ResourceGroupName
'ResourceGroup with SingleContainer MultipleContainers Resources'
-Policy hana snapshotbased

LA RIFENEIR |

C:\PS> New-SMBackup -Resources
@{"Host"="10.232.204.42";"Uid"="MDC\SID";"PluginName"="hana"} -Policy
hana Filebased

6. {ERGet-smJobSummary Report CmdletB =T {EARRE (F1TH -~ SEARERER) o

PS C:\> Get-smJobSummaryReport -JobID 123

7. gﬁHGet-SmBackup Report Cmdlet& {7 TIEFEERL « FIMNERID ~ 0% - URITERIERE
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ERI LT _Get-Helpfi < name REUFAIHEEICmdletfE A 2 28R HiREARARRIE N - &

PS C:\> Get-SmBackupReport -JobId 351

Output:
BackedUpObjects
FailedObjects
IsScheduled
HasMetadata
SmBackupId

SmJobId
StartDateTime
EndDateTime
Duration
CreatedDateTime
Status
ProtectionGroupName
SmProtectionGroupId
PolicyName
SmPolicyId
BackupName

2016 23.20.46.2758
VerificationStatus
VerificationStatuses
SmJobError
BackupType
CatalogingStatus
CatalogingStatuses
ReportDataCreatedDateTime

" (RS ENS2E5m) SnapCenter” ©

BEEN1EE

BZIESAP HANAE R EFED1EE
&R LA fEEASnapCenterJobs B HEIEREIHDTELAVERE o EAFERERTERE - LH R ES AR

%o

R T

{DB1}

{}

False

False

269

2361

10/4/2016 11:20:45 PM
10/4/2016 11:21:32 PM
00:00:46.2536470
10/4/2016 11:21:09 PM
Completed

Verify ASUP Message windows
211

test2

20

Verify ASUP Message windows scc54 10-04-

NotVerified

SCC_BACKUP
NotApplicable

d

T BEEEEHIRTIIEMR « WISHIFERRB KA

TR
B IN5ERK
x KB

< AR

ANy

eI U2 R
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;Z[ESAP HANAE KLE

BRTIERAE
BEREERTIEMZRERE - JITERFEREZEFE
TH TR S BYTERFENIER :

Define a restore strategy.

l l

Restore and recover the auto discovered
database.

Restore the manually added resource.

v v

Monitor the restore operation,

T AIAF BRI LI EAPowerShell CmdletBRMITHEN © BREREHRUEE o ILIFLTRRAKRCmdlet2
Z &M B ZPowerShell Cmdletiyz¥4AE R © SnapCenter

" (R ENS2E5m) SnapCenter” ©

B RERFEENERED
TR LUfEA SnapCenter X m EEAE ~ E—NZEH D PERKIRES K
CRENRAE

* B ERNERNEREFAE -
* G ZARUH BRIERETTNEAZRER 2 BRI E R ENEREE -

R LE T 1

s ERAFHNERE LN SnapCenter EEER ©

* FtékSnapCenter Ei&/F4.327 1 ~ SnapCenter Bl 2R 1EE[F4 2FRFRMEVHER ~ BREZER © AR
FBHANA studio@SnapCenter HANAR1E15 < 15K 11E SnapCenter 1Ei2/54. 20 FRAYEHD ©
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EE&E TSMTP) ©

M. REIHEE « 2ABIE—T Ty o
12, J—T e > TR REGITEERE o

{EFEPowerShell CmdletiZ[5ESAP HANAE Kl /&

ZIFESAP HANAE R E {7 G iERkEN i SnapCenter % RIARESAVEAR TERSER ~ 5 L&D

BFEER M B ~ UBRIBIRED ©
TEENZME
R EIFPowerShellIRIE ~ 7 BEHIITPowerShell Cmdlet °

1. £ Open-SmConnection CmdletZSnapCenter 157815 F & BB ELSetsServerfEAR T {EBSER o

Open-smconnection -SMSbaseurl https:\\snapctr.demo.netapp.com:8146/

2. {£FAGet-SmBackupFl1Get-SmBackup Cmdlet?R:# 7 BB RAHED ©

s ERAEWERN A HIER

PS C:\> Get-SmBackup

BackupId BackupName BackupTime
BackupType
1 Payroll Dataset vise-f6 08... 8/4/2015 11:02:32 AM
Full Backup
2 Payroll Dataset vise-f6 08... 8/4/2015 11:23:17 AM

L& FIRETR2015F 18290 F2015F 283 HHBIFAAE -
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PS C:\> Get-SmBackupReport -FromDateTime "1/29/2015" -ToDateTime

"2/3/2015"

SmBackupId : 113
SmJobId : 2032
StartDateTime : 2/2/2015 6:57:03 AM
EndDateTime : 2/2/2015 6:57:11 AM
Duration : 00:00:07.3060000
CreatedDateTime : 2/2/2015 6:57:23 AM
Status : Completed
ProtectionGroupName : Clone
SmProtectionGroupId : 34
PolicyName : Vault
SmPolicyId : 18
BackupName : Clone SCSPR0019366001 02-02-2015 06.57.08
VerificationStatus : NotVerified
SmBackupId : 114
SmJobId : 2183
StartDateTime : 2/2/2015 1:02:41 PM
EndDateTime : 2/2/2015 1:02:38 PM
Duration : -00:00:03.2300000
CreatedDateTime : 2/2/2015 1:02:53 PM
Status : Completed
ProtectionGroupName : Clone
SmProtectionGroupId : 34
PolicyName : Vault
SmPolicyId : 18
BackupName : Clone SCSPR0019366001 02-02-2015 13.02.45
VerificationStatus : NotVerified

3. EHANATLEERRIERER °
EREDRIM ©
4. {FFRestore-SmBackup Cmdletit A BRE K} o

@ AppObjectldZ MHost\Plugin\UID1 ~ EFUID = SIDAMRE—RSERER « mMUID =
MDL\SIDAMNZERRE R o ErI LU Get-smResources CmdletEREERID °

Get-smResources -HostName cn24.sccore.test.com -PluginCode HANA

AEHFRBM AR EBRFFREERERE
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Restore-SmBackup -PluginCode HANA -AppObjectId
cn24.sccore.test.com\hana\H10 -BackupId 3

AeEHIERARIMNAIER BREFRFHERENE !

Restore-SmBackup -PluginCode 'HANA'
cn24.sccore.test.com\hana\H10 -BackupId 399 -Confirm:S$false

Vserver>:<SecondaryVolume>"})

D IETEHANA Studio PR IR o

-AppObjectId

-Archive @(
@{"Primary"="<Primary Vserver>:<PrimaryVolume>";"Secondary"="<Secondary
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1. f£A Open-SmConnection CmdletZSnapCenter 357 91 F & EXE i SetsServerfI 4R TERSER ©

Open-SmConnection -SMSbaseurl https:\\snapctr.demo.netapp.com:8146/
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C:\PS> Get-SmBackup

BackupId BackupName
BackupTime BackupType

1 Payroll Dataset vise-f6 08... 8/4/2015
11:02:32 AM Full Backup

2 Payroll Dataset vise-f6 08... 8/4/2015

11:23:17 AM

3. WIRBHMRBERIFE « WHEEE HERMIREAINFSEE L Pt

ISR R E A B 515 275 10.232.206.169HINFSExtrportI ATt :

New-SmClone -AppPluginCode hana -BackupName

scsccorel sccore test com hana H73 scsccorel 06-07-2017 02.54.29.3817
-Resources @{"Host"="scsccorel.sccore.test.com";"Uid"="H73"}
-CloneToInstance shivsccéd.sccore.test.com -mountcommand 'mount

10.232.206.169:%hana73data Clone /hana83data' -preclonecreatecommands
'/home/scripts/scpre clone.sh' -postclonecreatecommands
'/home/scripts/scpost clone.sh'

()  mRKISENFSExportP « AITEREREHEENEEIH -

4. {FAGet-SmCloneReport CmdletifRE S TEsFE Rl « UEBRBHMN BT RINESR °

1R

eI LUEREF A E R ~ FIMNERAID « FAYs B HAFNESRE « 455k B EAFNESAT o
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PS C:\> Get-SmCloneReport -JobId 186

SmCloneId 1

SmJobId : 186

StartDateTime : 8/3/2015 2:43:02 PM

EndDateTime : 8/3/2015 2:44:08 PM

Duration : 00:01:06.6760000

Status : Completed

ProtectionGroupName : Draper

SmProtectionGroupId : 4

PolicyName : OnDemand Clone

SmPolicyId 4

BackupPolicyName : OnDemand Full Log

SmBackupPolicyId 3 4

CloneHostName : SCSPR0054212005.mycompany.com

CloneHostId H

CloneName : Draper clone 08-03-2015 14.43.53

SourceResources : {Don, Betty, Bobby, Sally}

ClonedResources : {Don DRAPER, Betty DRAPER, Bobby DRAPER,
Sally DRAPER}

SmJobError
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#YJava_homeiEIBE % E & IE EHYJavahR A< F1 EFERY
BR1S o

MBZERANRIER ~ 552F "NetApp BiEMEHERTA"

ALinuxE#AYIErootEAE 2 ESudotE R

JErootfEAE BT FI A TR AU B FTAR A 22255 AR LinuxfY (SUSESMIMERNE M) - MFARIMIE
- ° SnapCenter SnapCenterf& &z %4 IErootfff FIE 5 E SudotEfR ~ LURMHE 2 (BB ERIFEE o
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* Sudo 1.8.7HEHHR A ©
* FE{RIErootEAE E0racle LI B 4HA—E( 5 o

* #4m¥E_/etc/ssh / sshd_config_#2% ~ UEREM SIS EE L | Macs HMAC - SHA2-256FIMAC HMAC -
SHA2-512 ¢

EATAERGAE R « ERTRREsshdfRTS o
gH -

#Port 22

#AddressFamily any

#ListenAddress 0.0.0.0

#ListenAddress

#Legacy changes

#KexAlgorithms diffie-hellman-groupl-shal
#Ciphers aesl28-cbc

#The default requires explicit activation of protocol
Protocol 2
HostKey/etc/ssh/ssh host rsa key

MACs hmac-sha2-256

BRI TR
F5E R B FErootE B R SudoTIR « LUBIFEY TFHIZSE

* /nome/SudofEF#&/.sc_NetApp/snapcenter_linux_host_plugin.bin
* /custature_location / NetApp/snapcenter/spl/installal/plugins/uninstall

» /cust_ LOUSE/NetApp/snapcenter/spl/bin/spl

1. BALELESnapCenter FARLinuxBIZIEEHBILinuxEH
2. fEAvisudo Linux AR ~ iE TF)1THIE Z/etc/udoersiEZ o

Cmnd Alias SCCMD = sha224:checksum value== /home/
SUDO_USER/.sc_netapp/snapcenter linux host plugin.bin,
/opt/NetApp/snapcenter/spl/installation/plugins/uninstall,
/opt/NetApp/snapcenter/spl/bin/spl

Cmnd Alias PRECHECKCMD = sha224:checksum value== /home/
SUDO_USER/.sc_netapp/Linux Prechecks.sh

SUDO_USER ALL=(ALL) NOPASSWD:SETENV: SCCMD, PRECHECKCMD
Defaults: SUDO USER env_keep=JAVA HOME

Defaults: SUDO USER !visiblepw

Defaults: SUDO USER !requiretty

243



_Susu_user_& BRI HFErootfE A& 58 o

GBI A" oracle_checksum - txt*1E2ZEE{FChecksumf(E ~ sZHEZEUFY _C : \ProgramData
\NetApp\SnapCenter\Packagef#7Z/E_ °
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() wpRsmsRyESENNSE .

"RIEEHME - ERNEEER  MRESHEBRZRETAREBIRSUdIES -

AIXEHER
%8t SnapCenter BAMAIXHNZBENHZ AT - KEBFRIEHFESEK o

@ YER BRI AIXBIZ IR A 2R M {TVolumeBH AT (SZIRUNIXBIRZTNEE) SMiMETL o SnapCenter
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ElogsERIRIGETFERE © FrErYse
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NENSREBEHY Java 1.8.x (64{i7t) IBM Java

MRIEERJavaA R ERFARZAS ~ BIRAZERETE (i
IR /var/opt/snapcenter/spl/etc/spl.properties
#yJava_homeiEIBE % E A IE Ry Javahk A< F1 EFERY
BEA o

MBEZIRRANRIEN ~ 5528 "NetApp EiEEHRFKRTA" ©

A IEroot{FAE R EHEANAIXEHIISudotElR

ZEIErootfFAE ZEBRAMAXNZIREMN « LRENIMIMENHIFERE © SnapCenter SnapCenter{&f&5% % FEroot
EAERTESUdOtERR ~ LURMHE ZERREAIFEUE -
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* Sudo 1.8.7HEHHR A ©
* FE{RIErootEAE E0racle LI B 4HA—E( 5 o

* 45%8 /etc/ssh / sshd_config #&2% ~ LR EMNEREBEREERE | Macs HMAC - SHA2-256F1MAC HMAC -
SHA2-512 »

EATAERGAE R « ERTRREsshdfRTS o
A

#Port 22

#AddressFamily any

#ListenAddress 0.0.0.0

#ListenAddress

#Legacy changes

#KexAlgorithms diffie-hellman-groupl-shal
#Ciphers aesl28-cbc

#The default requires explicit activation of protocol
Protocol 2
HostKey/etc/ssh/ssh host rsa key

MACs hmac-sha2-256

RARILE T 1
1EFEZ A IErootEAAE SR ESudotEfR ~ LUETZEN TR !

» /home/AIX_USER/.SC_NetApp/snapcenter_AIX_host_plugin.bsx
* /custature_location / NetApp/snapcenter/spl/installal/plugins/uninstall

 /cust_ LOUSE/NetApp/snapcenter/spl/bin/spl

1. BALEEEPLHESnapCenter BRARAIXHEEHAIAIXER o
2. fEAvisudo Linux AR ~ & T7)1THIE = /etc/udoersiEZ o

Cmnd Alias SCCMD = sha224:checksum value== /home/

AIX USER/.sc_netapp/snapcenter aix host plugin.bsx,
/opt/NetApp/snapcenter/spl/installation/plugins/uninstall,
/opt/NetApp/snapcenter/spl/bin/spl

Cmnd Alias PRECHECKCMD = sha224:checksum value== /home/
AIX USER/.sc _netapp/AIX Prechecks.sh

AIX USER ALL=(ALL) NOPASSWD:SETENV: SCCMD, PRECHECKCMD
Defaults: AIX USER !visiblepw

Defaults: AIX USER !requiretty
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Define backup strategy.

v

Review the requirements,

v

Determine whether the resources are
available for backup.

v

Create a backup policy.

If you hawve multiple resources, create a
resource group, attach policies, and
create an optional schedule.

v

Back up the resource or resource group.

v

Maonitor the backup operation.

!

View related backups and clones in
Topology page.
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PS C:\> Get-WindowsFeature AD-Domain-Services

Display Name Name Install State

[ ] Active Directory Domain Services AD-Domain-Services Available

PS C:\> Install-WindowsFeature AD-DOMAIN-SERVICES

Success Restart Needed Exit Code Feature Result
True No Success {Active Directory Domain Services,
Active ...

WARNING: Windows automatic updating is not enabled. To ensure that your
newly-installed role or feature is
automatically updated, turn on Windows Update.
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Define a backup strategy.

v

Determine whether the resources are
available for backup.

|

Create a backup policy.

If you have multiple resources, create a
resource group, attach policies, and create
an optional schedule.

Back up the resource or resource group.

h 4

Monitor the backup operation.

:

View related backups in Topology page.
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PS C:> Add-SmCredential -Name FinanceAdmin -AuthMode Windows
-Credential sddev\administrator

1R LAIT_Get-Helpsi < name_2REVF AIHEECCmdletE B 2 2 #UR HRBANAERE - 2(E ~ AT U2
" (R ENSE5m) SnapCenter” ©

fEFAPowerShell Cmdletf& &R

eI LAfEFAPowerShell CmdletZRE{ASQL Server& kB WindowstEZR R4 © & BIEHEDSQL Server&il &
FWindowstER 47 ~ E35ESnapCenter ZEARESEILELR ~ IR SQL Server& B EHITERE X WindowstEZ
R4~ FIERA ~ BB EREA « FHIOREEED o

TRENEMHE

R EEEEIFPowerShel IR ~ A BEEI1TPowerShell Cmdlet ©
s RN BTSRRI R R ELF I B IIETEE ©
o IR ZEFTIE FHFIRZRBINE R ©

TR

1. {E0pen-SmConnection CmdletZSnapCenter 157 HE A& B EN £l SetsServerfE4R T ERSER o

Open-smconnection -SMSbaseurl https://snapctr.demo.netapp.com:8146

BEENRE & R IEFI B EIRm ©
2. {EFAAdd-SmPolicy Cmdleti 7 #15 ERE o

EE6 AR SQLER FRELMIFullBackup 2 IL#T RV &R RN

PS C:\> Add-SmPolicy -PolicyName TESTPolicy
-PluginPolicyType SCSQL -PolicyType Backup
-SglBackupType FullBackup -Verbose

EEEAIfE A CrashConistentfIWindowstE 2 R 4R E R HER I MRVE (K RAY

PS C:\> Add-SmPolicy -PolicyName FileSystemBackupPolicy
-PluginPolicyType SCW -PolicyType Backup
-ScwBackupType CrashConsistent -Verbose

3. {FAGet-SmResources CmdletiFE LB R o

I ERF EIFEZRIEE T4 _EMicrosoft SQLIMIERX MBI -
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C:\PS>PS C:\> Get-SmResources -HostName vise-f6.sddev.mycompany.com
-PluginCode SCSQL

IEEEAIEIRFIEE T EWindowsiERRAFNER :

C:\PS>PS C:\> Get-SmResources -HostName vise2-f6.sddev.mycompany.com
-PluginCode SCW

4. {FFHAdd-SmResourceDGroup Cmdlet#il & RE 4HSnapCenter ZSeset.
LEEFEERIEENRAMNEREILNNSQLER EEH EIREEAE -
PS C:\> Add-SmResourceGroup —-ResourceGroupName AccountingResource
-Resources @{"Host"="visef6.org.com";

"Type"="SQL Database";"Names"="vise-f6\PayrollDatabase"}
-Policies "BackupPolicy"

A ERIFEIWindowsiERZERABNEREHE - EPESEENRANER

PS C:\> Add-SmResourceGroup —-ResourceGroupName EngineeringResource
-PluginCode SCW -Resources (@{"Host"="WIN-VOK20IKID5I";
"Type"="Windows Filesystem";"Names"="E:\"}

-Policies "EngineeringBackupPolicy"

5. {EFNew-SmBackup CmdletZR¥THA{LET AR T1E ©

PS C:> New-SmBackup -ResourceGroupName PayrollDataset -Policy
FinancePolicy

o

=mm

6. {#FGet-SmBackupReport Cmdleti&fR #17 TERIHRAE

LEEBRIRERTESEE BT Z P TIFV TIFRERE -

PS C:\> Get-SmJobSummaryReport -Date '1/27/2016"'

1R LLIT_Get-Helpai < name_2REVF AIHEECCmdletfE B 2 2 #Uk HERBARAERIE  5(E ~ LRI U2
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MRIEEASnapCenter E NEFREBFIIMIMEIN ~ AIEZENGRFIEFRERFELNER
° WNRITEI Oracle BRI BEIREHER B ~ Wl TR ENS(EZE o
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° WNRE(FESnapCenter AR LinuxlIZIRERIMIMERNEH ~ M EFHOracle Recovery Manager
7. MRICEMPREAR ~ SBRREPEEER ~ ABE—T W MpRED o
BT FEREESRE LN EKD BRI F

Manage Copies

—— Summary Card
e

2 Backups
— | 1 Clones P

1 Data Backups
1 Log Backups

1 Clones

{EFPowerShell Cmdleti&fREE (1D
MREABEERFRSMBackupiE LN RMITHMBERMREIESE « oI LUERZIESENRMRED ©
B BZEHTFPowerShelIRIE ~ 7 BEEIITPowerShell Cmdlet ©

A AHIT_Get-Helpap < name 2REVS AJfAECCmdletE 2 2R HEREARAERIE © 2(E - Gt IU2EH
" (RIS ENS2E5m) SnapCenter” ©

TR

1. £ Open-SmConnection CmdletZSnapCenter 157 #{5E F & BB ELSetsServerfEAR T {EBSER ©

Open-SmConnection -SMSbaseurl https:\\snapctr.demo.netapp.com:8146/

2. {#FRemove-SmBackup Cmdletfilfi&—s Z{E#15 o

HEEE A A M B {7 IDMIBRmE (D -

Remove-SmBackup -BackupIds 3,4

Remove-SmBackup

Are you sure want to remove the backup(s) .

[Y] Yes [A] Yes to All [N] No [L] No to All [S] Suspend [?] Help
(default is "Y"):
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& B WA fEEFARemove-SmBackup Cmdlet3ERRE SnapshotiE s 2 REFH D MEHTE - BB IBENIRETEET
BYSnapshotiE A48 S B B ETFSnapshotiE AR B R EA AT ~ (RO Ae BB E[FE A IECmdlet ©
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1. 5 Open-SmConnection CmdletZSnapCenter 357 HY1# F & B & Ei SetsServerfVE4R T IEREER o

Open-SmConnection -SMSbaseurl https:\\snapctr.demo.netapp.com:8146/

2. {EFA-CleanHBNE1D 2 BUBRR R ENE -

LEEEH RIBRRREZBHDHIER R « MAEASnapshotiE s :
Remove-SmBackup -CleanupSecondaryBackups
Remove-SmBackup
Are you sure want to remove the backup(s) .

[Y] Yes [A] Yes to All [N] No [L] No to All [S] Suspend [?] Help
(default is "Y"):
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C:\PS>PS C:\> Get-SmBackup

BackupId BackupName BackupTime
BackupType

1 Payroll Dataset vise-f6 08... 8/4/2015 11:02:32 AM
Full Backup

2 Payroll Dataset vise-f6 08... 8/4/2015 11:23:17 AM

IEE6HIEER 201551290 E£2015F 233 EHPFAE !

PS C:\> Get-SmBackupReport -FromDateTime "1/29/2015" -ToDateTime
"2/3/2015"

SmBackupId

SmJobId
StartDateTime
EndDateTime
Duration
CreatedDateTime
Status
ProtectionGroupName
SmProtectionGroupId
PolicyName
SmPolicyId
BackupName
VerificationStatus

SmBackupId

SmJobId
StartDateTime
EndDateTime
Duration
CreatedDateTime
Status
ProtectionGroupName
SmProtectionGroupld
PolicyName
SmPolicyId
BackupName
VerificationStatus

113

2032

2/2/2015 6:57:03 AM
2/2/2015 6:57:11 AM
00:00:07.3060000
2/2/2015 6:57:23 AM
Completed

Clone

34

Vault

18

Clone SCSPR0019366001 02-02-2015 06.57.08
NotVerified

114

2183

2/2/2015 1:02:41 PM
2/2/2015 1:02:38 PM
-00:00:03.2300000
2/2/2015 1:02:53 PM
Completed

Clone

34

Vault

18

Clone SCSPR0019366001 02-02-2015 13.02.45
NotVerified



3. {FHRestore-SmBackup Cmdletit B BERER} o

Restore-SmBackup -PluginCode 'DummyPlugin' -AppObjectId
'scch4.sccore.test.com\DummyPlugin\NTP\DB1' -BackupId 269
-Confirm:$false

output:

Name : Restore
'sccbh4.sccore.test.com\DummyPlugin\NTP\DB1'

Id : 2368
StartTime : 10/4/2016 11:22:02 PM
EndTime

IsCancellable : False
IsRestartable : False
IsCompleted : False
IsVisible : True
IsScheduled : False
PercentageCompleted : O
Description

Status : Queued
Owner

Error

Priority : None
Tasks : {}
ParentJoblID : 0
EventId : 0
JobTypeId

ApisJobKey :
ObjectId : 0
PluginCode : NONE
PluginName
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1. {E0pen-SmConnection CmdletZSnapCenter 157 FI{E A& B EN £l SetsServerfE4R T ERSER o

Open-SmConnection -SMSbaseurl https://snapctr.demo.netapp.com:8146
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C:\PS>PS C:\> Get-SmBackup

BackupId BackupName BackupTime BackupType
1 Payroll Dataset vise-f6 08... 8/4/2015 Full Backup
11:02:32 AM

2 Payroll Dataset vise-f6 08... 8/4/2015
11:23:17 AM

RIS E BREFE - HERRARARAAERMER

PS C:\> Get-SmResourceGroup -ListResources -ListPolicies

Description

CreationTime : 8/4/2015 3:44:05 PM
ModificationTime : 8/4/2015 3:44:05 PM
EnableEmail : False

EmailSMTPServer

EmailFrom

EmailTo

EmailSubject

EnableSysLog : False
ProtectionGroupType : Backup

EnableAsupOnFailure : False

Policies : {FinancePolicy}

HostResourceMaping : {}

Configuration : SMCoreContracts.SmCloneConfiguration
LastBackupStatus

VerificationServer

EmailBody

FEmailNotificationPreference : Never
VerificationServerInfo : SMCoreContracts.SmVerificationServerInfo
SchedulerSQLInstance

CustomText

CustomSnapshotFormat

SearchResources : False
ByPassCredential : False
IsCustomSnapshot

MaintenanceStatus : Production
PluginProtectionGroupTypes : {SMSQL}
Name : Payrolldataset

Type : Group

Id : 1
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Host

UserName

Passphrase

Deleted : False

Auth : SMCoreContracts.SmAuth
IsClone : False

ClonelLevel : O
ApplySnapvaultUpdate : False
ApplyRetention : False
RetentionCount : 0
RetentionDays : O
ApplySnapMirrorUpdate : False
SnapVaultLabel
MirrorVaultUpdateRetryCount : 7
AppPolicies : {}

Description : FinancePolicy
PreScriptPath
PreScriptArguments
PostScriptPath
PostScriptArguments
ScriptTimeOut : 60000
DateModified : 8/4/2015 3:43:30 PM
DateCreated : 8/4/2015 3:43:30 PM
Schedule : SMCoreContracts.SmSchedule
PolicyType : Backup
PluginPolicyType : SMSOQL

Name : FinancePolicy

Type

Id : 1

Host

UserName

Passphrase

Deleted : False

Auth : SMCoreContracts.SmAuth
IsClone : False

Clonelevel : O
clab-al3-13.sddev.lab.netapp.com
DatabaseGUID

SQLInstance : clab-al3-13
DbStatus : AutoClosed

DbAccess : eUndefined
IsSystemDb : False
IsSimpleRecoveryMode : False
IsSelectable : True
SqlDbFileGroups : {}
SglDbLogFiles : {}
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AppFileStorageGroups : {}
LogDirectory

AgName

Version

VolumeGroupIndex : -1
IsSecondary : False

Name : TEST

Type : SQL Database

Id : clab-al3-13\TEST

Host : clab-al3-13.sddev.mycompany.com
UserName

Passphrase

Deleted : False

Auth : SMCoreContracts.SmAuth
IsClone : False

3. {EANew-SmClone CmdletitIR A HPEIENIE R -
LEEEBIERFR A et ~ CIEEMBMEILES :

PS C:\> New-SmClone

-BackupName payroll dataset vise-f3 08-05-2015 15.28.28.9774
-Resources @{"Host"="vise-f3.sddev.mycompany.com";
"Type"="SQL Database";"Names"="vise-f3\SQLExpress\payroll"}
-CloneToInstance vise-f3\sglexpress -AutoAssignMountPoint
-Suffix clonefrombackup

-LogRestoreType All -Policy clonefromprimary ondemand

PS C:> New-SmBackup -ResourceGroupName PayrollDataset -Policy
FinancePolicy

BB E I E AR EFEE FIMicrosoft SQL Server#{T{ERS :

PS C:\> New-SmClone

-BackupName "BackupDS1l NY-VM-SC-SQL 12-08-2015 09.00.24.8367"
-Resources @{"host"="ny-vm-sc-sqgl";"Type"="SQL Database";
"Names"="ny-vm-sc-sgl\AdventureWorks2012 data"}
-AppPluginCode SMSQL -CloneTolInstance "ny-vm-sc-sqgl"

-Suffix CLPOSH -AssignMountPointUnderPath "C:\SCMounts"

1=
E O
X

Sap

%

4. {FFGet-SmCloneReport CmdletiR#E 5 T fERIAR

IEEEFIRETRIETE TIEIDAVERIRE !
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PS C:\> Get-SmCloneReport -JobId 186

SmCloneId : 1

SmJobId : 186

StartDateTime : 8/3/2015 2:43:02 PM

EndDateTime : 8/3/2015 2:44:08 PM

Duration : 00:01:06.6760000

Status : Completed

ProtectionGroupName : Draper

SmProtectionGroupId : 4

PolicyName : OnDemand Clone

SmPolicyId : 4

BackupPolicyName : OnDemand Full Log

SmBackupPolicyId : 1

CloneHostName : SCSPR0054212005.mycompany.com

CloneHostId : 4

CloneName : Draper clone 08-03-2015 14.43.53

SourceResources : {Don, Betty, Bobby, Sally}

ClonedResources : {Don DRAPER, Betty DRAPER, Bobby DRAPER,
Sally DRAPER}
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PS C:\> Get-WindowsFeature AD-Domain-Services

Display Name Name Install State

[ ] Active Directory Domain Services AD-Domain-Services Available

PS C:\> Install-WindowsFeature AD-DOMAIN-SERVICES

Success Restart Needed Exit Code Feature Result
True No Success {Active Directory Domain Services,
Active

WARNING: Windows automatic updating is not enabled. To ensure that your
newly-installed role or feature is
automatically updated, turn on Windows Update.
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_C : \ProgramData\NetApp\SnapCenter\Packagef#77/EE\snapcenter_windows_host_plugin.exe"/#&
2/debuglog" C : \HPPW_SCSQL _Install.log"/log" C : \EgFF" BI_SNAPCENTR port=8145&
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() ##ExchangesMIRABFHBENFTESBBESANE -
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RIThEESMEMER o
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|Sfeaturelnstall F&TE SnapCenter BTEiRin 1% FEBRIRRFZE o
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AT THIER < ~ IUSMCoreTaREIHIES 1451 [RIRB YRR RE !
">netsh http DELETE sslcert ipport=0.00.0.0:_<SMCore Port>'
fign :
> netsh http delete sslcert ipport=0.0.0.0:8145
. BITTIER S ~ i LERRY/RE B indows EHEIMIMETIARTREL ¢
$cert=T |
$guid =[guid]::NewGuid().ToString("B")'

'netsh http add slcert ipport=0.00.0 : <SMCore Port> certhash=$cert AppID="$guid"
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> Scert = “a9%909502dd82ae41433e6£83886b00d4277a32a7b”
> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0:8145 certhash=S$cert
appid="$guid"
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EFREDAGHEEL L fEAPowerShell ~ ¥EfSnapDrive & B & #@E AN Windows VSSHEREHERAITHAE
> vssadmin list proviit &S

C:\Program Files\NetApp\SnapDrive>vssadmin list providers

vssadmin 1.1 - Volume Shadow Copy Service administrative command-line
tool

(C) Copyright 2001-2013 Microsoft Corp.

Provider name: 'Data ONTAP VSS Hardware Provider'
Provider type: Hardware
Provider Id: {ddd3d232-a96f-4ac5-8f7b-250£fd91fd102}
Version: 7. 1. 4. 6845

. FEEBRT - BUHEEEANR WindowsHIVSSTEREHAER © navssprv.exe -r service—u SnapDrive

SnapDrive
FEEBVSSHERE (M FERS E 7864 - vssadmin list provitFER

##Exchange EH&#TiESnapCenter & T21g1 ~ A& %4 SnapCenter AT Microsoft WindowsHY '521% |
IhAEIMIER FISnapCenter A Microsoft Exchange Serverfy 238 THAESMIMET o

#tSnapCenter Fi5 DAGEE:_EAIMicrosoft WindowsE R RIEERZR S ZE - FEBVSSIEREHER B &%
> vssadmin list proviit &S



[PS] C:\Windows\system32>vssadmin list providers
vssadmin 1.1 - Volume Shadow Copy Service administrative command-line

tool
(C) Copyright 2001-2013 Microsoft Corp.

Provider name: 'Data ONTAP VSS Hardware Provider'

Provider type: Hardware
Provider Id: {31fca584-72be-45b6-9419-53a3277301d1}
Version: 7. 0. 0. 5561

6. {21k SnapManager R Microsoft Exchange ServerfJIhAER o
7. {EfSnapCenter IRRGUIEILFERHED ~ sSREHREBHN ~ URRERLRE o
8. fRRRZ 4 SnapManager Microsoft Exchange ServerfIhgE o

gNERSnapManager EIRTE K 2 B{NHARERIFZEE A Microsoft Exchange ServerfJIsE « A EIE
[ SnapManager &3 i¥Microsoft Exchange Serverf& {4 BIINAE :

a. ftSnapCenter Fi5 DAGEIEREH & #%78 it Microsoft Exchange ServerfJi&EfF © navssprv.exe -r

service -u

C:\Program Files\NetApp\SnapCenter\SnapCenter Plug-in for Microsoft

Windows>navssprv.exe —-r service -u

b. £_C:\Program Files\NetApp\SnapDrive B &% ~ #£SnapDrive FiE DAGEIE:_F s @A WindowsHY
hR7s : navssprv.exe -r service -A hostname\username-p password
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Define a backup strategy.

v

Determine whether the resources are
available for backup.

|

Create a backup policy.

If you have multiple resources, create a
resource group, attach policies, and create
an optional schedule.

Back up the resource or resource group.

h 4

Monitor the backup operation.

:

View related backups in Topology page.
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-Timeout 60
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C:\PS> Add-SmPolicy -PolicyName SCE w2kl2 Full Log bkp Policy

-PolicyType Backup -PluginPolicytype SCE -SceBackupType
FullBackupAndLogBackup -BackupActiveCopies
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C:\PS> Add-SmPolicy -PolicyName SCE w2kl2 Hourly Full Log bkp Policy
-PolicyType Backup -PluginPolicytype SCE -SceBackupType
FullBackupAndLogBackup -BackupActiveCopies -ScheduleType Hourly
-RetentionSettings

@{'BackupType'='DATA"'; 'ScheduleType'="Hourly'; 'RetentionCount'="'10"}
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Add-SmPolicy -PolicyName SCE w2kl2 Log bkp Policy -PolicyType Backup
-PluginPolicytype SCE -SceBackupType LogBackup -BackupActiveCopies
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C:\PS> Get-SmResources -HostName vise-f6.sddev.mycompany.com —-PluginCode
SCE
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C:\PS> Add-SmResourceGroup -ResourceGroupName SCE w2kl2 bkp RG
-Description 'Backup ResourceGroup with Full and Log backup policy'
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w2kl2-exch.scega.com\sce-w2kl2-exch DB 2'}
LEEBR G IIHMBIEXchange BRI ERBERHE (DAG) BINEREE - EHESiEENRANER
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p Policy -Resources @{"Host"="DAGSCE0102";"Type"="Database Availability

Group"; "Names"="DAGSCE(0102"}
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C:\PS> Get-SmJobSummaryReport -Date ?21/27/20187?
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PS C:\> Get-SmBackup

BackupId
BackupType

6:32:360 PM

6:36:20 PM

BackupName

ResourceGroup 36304978 UTM...

Full Backup

ResourceGroup 36304978 UTM...

Full Backup

ResourceGroup 06140588 UTM...

Log Backup

ResourceGroup 06140588 UTM...

Full Backup
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https://snapctr.demo.netapp.com:8146/

BackupTime

12/8/2017

12/8/2017

12/8/2017

12/8/2017

C:\PS> Restore-SmBackup -PluginCode SCE -AppObjectId 'sce-w2kl2-
exch.scega.com\sce-w2kl2-exch DB 2' -BackupId 341 -IsRecoverMount:S$true
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C:\ PS> Restore-SmBackup -PluginCode SCE -AppObjectId 'sce-w2kl2-
exch.scega.com\sce-w2kl2-exch DB 2' -BackupId 341 -IsRecoverMount:S$true

-LogRestoreType ByTransactionLogs -LogCount 2
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C:\ PS> Restore-SmBackup -PluginCode 'SCE' -AppObjectId 'DB2' -BackupId
81 -IsRecoverMount:S$true —-Confirm:S$false

—archive @{Primary="paw vs:voll";Secondary="paw vs:voll mirror"}
-logrestoretype All
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my Sresult = {

exit code => 0,
stdout => "",
stderr => "",

)i
BEIsE R :

return S$result;
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my Sresult = {
exit code => 0,
stdout => "",
stderr => "",

bi
Sresult->{env}->{‘keyl’} = ‘valuel’;
Sresult->{env}->{‘key2’}

‘value?2’;

return S$result

LRI EREMEZRERE « (FAREFENRA - ER TIREBFRWESRERY -

sub setENV {
my ($self, Sconfig) = @ ;
my Sfirst value = Sconfig->{‘keyl’};
my Ssecond value = Sconfig->{‘key2’};

=== Logging error messages
FIEFEEEFASELTHAERER - UBTREEFEAS - S SR ER « FEEEERAEX
F o XEBITAR ©

Load the SnapCreator::Event Class:
my $msgObj = new SnapCreator::Event () ;
my @message a = ();

fEFmsgobjfE A collect 5 EREEAE o

SmsgObj->collect (\@message a, INFO, "My INFO Message");
SmsgObj->collect (\@message a, WARN, "My WARN Message");
$msgObj->collect (\@message a, ERROR, "My ERROR Message");
SmsgObj->collect (\@message a, DEBUG, "My DEBUG Message");
$msgObj->collect (\@message a, TRACE, "My TRACE Message");

RMEBEREERYMN

$result->{message} = \@message a;
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package MOCK;

our @ISA = gw(SnapCreator::Mod) ;

=headl NAME

MOCK - class which represents a MOCK module.

=cut

=headl DESCRIPTION

MOCK implements methods which only log requests.

=cut

use strict;

use warnings;

use diagnostics;

use SnapCreator::Util::Generic gw ( trim isEmpty ):;
use SnapCreator::Util::0S gw ( isWindows isUnix getUid
createTmpFile );

use SnapCreator::Event gw ( INFO ERROR WARN DEBUG COMMENT ASUP
CMD DUMP ) ;

my SmsgObj = new SnapCreator::Event();
my %config h = ();
s

SR U B TIMIERFTZ IR R B EREITIZ TS REIE ~ BI40 : setenv ~ Version ~ Quiescefllunquiesce °

setenv{E%
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sub setENV ({
my ($self, $obj) = @ ;
$config h = %${Sobj};
my Sresult = {
exit code => 0,
stdout => "",
stderr =>
}i

return S$result;

RS {ESE
MRAEE S EEIEAERAE

sub version {
my Sversion result = {
major => 1,
minor => 2,
patch => 1,
build => 0
}i

my @message a = ();

SmsgObj->collect (\@message a, INFO, "VOLUMES
$config h{'VOLUMES'}");
$msgObj->collect (\@message a, INFO,
"Sconfig h{'APP NAME'}::quiesce");
$version_result—>{message} = \@message_a;

return Sversion result;

BLEE

BLEEEHERSHUTARINE RN TRBIENFLLEE -
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sub quiesce {
my Sresult = {
exit code => 0,
stdout => "",
stderr => "",
i
my @message a = ();
$msgObj->collect (\@message a, INFO, "VOLUMES
$config h{'VOLUMES'}");
$msgObj->collect (\@message a, INFO,
"Sconfig h{'APP NAME'}::quiesce");
Sresult->{message} = \@message_a;
return Sresult;

BUHRR LIRS
AEAUHFLLEARER - K87 TBCHRRLL) 5 - BERBEATEERSHFIE -

sub unquiesce {
my Sresult = {
exit code => 0,
stdout => "",
stderr => "",
}i
my @message a = ();
SmsgObj->collect (\@message a, INFO, "VOLUMES
$config h{'VOLUMES'}");
$msgObj->collect (\@message a, INFO,
"Sconfig h{'APP NAME'}::unquiesce");
Sresult->{message} = \@message a;
return Sresult;
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if ($args.length -ne 1) {
write-warning "You must specify a method";
break;
}
function log (Slevel, Smessage) {
$d = get-date
echo "SC MSG#$Slevel#Sd#Smessage"
}
function quiesce {
$app name = (get-item env:APP NAME) .value
log "INFO" "Quiescing application using script Sapp name";
log "INFO" "Quiescing application finished successfully"
}
function unquiesce {

Sapp name = (get-item env:APP NAME) .value

log "INFO" "Unquiescing application using script Sapp name";

log "INFO" "Unquiescing application finished successfully"

switch ($Sargs[0]) {

"—quiesce" {
quiesce;

}

"—unquiesce" {
unquiesce;

}

default {

write-error "Function $args[0] is not implemented";
exit 99;

exit 0;
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package com.netapp.snapcreator.agent.plugin.TutorialPlugin;
import
com.netapp.snapcreator.agent.nextgen.common.result.Describe
Result;
import
com.netapp.snapcreator.agent.nextgen.common.result.Result;
import
com.netapp.snapcreator.agent.nextgen.common.result.VersionR
esult;
import
com.netapp.snapcreator.agent.nextgen.context.Context;
import
com.netapp.snapcreator.agent.nextgen.plugin.AbstractPlugin;
public class TutorialPlugin extends AbstractPlugin {
@Override
public DescribeResult describe (Context context) {
// TODO Auto-generated method stub
return null;
}
@Override
public Result quiesce (Context context) {
// TODO Auto-generated method stub
return null;
}
@Override
public Result unquiesce (Context context) {
// TODO Auto-generated method stub
return null;
}
@Override
public VersionResult version() {
// TODO Auto-generated method stub
return null;
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@Override
public VersionResult version() {
VersionResult versionResult = VersionResult.builder ()
.withMajor (1)
.withMinor (0)
.withPatch (0)
.withBuild(0)
Lbuild() ;
return versionResult;

Below is the implementation of quiesce and unquiesce method. These will be
interacting with the application, which is being protected by SnapCenter
Server. As this is just a tutorial, the

application part is not explained, and the focus is more on the
functionality that SnapCenter Agent provides the following to the plug-
in developers:

@Override
public Result quiesce (Context context) {
final Logger logger = context.getLogger () ;
/*
* TODO: Add application interaction here
*/

logger.error ("Something bad happened.");
logger.info ("Successfully handled application");

Result result = Result.builder ()
.withExitCode (0)
.withMessages (logger.getMessages ())
Jbuild() ;

return result;
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Result result = Result.builder ()
.withExitCode (0)
.withStdout (stdout)
.withStderr (stderr)
.withConfig(confiqg)
.withMessages (logger.getMessages())
.build()

BIU0 ~ iEERIZTIEER A0 R EstdoutFIStderrBYiBE « sREAHEDE « LUK EE R EIRSSFVCEANE o
MELEARFEREZHY  FREEFENZ2E - HNESESHEHE —(ETERE - FItNRER THREXE R
Bk.withExitCode (0) ~ BIFRZRELR :

Result result = Result.builder ()
.withExitCode (0)
.withMessages (logger.getMessages())
Louild () ;
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final Config config = context.getConfig();
String myParameter =
config.getParameter ("PLUGIN MANDATORY PARAMETER") ;
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<Plugin>

<SMSServer></SMSServer>

<Name>DB2</Name>

<Version>1.0</Version>

<PluginType>Perl</PluginType>

<DisplayName>Custom DB2 Plugin</DisplayName>
<SupportedOS>

<0S>

<0OSName>windows</OSName>

<0SVersion>2012</0SVersion>

</0S>

<0S>

<OSName>Linux</0OSName>

<0OSVersion>7</0SVersion>

</0S>

</Supported0OS>

<ResourceTypes>

<ResourceType>

<ResourceName>Database</ResourceName>
<Parent>Instance</Parent>

</ResourceType>

<ResourceType>

<ResourceName>Instance</ResourceName>

</ResourceType>

</ResourceTypes>
<RequireFileSystemPlugin>no</RequireFileSystemPlugin>
<ResourceRequiresAuthentication>yes</ResourceRequiresAuthentication>
<SupportsApplicationRecovery>yes</SupportsApplicationRecovery>
</Plugin>
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| Log in to the SnapCenter Server using a web browser. |

-

| |dantify storage types supported, |

+

Reviaw installation prerequisites and install plug-in
package far Linux or Windows

v

| Setup credentials. |

v

| Download or create a custom plug-in. |

¥

Upload, install, and configure the plug-in.

v

Add resources and assign them to users.
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Credential

Provide information for the Credential you want to add

Credential Mame Mame
zernams Username
Password Fassword
Authentication Linux

Use sudo privilages @

4. 11 T3055) HETP  IEERTEDIHIEN

ST IEHE (L. ..
sona aiH

fERERTE

HITUEENE. ..
BASDEERTE o

WA RBREENERERBNES o
© EREESNAREESRENEMKRE

ERELREESnapCenter GRS L « I5E
PR EEESNEMRAEIESEHENE o [EH
BB BAUMNERIRRA :

° netbios\fEF & & 18

° #8iFQDN \fERERTE

* AREES (EERRIERE)
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EWindows Server 20128, E#hk 4~ _E 2 EGMSA

Windows Server 20128¢ EFThR A AR G B AT ERRFIRE (GMSA) ~ MUERFEEREIRP IR EEER
FIRP BB EIE o

CRBORME

* {RFEEZEB Windows Server 201288 B3R A YA 1204128 o
* {CFEZ A Windows Server 20128 BThR AV £  sZ T2 4ITHIRE -

TR
1. BIIKDSIR%EE « ZAGMSARR BV ELE W —HIZEE o
2. W ESEAE ~ AR WindowsABIHIEHIZZHIT F5d< . add-KDSRootKey -Effectivelmmedia
3. BIUKREEGMSA :
a. YTy FERERHARE

domainName\accountName$
.. HEERYIGEEAE o
.. [EREEIEIINEREEBFAEREILGMSA °

g

New-ADServiceAccount -name <ServiceAccountName> -DNSHostName <fgdn>
-PrincipalsAllowedToRetrieveManagedPassword <group>
-ServicePrincipalNames <SPN1, SPN2,..>

.. B9T Tcet-ADServiceAccount] B REZFARTEIRE ©

4 EFH% FERTEGMSA ¢

468



a. EEEFHEGMSAIRE R E EEYFWindows PowerShellfJActive Directoryi&EZh o

BEFEM ~ BUtPowerShell T FF&H% :

PS C:\> Get-WindowsFeature AD-Domain-Services

Display Name Name Install State

[ ] Active Directory Domain Services AD-Domain-Services Available

PS C:\> Install-WindowsFeature AD-DOMAIN-SERVICES

Success Restart Needed Exit Code Feature Result
True No Success {Active Directory Domain Services,
Active ...

WARNING: Windows automatic updating is not enabled. To ensure that your
newly-installed role or feature is
automatically updated, turn on Windows Update.

a. EMREhER ©

b. #PowerShell S IR TRETTHIT FFIdF < ~ TE i EZEEGMSA © lnstall-AdServiceAccount <GMSA
>

C. 1T TS LEREMGMSAIRE | Mest-AdServiceAccount <GMSA >
5 KEIRRRIE MM FERTEMNGMSA ©
6. f£SnapCenter X1BIRFSESHIEE DR EMNGMSAIRE ~ LUFFEWindows £ 1 o
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HEELEEMHZAERE o

B%|H _F{EZESnapCenter Sfor the Sfor the
Sfor the ServerfJ BzTIMEFER o
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fEFACmdlet7ESnapCenter Z{ERin 1 L2 BEA I Linuxs{Windows X 1B IHEESMI EH
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2. EZ1EARFEES 14 FSnapCenter A Open-SmConnection CmdletE i T EFEER ~ AR A BRIZTEST

3. {# M Install-SmHostPackage CmdletfIAESE ~ EZE 1 ELIEIMIER

WA AHIT_Get-Helpap < name_2REVIS AJHAECCmdletEF 2 28R HERBARAERIE - 2(E - EthayU2
B " (<2 2E45m) SnapCenter” ©

A UTE F BRI IMIFZ B F3-skipprecheckiEIE « M E MEER S T BT T A REIMIMERHER -
4 BAERRIENDEER -
ERTH 2SN E  ESnapCenter LinuxE i -2 (BXEIESEBTIMNIER
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1. #SnapCenter R LinuxMIZIRINAEE M L4482 (snapcenter_Linux _host_plugin.bin) #£C
- \ProgramData \NetApp\SnapCenter\Packagef#ZEE I E L& HTIMMETNRI T o

EAI A SnapCenter 8 T % AIARZF Y E I FEULLBEAK ©

2. LR nF P  ABECENTEERNBR

3. Z#EHMIMET ¢ Tpath_to_installation_bin_file/snapcenter_linux_host_plugin.bin -i silent
-DPORT=port_number_for_host -dserver_ip=server_name_or ip_address
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° -dserver_https_portf§ESnapCenter 7 MalfRESHTTPSEIZIE| o

° -Duser_install DIRZ5E L E L SnapCenter B Linuxf (SKED Plug-insE4) FIBE o
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/tmp/sc-plugin-installer/snapcenter linux host plugin.bin -i silent
-DPORT=8145 -DSERVER IP=scserver.domain.com -DSERVER HTTPS PORT=8146
-DUSER_INSTALL DIR=/opt

-DINSTALL LOG NAME=SnapCenter Linux Host Plugin Install 2.log
-DCHOSEN FEATURE LIST=CUSTOM

4. fEFAdd-Smhost CmdletFIAE L ~ 1 E#HIE SnapCenter ZESetcServer ©

H1T_Get-Helpen < 218_AIIS AR ey S HRECERZSBAHERPANEN - 3t ~ BthaU2H " (&
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5. & ASnapCenter MU {EHAE /T E 5 PowerShell Cmdlet - {EBsTIMIER o
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PS C:\> Open-SmConnection

2. f£FAdd-SmStorageConnection Cmdlet?2 I FHIEEIZ RFELR o

HESEBE I BT RAREAR -

PS C:\> Add-SmStorageConnection -Storage test vsl -Protocol Https
-Timeout 60

3. {EAAdd-SmCredential Cmdleti2 I FE0:5 o

L& FI{E FAWindowssRE8 17 & AFinance Admin BI85 -

PS C:> Add-SmCredential —-Name FinanceAdmin -AuthMode Windows
—-Credential sddev\administrator

IEEILIEIT_Get-Helpas$name ZREVSAIHEEZCmdlet(E 2 2BRHRANIABRIE - & -~ Tt IR 6
" (15 EHN 2 EI5E) SnapCenter” o

{EFPowerShell Cmdlet#{H & E
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o IR ZEZEEIFPowerShelIR1E « 7 BEHIITPowerShell Cmdlet ©
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TR

1. f£AOpen-SmConnection CmdletZSnapCenter 35 Y1 F & EXE £ SetsServerfI 4R TERSER ©

Open-smconnection -SMSbaseurl https:\\snapctr.demo.netapp.com:8146\

FEENEEEAE LM ISR o

2. {FHAdd-SmResources CmdletiiL & & o
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Add-SmResource -HostName '10.232.206.248' -PluginCode 'DB2'

-ResourceName NONREC1 -ResourceType Database -StorageFootPrint

(@
{"VolumeName"="DB2 NONREC1DB";"LunName"="DB2 NONRECIDB";"Vserver"="vserv

er scauto secondary"}) -Instance dbZinstl

3. fEFAdd-SmPolicy Cmdlet}Z 1 515 RA! o

EsE BB R

Add-SMPolicy —-PolicyName 'db2VolumePolicy'

-PolicyType 'Backup'
—-description

-PluginPolicyType DB2 'VolumePolicy'

4. fEAAdd-SmResourceDGroup Cmdletifi & REf4HSnapCenter ESeset.

ttEEfgR I AAIEERIMERIMEREFAE -

Add-SmResourceGroup -ResourceGroupName

'Verify ManualBackup DatabaseLevel MultipleVolume unix' -Resources @ (@

{"Host"="10.232.206.248";"Uid"="db2inst2\NONREC"}, @{"Host"="10.232.206.2
48";"Uid"="db2inst]1\NONREC"}) -Policies db2ManualPolicy

S. fEANew-SmBackup Cmdlet?R¥I3A1CEBIED T1E -

New-SMBackup -DatasetName

Verify ManualBackup DatabaseLevel MultipleVolume unix -Policy
db2ManualPolicy

6. {8 F Get-SmBackupReport Cmdlett&fR 15 T ERIHREE o

IEEEHIBRRTESEE B RIIT Z PR TIRR TR ERS
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PS C:\> Get-SmBackupReport -JobId 351

Output:
BackedUpObjects
FailedObjects
IsScheduled
HasMetadata
SmBackupId

SmJobId
StartDateTime
EndDateTime
Duration
CreatedDateTime
Status
ProtectionGroupName
SmProtectionGroupId
PolicyName
SmPolicyId
BackupName

2016 23.20.46.2758
VerificationStatus
VerificationStatuses
SmJobError
BackupType
CatalogingStatus
CatalogingStatuses
ReportDataCreatedDateTime

BEEFIIMMENE REDFE

{DB1}

{}

False

False

269

2361

10/4/2016 11:20:45 PM
10/4/2016 11:21:32 PM
00:00:46.2536470

10/4/2016 11:21:09 PM
Completed

Verify ASUP Message windows
211

test2

20

Verify ASUP Message windows sccb54 10-04-

NotVerified

SCC_BACKUP
NotApplicable
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Define a restore strategy.

l l

Restore and recover the auto discovered
database.

Restore the manually added resource.

v v

Monitor the restore operation,
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Clone backup.

:

Monitor clone operation,

|

If required, split the clone.
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{EFEPowerShell CmdletfE &)
BETERESERS « MITERIEEREIEEZE -
TEEMEMHE

A BZEEIFPowerShel IR ~ 7 BEEI1TPowerShell Cmdlet ©

NZEPowerShell CmdlethI+ERAE T « 35 ASnapCenter TIBRRIESTER « WBR " (FFIESTIEA 2 EIE

m) SnapCenter" °

1. {#0pen-SmConnection CmdletZSnapCenter 157 HIE A& B E EiSetsServerfE4R T ERSER ©

Open-SmConnection -SMSbaseurl https:\\snapctr.demo.netapp.com:8146/

2. 5| HH A5 FA Get-SmBackupalGet-SmResource Group Cmdlet#E SBIE D o

IEEE BB A A B H (T BIERE S

C:\PS>PS C:\> Get-SmBackup

BackupId BackupName
BackupType
1 Payroll Dataset vise-f6 08...

Full Backup

2 Payroll Dataset vise-f6 08...

LB RIRE R IEE B IRAFAEAVIERAE A

PS C:\> Get-SmResourceGroup

BackupTime

8/4/2015 11:02:32 AM

8/4/2015 11:23:17 AM

Description :

CreationTime : 10/10/2016 4:45:53 PM
ModificationTime : 10/10/2016 4:45:53 PM
EnableEmail : False

EmailSMTPServer

EmailFrom

EmailTo

EmailSubject

EnableSysLog : False
ProtectionGroupType : Backup
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EnableAsupOnFailure
Policies
HostResourceMaping
Configuration
LastBackupStatus
VerificationServer
EmailBody
FEmailNotificationPreference
VerificationServerInfo
SchedulerSQLInstance
CustomText
CustomSnapshotFormat
SearchResources
ByPassCredential
IsCustomSnapshot
MaintenanceStatus
PluginProtectionGroupTypes
Tag

IsInternal
EnableEmailAttachment
VerificationSettings
Name

Type

Id

Host

UserName

Passphrase

Deleted

Auth

IsClone

Clonelevel

Hosts

StorageName
ResourceGroupNames

PolicyNames

Description
CreationTime
ModificationTime
EnableEmail
EmailSMTPServer
EmailFrom

FEmailTo
EmailSubject
EnableSysLog
ProtectionGroupType

False

{}

{}
SMCoreContracts.SmCloneConfiguration
Completed

Never

False
False

Production
{SMSQL}

False
False
{}
NES DB
Group
2

False
SMCoreContracts.SmAuth
False

0

10/10/2016 4:51:36 PM
10/10/2016 5:27:57 PM
False

False
Backup
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EnableAsupOnFailure
Policies
HostResourceMaping
Configuration
LastBackupStatus
VerificationServer
EmailBody
FEmailNotificationPreference
VerificationServerInfo
SchedulerSQLInstance
CustomText
CustomSnapshotFormat
SearchResources
ByPassRunAs
IsCustomSnapshot
MaintenanceStatus
PluginProtectionGroupTypes
Tag

IsInternal
EnableEmailAttachment
VerificationSettings
Name

Type

Id

Host

UserName

Passphrase

Deleted

Auth

IsClone

Clonelevel

Hosts

StorageName
ResourceGroupNames

PolicyNames

False

{}

{}
SMCoreContracts.SmCloneConfiguration
Failed

Never

False
False

Production
{SMSQL}

False
False
{}
Test

Group
3

False
SMCoreContracts.SmAuth
False

0

3. fEFANew-SmClone Cmdletit R B REF AR B D RAEMRBUEE o
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New-SmClone -BackupName Verify delete clone on gtree windows scc54 10-

04-2016_19.05.48.0886 -Resources
@{"Host"="sccb4.sccore.test.com";"Uid"="QTREE1"} -
CloneToInstance sccb4.sccore.test.com -Suffix ' QtreeCloneWin9'

HEEEHIE

-AutoAssignMountPoint -AppPluginCode 'DummyPlugin' -initiatorname
'ign.1991-
05.com.microsoft:sccb4.sccore.test.com' -igroupprotocol 'mixed'
4. A Get-SmCloneReport Cmdlett& R4 54 T {ERIHRAE o

FEMIEE LIFIDAVE RS -
PS C:\> Get-SmCloneReport -JobId 186

SmCloneId 1

SmJobId 186

StartDateTime 8/3/2015 2:43:02 PM

EndDateTime 8/3/2015 2:44:08 PM

Duration 00:01:06.6760000

Status Completed

ProtectionGroupName Draper

SmProtectionGroupId 4

PolicyName OnDemand Clone

SmPolicyId 4

BackupPolicyName OnDemand Full Log

SmBackupPolicyId 1

CloneHostName SCSPR0054212005.mycompany .com

CloneHostId 4

CloneName Draper clone 08-03-2015 14.43.53

SourceResources {Don, Betty, Bobby, Sally}

ClonedResources {Don DRAPER, Betty DRAPER, Bobby DRAPER,

Sally DRAPER}

BiEBE]

SmJobError

IMBRETNERERIERE

&SnapCenter FILAERA TTIF) BEREE TEREN) FENEE - TUETEREFRERE - LFERFE

Al By STk EX
BRI TE

EEAME -

TTF BEEEEHERETIER « MIEHFFIRE

#

e
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"curl -X Get -u username:password -k "<a href="https://&lt;ip_address&gt;/api/hosts?fields=IncludePlugininfo
class="bare">https://&lt;ip_address&gt;/api/hosts?fields=IncludePlugininfo™ </a>

gh -

lcurl -X Get -u admin: password -k '<a href="https://10.225.87.97/api/hosts?fields=IncludePlugininfo""
class="bare">https://10.225.87.97/api/hosts?fields=IncludePlugininfo™ </a>
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