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| Lag in ta the SnapCenter Server using a web browser. |
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|lﬂl'l'ltlr',' storage types supported, |
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Review installation prerequisites and install plug-in
package for Linux or Windows

v

| Set up credentials. |

v

| Download or create a custom plug-in. |

¥

Upload, install, and cenfigure the plug-in.

v

Add resources and azsign them to users.
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Credential

Provide information for the Credential you want to add

Credential Name

[ A= g e
L =1 B b=

Lzernames

FPassword

Authentication

Use sudo privileges

Cancel

OK
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New—-ADServiceAccount -name <ServiceAccountName> -DNSHostName <fgdn>
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PS C:\> Get-WindowsFeature AD-Domain-Services

Display Name Name Install State

[ ] Active Directory Domain Services AD-Domain-Services Available

PS C:\> Install-WindowsFeature AD-DOMAIN-SERVICES

Success Restart Needed Exit Code Feature Result
True No Success {Active Directory Domain Services,
Active

WARNING: Windows automatic updating is not enabled. To ensure that your
newly-installed role or feature is
automatically updated, turn on Windows Update.
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f&SnapCenter A LAfF M Install-SmHostPackage PowerShell Cmdlet ~ [EIFRF7E 2B E 1% E
LEEE AR LinuxaiWindowsHIVMware® EFHE 4 o

CRENRME
48 TR P TR ETERER o
e

1. B¥&PowerShell ©
2. EZ1EARFEE: 1 FSnapCenter A Open-SmConnection CmdletE i T EFEER ~ AR A BRIEEEST
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3. fEMAInstall-SmHostPackage CmdletflIAE2H « £ 2 E 1 ELHEIMIER

TR LAIT_Get-Helpai < name_2REVF AIHEECCmdletfE B 2 28R HRBARABRAIE N - 2E ~ EHhAUZ2
B " (<12 2E45m) SnapCenter” o

(AT B2 SMEME RS R -skipprecheck 78 ~ 1 L FA8538 T R TR A REIMMER TR o
4. B NEITENSTEER o

M8 < 7T E « 7£SnapCenter LinuxE i FZik (BREIRSEBETIMIER

G f&ZSnapCenter fEASnapCenter ThRAE I ERAETE (U) REE ThRA&ER
BETIMBER - MREHIRIBEFRARFFMSnapCenter SIUBEIRZEEIMIET « AU
250 E (CL) ~ FEESRANESZRATRERTIMIMER -

1. ¥ SnapCenter AR LINUXBIZIBINBEE M 285182 (snapcenter_Linux _host_plugin.bin) #{¢C
: \ProgramData \NetApp\SnapCenter\Packagef#7ZEE RIS E L& B TIMMERN AU o

&R A SnapCenter 2288 7 % Al AR 28 AY E I TEEULERR T ©

2. ETRATF Y HBEELERTEERZRNEE

3. Z#EHMIMET ¢ Tpath_to_installation_bin_file/snapcenter_linux_host_plugin.bin -i silent
-DPORT=port_number_for_host -dserver_ip=server_name_or ip_address
-dserver_https_port=port_number_for_server'

° -DPORTIEESMCore HTTPSi@B:MEIFIE o

° -dserver IP&¥5ESnapCenter TAIIRBZIPNIiLS o

° -dserver_https_port{SEESnapCenter 7 [{afRESHTTPSEZIE] o

° -Duser_install DIREF5E L E %4 SnapCenter A Linuxfy (SKED Plug-insEff) HIBEE -
° DINSTALL_LOD_NAME3}EECERIERIATE o

/tmp/sc-plugin-installer/snapcenter linux host plugin.bin -i silent
-DPORT=8145 -DSERVER IP=scserver.domain.com -DSERVER HTTPS PORT=8146
-DUSER_INSTALL DIR=/opt

-DINSTALL LOG NAME=SnapCenter Linux Host Plugin Install 2.log
-DCHOSEN FEATURE LIST=CUSTOM
4. fEFAdd-Smhost CmdletFIAE L2 ~ 1 118 SnapCenter ZESetcServer ©

H1T_Get-Helpen < 2t _RIS AR e QL FEECERZ 2B A HRPANEN - 3tE ~ BHaU2HE " (&
H5<1EN2E45m) SnapCenter” ©

5. & ASnapCenter UHtFEHE T E I PowerShell Cmdlet EEEHFTIMIER ©

TAIAZE ~ (EUIEEEETIMIMER s TR R T E 2 RIMNMER B B -
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MREHEBML (*.domain.company. com) HEHL (machinel.domain.company.com) HJCAE
() & mELEBEE CABECSRIERNS T - AILIEMSnapCenter it EERARBERA
BICAREE °

HNREARE - BERTE (BHEREEFQDN) MIZBENEEAIBRECARE TR  EAIMUERS/REZAIE
¥ [Subject Alternative Name (SAN) (EREELTE (SAN) ) 1 H ~ UEHESE - EABERFTRE
(*.domain.company.com) ~ /REREEICIARIFTE EIERLTE o

FE A CAR:E

& ZBSnapCenter fEAMicrosoft BIEFEE (MMC) ~ #CARBEAZISHERE & ZIRMIEARESFWindowsE
HIMEMER ©

1. EMicrosoft EIEEZER (MMC) ~ RBIE—THER*> L/ FRSnapin * °

2. 7F TIMERBIRmAREIEE ) REP  BW DRE) ~ REE—T g, o
3. EVREMRANBIEETAET « B ERIRSEE « RER—T 7" ©

4. F— T EEERB I >RE-FE B> S ENIRREREE A >RE o
5

. 7£ Trusted Root Certification Authorities] (Z{EERIR/EEIREEN) BRR ER—TEEAE - RBE
BX M Al Tasks) (FREI{E) > MImports (EEA) LABRENEEAKSEE o

6. STAEE « SR ¢

EUREEES... HAIT FHENE...

EANEEE ERUEIR" Yes* « BEATAR &R « ABE—T
Next* o

AR PIEEIEEE ; H—TFTF—%* o

Z2% 15 E B /RE P E ARV ENS ~ A —T I'F—
A

sehl NRFEEARE IERIEE « ABIE—T T7er) FBEA -

() EBEABREERLZSHEES (GEOERA o piks opl2s*op7b) o
7. ¥ TPersonal) ERIEEESHHS -
BISCAREIEAL
BRI AR R TR ISR ERIEAUEEE (ORISR R o
1. FGUI LT FIIDER

13



o ®

£ DR HEEARDP ~ BT TEHEEN) R51EH -
KEMRODFE « A%BIZ—T* Thumbprint* o

d. |EABRPH+7VEMFTT ©

e. BR+NEMUBF ZHEBIZER o

o

BIan ~ INE$s44 - TA9 09 50 2D D8 2a E4 14 33 E6 F8 38 86 b0 d 42 77 A3 2a 7b.
% -8BEE . l2a909502dd82ae41433e6f83886b00d4277a32a7b] ©

2. #tPowerShell#{T FFI{E% :
a. YT TS « FIHBELE/REMIEA - Ik TIELTERFRIELENETE o

Pi

Get-Childitem#&1Es35% © \LocalComputer\My

b. ¥EBUHEAL

fEFAWindows T #5MIMETUIRFS R ECARE
TRz FAWindows 1 SMA 2 TUARFS KRR ECATRE ~ MURREN ZERAVENIIRET ©
#51ESnapCenter EEPECAREMFA BT T L HITTIILER o
1. MIT 58S ~ IUSMCoreTEEIFIEB 145 IRIRARVRR R4 ¢
">netsh http DELETE sslcert ipport=0.00.0.0:_<SMCore Port>'
fugn :
> netsh http delete sslcert ipport=0.0.0.0:8145
. BITTIES ~ B EnRE RN i ndows FHEIMIMETUARTE LS ¢
$cert=T |
$guid =[guid]::NewGuid().ToString("B")'
'netsh http add slcert ipport=0.00.0 : <SMCore Port> certhash=%cert AppID="$guid"

fgn :

> Scert “a909502dd82ae41433e6£83886b00d4277a32a7b”

> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0:8145 certhash=S$cert
appid="$guid"
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7£SnapCenter LinuxE## F8F [CAKRE) UEH THEBREETIMIE IRFE
CREZEIE BT IMIME N Keystore RIS K HL/RRE ~ SR ECAREE ~ BRERHPE/REBE B TINIMER FEEIX
& - UERHRECAEEZRICHEBTIMMENEEENE « iFEHSnapCenter TMKFEEFTIMIMETN ARFZRNED
BRI EIIEE

BiT9MIMER G EANI /opt INetApp/snapcenter/scecletc B Tkeystore ks IEREMAHEEEREMNSE
FH& -

BEBFTIMIMER KeystoreIZRE ~ U R FEAFHCAZEESBREHI%
1. eI BTN R A B E A B 5 TIMIME X Keystore TRER ZEHS ©
ERHEESIE keystore pass) HIfE o
2. EHEKeystoreZHE :

keytool -storepasswd -keystore keystore.jks

. BKeystorePFIAEEIBIEEHNFANREBEE A B KeystoretBRIINEES !

keytool -keypasswd -alias "alias name in cert" -keystore keystore.jks

7£_agent.properties_1&ZE - EfkeyKeystore _passHIAEEIE#T o

3. BERREWMMBRT

() EsTsMiERKeystore IEHHE « MR AL B BRI A BRI 2 BRE I AEHEIR) -

i RE P /&S S E A BT IMIMETVE I E
CREZR E R PHE/RE ~ MAERLERR « UEFIMIENEEFHE -

1. A BEZ 83 E5T5MMERKeystoreBIE I3 © /opp/NetApp/snapcenter/scc/E
2. $4% Tkeystore .jks) TEZE o
3. 1EKeystore %I HFTIEHYREE ©

lkeytool-list -v -keystore keystore .jks |

4. FMEARSPAERS
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keytool -import -trustcacerts -alias myRootCA -file
/root/USERTrustRSA Root.cer -keystore keystore.jks

. RSP AERSERES B IIMIENEEFREZR « SAEMEREIART

()  mssEsRCAES - AEBHIERECAES -

RCAE B IRECHRE® B IMMENEEFHRE
TREZRCAE BRI HREABTIMIMERNEEERE °

1. BIEE 65 BH:T9MIMERKeystore /opp/NetApp/snapcenter/scc/Z HIE R} 38
2. #3 Tkeystore jks) HEZE o
3. EKeystore %! FILHY &S -

lkeytool-list -v -keystore keystore .jks |
4. FMEABMEERN AREEIICARSE o

lkeytool-importkeystore -srckeystore /root/snapcenter.ssl.test.netapp.com.pfx -srcstoretype.kcs12
-destkeystore keyKeystore .jks -deststoretype.jks |

S. 1EKeystore %! #TIE HY/RET ©
lkeytool-list -v -keystore keystore .jks

6. EETREESE 2 BMCAREHENRI®R - ARCARECINEESRE -
7. BCABBIIENE SR EIBEE R SRER

TER A BETIMIER Keystore R HE Ragent.propertiestEZ HKeyKeyKeystore _passfJ{E o

keytool -keypasswd -alias "alias name in CA cert" -keystore
keystore.jks

. MRcA/BEFTNRILREAESERIERFT (1
1o~ T ~1) AR REEABERTE

keytool -changealias -alias "long alias name" -destalias "simple alias"
-keystore keystore.jks
. ffagent.propertiestEFEPRECAKREHIFA ©

#HIRIESCC_IDATure ALIASESETHTILE o

8. HCAREBESRAHRERHBIIMIENEEFREZE « FENRBIRT -
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#t¥4SnapCenter TR—IEHIETIMIME) REFRFHEHEE (CRL)
RAFLE T

© TEFTIMIMEIN) SETRARERBEHPEZCRLIZS ° SnapCenter

* A SetcCustom Plug-in1 FYCRLIEZETER B #%SnapCenter 2 opt /NetApp/snapcenter/scc /
etc/crly °

1. REI LUR IR &8 CRP_pathf& 2K E #ragent.propertiestg PRI FER B &% ©
SR UL B SR P M EZECRLIER - BANEE ZIRIBESECRLETRE

7£SnapCenter Windows > 1 5% TCAZ:E 1 LAER TEFHBETIIMNIER. ARFS
CEZEIE BT IMEE N Keystore B RE B ELURFE ~ sRECAREE » REBHPE/RBE B TINIEREEEH
& ~ UK ECAEESRICHERTIMMEXNETENE « LiFEHSnapCenter TMKFEETIMIMERN ARTFEENE
BREEEIIEE ©

BiTIMIMER EAEZE keyKeystore © jks_ ~ {iIf?_C : \Program Files\NetApp\SnapCenter\Snapcenter Plug-in
Creator\etc_ ~ MEHEHEEEFERENEEBEFHRE -

BIRBEFTIMIER Keystore IS « UK ERTHCASELIRACERIZ

1. Rt B TIMIE IR A S IEMENB 5 TIMIME T Key store FRER 2505 o
i fE key keystore passHIfE o

2. BtFKeystoreRHE :
keytool-storepasswd -keystore keystor.jks

(D) WRWindowshSRRFTAENE Tkeytoo #% ~ Fikeytooltsh S HIATEIRE -

C . \Program Files\Java\<JDK_VERY>\BIN\keytool.exe"-storepasswd -keystore keyKeystore .jks

3. #KeystoreFATE & 1818 B HIFRA 52 B 5 E T A BiKeystore HEIF RS -
keytool-keypasswd -alias "alias name_in_cert - keystore keystore .jks
7£_agent.properties_#1&Z - EHfkeyKeystore _passHIAEEIE#T

4. BETIERBMEIRTS

(D seshmmstKeystoreIEHS « LURAAE R IBIVFTA BRI 4 ERORAAR -
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R E P /&RE SR E A B I IMIMETVE I E

/|\
10N

xR ERBHPARE « MAEANERR « UBTIMMEREEFERE -

1.

BIEEE S B:TIMIMERKeystore _C:\Program Files\NetApp\SnapCenter\Snapcenter Plug-in Creator\etc_
&R 3

%3 Tkeystore .jks) HEZE o
7EKeystoreH %! i FILRYIREE -

keytool-list -v -keystore keyKeystore .jks

G R PHERE

keytool-import -cactacerts -alias myRootCA -file /root/USERTrustra_root.cer -keystore keyKeystore .jks

AR A ERE R E & BRI IMIMENE EFRE 2 & « SEEMEREIARTS -

() mEsssERCAES - AR EHIERECAES -

RCAREZRICHRERBFIIMMEREETFRE
TEZRCAREZRIECHREMBFIIMMENEEFHRE -

TR

1.
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BEEB S B:TIMIMER Keystore _C:\Program Files\NetApp\SnapCenter\Snapcenter Plug-in Creator\etc_
B}

HEREZE Keystore o jks_ ©

TEKeystoredr 5| FIBAYIRES

keytool-list -v -keystore keyKeystore .jks

B AR E RN ARESRNCARS -

keytool-importkeystore -srckeystore /root/snapcenter.ssl.test.netapp.com.pfx -srcstoretype.kcs12
-destkeystore keyKeystore .jks -deststoretype.jks

7EKeystore %I tH FT1Z Y /REE ©
keytool-list -v -keystore keyKeystore .jks

RERREESTESEMCAREHENGR - ACARIREMEESRE -
RCABRIIMEIN B REBE ELTIRER o

FER MY B ETIMBIZ T Keystore B EE R agent. propertiestE ZZHKeyKeyKeystore _passfifE o

keytool-keypasswd -alias "alias name_in_CA_cert "-keystore keyKeystore .jks



8. 7£_agent properties &R ECAREMBIL o
SEIRIESCC_IDATure_ALIASS SBESTILE -

9. WCAEESMEHRTEAMTIMBREEENEZ % - HEFMBIRS -

$t#iSnapCenter [F—HMEToMITER) REMEHIEES (CRL)

BRI T

* EE THMERACARERNRMCRLUESR « 2K "W ESnapCenter  MEEsECAZRE ) HFHVEEHEHBEE
7i_;\u °

FEETIMEER) SEFALRENBEPEZCRLIES © SnapCenter

* BAR TRERABTIMIMER. BICRLIEZETERBEkSnapCenter % : C:\Program
Files\NetApp\SnapCenter\Snapcenter Plug-In Creator\ etc\crl_ °

1. G UIRIE S I8CRP_pathfEi % B #_agent.properties t&ZEAAIFER B o
2. ROl BRI E L ECRLIES ©

BANERESRIESECRLETTRE -

RRRIMEMETRICAREE
IEREZARECAZE © AESnapCenter FAARBSFIHMMNIMIEN T EHBCARE - LREZAIMIEXEFACA

R o
TEENZME

* B LUfEArun Set-SmCertificateSettings Cmdlet?REY S {ZFACAR:E ©
* #&B] LA F_Get-SmCertificateSettings_ ZREETRIMHTZ LAY /REEARAE o

ISR #IT_Get-Helpis @ name 2REV{G AT BECCmdletf 2 28 K HiREIERAE - ¥ - S UZ2H
" (ERHFIELIENRE15R) SnapCenter" ©

—_

- EEREEERT BT EH

2. 7 T BESP BT TEEH -
3. EME—HZEIMIENE -

4 BH—TEZER -

O. BEEVRRF/RSEEREE" o
FERK &

ZEENERNK SREWSREREE - SIHNGBXRAIgistSnapCenter  I373RARF 231 BIMIEH 2 FRIRYE
RRIRRE ©
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