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Prepare for SnapCenter Server installation,
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«
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availability using F5

-
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y
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Add licenses.
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Provision storage.
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Identify two existing SnapCenter Servers,
or install SmapCenter Server {SC1) on
hostl and SnapCenter Server (SC2) on
host2,

.

Export SnapCenter certificates for SC1
and 5C2.

.

Configure F5 Load Balancer for
SnapCenter Servers and disable the 5C2
node member.

.

Impart SnapCenter certificates into F5
Load Balancer,

.

Configure an F5 cluster in SnapCenter
between 5C1 and 5C2.

.

Enable 5C2 node member,
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° SVM_name@SVMRIETE o« IR ILHEMREER -« IfaAEETES o
° roleRTBERAABIEENSE o
° Command ONTAP 2IhEEAR—HITHAEE o

() CuEstHSERRERLSS  HRE - Al Acessh S U BERERS AT o

MERIREENRAEN « F26R "ARNEILASBNEKERINCLIER S ONTAP" ©
2. AT S REIUEAE RS !

F 245 AR -f# A& $8>-applicationontapi -authmethod <password\>-role <name_of_rouse_in_step
_1\>—vserver <Svm_name\>-comment "user_description" |

° user_nameBERINFERERE o
° BIGHERTS o IREKRISERN - AR FIRTICEAR o
° SVM_name@SVMBY£ 7 o

3. MATIGS - HABIERGERSE :

Z2MEABRERERME  -vserver <Svm_name\>-role <rose_name\>-application-ontapifE HIZ X E
7 &-authmethod <password\>"

° BREAESR2PEINERERLTE o S REERERE  FHAMGEIR
° SVM_name>ESVMII&FE o

° <roleBiB>REEFRIPRINABLTE o

° BIRIVERS o MRITKIEERS - AM G TTHAZ o

4. BATY S « HeMERAESEREIL !
% 2% Ashow—vserver <Svm_name\>-user-or group name <user_name\> |

user_nameEEL IR NERELTE o

SRR #ERZIISVMAR

FEEEERAMNSVMERERZIIAGR « KA EMITHONTAP {ESFCLIGFTONTAP
o NRTHIESVMEREONTAP Z¥aECSnapCenter £/  (EREEMAvsadminA & ~ AIFRE
A o

1. EHERSL  BUAGTRIERBIEMEZASR o

r 2% Aftcreate-vserver <Svm_name\>- role <Svm_rouse_Name\>-cmd B #£%& f&<permission\>'

() rmEzstssERRERLSS -
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2.

3.

BIUGRAELRAGBRRKGRERE -

rZ2a & ARI-[FHAE<user_name>>-vserver <Svm_name\>-FEFFZontapi -auth /5% Z-role
<Svm_rouse_Name\>'

FRFRIHEERE ©

2 2% AMRIREE-FEHAE <user_name\>-vserver <Svm_name\>'

FRIREZIISVMA B HIERERRCLIE < ONTAP

TREZHMITHONTAP ESVMer < BREILSVMA B HEKIER ©

2% Afthcreate -role Sym_rouse_Name -cmdB#%%#E SnapMirror list-destinations] -vserver
Svm_Name -access all |

2% A thcreate -role Svm_role_Name -cmd dirname "EVENT generate-autosup-log"-vserver
Svm_Name -access all"

rZ2% AfAfhcreate -vserver Sym_Name -role Svm_rous_Name -cmd B ##%%8 ljobhistory show
-access allJ

rZ2% Affcreate -vserver Sym_Name -role Svm_rous_Name -cmdE#£4%#8 ljobstop -access allJ
r22% AfAfacreate -vserver Sym_Name -role Svm_rous_Name -cmd B ##£4#8"LUN"-access all"
r22% Affcreate -vserver Svym_name -role Svm_rouse_Name -cmd B ##%4F&"LUN cree"-access all"
r22% Afafacreate -vserver Sym_name -role Svm_rous_Name -cmd B #£& 58" lunfiif&"-access all"

r%2 2% Affcreate -vserver Svm_name -role Svm_rou_name -cmd B #2&#&"LUN igroup add"-access
all"

r% 2% Affacreate -vserver Sym_name -role Svm_rou_name -cmd B $2&#8"LUN igroup cree"-access
all"

r 2% AfAfcreate -vserver Svym_name -role Svm_rou_name -cmd B ##&#&"LUN igroup delete"-access
all"

r% 2% Affcreate -vserver Svm_name -role Svm_rou_name -cmd B ##&#&"LUN igroup rame"-access
all"

r% 2% Affacreate -vserver Sym_name -role Svm_rou_name -cmd B ##%&#8"LUN igroup show"-access
all"

rZ22% A tcreate -vserver Sym_name -role Svm_rouse_Name -cmd B %% LUN mapping add-
report-nodes| -access allJ

r% 2% Aftcreate -vserver Svm_Name -role Sym_rous_Name -cmd B %48 TLUN mapping create
-access allJ

2% A thcreate -vserver Svym_name -role Svm_rous_Name -cmdB %% TLUN mapping delete |
-access allJ

r% 2% A fAfacreate -vserver Sym_name -role Svm_rous_Name -cmdB##%&#8 LUN mapping remove-
reporting&fifh1 -access allJ

r% 2% AfAfhcreate -vserver Svm_name -role Svm_rouse_Name -cmd B##&%8 TLUN mapping show ]
-access allJ
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r 242 A fAfcreate -vserver Sym_name -role Sym_rouse_Name -cmd B #£%#8 TLUN modify.
-access alll

rZ2% A ffacreate -vserver Svym_name -role Svm_rous_Name -cmdB##%#8 TLUN move-in Volume]
-access alll

r22% Afafacreate -vserver Sym_name -role Svm_rous_Name -cmd B#£%& & Tlun offline) -access
allJ

2% A thcreate -vserver Sym_name -role Svm_rous_Name -cmdB %% TLUN onlinel -access
alll

rZ 2% AfAfhcreate -vserver Sym_name -role Svm_rouse_Name -cmdE#£&7#& TLUN resize] -access
alll

r22% Affacreate -vserver Sym_name -role Svm_rous_Name -cmd B #£%&#8"LUN serial] -access all"
r% 2% Affcreate -vserver Svm_name -role Svm_rous_Name -cmd B ###&"LUN show"-access all"

rZ2% Affacreate -vserver Sym_Name -role Svm_road_Name -cmd B %% network interface]
-access readonly ]

r22% Afafacreate -vserver Sym_name -role Svm_rouse_Name -cmdE#:&#& SnapMirror/R Bl HINNiR
1) -access all}

r% 2% Affcreate -vserver Sym_name -role Svm_rouse_Name -cmd B #%$%8 SnapMirror/&
Hmodify-rRule] -access all]

rZ2% Affcreate -vserver Svym_name -role Svm_rouse_Name -cmd B ##54%8 'SnapMirror/RBIFSERIR
A1 -access all}

r22% Affacreate -vserver Sym_name -role Svm_rous_Name -cmd B #£%&#8 SnapMirror/R8lshow
-access allJ

r22% AfAfacreate -vserver Sym_name -role Svm_rouse_Name -cmdB#:%&#& SnapMirrori&[5 J
-access allJ

%23 A thcreate -vserver Svym_name -role Svm_rous_Name -cmd B &£ #&"SnapMirror show"-
access all"

rZ 2% AfAfhcreate -vserver Sym_name -role Svm_rous_Name -cmd B #£%#& SnapMirror update.
-access allJ

r% 2% AfAfcreate -vserver Svm_name -role Svm_rous_Name -cmd B##&#% SnapMirror update-Is-
set] -access all]

r22 4% A fAfcreate -vserver Sym_name -role Svm_rouse Name -cmd B ##%4%8 lversion) -access
allJ

rZ2% Affhcreate -vserver Sym_name -role Svm_rous_Name -cmd B #%%&#8 Tvolume clone create
-access allJ

r%2% AfAfacreate -vserver Sym_name -role Svm_rous_Name -cmd B %% #8 Tvolume clone show ]
-access alll

r22% Affacreate -vserver Sym_name -role Svm_rous_Name -cmdB#£%&#& Tvolume clone siff
start] -access all]

r 24 % A fAfcreate -vserver Sym_name -role Svm_rouse_Name -cmd B #£$%#8 'Volume clone split
stopl -access allJ

r%22% Afafacreate -vserver Svym_name -role Svm_rous_Name -cmd B ##%%& Tvolume create
-access allJ



re 242 A fAfcreate -vserver Sym_name -role Svm_rouse_Name -cmd B #£$#8 lvolume destrole
-access alll

rZ2% Affacreate -vserver Sym_name -role Svm_rous_Name -cmdB#£%&#& Tvolume file clone
create] -access allJ

r22% AfAfacreate -vserver Sym_name -role Svm_rouse_Name -cmdE#:&%& lvolume file show-disk-
usagel] -access all]

2% A thcreate -vserver Svym_name -role Svm_rouse_Name -cmd B %% volume modify |
-access allJ

rZ%2% Affhcreate -vserver Sym_name -role Sym_rous_Name -cmdB##4#8 lvolume offline) -access
alll

r22% Affacreate -vserver Sym_name -role Svm_rous_Name -cmd B #£%&#& Tvolume online
-access alll

r22% Afafacreate -vserver Sym_name -role Svm_rouse_Name -cmdB#£%&#& volume gtree create
-access allJ

r&2 4% A fAfcreate -vserver Sym_name -role Svm_rouse_Name -cmd B ##%#8"volume qtree delete"-
access all"

225 A tcreate -vserver Sym_name -role Svm_rouse_Name -cmdBE#:%## volume qgtree modify
-access allJ

70,

rZ2% Affacreate -vserver Sym_name -role Svm_rous_Name -cmd B #£4#8"volume gtree show"-
access all"

r% 2% Affcreate -vserver Svm_name -role Svm_rous_Name -cmd B##&%& Tvolume restrict]
-access allJ

2% Affhcreate -vserver Sym_name -role Svm_rous_Name -cmdB##%#8 volume show, -access
alll

r22% AfAfcreate -vserver Sym_name -role Svm_rous_Name -cmd B ##%%% Tvolume snapshot
create] -access allJ

r22% Afafacreate -vserver Sym_name -role Svm_rous_Name -cmdB#£%&#& volume snapshot
delete] -access all}]

r 2% Affcreate -vserver Svm_name -role Svm_rouse_Name -cmd B ##%%& volume snapshot
modify| -access all]

r2 2% AfAfcreate -vserver Svm_name -role Svm_rous_Name -cmd B##%%% Tvolume snapshot
rame] -access all]

rZ2% Affacreate -vserver Sym_name -role Svm_rous_Name -cmdB#£%&#& Volume snapshoti&
=1 -access allJ

r22% Afgfacreate -vserver Sym_name -role Svm_rous_Name -cmdB#:%&#E Volume snapshotiE/R
FEZE] -access all]

re22% Affcreate -vserver Svm_name -role Svm_rous_Name -cmd B##%%& Tvolume snapshot
show] -access all]

2% Affcreate -vserver Sym_name -role Svm_rouse_Name -cmd B #%%%% volume unmount)
-access alll

rZ2% A ffhcreate -vserver Sym_name -role Sym_rous_Name -cmd B ##4%8 lvserver CIFS$:
Hcreate] -access allJ
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+ L2 Z AfMfcreate -vserver Sym_name -role Svm_rous_Name -cmd B ##%#% Tvserver CIFSILFMI
F&1 -access allJ

r22% Affacreate -vserver Sym_name -role Svm_rous_Name -cmd B #£% 58 Tvserver CIFSHF
show] -access allJ

« IZ22& AfAfacreate -vserver Sym_name -role Svm_rous_Name -cmd B #£% 58 Tvserver CIFS show
-access allJ

o IZ2MEAAEcreate -vserver Sym_name -role Svm_rouse_Name -cmd B ##%4%& Tvserver EXECTON-
policy create] -access alll

s TZ2ZF AAfcreate -vserver Sym_name -role Svm_rouse_Name -cmd B &% vserver EXECT-
Fpolicy DELETE] -access allJ

s 224 E AAfcreate -vserver Sym_name -role Svm_rouse_Name -cmd B #%52#8 lvserverfE H R AR
Hicreate] -access allJ

o 224 E AfAfcreate -vserver Sym_name -role Svm_rouse_Name -cmd B #%%%8 lvserverfE HREI3R
AlJshow, -access all]

« TZ2F AAfcreate -vserver Sym_name -role Svm_rouse_Name -cmdB##&%& lvserver EXECT-
Fpolicy show -access allJ

« TZ2ZF AAfcreate -vserver Sym_Name -role Svm_rous_Name -cmd B ##44#8 lvserver iSCSI
connection show] -access all]

« TZ2& AfAfacreate -vserver Sym_name -role Svm_road_Name -cmd B ##£#8"vserver'-access
readonly |

« L2M4E A Afcreate -vserver Svym_name -role Svm_rouse_Name -cmd B ##%%8 lvserver EXECT-
policy| -access allJ

« L2 Z AfAfcreate -vserver Sym_name -role Svm_rous_Name -cmd B##& %% Tvserver iSCSI] -access
alll

o L2 M4E A fAcreate -vserver Sym_Name -role Svm_rous_Name -cmdE %8 Volume Clone# Elik
&) -access allJ

LIONTAP REH#REIZEAE

TEZEEIIONTAP EA REHEIRBISHRINGE  UERLERONTAP EELNAE
skSnapCenter FITENE o [EAIAMITEIONTAP EICLIGE S 2REILONTAP —EFRZIETE
WEREAS » TiEKR{ERER o

1. ERERAL « BUAGERIEHEIRIEREZAR -
rZ2% A tcreate—vserver <clusterf#8\>- role <role%#&\>-cmd B #%4 #E<permission\>'
@ THEZ H S ERREELHR S

2. BUERAETRFAGKRIKMGZERE -

rg e M& AR FAE<user_name\>-vserver <clusteriai®\>-F& FF2 R ontapi -auth755% Z2E&-role <role
tE\>
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3.

FEBRIHEERRE
225 AfRIRETE-FRE<EHELTE>-vserver <& £ T8>

BB EEABIIERERIICLIGSONTAP
IRREZ NI TAONTAP EICLISH <SRBI BREA BT IRER o

security login role create -vserver Cluster name or cluster name -role
Role Name -cmddirname "metrocluster show" -access readonly

security login role create -vserver Cluster name or cluster name -role
Role Name -cmddirname "cluster identity modify" -access all

security login role create -vserver Cluster name -role Role Name -cmddirname
"cluster identity show" -access all

security login role create -vserver Cluster name -role Role Name -cmddirname
"cluster modify" -access all

security login role create -vserver Cluster name -role Role Name -cmddirname
"cluster peer show" -access all

security login role create -vserver Cluster name -role Role Name -cmddirname
"cluster show" -access all

security login role create -vserver Cluster name -role Role Name -cmddirname
"event generate-autosupport-log" -access all

r% 2% A ffacreate -vserver Cluster_name -role rose_Name -cd B #%4%& Tjobhistory show) -access
allJ

rZ2% A thcreate -vserver Cluster_name -role rose_Name -cmd dirname "jobstop] -access allJ
re 24 % A fAfcreate -vserver Cluster_name -role rose_Name -cmd B #£#8"LUN"-access all"
rZ2M4& A Afcreate -vserver Cluster_name -role rose_Name -cmd B #£&#&"LUN cree"-access all"

r 24 % A fAfacreate -vserver Cluster_name -role rose_Name -cmd B £ #8"lunflilf&"-access all"

% 2% A thcreate -vserver Cluster_name -role rou_name -cmd dirname "LUN igroup add"-access all"

% 2% A thcreate -vserver Cluster_name -role rou_name -cmd dirname "LUN igroup cree"-access all"

% 2% A thcreate -vserver Cluster_name -role rou_name -cmd dirname "LUN igroup delete"-access
all"

% 2% A fhcreate -vserver Cluster_name -role rou_name -cmd dirname "LUN igroup modify"-access
all"

lZ 2% A tcreate -vserver Cluster_name -role rou_name -cmd dirname "LUN igroup rame"-access all"
% 2% A thcreate -vserver Cluster_name -role rou_name -cmd dirname "LUN igroup show"-access all"

%24 A tacreate -vserver Cluster_name -role rose_Name -cmd dirname LUN mapping add-report-
nodes] -access all]

rZ2 45 A B Bcreate -vserver Cluster_name -role rose_Name -cmd B #%%# LUN mapping create |
-access allJ

r 24 & A Afcreate -vserver Cluster_name -role rose_Name -cmd B %% TLUN mapping delete
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-access alll

%25 A thcreate -vserver Cluster_name -role rose_Name -cmd dirname LUN mapping remove-
report-nodes| -access allJ

r% 2% A ffacreate -vserver Cluster_name -role rose_Name -cmd B #£%%% TLUN mapping show
-access allJ

r 24 % A Afacreate -vserver Cluster_name -role rose_Name -cmd B #££#8"lun modify"-access all"

rZ2 45 A B Bcreate -vserver Cluster_name -role rose_Name -cmd dirname "LUN move-in-volume
-access allJ

r 242 A fAfcreate -vserver Cluster_name -role rose_Name -cmd B #£#8"lun offline"-access all"

r224% A fAfcreate -vserver Cluster_name -role rose_Name -cmd B ##%%8 LUN onlineJ -access
alll

r& 4% A fAfcreate -vserver Cluster_name -role rose_Name -cmd dirname "LUNKA 4R B & Clear"-
access all"

rZ%2% A ffhcreate -vserver Cluster_name -role rose_Name -cmd B ##%%8 TLUN resize] -access allJ
r224% A fAtcreate -vserver Cluster_name -role rose_Name -cmd dirname "LUN serial] -access allJ
r%2 2% Afafcreate -vserver Cluster_name -role rose_Name -cmd B ##£#8"LUN show"-access all"

rZ2 4% A Afcreate -vserver Cluster_name -role rose_Name -cmd dirname Inetwork interface
create] -access readonly]

rZ24% AfAfcreate -vserver Cluster_name -role rose_Name -cmd dirname network interface
delete] -access readonly ]

r 242 A ffacreate -vserver Cluster_name -role rose_Name -cmd dirname network interface
modify| -access readonly]

rZ2% Affhcreate -vserver Cluster_name -role road_Name -cmd dirname [network interface show
-access readonly ]

r224% A fAtcreate -vserver Cluster_name -role rose_Name -cmd dirname MZ&4%%& A -access
readonly |

security login role create -vserver Cluster name -role Role Name -cmddirname
"snapmirror create" -access all

security login role create -vserver Cluster name -role Role Name -cmddirname
"snapmirror list-destinations" -access all

rZ2 4% A Afcreate -vserver Cluster_name -role rose_Name -cmd dirname 'SnapMirror/&R Bl NR
Bl -access all}

rZ2M4E AAfcreate -vserver Cluster_name -role rose_Name -cmd B #£%&#& SnapMirror[&Hlcreate]
-access allJ

r22 4% AfAfcreate -vserver Cluster_name -role rose_Name -cmdB &% SnapMirror/& Bl fiIFR
-access alll

re24% A fAfacreate -vserver Cluster_name -role rose_Name -cmd B #£#8 SnapMirrorRENEE
-access allJ

rZ24% A Afcreate -vserver Cluster_name -role rose_Name -cmdE#&%& 'SnapMirror/& Bl modify-
rRule] -access all|

rZ2M4E AAfcreate -vserver Cluster_name -role rose_Name -cmd B %% 5% SnapMirror/RBIFEERIR



Bl -access allJ

rZ 2% Affhcreate -vserver Cluster_name -role rose_Name -cmd B #%%& & SnapMirror/RElshow
-access allJ

r 242 A fAfcreate -vserver Cluster_name -role rose_Name -cmd B #£#8"SnapMirrori& R "-access
all"

r22% Afafacreate -vserver Cluster_name -role rose_Name -cmd B #£%&#&"SnapMirror show"-access
all"

r% 2% Affcreate -vserver Cluster_name -role rose_Name -cmd B #%$%8 'SnapMirror show-history |
-access allJ

re 24 % A fAfcreate -vserver Cluster_name -role rose_Name -cmd B #£%#8 'SnapMirror update]
-access allJ

% 2% A thcreate -vserver Cluster_name -role rose_Name -cmd dirname SnapMirror update-Is-set
-access allJ

r% 2% Affcreate -vserver Cluster_name -role rose_Name -cmd B ##%%& lsystem license add]
-access allJ

& 2% A thcreate -vserver Cluster_name -role rose_Name -cmd dirname ['system license clear-up]
-access allJ

rZ 2% Affhcreate -vserver Cluster_name -role rose_Name -cmd B #%%#8 system license delete]
-access allJ

rZ 2% A tcreate -vserver Cluster_name -role rose_Name -cmd B ##%%% lsystem license show]
-access allJ

r 24 % A fAfcreate -vserver Cluster_name -role rose_Name -cmd B #£%#8 [system license Status
show] -access allJ

re 4% A fAfcreate -vserver Cluster_name -role rose_Name -cmd B #%$#8 lsystem nodemodify
-access allJ

r 242 A fAfcreate -vserver Cluster_name -role rose_Name -cmd B %48 'system Node show
-access alll

rZ2M&E AfAfcreate -vserver Cluster_name -role rose_Name -cmd B %% %8 [system Status show |
-access allJ

r224% A fAfcreate -vserver Cluster_name -role rose_Name -cmdBE#2&7%& lversion) -access allJ

2245 AAfEcreate -vserver Cluster_name -role rose_Name -cmd dirname [volume clone create
-access alll

rZ2M4E A Afcreate -vserver Cluster_name -role rose_Name -cmd B %% volume clone show]
-access allJ

r22 4% A fAtcreate -vserver Cluster_name -role rose_Name -cmd dirname lvolume clone s#f 9
start] -access alll

rZ24%5 AfABcreate -vserver Cluster_name -role rose_Name -cmd dirname lvolume clone split
stopl] -access allJ

rZ2 M5 AAfEcreate -vserver Cluster_name -role rose_Name -cmd dirname "volume cree"-access all"

lZ2M4E ABtcreate -vserver Cluster_name -role rose_Name -cmd dirname "volume destrode"-access
all"
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rZ2M4E AAfEcreate -vserver Cluster_name -role rose_Name -cmd dirname [volume file clone
create] -access allJ

rZ2M4& A Afcreate -vserver Cluster_name -role rose_Name -cmd dirname lvolume file show-disk-
usage] -access allJ

2245 AfAfBcreate -vserver Cluster_name -role rose_Name -cmd dirname "volume modify"-access
all"

rZ24% A fA&create -vserver Cluster_name -role rose_Name -cmd dirname "volume offline"-access
all"

rZ2M4E AfAtcreate -vserver Cluster_name -role rose_Name -cmd dirname "volume online - access
all"

rZ2 4% A fA&create -vserver Cluster_name -role rose_Name -cmd dirname "volume gtree cree"-
access all"

lZ2M4E A B Bcreate -vserver Cluster_name -role rose_Name -cmd dirname "volume qtree delete"-
access all"

rZ2 4% AfA&create -vserver Cluster_name -role rose_Name -cmd dirname "volume gtree modify"-
access all"

rZ2M4E A A Bcreate -vserver Cluster_name -role rose_Name -cmd dirname "volume qtree show"-
access all"

rZ2M45 AfAEcreate -vserver Cluster_name -role rose_Name -cmd dirname "volume restrent"-access
all"

rZ2 45 A B Bcreate -vserver Cluster_name -role rose_Name -cmd dirname "volume show"-access all"

rZ2M4E A A tcreate -vserver Cluster_name -role rose_Name -cmd dirname volume snapshot
create] -access allJ

rZ 245 A fA&create -vserver Cluster_name -role rose_Name -cmd dirname "volume snapshot delete"-
access all"

rZ2M4E AfAEcreate -vserver Cluster_name -role rose_Name -cmd dirname volume snapshot
modify] -access all]

rZ2M4E A A Bcreate -vserver Cluster_name -role rose_Name -cmd dirname 'volume snapshot
Promote] -access all]

rZ2M4E A A tcreate -vserver Cluster_name -role rose_Name -cmd dirname volume snapshot
rame] -access allJ

r22 4% A fAtcreate -vserver Cluster_name -role rose_Name -cmdB &% Volume snapshotiE/& |
-access allJ

r 4% A fAfcreate -vserver Cluster_name -role rose_Name -cmd dirname [volume snapshoti& R g
%1 -access allJ

2245 AAfEcreate -vserver Cluster_name -role rose_Name -cmd dirname [volume snapshot
show] -access allJ

rZ2% Affhcreate -vserver Cluster_name -role rose_Name -cmd dirname "volume unmount] -access
alll

lZ 2% A thcreate -vserver Cluster_name -role rose_Name -cmd dirname "vserver"-access all"

r& 242 A fAfcreate -vserver Cluster_name -role rose_Name -cmd B #£4%#8 vserver CIFS create]
-access allJ



r%22% Afafacreate -vserver Cluster_name -role rose_Name -cmd B #%54%8 lvserver CIFSHIB&)
-access all]

« TL2Z AfAtcreate -vserver Cluster_name -role rose_Name -cmd B ##%%& lvserver CIFS modify.

-access alll
« IZ2& Affacreate -vserver Cluster_name -role rose_ Name -cmd B #£% 58 Tvserver CIFSHB{ER
-access all}J

« TZ2T A Bcreate -vserver Cluster_name -role rose_Name -cmdB %% #8 lvserver CIFSHcreate]
-access allJ

« %2 % Afcreate -vserver Cluster_name -role rose_Name -cmd B #4578 Tvserver CIFSEFEMIBR]
-access allJ

« TZ2& Affacreate -vserver Cluster_name -role rose_Name -cmd B #£% 8 Tvserver CIFSHEBEIER
-access alll

+ IZ2%& Affacreate -vserver Cluster_name -role rose_ Name -cmd B #£% 58 Tvserver CIFSE:Hshow)
-access allJ

« IZ2F AAEcreate -vserver Cluster_name -role rose_Name -cmdB %8 lvserver CIFS show
-access allJ

o L2 M4E AfMAcreate -vserver Cluster_name -role rose_Name -cmd B #%$4%8 lvserver create] -access
alll

« 2245 AfBcreate -vserver Cluster_name -role rose_Name -cmd dirname "vserver EXECLON-policy
cree"-access allJ

« L2245 A M tcreate -vserver Cluster_name -role rose_Name -cmd dirname "vserver EXECTON-policy
DELETE] -access allJ

« &2 M4E A fAfcreate -vserver Cluster_name -role rose_Name -cmd dirname lvserver EXECLON-
policy rule create] -access alll

© L34 E A fAfacreate -vserver Cluster_name -role rose_Name -cmd dirname "vserver EXECLON-policy
rule DELETE] -access allJ

© L2245 A M tcreate -vserver Cluster_name -role rose_Name -cmd dirname "vserver EXECLON-policy
rule modify"-access alll

« L2245 A M tcreate -vserver Cluster_name -role rose_Name -cmd dirname "vserver EXECTON-policy
rule show"-access allJ

« L2 M4E A fAfcreate -vserver Cluster_name -role rose_Name -cmd B #%$#8 vserver EXECTON-
policy show] -access alll

« TZ2%&E AMAtcreate -vserver Cluster_name -role rose_Name -cmd B #E%%8 lvserver iSCSI
connection show] -access alll

© #2485 AfABcreate -vserver Cluster_name -role rose_Name -cmd dirname "vserver modify"-access
all"

lZ 2% A thcreate -vserver Cluster_name -role rose_Name -cmd dirname "vserver show"-access all"
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a. ¥ EH ~ W ThUBE REEREP—(EFEE -

YIRSVMEB RGP REFFRA « A [RE) AT o MNREEEZF "R EIR « SnapCenter

57



b. £ MEWFEL B EEESVMEEEREHRRENERIE « BEEHTTPS ©
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AutoSupport ItEINEERIZ#E © client.app.info enenable -noteTo enable]
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* HEEEHIZREIFR

MTFFAERENERAEN « S52H "FHEZEESnapCenter” o
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TEICHIEEEH 23 BRI Z A ~ (CAERZSCHERESnapManager BB B2 EHHIRE « MBI1EH 25 L ZEEA0RHE
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AERE ~ LUK B HILE R TE R AR T AE R E SnapManager A LLINREMEHHZHE - BEAR R ERA LBISVM
FISVME#EE - SnapManager FAS AFF

ZHI2S AR BT IBIRTS © SnapManagerSuitetZ#F1SnapCenter LUIZHI28 A B FEAISESS-151#

® 415 SnapManager {83 - BATA — BRI BHONRA « SnapCenter BIE EXENR(HIUSIE
2B EER - EEFE0RAAREE -

1. EEEEEERT - B— T RERHA -

2. 17 TREGAA BEE B THUAED  ENEEERRAMEMILNSVMEEE
° BEMRATARILAISVM « 55EEE* ONTAP (SVMS*) o
° BEBRFMACHILEE « s55E ONTAP (FE) *o
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3. #£Storage Connections (f#77&4R) JBEH ~ X ZController License (FEHI2F1%HE) ## o
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Z&inSnapManager RFEERFBIRNZIEERNEHREREEFAS —ER S AN EAFF #FR
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EAI LAEFIONTAP 35 < 7SR 1RILHI23 L LB IRE - KEZEFAS —BEEEIES -~ UEREEEE
R4k o AFF

() sussissmmmm rMUSREHISARR) BEEIETASnapManagerSuitetEH © SnapCenter

1. {EFAONTAP flexflineds <55 ANetAppiZEHias o
2. # Alicense showdn < ~ BRI H UK EIR S B Z4ESnapManagerSuite 11 o

clusterl::> license show
(system license show)

Serial Number: 1-80-0000xx
Owner: clusterl
Package Type Description Expiration

Serial Number: 1-81-000000000000000000000000xx
Owner: clusterl-01

Package Type Description Expiration
NF'S license NFS License =
CIFS license CIFS License =
iSCSI license 1iSCSI License =
FCP license FCP License =
SnapRestore license SnapRestore License =
SnapMirror license SnapMirror License =
FlexClone license FlexClone License =
SnapVault license SnapVault License =

SnapManagerSuite license SnapManagerSuite License -

TEUEEEHI ~ SnapManagerSuitetZ#EE &4 « FltRSnapCenter EEMITHEMBYIHAERESNE o

FRBUERIZR 5k

CEEEERIZEF « 7 SERRBUERI SRR FIR o S LUEAONTAP T5an < FIRREERIS 7ot | IS
EBFAS —EREEES « UEREFERMRL - AFF

1. {EFAONTAP flexflinedn % 5 B A 4123 o
2. & Asystem show -instancedn <  FARIREE H A HIEHIZRFSE o
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clusterl::> system show -instance

Node: fas8080-41-42-01
Owner:

Location: RTP 1.5

Model: FAS8080

Serial Number: 123451234511
Asset Tag: -

Uptime: 143 days 23:46
NVRAM System ID: XXXXXXXXX
System ID: XXXXXXXXXX
Vendor: NetApp

Health: true

Eligibility: true

Differentiated Services: false

All-Flash Optimized: false

Node: fas8080-41-42-02
Owner:

Location: RTP 1.5

Model: FAS8080

Serial Number: 123451234512
Asset Tag: -

Uptime: 144 days 00:08
NVRAM System ID: XXXXXXXXX
System ID: XXXXXXXXXX
Vendor: NetApp

Health: true

Eligibility: true

Differentiated Services: false

All-Flash Optimized: false
2 entries were displayed.
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* TREZER B MHINetAppZIRAHILE ASDE

MRERBABRBIREER ~ A FELEAERY

AI LS SnapCenter #ENetApp Sz 1BAGULHEEIA X
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* RSB RIS FE o

1. Z ANetAppZiE48uk : "mysupport.netapp.com” o

2. BIEEZ~ Systems > Software Licenses* °

3. 7F MEEBUEM) @A - R EEE TR ((INEESE) -~ BAEHIZRER - A%RE—T THIT
Py

Software Licenses

Selection Criteria
Choose a method by which to search

» |Serial Number (located on back of unit) v| Enter Value: : '_.Go!'.:

Enter the Cluster Serial Number value without dashes.

-0R -
» Show Me All: | Serial Numbers with Licenses ~|For Company: |:| i__G_p!_:

PEENFR B E RIS BIIRETRE -

4. ¥t SnapCenter istEk (FREMVIZZERR] T SnapManagerSuitetRHE o

BRI SR AR

2 ITE A ENetAppI ENetApp RALRF  {ERILUEEFAONTAP IEHs 21Tk SnapCenter LR EITHIZs AR
VR « FAS MBS E—@ TIhsESE) 3¢ SnapManagerSuite] #%## o AFF SnapCenter

CEBNRAME

- [CFEZEFAS —EREEES - (UEREFERAK L - AFF
* e R SnapCenter TAREEMINAERIIZEZERR) 3% TSnapManagerSuite] #%H o

RS LE T 1

MREAESnapCenter ZLAFAS Al ERY A N2 ZHVMwareSAFF VMware B f#T7s%f ~ S B IAEY
FPremiumZE RAE S FTLIRHE ~ UEZEEEERISR L o

gAR &8 SnapCenter ZHARREE « SREHMEEHIHENR « LIEUSPremiumEmiE GFHEIRIE - UWEREEL
iRl

1. {EFONTAP flexflineds %5 E ANetApp#E£E ©
2. #ri¥SnapManagerSuiteiZ %8 :

TR MR RIS 1R 1E WS license_key)

tber < RITE EIEEREARGER o
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3. HEFBSnapManagerSuitefSHEE &4 ¢

(FrrIzE )

MR RRE

MR IEEARISnapCenter BLIEHI2S AEMMIVMwares?:E - MEEEBRAISEHAEE (UL 505 &EMN
FFeR) ~ [BAEZ(ERMySQLE < Fahisbial BIRIRHE o s ARRIZEE L E B SnapCenter VMware GUIfBR o

SEBETEEASnapCenter IVMwareiEHl2s 24 EREAVISIERS « T REFERIRAEBINE - MRTHE
@ HSnapCenter T UIHAEAERIIVMware R hRIZHE « MG HF1E SnapCenter ZVMwarefEFTE
ANE - BRI EHER °

1. 7ZfAARSnapCenter 28+ - BARIPowerShell{R & U EBMySQLEZES o
a. #f70pen-SmConnection Cmdlet ~ #+¥tSnapCenter SnapCenterAdmintRF  EXEEs%EARASHYELR T

EBEER ©
b. #11T7Set-SmRegitoryPassword A EzEMySQLZRHE o
YNZECmdletdVBRAZEEN ~ B2 " (159722 E15/) SnapCenter” o
2. RS SRR FEITIHITMYSQAL -u root -pIAB AMySQL °
MySQLE#RRICHA RS - BALEEREERRHAEER
3. BN ERPRE ARE .

[EEFANSM ~ 'Delete from NSM_License ~ EFINSM_License_Serial_number='510000050'" ; |

#iESnapCenter IINEEAERER [THRERITAE ) K

Rel A fFERSnapCenter ZIEZIEZIETNAE] BIZIE ~ RIREONTAP Select TEZIRINAE
MF1Cloud Volumes ONTAP INEEME T & EHER} o

RIEABTIMEMH
* AR SRARRY ~ FRTUA5 100K

%ﬂuﬁﬁﬁ?ﬁgﬁ?ﬁﬁE%ZE’\JNetApp Support4BihE ASBEE R} « KB A SnapCenter A LLERFGUIRYIE

* DRIV A SRR IR M - ERAEBURNERANFEEREXRCEFRENER AN (EREE) - mMEER
FSnapCenter 3z B2

* §TBHH

B0 ~ EEIMEE1 TB~ 2 TB ~ 4 TBERERITH
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MBSO « $EB0 TRBIEMSnapCenter'

g A SRR FTRIRMH

LR 2R A ~ TEZSHERERR « NS SEUHRNFS - WREEMETIRRER -
HEARBR

EEV{§SnapCenter UINBEAE ARG Z A1 ~ EEZSTETE SnapCenter B IEMFIHAE o

T FEZ = Cloud Volumes ONTAP —fEEEEEE « NEEEEE R L - ONTAP Select

RARSLET(E

IEEREPI St HBIRERMNSE © SnapCenteriI RIERRARNERIERN A1 TB - BEREH500 GBZE

fE * SnapCenter BI&5tH500 GBHNERBE - i@ R BETEEELMIFMERE 2 B:1H « MERIREEE
HRENERABSERH

pi

1. (EEHONTAP flexfline®n € %!1& ANetAppiZHl2s ©
2. EEGAERNVolumeRE « FHMAGS ©

select::> vol show -fields used -volume Engineering,Marketing

vserver volume used
AVASH Engineering 2.13TB
VSl Marketing 2.62TB

2 entries were displayed.

WEHIRENSHERBSEMRIS TB ; Ft « iNREBE(RZEFIAS TBRIER » SnapCenter RIEMNENE
BRIRERKSB5TB -

B ~ MRICRBIRFES TBREABEFRI2 TB « ERILIES2 TBRERURE -

HINAEREENFR
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2. B|EZ=* Systems > Software Licenses* °

3. £ MEEENMRMF) &I  f TRERRAT ¢ FORELRME) THIXIIAERFEEE [+ SC_Standard*) ©

Software Licenses

Selection Criteria
Choose a method by which to search

> |Seria| Number (located on back of unit) v| Enter Value: |:| Go!|

Enter the Cluster Serial Number value without dashes.

-0R -
» Show Me All- |Serial Numbers with Licenses |For Company: |:| Go!

4. MALHATILTE s AEIE—T T]IT ! o
EEE RN ISnapCenter BAYARZASE ~ FEILA51XXXXXXX ©
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HEEENEZEBRREF - BRFREIFAE—RBFEFEHE © SnapCenter ONTAP Select Cloud Volumes
ONTAPZ% 7 FE(RIGZE SnapCenter IEMEER TELF FIRYINAE ~ G FEZBEAE SnapCenter 1A fEEFANetAppRETHBE ©
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4. {21k SnapCenter Internet Information Server (IIS) HHIIHAE o
5. EFEEIMySQLARFS °
6. FHEIRHTEIETPMySQLProtocol £ &HI(E o

T3 S35 28R E Eweb.confighg 2R B FHIMySQLProtocol £ &fE °

<add key="MySQLProtocol" value="SSL" />

7. fEAmy.inifEZEM[client] & EIRHAVERE R BHANR R TS ©
T & FBETmy.initE 2R [client] & EE HEFTAYER TR o

<add key="ssl-client-cert" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-cert.pem" />
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<add key="ssl-client-key" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-key.pem" />

<add key="ssl-ca" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/ca.pem" />
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2. ESSLREMERIEEAEIMySQL Data&#I 5K o
FERHIMYSQLERIFKERIEAC ¢ \ProgramData\NetApp\SnapCenter\MySQL Data\ °

3. EHMySQLIARRELAARERE (my.ini) FBICAKES « ARZBARIES « BEBARRSE « ARBLESHERA
FinfLAE S IRERIE o

TEZAIMYSQLIAIRRESAAAERE (my.ini) ER1EAC : \ProgramData\NetApp\SnapCenter\MySQL Data\my.in

@ T BIEMYSQLEIARZZABREHE (my.ini) BI[mysqld]&FRHPHISECARSE - RIAREZ AR/&EM
AR TAZ ZIMERIE -

T ATEMYSQLEIARZZAERERE (my.ini) BY[client| @ E&HPIEE CAREE « Fi P in AR/REE K A P IRt E £ iR
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T EHIFETE R EImy.inifEZR A [mysqld| &% ~ TERERIZKC © /ProgramData/NetApp/SnapCenter/MySQL
Data/DataFHY/EEFEIBIE ©

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgrambData/NetApp/SnapCenter/MySQL Data/Data/server-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-—
key.pem"

T & FIEETRmy.initE Z M [client] & EE H B AYERE o

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/client-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/client-
key.pem"

4. HINE _(EHARRRS « AR RNCAREL ELEFIRSBARESE « ARBLEEHE « BRRAREERAR IR

ThEEIRIE o AT T?'J*/F,,‘:
a. RESE—EHARR L EERCARREREE —ENLBEIFERIMYSQL DataBE#}3K o

FEEZAIMYSQLE R R EAC ¢ \ProgramData\NetApp\SnapCenter\MySQL Datal\ ©

@ TASBREIUCARE - CIERZRABIUARSBARES « BRIHAFESE « AIRSLE
TIREN AR IRTAR SR o

b. HNE—EHAEE, « :5FHopensslifi% » TEWindows L2 EMySQLEIARESF A R iBRISSLEEN£i8

y =i

“MYSQLH&ZIK57 . 1§Fﬁopenﬂ@ﬁSSLﬁﬁDﬁ*D%ﬁ%u
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C. SSLAFEMEMBEENEIMYSQL DataB k3K o

d. EHMySQLIFRRSSMARERE (my.ini) SHEICATESS « FIRSSARIES « MAKARES  ARSLESE
R R SIS T o

()  EUFEMYSQARESERIE (nyin) NimysaldERTEECAE - FRSANER
AR AT S BRIE o

S BIEMYSQUERRESABAEHE (my.ni) B[clientEBFIERECAEE « AR BARERNARBLES
SR o

T EEHEEEREImy.inifEZA [mysqld] & E& ~ TBERERIZC
. /ProgramData/NetApp/SnapCenter/MySQL Data/Data/ /&5 S84 o

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
key.pem"

5 EEHEETmy.initE 8 [client] & R P B FTHIERK o

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
key.pem"

7E£SnapCenter M{EHAEIEL_EMInternet Information Server (11S) H{E LA ZIBIHAERIWebERTER o
EMEHAREE - EFHEEIMYSQLARFS ©
FEHmEHAEEEHIweb.configigZEHMySQLProtocol £i&HIE ©

7B HI R B IR AR SR E 1 E R BIMYySQLProtocol £ ##{H °



<add key="MySQLProtocol" value="SSL" />

8. EAREEmMy.initEZM[client| @ EX P+ MEHAEIZEFTIS E AR ISR E R AR SR EHE ©
5 EHEETmy.initE R [client] & R P B FTHVERE o

<add key="ssl-client-cert" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-cert.pem" />

<add key="ssl-client-key" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-key.pem" />

<add key="ssl-ca" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/ca.pem" />

9. 7£SnapCenter MEHASIEEHIISHENE) TZ1EEARES) WebfERTER

10. {§FHSet-SmRegitoryConfig -RebuildSlave -Force PowerShell Cmdleti& it B —{EHAERES_EBI-ForceisE
15 ~ EMEHAERE LRI Z2HIMySQLER ©
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Define a clone strategy.

!
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lifecycle,

:

Monitor the clone operation.

:

If required, split the clone.
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1. B KDSIREE « ACMSARBSEYIHEEW—HIEEHS o
2. W ESEAE ~ AR WindowsABIHIEHIZZ T F5d< . add-KDSRootKey -Effectivelmmedia
3. B KREGMSA !

a. TR B FEREEAERS

domainName\accountName$
. FSEIFERFAE o
ﬁﬁﬁlu\ﬁﬂ Liﬂgﬁﬁﬁ%ﬁ ;EL_LGMSA o

fugn

New—-ADServiceAccount -name <ServiceAccountName> -DNSHostName <fgdn>
—PrincipalsAllowedToRetrieveManagedPassword <group>
-ServicePrincipalNames <SPN1,SPNZ2,.

#1T TGet-ADServiceAccount] ﬁ?*%ﬁ'ﬂﬂﬁ?ﬁmﬁﬁ' °

4. EFH FRREGMSA !
a. I EFEHAGMSAIRE FyE1% FEYFAWindows PowerShell#JActive Directoryt&4

EBEE ~ FBTtPowerShel iIT FAIE < :

PS C:\> Get-WindowsFeature AD-Domain-Services

Display Name Name Install State

[ ] Active Directory Domain Services AD-Domain-Services Available

PS C:\> Install-WindowsFeature AD-DOMAIN-SERVICES

Success Restart Needed Exit Code Feature Result
True No Success {Active Directory Domain Services,
Active

WARNING: Windows automatic updating is not enabled. To ensure that your
newly-installed role or feature is
automatically updated, turn on Windows Update.

a. EFRENE o
b. #tPowerShellff T IRMFITHIT IS ~ T EZEGMSA ¢ Tinstall-AdServiceAccount <GMSA
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2. ETRTTF Y HEBEELERTEERZRNEE

3. Z#EHMIMET ¢ Tpath_to_installation_bin_file/snapcenter_linux_host_plugin.bin -i silent
-DPORT=port_number_for_host -dserver_ip=server_name_or ip_address
-dserver_https_port=port_number_for_server'

° -DPORT{EESMCore HTTPSiB:MEIFIE o

° -dserver IP&¥5ESnapCenter TAIIRBZIPAIILS o

° -dserver_https_port{SEESnapCenter 7 [{afRESHTTPSEZIR] o

° -Duser_install DIREF5E L E %4 SnapCenter A Linuxfy {(SKED Plug-insEf4) HIBEE -
° DINSTALL_LOD_NAME3}EECERIERVATE o

/tmp/sc-plugin-installer/snapcenter linux host plugin.bin -i silent
-DPORT=8145 -DSERVER IP=scserver.domain.com -DSERVER HTTPS PORT=8146
-DUSER_INSTALL DIR=/opt

-DINSTALL LOG NAME=SnapCenter Linux Host Plugin Install 2.log
-DCHOSEN FEATURE LIST=CUSTOM

4. 42%8//NetApp/snapcenter/scc/etc/SC_SMS_Services.propertiest&ZE « ZA% Hi&plugins_enabled = HANA
1 3.02% -

5. fEAAdd-Smhost CmdletfILES# ~ & FiH1E SnapCenter ZSetcServer ©

H1T_Get-Helpan < i _RAIS AR e S HRECERZ 2B AHERPANEN - 3t ~ KthaU2/ " (&
H5<1EN2E45m) SnapCenter” ©

om

EZPESAP HANASMIME T RY 2 EEARRE

f&SnapCenter BJIAfEA T1F) BEREGZEZEBE - LOERBREREER  LHEHARTHHEE AR

%o

R TE
TTF BEELEEHETIER « LIS EEIRE
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ERRERESE « RN ESMEZRS
* 92 BTl

1. EEEBEERD « H— T8 o
2. 7% TEEEE) BEEH -B—TF TR o
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3. 7£ Tk BEEY - BEMEREUERYHIMMEXNZRIEE  FRIT PR
- B FERE o
- R ST RATIAERBEA o
- REEERY T HITNINRER A ~ EEVIMIMER 4™ o
d. #¢ MIREE) ThIzUINAERAP ~ EERZREEIRAE o
e Bg—T N"ER*1 o
4. EMZHETE - ABE— T HAE R LUSIR TR EE R o
5. 1f TTiEs¥MEERl BEED » B— TR0 o

o

9]

HECAEE
E4 CASIECSRIEZE

TAIMEE NVEERBEBER) (CSR) ~ AREARUEAEENCSRIE NVEBIREE(L (CA) ESHE
i o e g A AHMEANALEER -
CSREMRIBXFEIR » IRMHEIRIEREREUNISRENCARE °

MBEECSRIVEN « FF2B "UNAIELECARECSRIZE"

MREHEBHE (*.domain.company.com) &% (machine1.domain.company.com) HICAR
(D) # CANBKBELECABBCSRERISH - AR SnapCenter Mt BERA RS ERE
BICAREE o

HNREARE - BERTE (BREEFQDN) BN EHAIBRECARETIRRK o EAIMUERS/REZAE
¥ [Subject Alternative Name (SAN) (EREEM%TE (SAN) ) 1 I ~ UEHESE - EABERFTRE
(*.domain.company.com) ~ /REHEEICIARAIATE EERLTE o

FEACA/E:S

f&ws7ASnapCenter fEAMicrosoft BB F1ES (MMC) ~ FCAREEAZISHRE & ZRNEREFMWindowsE
HIMEER ©

LB

1. B ZEMicrosoft EIEFZER (MMC) - ABIR— TEHR">"1L/FEFRSnapin *

2. 11 THEESRAIRARNEEE ) REF BN URE - A%E—T g -
3. 7 NRsE) MANEEBTREP « B MEIRA) BIE « ABR—T l=py -
4. H—TEEARB B >VRE-SH B> S ENREEREE>RE

5

. 7£ Trusted Root Certification Authorities] (Z{EERNR/EEIRIEREN) BRR ER—TEEAE - ABE
BX M Al Tasks) (FREI{E) > MImports (EEA) LABRENEEARREE o

6. STRUIEE « Y1 TP/ :
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FURBEEE... AT TIENE...

EBEATLE IR BEHUEIE" Yes* ~ EAME £ « ABE—T
Next* o

FEAMEZRET RYEAEE ; HF—TTF—F* o

Z24 IS EEL/RBFAEREREE « AR —T ['F—
F* oo

SeRl NREBEABE) BEEE « ABIE—T (52 BHMREA

() BEARSEEATLHEE (EOBRS D ophs opl2*opTb) o
7. ¥ TPersonal) BFIZREEDES o
B CABRIEAT
EBIEAR FRHAVERN R T o ISR SRR (BN K o

1. EGUIEHIT TS ER :
a. W &R o
b. £ UR:E1 HEAWF - B—T HEER) R5IFH -
C. HEMRMDEBE ~ A% —T* Thumbprint* o
d. /RS REPN+SELF T ©
e. BIr+NEUMTF 2 FEER o

BIan ~ WNR4shs - TA9 0950 2D D8 2a E4 14 33 E6 F8 38 86 b0 d 42 77 A3 2a 7by  ~ BIFBFRZEHR
B~ BE2 . l3909502dd82ae41433e6f83886b00d4277a32a7b] ©

2. #PowerShell#\{T FF{EZ :
a. PUT TS ~ FHELEREIVIEA - Tk FRELEMARAZERNREE °

Get-ChildltemE&{&s358 . \LocalComputer\My
b. HEHIHEAL o
fEFAWindows E1#5MiMETLARTE R E CAREE
T REZEAWindows T SMAZTUARFS KRR ECARE ~ URREN RZERVBNIRET ©
sA1ESnapCenter BB CAREMFIAIEMG T ERMITTHIDER o
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1. MITTIIER< ~ LUSMCore AR E#1B8 1455 R ARER LA ¢
'>netsh http DELETE sslcert ipport=0.00.0.0:_<SMCore Port>'
fign :
> netsh http delete sslcert ipport=0.0.0.0:8145
. HITTAIGS ~ TR RARE Wi ndows EHIMITE UARTRELS :
$cert=T |
$guid =[guid]::NewGuid().ToString("B")'
'netsh http add slcert ipport=0.00.0 : <SMCore Port> certhash=$cert AppID="$guid"
fgn :
> Scert "a909502dd82ae41433e6£83886b00d4277a32a7b”
> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0:8145 certhash=S$cert
appid="$guid"

7£SnapCenter LinuxF 1% 52 EFE AR SAP HANASMIME U ARFERICAREE

TREZEEBETIMIMEKeystore B R E/EE « RECARE « RERNFHE/REE BT IMIMENEEFTN
& L,US'Z ECARZZWBRB EBTIMIMEEEFNE « LEMASnapCenter MKFEEFTIMNIEIN) BRFSRE
HERBEE o

BiTIMIMER EEAALR /opt /NetApp/snapcenter/scecletc_ B Tkeystore .jks) HERMAEHEEEREMEE
FHE o

BIEETIMIMEKeystoreVEEHE ~ LUK ERATHICAZEESIRACH TS
SER
1. fma U BETIMME RN RIBRE A BB REEY B 5 TIMIME K ey store FRER ZEH ©
ERHEESE keystore pass) BIfE o

keytool -storepasswd -keystore keystore.jks

. BKeystore AR EIBIEENAERGRBE T ABKeystoreiBRIINERRS :

keytool -keypasswd -alias "alias name in cert" -keystore keystore.jks
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7£_agent.properties_1gZ - EHkeyKeystore _passBIIEREIFEH o

. BEEIE B MBI o
C) EI5TSMIME S Keystore T « MR AAE S RH0FT A HERERI& RS IOMAAR «

TR PR RER B IIMMEEEERE
CREZR E RS PHERE - MAERLERR - UEFIMIENEEFHE -
pZ

1. A BEZ 83 E5T/MIMERKeystoreBIE I © /opp/NetApp/snapcenter/scc/Z
2. #3| Tkeystore .jks) tEZE o
3. fEKeystore 5| FTIL AV &S

lkeytool-list -v -keystore keystore .jks

4. FrIERE AR IRE

keytool -import -trustcacerts -alias myRootCA -file
/root/USERTrustRSA_Root.cer -keystore keystore.jks

. RIREPARSERES B IIMIMENEEFREZR « SAEMRERT -

() omssmuiRCATE  AEBIMRECARE

HCARETRICHRERABIIMMERNEEERE
TREZRCAE BRI HRERABIIMIENEEEKE -

1. BB E 63 BH:TIMIMER Keystore /opp/NetApp/snapcenter/scc/Z HIE 38
2. $7) Tkeystore .jks) 12 o
3. TEKeystore 5! HH g HI/&R:E -

lkeytool-list -v -keystore keystore .jks
4. LA EERN AREIBIICARSE o

lkeytool-importkeystore -srckeystore /root/snapcenter.ssl.test.netapp.com.pfx -srcstoretype.kcs12
-destkeystore keyKeystore .jks -deststoretype.jks |

S. 1EKeystore A HI HFTIEHY/REE o

lkeytool-list -v -keystore keystore .jks
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6. BETRERS O BMCAREHENRI®R - ZRCARECINEESIRE -
7. BCABRIITEE SR EIBEE R SRERS

TER A BETIMIER Keystore B HE Ragent.propertiestEZHKeyKeyKeystore _passfy{E o

keytool -keypasswd -alias "alias name in CA cert" -keystore
keystore. jks

. WNRcaE Jéﬂlﬂﬂ’]ﬂﬂ%ﬁﬁﬁ@ﬁ”‘ﬂ%ﬁﬁﬁﬂi s (T
1o~ T 1) AR REEABERTE

keytool -changealias -alias "long alias name" -destalias "simple alias"
-keystore keystore.jks
. ffagent.propertiesiBFHRECARENRIS ©
sEIRIESCC_IDATure_ALIASEBEFILE ©
8. KCAZEZERRIHRTEA B IMIERNEEFTHE 2R  FEMRBERT ©
#t¥iSnapCenter T'R—IRAIBETIMIET) RERFEHIHBE (CRL)
RARSLET(E

© TEFTIMEREIN) EETFALRENBEFEZCRLIES - SnapCenter

* AR TSetcCustom Plug-in] BICRLIEZFER B#%SnapCenter 2 lopt /NetApp/snapcenter/scc /
etc/crly °

1. EE] LUIRIE &8 CRP_pathf& 2K #ragent.propertiestE BRI TER B &% ©
ISR UATE L B $ P B ZECRLIEZE - FBARREZRIBESECRLEITER:E ©

7£SnapCenter Windows 1% F:&7F TCAK:E1 MU#E1T TSAP HANAYMETEZ ) ARFS

TEZEE B TIMIEKeystore (VR RE R ELRET ~ sRAECAREE « SRER WP REZEETIMMER EEEFK

&  URRECARETRICHE B TIMMEREEFENE - MEASnapCenter MEKFEEETIMIER ) BRTEEED
SERNBART ©

BiTIMIMER EAIEZE keyKeystore o jks_ ~ fiIi?_C : \Program Files\NetApp\SnapCenter\Snapcenter Plug-in
Creator\etc_ ~ MEZEHEEFHENERBENRE o

BB ETIMNIE R KeystoreIZTE « URERTHCAEESBEHA
TER
SRR BT IMMER IR A B IERRE B 5T5MiME T Keystore AR 225 ©
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i key keystore passHIfE o
2. @ EKeystoreZZH :
keytool-storepasswd -keystore keystor.jks
@ AR Windowsis IR FTE AN keytooll 87 % - FAikeytooltEn S B R A TTERKE o
C . \Program Files\Java\<JDK_VERY>\BIN\keytool.exe"-storepasswd -keystore keyKeystore .jks

3. #Keystore FAZ &R IE B RYFRA B A 5 E E % BiKeystore iERIRYZRHS -
keytool-keypasswd -alias "alias name_in_cert - keystore keystore .jks
7£_agent.properties_1gZ - EHkeyKeystore _passBIIEREIEH o

4. B@ETIER BRI

(D ssshsmstKeystoreIEHS « LURIAE R IBIFTA RIS ERSORAAR -

RS ERERE A BT IMIE R EEFRE
TEZRERPHERE - MAERLERR « UEFIMIEREEFHRE -

1. BB E 63 BH:T9MIMERKeystore _C:\Program Files\NetApp\SnapCenter\Snapcenter Plug-in Creator\etc_
B}

2. #3| Tkeystore .jks) FEZE o

3. 7EKeystore % K Frig Ay /&R

keytool-list -v -keystore keyKeystore .jks

4. FIEARE ARG ¢

keytool-import -cactacerts -alias myRootCA -file /root/USERTrustra_root.cer -keystore keyKeystore .jks

5. RSP BT A B TIMVER EEENE 2 %  SEHMBIETS -
()  mEsseimgiRcAE - A BIERECAES o

HCARETRILHREABIIMIEREEERE

CEZISCAB B BRSBTS BITMIRREEENE -

1. BB =63 H:T9MIMERKeystore _C:\Program Files\NetApp\SnapCenter\Snapcenter Plug-in Creator\etc_
HIE IR
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2. $3HEZ keystore ° jks_ °

3. 7EKeystore % HHT i HY/&REE
keytool-list -v -keystore keyKeystore .jks
4. IMEABMEEBNAMAEWAICARE °

keytool-importkeystore -srckeystore /root/snapcenter.ssl.test.netapp.com.pfx -srcstoretype.kcs12
-destkeystore keyKeystore .jks -deststoretype.jks

S. 1EKeystore %! HFIE AR ©
keytool-list -v -keystore keyKeystore .jks

6. RERRERS O EMCAREHENGS « ZRCARECIMEESRE -

7. BCARFBRIMENZERBBEELATRERE
FER M B ETIMIIE T KeystoreZBhE R agent. propertiestE Z 1 KeyKeyKeystore _passHIfE o
keytool-keypasswd -alias "alias name_in_CA_cert "-keystore keyKeystore .jks

8. 1£_agent.properties_1&Z R ECARERF% ©
:EIRIZSCC_IDATure_ALIASEBEHILE o

0. BCAZEZBSREHREABTIMIERNEEERE 2% « BEMRERT -

ft¥fSnapCenter TF—HREIEFIIMNIETN) RERDHINFE (CRL)
R LE T 1

* BETHEMCARRNREMCRLIES « SF2H "WI{AE#SnapCenter EZ5ECARE ) FHV/ERRIHEEE

=111

=" o

« TEET/MEER) EETERRTENEERFIEZCRLIEE o SnapCenter

* BAR TRERETIMIER. BICRLIEZETER BEkSnapCenter % © C:\Program
Files\NetApp\SnapCenter\Snapcenter Plug-In Creator\ etc\crl_ °

A

1. EEILURIE &8 CRP_pathf8 UK B #_agent.properties_1EZ R TERR B &F ©
2. A U TE I B P E ZECRLIEE ©

BANERESRIESECRLEITERE °

Y ASMIMENRICAREE
,_\FEEQ‘“*CA:E » AifESnapCenter fEIARZSFEERIIMIZ T 14 EERBCARSE o CREZAIMIMEIIRUACA

/EDEH\ /33 DE ©

TEENZME
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Define a backup strategy.

l

Configure HDB User Store Key and
HDBsOL OS5 User,

l

Determine whether the resources are
available for backup.

v

If needed, add resources,

l

Create a backup policy.

If you have multiple resources, create a
resource group, attach policies, and
create an optional schedule,

i

Back up the resource or resource group.

i

Monitor the backup operation.

|

View related backups and clones in
Topology page.
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EREBIRSAP HANAZ KL ERPowerShell CmdletiE L {1 A4 EAZ 05

N BFEI HTFEREES (SYM) ELFFETEE « A AEfEFPowerShell Cmdletf&{n ~ &
[HER#ESUSAP HANAEKIE o

EEENRHE

o IRFEZ B EFHIFPowerShellIB 1B 2K #11TPowerShell Cmdlet ©
s EZE TEREEES ) AGTHEENERNER « AR HFER o
s RIERRIMIMERN ZEREITH o

AL RERREGER - THIMMEANRERNTET - AR EHRIEISER S E# » MESnapCenter Hil
EIRRERISEE R TEARBM ) 3 TRENetAppl#EFERELl o

* RERRRBEZEE—R -

FRETEARRE LERERZENZEFEFRAR - SnapCenterS{ESnapCenter X BN HEAFERAHES
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1. A Open-SmConnection CmdletEiEPowerShellZE4: T {EREES o
PS C:\> Open-SmStorageConnection
2. f£FAdd-SmStorageConnection Cmdlet?2 I HHIEETF RFELR o

PS C:\> Add-SmStorageConnection -Storage test vsl -Protocol Https
-Timeout 60

3. fEFAdd-SmCredential Cmdlet2 I Hs0:5

ZREFIER BN AI{E A Windowss¥5% 21 B AFinance Admin AV E2:EE .
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PS C:> Add-SmCredential -Name FinanceAdmin -AuthMode Windows
-Credential sddev\administrator

4. ESAP HANAET ¥ FitSnapCenter £ 15 AARES ©

PS C:> Add-SmHost -HostName 10.232.204.61 -OSType Windows -RunAsName
FinanceAdmin -PluginCode hana

S. ESnapCenter 1% - ZREMHMEAISAP HANAB R EEEINEE o

$HHLinux :

PS C:> Install-SmHostPackage -HostNames 10.232.204.61 -ApplicationCode
hana

Windows

Install-SmHostPackage -HostNames 10.232.204.61 -ApplicationCode hana
-FilesystemCode scw —-RunAsName FinanceAdmin

6. R EHDBSQLAFHRE o

Windows :

PS C:> Set-SmConfigSettings -Plugin -HostName 10.232.204.61 -PluginCode
hana -configSettings @{"HANA HDBSQL CMD" = "C:\Program
Files\sap\hdbclient\hdbsgl.exe"}

4 Linux :

Set-SmConfigSettings -Plugin -HostName scs-hana.gdl.englab.netapp.com
-PluginCode hana -configSettings
@ {"HANA HDBSQL CMD"="/usr/sap/hdbclient/hdbsgl"}

R AT _Get-Helpds < name_2REUS AIHEECCmdletfE A 2 2B HARBANAEREN - (& ~ T RIS
" (BRHFHELIENSE15) SnapCenter”

{EHPowerShell Cmdlet&E{H &kl E
BN EREEFEEIISnapCenter B1iZ A REFAVELR ~ FTILER ~ FML/RA « BB HNHER
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BHAE ~ UMD o
CBENRME

IR EZEEEIFPowerShel IRIE ~ A BEEI1TPowerShell Cmdlet ©
s RN BTSRRI R R ELF I R IIETEE ©

1. f£AOpen-SmConnection CmdletZSnapCenter 57 Y1 & ExEh i SetsServerfIE4R T 1ERSER ©

Open-smconnection -SMSbaseurl https:\\snapctr.demo.netapp.com:8146\

MEENEERERE RTBFIZIEIETR ©
2. {EAAdd-SmResources Cmdlet#i% &g o

2B R PR T3 12 B — 7S SR HE AL AUSAP HANAZIHYE :

C:\PS> Add-SmResource -HostName '10.232.204.42' -PluginCode 'HANA'
-DatabaseName H10 -ResourceType SingleContainer -StorageFootPrint
(@{"VolumeName"="HanaDatalO";"StorageSystem"="vserver scauto primary"})
-SID 'H10' -filebackuppath '/tmp/HanaFileLog' -userstorekeys 'HS10'
-osdbuser 'hlOadm' -filebackupprefix 'H10 '

A EEHIRIB IR S B SIEAAISAP HANAZRIE :

C:\PS> Add-SmResource -HostName 'vp-hana2.gdl.englab.netapp.com'
-PluginCode 'HANA' -DatabaseName MDC MT -ResourceType MultipleContainers
-StorageFootPrint
(@{"VolumeName"="VP HANA2 data";"StorageSystem"="buck.gdl.englab.netapp.
com"}) -sid 'Al2' -userstorekeys 'Al2KEY' -TenantType 'MultiTenant'

REHERBFNA R IIFERHRE ER

C:\PS> Add-SmResource -HostName 'SNAPCENTERN42.sccore.test.com'
-PluginCode 'hana' -ResourceName NonDataVolume -ResourceType
NonDataVolume -StorageFootPrint

(@{"VolumeName"="ng pvol";"StorageSystem"="vserver scauto primary"})
-sid 'S10'

3. fEFAdd-SmPolicy CmdletiZ I #15 RE| o

I EE BRI SnapshotiE A~ B E R BIE R R A -
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C:\PS> Add-SmPolicy -PolicyName hana snapshotbased -PolicyType Backup
-PluginPolicyType hana -BackupType SnapShotBasedBackup

e HR I EREE BOREHRERR -

C:\PS> Add-SmPolicy -PolicyName hana Filebased -PolicyType Backup
-PluginPolicyType hana -BackupType FileBasedBackup

4. {FFSnapCenter Add-SmResourceDGroup Cmdlet{R £ & R a#i% & RA¥4H = Siches °

IEEE BRI REE—RBREIR

C:\PS> Add-SmProtectResource -PluginCode HANA -Policies
hana snapshotbased, hana Filebased

-Resources @{"Host"="host.example.com";"UID"="SID"} -Description test
—-usesnapcenterwithoutfilesystemconsistency

LRI RESERHREIR -

C:\PS> Add-SmProtectResource —-PluginCode HANA -Policies
hana snapshotbased, hana Filebased

-Resources @{"Host"="host.example.com";"UID"="MDC\SID"} -Description
test -usesnapcenterwithoutfilesystemconsistency

it fgR I AAEERIMNERIMEREFAE -

C:\PS> Add-SmResourceGroup -ResourceGroupName
'ResourceGroup with SingleContainer MultipleContainers Resources'
—-Resources
@(@{"Host"="sccorelinux6l.sccore.test.com";"Uid"="SID"},@{"Host"="sccore
linux62.sccore.test.com";"Uid"="MDC\SID"})

-Policies hana snapshotbased,hana Filebased
-usesnapcenterwithoutfilesystemconsistency -plugincode 'HANA'

IS EZ T IFE R Volume BIREFHE !
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C:\PS> Add-SmResourceGroup -ResourceGroupName

'Mixed RG backup when Remove Backup throguh BackupName windows'
—-Resources
@(@{"Host"="SNAPCENTERN42.sccore.test.com";"Uid"="H11";"PluginName"="han
a"},@{"Host"="SNAPCENTERN42.sccore.test.com";"Uid"="MDC\H31"; "PluginName
"="hana"}, Q{"Host"="SNAPCENTERN42.sccore.test.com";"Uid"="NonDataVolume\
S10\NonDataVolume"; "PluginName"="hana"}) -Policies hanaprimary

S. fEANew-SmBackup Cmdlet?R¥I3A1EE 8D T1E ©

AEEHISREBNAEHN EIREFE -

C:\PS> New-SMBackup —-ResourceGroupName
'ResourceGroup with SingleContainer MultipleContainers Resources'
-Policy hana snapshotbased

LA RIFENEIR |

C:\PS> New-SMBackup -Resources
@{"Host"="10.232.204.42";"Uid"="MDC\SID";"PluginName"="hana"} -Policy
hana Filebased

6. {ERGet-smJobSummary Report CmdletB =T {EARRE (F1TH -~ SEARERER) o

PS C:\> Get-smJobSummaryReport -JobID 123

7. gﬁHGet-SmBackup Report Cmdlet& {7 TIEFEERL « FIMNERID ~ 0% - URITERIERE
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PS C:\> Get-SmBackupReport -JobId 351

Output:

BackedUpObjects : {DBR1}

FailedObjects : {1}

IsScheduled : False

HasMetadata : False

SmBackupId : 269

SmJobId : 2361

StartDateTime : 10/4/2016 11:20:45 PM
EndDateTime : 10/4/2016 11:21:32 PM
Duration : 00:00:46.2536470
CreatedDateTime : 10/4/2016 11:21:09 PM
Status : Completed
ProtectionGroupName : Verify ASUP Message windows
SmProtectionGroupId : 211

PolicyName : test2

SmPolicyId : 20

BackupName : Verify ASUP Message windows scc54 10-04-
2016 23.20.46.2758

VerificationStatus : NotVerified

VerificationStatuses

SmJobError

BackupType : SCC_BACKUP
CatalogingStatus : NotApplicable
CatalogingStatuses

ReportDataCreatedDateTime

WA AHIT_Get-Helpap < name_ZREVS AJHEECCmdletfE A 2 2R HIREARAERE © 2(E - G IU2EH
" (RS ENS2E5m) SnapCenter” ©

BEEN1EE

BZIESAP HANAE R EFED1EE
&R LA fEEASnapCenterJobs B HEIEREIHDTELAVERE o EAFERERTERE - LH R ES AR
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8. MNRBEHENEAR ~ BUREPEIIRE  ABE—T g °
ZESAP HANAE K E
BETIT{ERTE

BERERTEMZEERE - MTERERREEEIEE
TR RN S BRI TERFENIER

Define a restore strategy.

l l

Restore and recover the auto discovered
database.

Restore the manually added resource.

v .

Monitor the restore operation,
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0. 7 NEXl BENETHEEFRET THXAES  ERCEERETHHNER o

TN BIEESHENBRENEFIHAMIA - UREFEHENES o SHETE TRE>*2ERE ) 5E
E&%E TSMTP) ©
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10. IRBIHE « i —T (3R o

1. T B> TR ARE R o

BRIERBEBHRRNEERD

WA LAfEASnapCenter W m EIEINAE ~ K—HZERND PERKIRESFF -
CRENRAE

* B ERNERNEREFAE -
* CZAECH BRIERETTFNEAZER 2 BRI EREFENEREE -

RARLE T 1

* ERAFHNERE LN SnapCenter HEER ©

* F#KkSnapCenter Zi2/R4.32% ~ SnapCenter BIF:Z2R1TER4.2FFMEHED ~ BEEER o SNAERE
FAHANA studiog{SnapCenter HANA{E5 < B2 118 SnapCenter 1Ti&/54. 250 FFAIHES ©

1. EEEBERYD - B—TER - ARICFEPEREENINIER -
2. 7z TR BEY - REEFRREGESR THNBERNER -

BLERGEENET « T « AAREREBHEAIRR] « URRE—IEET -
()  sAsGIERHEERNE  GERS  CURENSERNERER -

MRERARZRE - B MR TRRME - EARRTERARIIFRE - HEEREHEM
ERERD -

3. EWER « JEWMEREFAE - RBENZBHETHER
IR g R ERAEER °
4. 1% TEEERA BRI BIRE (RYNERFRE) FERGEICHED -

£ TEEHH) B ERCEERNGH « Aer—T T o

Primary Backupi(s)

v " 4 B
Rackup Marme IF Enel Duste
TE1 SCMprO T 855001 0105201 7:01 55.06.0443 WER017 T353T AM B

6. £ NERHEE) BT « EICREERLUERSAP HANAERENE R EERHEEE o

@ TRILUEIE B E R (FHAE* Volume Revert) AR ERIE o
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EFREEEFHRENE N TREREIER - AXEZERELMNIREIEFESnapCenter o AR
FAHANA StudioZ{HANA pythonfs S EE R TERIEE o

a. NREEZFREMIEE « 552EH* Volume Revert * o
TR At SnapCenter 7ZENFSIBIE I THIIERA.3E1D ©
MRERE SHIEE D gtree ~ B ZMIPRTEEBHIIEE Hgtree_ EIEEVEZERAYSnapshotiE 28 2 B FRENS
HSnapshottEzs ~ MEEEER o b5 ~ MR E A EMBIRIESHERRNVEIEE Hgtree & ~ BB IR
SIS o BEE RS R A GR R R EIRETERE « IEEENEA -

b. B AR ERIE o
IERIB(EFERMNMDCEIR ©
HITERIEEZA ~ A AFEILETARERE ©

WMRECEERCTA P B REYEIR ~ B ZAfEFAHANA StudioZk fERSMBHANARIETE < B SnapCenter ZRHT T
'R -

7. 7E TiiESEE) BE « EW T HEP—EREEE :

NRIE... HITUEENE. ..
BEEREIBARENER TIRE EEMREIRITAIARE" - HHBE—ARER 5515

E—HZECHMBEREHUE -

HHZARERERR (MDC) BIR « FIEE—8
ZECHEEHUENERD BERUE

HIXMDCEIR « RIEERKE S AR EREMER
BBt o
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MERLE... HITUCENE. ..
EE S s E R R B, IR BRI R o
a. FEHERE o
KFBR TIEABEREFE o
BEEVAYBF & AN A B S B AB T AIGMT.
b. & A BEAFORFR o B8N ~ HANA LinuxE#1iL
MRCAMEEHT « MIL-FRKNERE EEHE
ASnapCenter FYsEERIEEI32 ©
EMEMNEZENREZERAINE - MEREA
EREBHNCHIRaleighB A ~ FRAGUIFFRE
ENRYTERS B EE 23R @ AGMT-04 © 00 ©
MRFERAEEERITINEZECAN LF5
2% o Sunnyvale - BIfERE N BR BB ST ER
EAHANA LinuxEi%RE& (GMT-07 : 00) ~ b
1% B ERFNEFRItE E A L 5%,

HHE—RBER sl —SECEM B &
BHIE -

HHHMDCEIR - A1EE — S ECH AR I EM
B BEERAIE -

HIMDCER ~ BRIEERKRE SR FERIEME
FERIECE °

REWEIRENERED EEREEEERNER R -

RAEImE BRI IS o MAZBARHANA StudioF BN TER
B2 o

R SnapCenter ZE#MIMIZXNERH AR SnapCenter EZEAREZIRINAES.3 « MEBIEERENENEE
BRRRRSBBRRERZRET « CRRAEERTHRESIEINES SZEFTRITHED -

8. 7 TFR%MEX) BET « BAZHITHRTERMEEG S - ARBRITERIE -
BERRENEREAEAunmountds < °

9. 7 TPostops (RELFEX) | BEF « HAZTERITERTEZBRHITHHHMPOSTIERSH S o
BERFEREAERAHESS o

10. 7£ U@ BEMEFHESERE THNEESD - ENEREXBFBHNEM -

T REETHENRRENEF MU - UREFHHNES - GheRE IRE>"2ERE BEEH
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EBE TSMTP o
1. HEEE « AEE—T M=y o
12— T Eafo TR RES RS FE o
{EFEPowerShell CmdletiZ[5ESAP HANAE Kl /&

JEIRSAP HANAEH BB 515 (U ERIBN B2 SnapCenter S fFIRSIMEAR T (ERSER - FUifA1H
SHERE N « LUREBREL o

CEENZME
RAEEEFEIFPowerShellIB1E « A BE#1TPowerShell Cmdlet ©
LER

1. £ Open-SmConnection CmdletZSnapCenter 157815 F & BB ELSetsServerfEAR T {EBSER o

Open-smconnection -SMSbaseurl https:\\snapctr.demo.netapp.com:8146/

2. {£FAGet-SmBackupFl1Get-SmBackup Cmdlet?R:# 7 BB RAHED ©

s ERAEWERN A HIER

PS C:\> Get-SmBackup

BackupId BackupName BackupTime
BackupType
1 Payroll Dataset vise-f6 08... 8/4/2015 11:02:32 AM
Full Backup
2 Payroll Dataset vise-f6 08... 8/4/2015 11:23:17 AM

L& FIRETR2015F 18290 F2015F 283 HHBIFAAE -
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PS C:\> Get-SmBackupReport -FromDateTime "1/29/2015" -ToDateTime

VerificationStatus

SmBackupId

SmJobId
StartDateTime
EndDateTime
Duration
CreatedDateTime
Status
ProtectionGroupName
SmProtectionGroupId
PolicyName
SmPolicyId
BackupName
VerificationStatus

"2/3/2015"

SmBackupId : 113
SmJobId 2032
StartDateTime 2/2/2015 6:57:03 AM
EndDateTime 2/2/2015 6:57:11 AM
Duration 00:00:07.3060000
CreatedDateTime 2/2/2015 6:57:23 AM
Status Completed
ProtectionGroupName Clone
SmProtectionGroupId 34
PolicyName Vault
SmPolicyId 18
BackupName Clone SCSPR0019366001 02-02-2015 06.57.08

NotVerified

114

2183

2/2/2015 1:02:41 PM
2/2/2015 1:02:38 PM
-00:00:03.2300000
2/2/2015 1:02:53 PM
Completed

Clone

34

Vault

18

Clone SCSPR0019366001 02-02-2015 13.02.45
NotVerified

3. EHANATLEERRIERER °
EREDRIM ©
4. {FFRestore-SmBackup Cmdletit A BRE K} o

@ AppObjectldZ MHost\Plugin\UID1 ~ EFUID = SIDAMRE—RSERER « mMUID =
MDL\SIDAMNZERRE R o ErI LU Get-smResources CmdletEREERID °

Get-smResources -HostName cn24.sccore.test.com -PluginCode HANA

AEHFRBM AR EBRFFREERERE
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Restore-SmBackup -PluginCode HANA -AppObjectId
cn24.sccore.test.com\hana\H10 -BackupId 3

AeEHIERARIMNAIER BREFRFHERENE !

Restore-SmBackup -PluginCode 'HANA' -AppObjectId
cn24.sccore.test.com\hana\H10 -BackupId 399 -Confirm:$false -Archive Q@
@{"Primary"="<Primary Vserver>:<PrimaryVolume>";"Secondary"="<Secondary
Vserver>:<SecondaryVolume>"})

D IETEHANA Studio PR IR o

R A#IT_Get-Helpfi< name_ ZKEUFAIBBCCmdletE B 72 28 R H:RAAERAE o oiE& ~ B el AR
" (ERHFIELIENRE15M) SnapCenter" ©
ESHESAP HANAE R} EER1EE

f&SnapCenter BJLAfER TT1F) BEREZEFENEREELE - CAIEREREFRER « LHE{EEMR
FTERHELARME -

RARLE T 1F
BEREBIIRERBAERIEE 2 BHNE RN « URIER LUREBETE—S BIRENE o
T BEELGHETIER - WISHEEREE ¢
T
BRI
x KW
BEREEES - RN EEMEELEE
* 9 BTyl
* @ BEUH
1. EEEBEERP « H— T8 o
2. 7% TEEEE) BEEH -B—TF TR o
3. 71 TR BEEF ~ HITFIILER .
a. B—TF g PIEREETIR U EET HERIRIE
b. f5ERAAFIAERAHA -
C. 4RI THITVBEE A « BEEER o
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d. IR FRITURE R « ERUBE RS o

e #%—T BRI LURRERMINTTRRIVEE o
4. ERUERTIE « AR —TAER LUSR TIEFMER -
° 7 TTRs+iiERL BETP ~ H—T1aRcer”

Mgiscek) RIS RERPIE(FRENEFECER

TEEITVolumeBUE[RIEE 2 18 ~ AP PESH 2 SnapCenter ZREFETREE « EHEH
()  B®EEMSRGESAP HANAB ST - AR ERTERE ~ - OSHE— T L
SHERE  EEHS FIIFEEMS - H— NEEEE  ARRIISE0EHBSES -

ERSAP HANAE REHR

E‘RIEME
BREEATFREEENTERERFEREEEFE
BRI T(E

* ISEIUTESRIRSAP HANAfEIAR2S 485 o

* TR DGERERER  BRNT ¢
° TEREAENFEZEBEIRARE AR EER B EREETNASREENIIAE
° AREREERAEET R « UHHEABR AR
o MimigtEsRMIPRS B BRI Bk

T ITERER R OSBRI TEREENIER

Clone backup.

|

Monitor clone operation.

:

If required, split the clone.

R eI A FEHIEIS S HERERPowerShell Cmdlet’ REITHEID ~ IBRBRAERIEE o hIELERXRAEKRCmdlet2
ZENE5PowerShell Cmdletfz¥4HE A » SnapCenter

EHUSAP HANAE KL EHH
f&e] LAfEFSnapCenter IETNAERER AR o oI UREFERREFEHER °
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CRBRAHE

* BEZEHENERNEREAE o

© REERTEHRENESRBRANFEFERKSE (SYM) NIERESRFEF -

© EERRESEERRED o

© BEERRNARSREASHEBZEREXNSIDRAERIISAP HANABITERESID o

BRI TP R RRERYZERRFINVEN « F26 " (9 EEFEFEIEERE) ONTAP" o

1. EEEBEERYP - B—TER  RENWBEPEREEIMIMER -
2. 71 TER) BEY - REERBRERERG THNBEEFHNER o

BEERGERER « TH « MEAEREFENRA  URREF BN —EERET
3. ENNE RNERAAE o

INRECEEREIREHE ~ RIS AENER

IR g R E RN E REHEREEER -
4. 1% TEERA BAF RETBIRE (RYNERFRE) FERGEIRCERD -

5.
WRBPEIERHES « Agk—T W o
6. 7z MiIE) BEEH - BUTFIIENE -

S IEEAR L. .. BITUEENE. ..

SMEMETC S ENEHEERESHTH « T RIEIMNIMER o

BEEREESRSID #i A SAP HANABTEREID «~ RIBFHEIDEITESR o

NFSEE H IP{iziit A BB H1E U @R IPAI L EL 144278 o

iISCSIEEh2s AR HLUNB EHLISCSIRREN 284478 o IEIEIEE
EGERLUNE REEREE A AT A o

FEiHE B ALUNEEIRE o IERBEEGENLUNE REE
BFARIF o

MREIRBFRZLUN ~ MERRERERNDER « RIS BMEIRE - BE—3RAI LA Z1E B rhEER

() mEemzs - EAEREISCSIMBISAFCPHE « It HERELBABRTHY -

7. 7F H5<WE) BEEFR - T TP -
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() t=omamaERTg LT o

a. WARDREEREEZ AN Z BRI THTFALERHPOSTER DS
* FRGERG T | MR EERNIREERE
* POST Clone@n< : Bz BRI EERENERE -

b. i Amountds LHIER AR E BT o

o]

Linuxi4%23 FA9VolumeBiqtreeiit &ian < :

NFSEif :

mount VSERVER DATA IP:%{VOLUME NAME Clone} /mnt

8. 7 ME%l) EEMBEFB4SERE THRNEEY - ENECREXEFEHHMNEM -
T B E T HERRENEF IRt « UREFHHNES o

O. WRBIHE - ABIE—T TR o

10. $— T Ba P> TR SR BRI (EEEE o

fEFAPowerShell CmdletiE5{SAP HANAE K} E# 17

BRITIERZEERE - MITERIFEREIZEFEE -

T BEEEIFPowerShellIRIR « 7 BEHITPowerShell Cmdlet °

1EE] AT _Get-Helpai < name_2REUF AIHEECCmdletfiE A 2 28U HRBANAERE - 2(E ~ AT U2
" (R ENS2E5m) SnapCenter” ©

TR

1. f£A Open-SmConnection CmdletZSnapCenter 357 91 F & EXE i SetsServerfI 4R TERSER ©

Open-SmConnection -SMSbaseurl https:\\snapctr.demo.netapp.com:8146/

2. f£FAGet-SmBackup CmdlethEEN 1D U ITHERI(EEE -
IEE B RE~A M E (D AR
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C:\PS> Get-SmBackup

BackupId BackupName
BackupTime BackupType

1 Payroll Dataset vise-f6 08... 8/4/2015
11:02:32 AM Full Backup

2 Payroll Dataset vise-f6 08... 8/4/2015

11:23:17 AM

3. WIRBHMRBERIFE « WHEEE HERMIREAINFSEE L Pt

ISR R E A B 515 275 10.232.206.169HINFSExtrportI ATt :

New-SmClone -AppPluginCode hana -BackupName

scsccorel sccore test com hana H73 scsccorel 06-07-2017 02.54.29.3817
-Resources @{"Host"="scsccorel.sccore.test.com";"Uid"="H73"}
-CloneToInstance shivsccéd.sccore.test.com -mountcommand 'mount

10.232.206.169:%hana73data Clone /hana83data' -preclonecreatecommands
'/home/scripts/scpre clone.sh' -postclonecreatecommands
'/home/scripts/scpost clone.sh'

()  mRKISENFSExportP « AITEREREHEENEEIH -

4. {FAGet-SmCloneReport CmdletifRE S TEsFE Rl « UEBRBHMN BT RINESR °

1R

eI LUEREF A E R ~ FIMNERAID « FAYs B HAFNESRE « 455k B EAFNESAT o
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EZIESAP HANAE K EEREE

SmCloneId

SmJobId
StartDateTime
EndDateTime
Duration

Status
ProtectionGroupName
SmProtectionGroupId
PolicyName
SmPolicyId
BackupPolicyName
SmBackupPolicyId
CloneHostName
CloneHostId
CloneName
SourceResources
ClonedResources

Sally DRAPER}

SmJobError

PS C:\> Get-SmCloneReport -JobId 186

1

186

8/3/2015 2:43:02 PM

8/3/2015 2:44:08 PM
00:01:06.6760000

Completed

Draper

4

OnDemand Clone

4

OnDemand Full Log

1

SCSPR0O054212005.mycompany .com

4

Draper clone 08-03-2015 14.43.53
{Don, Betty, Bobby, Sally}

{Don DRAPER, Betty DRAPER, Bobby DRAPER,

&SnapCenter FILAEA TTF HEREEE MERER (FENEE - TUETEREFRER - LFERFE
AR e E e S A A o

RAR L T1E

T EELEEHIRTIETR - LI5HFEKES ¢
TR

B IN5ERK

* x KH

ERRERESE « RN EESMEZES
* 92 Bfrl
* o BEUH

1. EESEERSD « BT BT o
2. 7f TEE¥E) BESP #E—T TTfF -
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3. 7£ TR BEP ~ BT FIIPER :

a. 12— g PIEREETR U EET L TR IRIE o

b. t5ERRTEREH o

C. {EER THITUBE R « EEUTRER o

d. e RAE T RIZVEE S « BEENERSEANIRRE o

e B—T TERI DURRMIHTTRBIIESE
4. EREUEHT(E « AR —TAER LUSR TIEFMEER -
° & TTFsxiERL HEWP ~ H—T1aMRcir"

DEIBREER
{ERT LA SnapCenter ILITIAE R ERA EHERNE TR - HEINE

il

BATERBIINKERNEEER -
RAR LT
c BERIEDHRERER FRITERESDIEE -
BN ~ IEREBEDELclone1 21 ~ AL Iclone 1BIFED ~ SRBEBIILE (clone2) o EiZclone2
21 ~ clone1@HEBRRELR (S AT Eclonel LHITERELRDENEE - 746 ~ B8] UTEclone2 EHITE
BBIEARDEIEE o
D Eclone22 % ~ &AL TEclone1 LHITERBE AR D EEE  RZ&clone1 FEEHMEELA o

* BROEERE - ERNEMERNERTIER SRR
* MERBRAEATEIEERFINENR « B2 " (9 EBEFFEIEISE) ONTAP" o
* REEARK LR ESAggregate B _E4R ©

TR

1. EEEEERYD - B—TER - RENBEPEREEIMIMER -
2. 77 TER) BEY -t MgfR) BEPEEERER !

JEIA BTz
BRANERERARERN it M@fR RERER TERE -
BRARERRR Wt TigeR) BEEAIEEN MRSy o

3. WRERENEENER
IR g R ERAERET °

4. 1 TEIEELS) BRPENERNER (BIMERERLUN)  A%E—T" 1" °
o RRENFINERERES AN - UkEGR LRI ANGEZER « ARE—T Start*
6. #— T B> TR REIEFRERE -
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Create a backup policy.
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Monitor the backup operation.
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View related backups and clones in
Topology page.
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o B—ERIEHITEES | RG2_scspr2417819002_07-21-02.28.26.3973_0 ~ RG2_scspr2417819002_07-
21-0221_02.28.26.3973_1

EAZEBEERITER : NFSB32@RG2_scspr2417819002_07-21-2021_02.28.26.3973
+ RG2_scspr2417819002_07-21-2021_02.28.26.3973_1|NFSB31@RG2_scspr2417819002_07-21-
2021_02.28.26.3973 ~ RG2_scspr2417819002_07-21-02.28.3973_1

° MR B F2{EMFEE Y —E M B4R IRER ¢ cgr_r80404CBEF5V1_04-05-
2021_03.08.03.4945_0_bfc279cc-28ad-465¢-9d60-5487ac17b25d_2021 5 3 8 58 350

* *sc_primary _mount_points*5E {7 BV E B EE AR E R o
FHENaER SRR B « MIFEMPEZNERR B o HItASMARR « EEMIREFAENRTE o
BEBERERTE A <db1>@<mountpoint1 ~ mountpoint2>|<db2>@<mountpoint1 » mountpoint2> ©
A

o BN EBE—ERERITER : /mnt/nfsdb3_data * /mnt/nfsdb3_log ~ /mnt/nfsdb3_data1

° BEAZEERERITER | NFSb31@/mnt/nfsdb31_data » /mnt/nfsdb31_log
~ /mnt/nfsdb31_dataa1|NFSb32@/mnt/nfsdb32_data ~ /mnt/nfsdb32_log ~ /mnt/nfsdb32_data1

° FARMASM : +DATA2DG * +LOG2DG
* * sc_primer_snapshots_and _mount_points*}5E £ H5 S{EH S 2 EARFTE L RV IR IR BE o

#h

o B—ERIEMITIERS | RG2_scspr2417819002_07-21-021_02.28.26.3973_0 : /mnt/infsb32_data
 RG2_scspr2417819002_07-21-02.28.3973_1 : /mnt/nfsb31_log

o BEAZEENEHITELR | NFSB32@RG2_scspr2417819002_07-21-2021_02.28.26.3973
- Imnt/nfsb32_data + RG2_scspr2417819002_07-21-0221_02.28.26.3973_1 . /mnt/nfsb31_log|
NFSB31@RG2_scspr2417819002_07-21-2021_02.28.26.3973 . /mnt/nfsb31_data
~ RG2_sc2417819002_07-21-021-
02_220.32_s2032_s20 s=2 2=210/210/210/210/210/210/210/210/210/210/210/210/210/210/210/210/
210/210/210/

* *sc_archlVELOGs_locations*}5 % 57t H:E B #MIIE o

B aiBR SRS EN R B - MRBECRKESEME « AISHEEIFIEIE - EthEEFRASR
Bl o MR REsoftlinks AR Bk ~ RIEREABRBIRE -
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i

° HINFS_ERE—FHKLE : /mnt/nfsdb2_log

° BINFS EHNZEE R EHNNFSI1E R EERECE: « LU MERRUE
- NFSb31@/mnt/nfsdb31_log1 ~ /mnt/nfsdb31_log2|NFSb32@/mnt/nfsdb32_log

#7AASM : +LOG2DG/ASMDB2/ARCHIVELOG/2021_07_15
* *sc_REDO_logs_location*5 % E stk B #HIUE ©
Hifx LB EFCIENEE B - R softinks AR B % « BIZIEAMERBIER o
&)
o ¥HANFS_EAYEE—EHRIE | /mnt/infsdb2_data/newdb
° NFS_EHIZ{EEKIE : NFSb31@/mnt/infsdb31_data/newdb31|NFSb32@/mnt/nfsdb32_data/newdb32

° FEAMASM : +LOG2DG/ASMDB2/ONLINELOG

* * sc_control_fils_locations*{5 X HiE BRI E ©
BB 2 EHENERER B - R iFsoftinks At B % « BIZEAMERMNIER -
#ifl

o HANFS_ EHIBE—EBHIE  /mnt/nfsdb2_data/fa/newdb1 * /mnt/nfsdb2_data/newdb1

° NFS_EHIZ{EERIE | NFSb31@/mnt/nfsdb31_data/fafr/inewdb31
~ /mnt/nfsdb31_data/newdb31|NFSb32@/mnt/nfsdb32_data/fra/newdb32 ~ /mnt/nfsdb32_data/newdb3
2

° BAMASM : +LOG2DG/ASMDB2/CONTROLLE
* sc_data_fils_locations"{5 E ErHER BRI E ©

Birt i EErHERNERR B & - 1R &softinks B Bk ~ BISIEAMRBRIER -
A

o ¥HANFS_ EHIEBE—EBHIE  /mnt/nfsdb3_dal ~ /mnt/nfsdb3_data/NEWDB3/datafile

° NFS_EMIZEERIE : NFSb31@/mnt/nfsdb31_data1 * /mnt/nfsdb31_data/NEWDB31/datafile |
NFSb32@/mnt/nfsdb32_data1 ~ /mnt/nfsdb32_data/NEWDB32/datafile

E2AASM © +DatA2DG/ASMDB2/datafile + +DatA2DG/ASMDB2/Tempdfile

* * sc_fsnapshot _label*{EEREZHAILTE o

&f : 5/ 5058 - SRANBRE -

BN IRATR
* * AR A RSVMB R Volume L 18

#5/5 : buck/vol/scspr2417819002_nfs_ CDB_NFSb32_data/RG2_scspr2417819002_07-
21_02.28.26.3973_0 ~ buck
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. Ivol/scspr2417819002_nfs_CDB_NFS32_ree/Rg2/rg2_sc2424242420243920001_21-0722_220.202_21-
0722_2_212.07-2028.202_212.07-20212.07-

@) RARDREHAEERERLE - TREESEER -
i

o NFSb32@buck:/vol/scspr2417819002_nfs CDB_NFS32_ data/RG2_scspr2417819002_07-21-
022_02.28.3973_0 ~ buck:/vol/scpr2417819002_nfs_ CDB_NF32 red/RG2_Rg2/Rg2/R222019002_202
2 32 32 32 scrbuck_19002_202220222022_32 202220222022 _scsprbuck 2022 32 32 2022 _32_
32_32 32_32 32_scsprbuck_2022201720172022_scrbuck _32_32 32 2022_scrbuck_2_ 2022 32 32
_32_202220222022_scrbuck_32_ 32 32 32 scrbuck_scrbuck 32 32 32 20

o NFSb31@oracle|NFSb32@oracle

**ER D REREREEREZ BAVER « LUBRTESC_backup_ID ~ SC_backup_retenture,
FISC_backup_name2#HMERRER ZEORER

&)
o data@203| log@205.

° f9/\[%| data@days : 3| log@count:4

> DATA@RG2_scspr2417819002_07-20-2021_12.16.48.9267 0] LOG@RG2_scspr2417819002_07-20-
2021_12.16.48.9267

*[* AR TR & A f8ESC_PRIMAR_SnapShot$#85SC_PRIMAR_US_snapshot# #RSnapshot&F@
ﬁ,ﬁ o

#if5ll : NFSb32@buck:/vol/scspr2417819002_nfs_CDB_NFSb32_data/Rg2_scspr2417819002_07-
21_02.26.3973_0 ~ buck:/vol/scpr2417819002_nfs_CDB_NFS32_ree/Rg2/Rg2_202_202_2019002_2_2 2
0872_2_2 2 2 20872-2_2_2 2 2 2 20872-20872-

SRARDRE-ENENEHE -

&35 : NFSb32@buck:/vol/scspr2417819002_nfs_ CDB_NFS32_data/Rg2_scspr2417819002_07-21-
022_02.26.3973_0 ~ buck:/vol/scpr2417819002_nfs_CDB_NFS32_red2/R32_ree/Rg2/Rg2_202_32_32_32
_32_32_32202_32_32202_32_32_32202_32_scbuck_32_32_32_ 2022202220222022_32_32_32_32_scb
uck_32_ 32 32 32 _32_20872-
20872_20872/2022_scbuck_32_20872/2022_scbuck_202_32_32_32_202_scbuck_32_32_32_32_32_scv
oltol_2022_32 32 32 2022_

FEE Oracle B EE & Pl fH7

&HIRZESnapCenter HOracle BIEYF 1% FRYOracleBRIE o I U ELEE R EMRIEE S
TREHE - UEBEERRUBANENEZ BRITERMREEE o

CRERAHE
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WAAE TR R ESnapCenter 58 [IEARTFSER1 ~ B EWK « BIURBEFRMER - UBAIERESETIE -

WMRERHEAI EEEASUE (VWMDK) SRREEHE (RDM) L - Ei/EEE SnapCenter VMware
vSpherefJ The VMware Plug-inj ~ ¥4 SnapCenter Sfor VMware vSphere E##IMIFET o



MEFMEF « :A2RE) "EFZESnapCenter VMware vSpherefJVMware vCenterMiHF2R" o

* MBERBMNRVMDKIERAA « N BEE AvCenterli BB E* VMBEIE*>*# > {REBAHAR" « 7 AERVM
#_disk.enableUUUUID {&z&Atrue ©

* [SAZBRERISnapCenter TFAITEF ~ A BEIR R A ELER MR AR Oracle B RlE o
RARA L T
ZEIMMERNZ 2 - ZEM LA ENES S EHFRLERT 'ER BET o
BEREZE/DEEMNEEARESRU E « AREMINEZRERIE - 1£0racle Real Applicationz=£ (RAC) EiEH « #
THRENEE EHNRACENEHITERE D ERNEERESH U L « UERIHERERERNITER - RE/MIN
FEERNE R EASEIE EEIREHE o

NRICEMPRE _ERIOracleBERHE ~ SnapCenter BIEARAFIZERE « W EFHBPFRHNERE - SEZF
BEMBEIEEIR « UEHMSnapCenter &HREFBE] ©

1. EEEBEERYD - B—TER - RRNWBEPEREEIMIMER -
2. 71 TER) BEY » R aERERERE" -

B—T b’ AEERTHLBUNERERELMUGELR - ABER—T pg BImRARRETEER o
S B— M EMEBEER -
ERACESFEATD « BRETHRAS EREHZEN BN EHIRACERE -

&R
FRB BRI « TR « AARIEURBRRRE  DURIRA SR — e -
()  wmREEEEHHEASnapCenter REHIEMHE « TAABHEITIR -
* EEREEAIRIENetAppEE R4 L © BIERENERTE TIRE MRET IRamRES) A8 .
(mATEIENtAPDTF At EBVEHEIE E T ER R o
* RSEHBARNetAppE7F A4 EXTHRME - AUEBENTRTE LI WeREmAERENA

a5y

* MREFEMRNetAppFEFRALEREIRE « IERAENEEE MBS MPERAIHEBHIEAS -

@ NRECERRAOracle BB  BIRIERP TR BAEEET - N AREB M EDE -
A BERE SR ERR EATE EEREFE - UHITERMREFE -

#OracleE R BRI H(RA

EfEASnapCenter SZIEINFER {7 Oracle BRI EE R A1 « B ALBERNIERNE
REFHHEUBHRD - BHRIZ—HERE - JEELCER  SIRERFRBHEOHINAR - &
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- EERIEEEERP ~ R—TRE °

- 1E TRREl BEEF - Z—TRA -

R THIN/FEHIER” Oracle Database* ©
—F g, o

£ M BEEY - BARRIZEMEREA -
£ MEMER) BEEF - JITTIIIPER .

° MREERBIUR LHEHR  FENRLBHD -

TWRIEE BB B2RIMFIBEBENER « EFIERIFCEE « EHRNDEMERRIENIE « UERK BFIE
SCERAE ©

c MRECEBIUBMGRERD - FENBERENR - ARENTIIHP—EEE !

* MRCREENEER SRR IR A0 AR HE -
* MRCBERE R EEE DRI BRI A  SFEECRRK" -

MRECHEIERAVERE (PDF) ~ MBEBEERIEN ZAIHEEFELEPDFAVRRE « B JREIH#
T7PDB*HUAARE © BRIREERIUHFHNR 2% « WPDFIRIEEIRIGIRAE o

o EEVREE ~ &\« B0 ~ BB SEA - LUSESHZIER -

@ TAINERILEREHER ~ i5ERMIEEEHE FBBIMERBE) - ErEEETL
HARBRRAMNGEDIRERNEREE « ErREAESERIERTENENDHHEZ

() wResErLs2: 00 BEESHE (Os) METGHRHE -

° YR EEHOracle Recovery Manager (RMAN) #HEDEITERARER « sAEEE A Oracle Recovery

Manager (RMAN) #17B %D

& A A fEEAGUIELSnapCenter {EflexiCLIEr % Catalog-SmBackupWithOracleRMAN ~ —ZX#1T—1E#
REVER B % o

@ MRCBEREEZRACER ENHRND B i - FREXEMERANTHMIE - RS —(E
TFERHITH ~ BIESRFETRM ﬁ'ﬁiHﬁF]\f?ﬁ'J °



© MR RN EITIRERRIEE SRR RIPune B iEE o
(D wueBitssm R RIS IR -

@ MR E(FEFRYZEOracle Standard Edition ~ B[ IATEHT TERE5C Ex 17 B log_archive
B#9Hlog_archive due_destZE o

© REEHNFEE T BIECEME « 7 SEMIFRERERCEAE

(D) W ERERACEE NI IFTE SR AE « A RATRTRRIEE -

NRTHBE... R

MIFRFRA BRAEEC B A MIBRFR A BRiEaCER" ©

IBREREE RV ERIE ST R EAC PR R ERCER - ARIEE BT BRME
INEF I EREY ERAERC BBV T R HA o

MIFRPRA BRIt A ERIE SO BR EAVHEFRA B Bt PRERIERCER" ©

Wt BIsCER B Rt MIPRER fE RS R EAC AP BY B Rt BRERAE S8R o

-+

B prune archive logs after backup

Prune log retention setting
O Delete all archive logs

® Delete archive logs older than | 7 days | 0 hours

Prune log destination setting
[ Deiete archive logs from all the destinations

® Delete archive logs from the destinations which are part of backup
7. 77 MRE1 BEEYP - IEEHEMEENRERTE « UWkE MEHER) EEPEERHHEEE

NRICHABE. A&
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RE—EE=28ISnapshottE A

#&#SnapshotfE 4R BB —E K&

EACE(REBBSnapshotiE X 4EH* « ARIEEERY
AISnapshottE A8 H -

MR SnapshotiE S H =B BEIEEH = ~ B
BRSnapshoti& 7 ~ i A MIPRERERVIEZS o

HIEEZX2A1018H90ONTAP BB
AEAERAO « 9.45FHHR

@ 7 ~ ONTAP MifEAEA254E R
WERZEZAO ~ 9.3 EHARA o TR
RERLENESNEMRONTAP iZiE
BIE ~ BIBIDISEREL o

R EFTEEUASnapVault IEIHEE
BN ER R E RS2 ES o MR
BREHE R~ AREBIEEREEX
@ ¥~ A& FE—{ESnapshotigZs
ESnapVault 2% SnapshotfEz + A
FEITIERER ~ BRHEESH
#9SnapshottEREREIBEALE ©

ZEEV R4 SnapshotiE 2> « SARI5EMIBRSnapshot
B2 B1fRE Snapshoti &SI K H ©

() SeacREsmIsEMARRN—BIE « T ERBRIEHED -

8 7 MER1 BEP  EERRRE !

S IR ..
I A SnapshotfE A 2 & ~ s5E #TSnapMirror

337 A SnapshotiE 4~ % B B #SnapVault

REFARE
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HITIEBNIE. ..

EBUEB I S —EREIRE&E (SnapMirroriE%) Lk
B BRENRIER o

FEEULEEL A THIR B HDER (SnapVault
BRER) o

#EEEVSnapshotiZ# o

R ESERNAYSnapshot EARIZE « ONTAP BERR
BRREARESnapshotiE AR ZRE] o

MR IBIE I A SnapshotiE 2 &

B2 SnapMirror ~ X E] LUEIEM
@ MISEXBFEANIEE - i@ ~ 1

R SnapVault BTEE LA Snapshot

B2 BEEF FEHSUpdate ~ AIFE

IBERERANRE -



STEIERNL... HITUEEN(E. ..
Bl KRR BAERFLR A AR AERERARH

@ IRFESZTEONTAP BRI Z 4R #1252 RISnapMirrorfR B R A EITRE ~ LU EET| 4R 14
175515 L SnapshottEzsHy LR o

9. £ 5L BEEY » DRBACEERMEEZASNZBRITIESIBSIECISRIEMS % -

10.

1.

BB TA AR B NA B IIE S IER4TF1E_/var/opt/snapcenter/spl/scripts_BYIERRISBIERIERIZR A o
852 ~ E1HA_/var/opt/snapcenter/spl/scripts_ &K o IR IETE UL BRI EMERIKKEFISTH ~ 8
WBERRHIEEELEERIK o

T RIS EIE S IR ARHE - TARRE#R60F) o

FIFBLETHEE ~ SRl ATEH TpretcedHMpostscripthF ~ ERTALERIVIRIZE S - SnapCenter "7 A B 7"
£ TEgsE) BEmEAH ~ BUTTIPER :

a. EEVCENITERE(FRAVBMBIE o

b. 7 MEgEIE<HR <) BERF  DRBACRERBIEREZAIHZ BHITHFRTSCEHR T PostScriptER 1€
318

BB TA R B NA SIS S IER4TF1E_/var/opt/snapcenter/spl/scripts_B{IERRIERBIERIE KIZ A o
1F8:% ~ ZIEA_/var/opt/snapcenter/spl/scripts_ B8R o YR IETE UL BT EMERRKHIFISS
B~ B BEREHIEEELEERIK o

S A LIE EIE S IE AR {E - TAREA60F) ©

WREIHE ~ ARE—T 5y o

E1IOracle B ERVE REFE K M RRY

BREFHERCHAEERNRIFEZERNERS - BREHERERRHN RS ERA
EIVERBFRE B o

BRI T(E

G RITASMESIREH R AERNER ERERN T80 3 TFIEU #KRE « LUEEROracle DBVERIFY 2B
R ARESEEH AN o

TRz — A ZERBMRINEEREHAE - UEREERITHERMRE T EER -

TERAERENER « EIREFEMRRZFErIREE :

289



T = Full back
Resource groups Policies u_ R
= Daily
// = Retention, and so on,
.-'51 A—Iﬂ frmmns. | T
DB1 DBz DB3 g ® Archive log backups for
Resources Oracle database
= Hourly
* Retention, and soon

1. EEEEERYD - B—TER  RARWBEPENEEIMIMER -
2. 7 TER) BEY BT TEEREE
3. 7£ &) BES BT FHIEHE -

FTETIEARANL... HITUEENE. ..
2y WAB RN o

() #FEHaLETESBBs0ETT -

=5 BMA—NZERE - UBBEHBRESEREE -

BIEn ~ INRIERHRFTE 2 S EEREF BT - A
HEPTLREI EHRIZCAARIMBVFR A BREsAE o

{568 8T &M 01T SnapshotiiZs EEULIZEN S R ~ SABBAISE AR SnapshotiiZ
LB BT RIEE -

40 ~ customtextE JRgroupREI LB E
TRgroup L TE o IRIETER ~ REBEARRBEHIM

s fEIBIEC ©
Wi hBEREIEsCER B B R S E D RUBRIESCERIE B AV
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a. fE MBS EPER—NZERA -

@ mET e — i ER oo

£ TREMERABHHE) BRH ~ EF)HAAERE -

B—T Y ECEAHLTEHRNFERN RESH) Mo

C. f£Add schedules for policy policy name (FiiZ/ER]_FRAI%E_BIHEE) RED « REHHE ~ RiBig—
T* OK* (FERE*) o

Heh v policy name 2SI RAIRHE o
ERTEWHHESYE TEERNEHE) #d o
B=HEDHERRESnapCenter RZIBHB D HHEEER - AT ZIE ©

7. 1% TERsE) BEEL ~ BITTHPER .
a. F— T EAENLS LB ASnapMirrorsSnapVault SnapMirrori k& « B — 4R f#FRE L HITR
78 o
B—T Y TREHE) Bt ARIMFTE SRR R E R o
C. 7 T3rigERsEHE Epolicy_name) ¥EE/SIRE « BT FIUSNE ¢

NRTHBE... HITUEENE. ..
BINBRIITERRE EEHOBRAITRRE
HHZERsE EACHITHIZERRE ~ AR TN B A

F2ERTY o

d. S REREME URERERE AR LR o
e. —TF T o

ERENEEIZEESE EEREHE 5 -
8. 7 @l BEMBFBASERE THNEEYD - ENEREXBFBHHHNEM -

T RIS E T HFENRWERNEFE ML « UREFHANES - MREEMIMEEREE LRITZE
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PS C:\> Get-WindowsFeature AD-Domain-Services

Display Name Name Install State

[ ] Active Directory Domain Services AD-Domain-Services Available

PS C:\> Install-WindowsFeature AD-DOMAIN-SERVICES

Success Restart Needed Exit Code Feature Result
True No Success {Active Directory Domain Services,
Active

WARNING: Windows automatic updating is not enabled. To ensure that your
newly-installed role or feature is
automatically updated, turn on Windows Update.
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PS C:\> Get-WindowsFeature AD-Domain-Services

Display Name Name Install State

[ ] Active Directory Domain Services AD-Domain-Services Available

PS C:\> Install-WindowsFeature AD-DOMAIN-SERVICES

Success Restart Needed Exit Code Feature Result
True No Success {Active Directory Domain Services,
Active ...

WARNING: Windows automatic updating is not enabled. To ensure that your
newly-installed role or feature is
automatically updated, turn on Windows Update.

a. EMREER -

b. #PowerShell S IR TRETTHIT FFIdF< ~ E L% EZEEGMSA © lnstall-AdServiceAccount <GMSA
>

C. 1T SEECAIGMSAIRE ¢ Test-AdServiceAccount <GMSA >
S I EIRERIEIR4E 1 F E R EMIGMSA ©
6. 7£SnapCenter Z1EARTS2SHIEE ERERNIGMSAIRE ~ LAFTEWindowsF 1 o

FELEIMIMEXRIERED « BEETH EREFMENIMIER « U FERIEENIGMSATEAIRIEE AR
B ° SnapCenter

Hrig F 1% L2 SnapCenter EFA R Microsoft WindowsHIfZ R 75 2

EaILAfEASnapCenter TEHER ) BERHFIEWindowsEH# o A Microsoft
WindowsHYZ IRIHAESMIE TN & BB R TIEERIFE L o SnapCenteriE L EIMITEL
HIEERT & © BRI AAE R E RS ER S F IS R 88 SMIMETL o

CRENRAE

* B ARIEKGEAINI L RN ARRZEERZ ABRIERE - flfiSnapCenter STREES AR -

* TEWindows % E L &IMIMERE ~ IIREIEENRBAZAREN « AZEAEBN AR TERHERRE -
Al AR AR EAUAC.

* FERS L EFE = Windows Serverfy MEABNARFS1 A  SnapCenter
* ICRERRRAS(TYIRIE B A THARAS ©
* MBEAEREHETERIEIRE (GMSA) ~ BIEZEREIEERIRREGMSA o

"HEWindows Server 20128 E#hR A _E A WindowstE R A48 E B 4 H T B ARFSIR A"

357



R T(E

* [B#miE R SnapCenter EEASZIRARTEZIEA M EHEFTIE = S SnapCenter — B2 1EARTS 28 ©
* Windows¥MHF2,

o Microsoft Windows

> Microsoft Exchange Server
> Microsoft SQL Server

o SAP HANA

° BaEIIMIMETC
* ERELRRIMMER

MREFEHEE (WSFC » Oracle RACEExchange DAG) EZEIMIER « BLEIMMER G R RTERENFR
BEIRSE -

* ERFRHTFR B
TR EREERTIRFRENIWindows E1 L4 WindowssMIHET ©

1 EEAEEERP BT T -
2. REIRIGEETTE T H" o

S B—T T*#mg~, o

4. 7£ Thosts) HE « BT FIIENE :

ST IEHR(L. .. HITUEBN(E. ..
- 2oud $ZE4E* Windows *BRIAI 1 o

UNSR 1M R T EEWindowsIMIMES, « B IBERE
AIFTIG 1 ~ RBLEEZIMIMET © SnapCenter

ES P 22y MA@ (FQDN) BHIP{uiE

EURIADNSHYIEHEARAE © SnapCenterFItt ~ FR{EM
ERWATEMLTE (FQDN) o

fE&ar L A Y E AR —IERYIP{iE S FQDN :
s B UE
* Windows{alfiRes B iaiseEEE (WSFC)
MR EEFEHSnapCenter ZIBINAEIRHETIL

1~ A FHEFEIRH—E89 « BINZER
fFQDN o

358



o FEENERENIMIEN RS - B

6.

FTESUEARL. .
le uﬂé*‘l'

HIHERE « RILISMBEMR -

(1) BB EZIRE" o
FTETIEARLNL...
BIRIB
praSitid
R E TR A £
BUBTASZERIRE

HITUEEN(E. ..
ERCREIAERERTE « NEILEEER o

5?3Esﬁﬂ%fﬁﬁﬁiiﬁ”ﬁi’f%ﬂ’ﬂ%ﬁffgFE o NFEFFAE
M~ FFSREBINEERAERAE o

MFBBERFAER « SIEERERR - HEMER
B AR R R HAIsRE 28 77 ~ BIRTRE
T~ ©

@ BREERIVBURIIGTE TG EH) &5
TS ERI AR -

BRERIMMER o

BITIULENE. ..
A TERE IR SRS SIS E IR IR TR ©
?Euxi_?%ﬁs}*ﬁ%%SMS MR SnapCenter 1% {E1AR

KEBIERR L - BRI TETATE
&i$°

NREFHRBIMIRA IS ET
() mmE . awEEEERGEEE -
TA (RIS o

FEER BR1E %A C:\Program Files\NetApp\SnapCenter ©
SR LOEE M BT RR AR o SHEHEA I Windowshy T
RAEAEMH) -~ FERIK{EAC © \Program

Files\NetApp\SnapCenter ° SnapCenteri « d15%
BE BRI BTERBE

AU BT SR AT WSFCHRBIFR A SR SE B ©

MREEFEBLREIMNMER - EFRRBEIHUETH
BREIMIMETCRIE R ~ FEBULZEN IR

359



STEIERNL... HITUEEN(E. ..

EREHEEERBIRE (GMSA) RFITIMNIMEIUR MREEEAEHETERBIRE (GMSA) RHAITHH
%5 HMETURRTS « SREEBULAZEN TS 1 -

LU THIR AR CMSALTE

. domainName\accountName$ °

FREVEEFTIMIE TUIRTS BV E ABRTS IR

@ GMSAE & A SnapCenter Windows
B o

7. TR .
MREHFER BUBRSRE) B - ARERBTHETHARBIMIRRNER - M
B~ RAM ~ PowerShellfis « NETHRAI B QIRERERRETRE - IRFHEREER - JIQE
TEENERN TSRS -

U R AR RIRAMBE Y ~ oI AE AL TC:\Program Files\NetApp\SnapCenter' webapp
HIWeb.configtgZE ~ LUECKTERR(E - IR IEREEMBH AR « EXREERRE °

(D) #HARES « MBEEFHiweb.confightis - BIAABH BT LR -
B. BIETAETE -

fEFAPowerShell Cmdlet{ESnapCenter Z1{Ei= i3 14 _E Z24&5E AT Microsoft Windows
Bz IRINBEIMEMETN

WNREAESnapCenter E[F]RFE Z1E 1% 2 EEE A Microsoft WindowsHIRLEE 73 #roh
1230~ ERILUER Tinstall-SmHostPackagel PowerShell CmdletZlREITILIEEE o

WisZBIASnapCenter fIEERENS D EAZSKRZEIMIMEXNNSEETH « UHEESHAREESHER -

1. Ek&PowerShell o

2. EZ1ERRFEE2 1 FSnapCenter ~ A TOpen-SmConnection) 52T TIEMLER « AR A LA
FHER o

3. {5/ FAdd-SmHostl CmdletfI%E 28 KB T EH L SnapCenter EXIBINAE ©

R AT _Get-Helpsi < name_2REUF AIHEECCmdletfE A 2 28R HRBANABR BN - 5(E ~ EhAU2
B " (85 <12N2E45/) SnapCenter” o

4. A linstall-SmHostPackagel Cmdletfl %X B2 ~ 1S E 1 EZiEIMIER o

i@h?&’%%ﬁﬁ%iﬁﬁ% ~ A LAER T-skipprecheck) #EIE  MBEA B TR ER TS LRIMIMENE

360


https://library.netapp.com/ecm/ecm_download_file/ECMLP2880726
https://library.netapp.com/ecm/ecm_download_file/ECMLP2880726
https://library.netapp.com/ecm/ecm_download_file/ECMLP2880726
https://library.netapp.com/ecm/ecm_download_file/ECMLP2880726
https://library.netapp.com/ecm/ecm_download_file/ECMLP2880726
https://library.netapp.com/ecm/ecm_download_file/ECMLP2880726
https://library.netapp.com/ecm/ecm_download_file/ECMLP2880726
https://library.netapp.com/ecm/ecm_download_file/ECMLP2880726
https://library.netapp.com/ecm/ecm_download_file/ECMLP2880726
https://library.netapp.com/ecm/ecm_download_file/ECMLP2880726
https://library.netapp.com/ecm/ecm_download_file/ECMLP2880726
https://library.netapp.com/ecm/ecm_download_file/ECMLP2880726
https://library.netapp.com/ecm/ecm_download_file/ECMLP2880726
https://library.netapp.com/ecm/ecm_download_file/ECMLP2880726
https://library.netapp.com/ecm/ecm_download_file/ECMLP2880726
https://library.netapp.com/ecm/ecm_download_file/ECMLP2880726
https://library.netapp.com/ecm/ecm_download_file/ECMLP2880726
https://library.netapp.com/ecm/ecm_download_file/ECMLP2880726
https://library.netapp.com/ecm/ecm_download_file/ECMLP2880726
https://library.netapp.com/ecm/ecm_download_file/ECMLP2880726
https://library.netapp.com/ecm/ecm_download_file/ECMLP2880726
https://library.netapp.com/ecm/ecm_download_file/ECMLP2880726
https://library.netapp.com/ecm/ecm_download_file/ECMLP2880726

e S LUEF B A R 24 SnapCenter EA X Microsoft WindowsHIZHAE

WNREFEEWindows GUIERIRZEEIMIMET ~ 8B SnapCenter ZEWindows E A5
Z R Microsoft WindowsBIZ 1B IHEE o SnapCenter,‘dk__U—XSnapCenter #Windows#p
25~ UEABEXTEEANETHER FHITMicrosoft WindowsZ24EF2 TR THEE ©

CEREHRAE

* s EZEEMicrosoft Net 4.5. 28] BfHRZs
* AR EEPowerShell 4.0 EHHRAS

* (& BRAERWindowsELE (T ©

© AR IR PRI EIES o

1. #¥¢SnapCenter {RRYZ 8L B T £ A1t Microsoft WindowsFYINEEEFIMIET ©
B0 ~ FER L EEERIEAC | \ProgramData\NetApp\SnapCenter\Packagef#7Z/E o
IEERE ATt SnapCenter %4 7 bR AR 23 AY 4477 EX

2. BLEERBNICEREIMIMERA T -
S. EE LR RTF Y  ABEELTHREEENEE

"snapcenter_windows_host_plugin.exe"/# 2 /FRE5CE%"log"™ by_SNAPCENTE_port=Ef¥_InstallalDIR=""
be ServiceAccount= be SERVERICEPWD= ISfeaturelnstall=sc\W'

g0 -

“"C:\ProgramData\NetApp\SnapCenter\Package Repository
\snapcenter windows host plugin.exe"/silent /debuglog"C:
\HPPW SCW Install.log" /log"C:\" BI_ SNAPCENTER PORT=8145
SUITE INSTALLDIR="C: \Program Files\NetApp\SnapCenter"
BI_SERVICEACCOUNT=domain\administrator BI SERVICEPWD=password
ISFeatureInstall=SCW"

(D zEWindowssMIMERIFHBENFI A SBIIBAA/NE ©

\mATIEHE
) BfE
/debuglog”<debug_Log_Path> EEEMZRENCIMENRBNIE « W T7HA

Ffi’R © setup.exe /debuglog" C
. \PathToLog\setupexe.log" °

361



=2 afE

BI_SNAPCENTIER_port }5ESnapCenter FAZREASMCoreE 1 TiBNRVER
8o

Ef_INSTALLDIR IBEETHIMIMEXNEGLEEFE o

BI_ServiceAccount 5 SnapCenter Microsoft Windows WebBRF51R 5

HYZHEESMEMET o

Bl_SERVERICEPWD 5 E SnapCenter Microsoft Windows WebBRF5 1R 5
YRR ©
|Sfeaturelnstall }5XESnapCenter BE7EiBim 1% FEPBRIAERFE ©

_debuglog_Z2H&EF A SnapCenter BFBIFCEIEIRIE - B AULCEE RIS R AEDHREMNIERTE -
EBERE S REHEIMMETRIFAFIITIRESR -

MBERE ~ SR UTE@E AR SnapCenter WindowsBY B E fHBYECEE P EI H R PR B - BECHRYEC
BIEGIIE_%Temp %NERIRF (REMEK) - FHIG1_C : \ERER -

ZHEWindowsIMIMETNEF ~ B7EF % LB #RIMIFETL » MIESnapCenter 1E(RIARES L& ERIMi
@ 230 o & BT LA SnapCenter & SnapCenter EAZ IEFZ /T EEPowerShell Cmdlet#ig &
1~ EZIRIRFS S LB ERIMIME o IME 2 1% ~ BIG BEIRTIMNIER

EziESnapCenter B EHZRARE

f&SnapCenter FILAfER TT1F) BEREIEREKBIE - CAIEFZHRELEERE  LFE TR TARESEM

%o

RAR UL T 1E
T EEEEHIRTIER « MI5HEEKES ¢
#EITH
B IN5ERK
© ox KM

BERMERES - RENESMEERE
* 9 BTl

1. EESEERSD « BT BT -
2. 7f TEE¥E) BEP E—TF TTfF -
3. £ TTff) BEEY - AEMEFEUERYHIMMERNZEIEE « FRIT TP

362



a. F—TERE" o
b. =M . EEMBMERBH
- PEEER T HITVINAERF « EECIMB RN R E" ©
d. it TIRRE) THIFTIEERD « VL LR o
e B—TI*ER/"*] °
4. BEINZETF - ARER—TFHHEER MURR TIFFME -
o 7 TTR¥ERL BEFP ~ H— T 1aficir

(9]

Ear—] SEE 22%
R ECAREE

E4ECAECSRIEZE

TRIEE NVERBEBER) (CSR) ~ AREARUEAELERNCSRIE NEEREEN (CA) BUSHE
5% o BEES EH A HARRAA R EIR o
CSRERBXF&IR « IRMAIRIERERAEUNISRENCARSE °

WMEELECSRIE ~ sA2E "IN ES CARFECSRIEE" o

MREHEEHE (*.domain.company.com) F&#E (machine1.domain.company.com) HICAK
(D & CALBBELCABBCSRIERIS T - AR SnapCenter Mt EBRARBERE
HICAR:E ©

HREREMAR - BE%E (EREEFQDN) MZ BN EHABERECARETIER o KA UERR/&EZAIIA

% [Subject Alternative Name (SAN) (FEREERX%TE (SAN) ) 1 B - UFEHESE - EABRRFTESE
(*.domain.company.com) ~ RFEFEERCIAHATE EIERLTE o

BE ACA/R:E

& w4ZESnapCenter {FHMicrosoft EI2 1S (MMC) ~ ##CAREE A ZISHEFE & L IEMFEARESFAMWindowsE

MRS ©

TER

1. #ZEMicrosoft BEIBE S (MMC) - RBER— T EZ*>*FHIL/FERSnapin * o

2. 71 THMERBIRRAREIRE ) RWEP - BIW DREH) ~ RBE—T g o
3. 11 NE&sH) MANBEETREF ~ EH [BIEIRS) 218« A%E—T =R o
4. B— T EEaREHR>RE-FEEK > S ENIRREREB > RE" ©
5

. 7£ Trusted Root Certification Authorities] (R{EERR/REIRIEEN) BRRKR ER—TEEARE - RBE
EX ™ AllTasks) (FREI{E) > lNmporty (EBEA) LUBKBIEEAREE o

6. STAAEE « YR ¢

363


https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file

FURBEEE... AT TIENE...

EBEATLE IR BEHUEIE" Yes* ~ EAME £ « ABE—T
Next* o

FEAMEZRET RYEAEE ; HF—TTF—F* o

Z24 IS EEL/RBFAEREREE « AR —T ['F—
F* oo

SeRl NREBEABE) BEEE « ABIE—T (52 BHMREA

(D) EABEREAESBEE (HEOERA o pho 0pi12-*opTb) o

7. % TPersonal] BEIREETERS o

ESCAREEIEAL

RV ARV T/NEUT B - Ie R EREMUER L « WRERBPEELEK -

1. FGUILHIT YD ER :

a. W &R o

b. £ UR:E1 HEAWF - B—T HEER) R5IFH -
C. HEMRMDEBE ~ A% —T* Thumbprint* o

d. /RS REPN+SELF T ©

e. BIr+NEUMTF 2 FEER o

BIan ~ WNR4shs - TA9 0950 2D D8 2a E4 14 33 E6 F8 38 86 b0 d 42 77 A3 2a 7by  ~ BIFBFRZEHR
B~ BE2 . l3909502dd82ae41433e6f83886b00d4277a32a7b] ©

2. fitPowerShellH1T FF{EX£ :

a. YT TGS ~ FIHERERFEIIEN ~ MK ERELIBHARIAZENEE
Get-ChildltemE&{&s358 . \LocalComputer\My

b. IR o

fEFAWindows 1% 9MIME T IRFS R ECAREE
1 FEZFE B Windows E#IMIETLIRTE KRR E CA'REE ~ BB ZEMNHAIRSE ©

sa1tSnapCenter BEEIECARRIIFIBIEMF EH EMIT I ER -

364



1. TS ~ LISMCoreTa:%E1ZIE8 14518 MRIR AR /RE RS

'>netsh http DELETE sslcert ipport=0.00.0.0:_<SMCore Port>'

fugn

> netsh http delete sslcert ipport=0.0.0.0:8145
. BTG ~ B LRRE RN ndows EEIMIME RS ELS

$cert=T |
$guid =[guid]::NewGuid().ToString("B")'
'netsh http add slcert ipport=0.00.0 : <SMCore Port> certhash=$cert AppID="$guid"

fBlgn -

> Scert “a909502dd82ae41433e6£83886b00d4277a32a7b”

> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0:8145 certhash=S$cert
appid="$guid"

R FAASMIMERNBICAREE

1 FEZ R ECAREE ~ LifESnapCenter {AlARZ3FIE FEBVIMIMET 44 EIPECAREE o ICEZAIMIMETRNENFECA
REEERET o

CRENRAE

* B LAfEArun Set-SmCertificateSettings Cmdlet?REX Sl {ZFACAR:E ©
* &B]LUfE_Get-SmCertificateSettings_ IREETRIMHFIZ LAY /REBARAE o

SR LBIT_Get-Helpi <@ name ZREVF AT BLCmdletfE A 2 28 HiRBBHIMERAE - & - S el U2
" (B HFIESTEN2E15/) SnapCenter” ©

TR

-

- EERIEEERT - BT ER -
CE TER) BEH BT TEEEER) -
— N ZSEIMMERNER -

()] SN w N
i %ﬁ
4 B
H
R W
>ﬁi§

MZEENER RETHWEREREE « SIMNBX A gis5tSnapCenter  ISZiRARF 231 BIMI T Z FIRYE

365


https://library.netapp.com/ecm/ecm_download_file/ECMLP2880726
https://library.netapp.com/ecm/ecm_download_file/ECMLP2880726
https://library.netapp.com/ecm/ecm_download_file/ECMLP2880726
https://library.netapp.com/ecm/ecm_download_file/ECMLP2880726
https://library.netapp.com/ecm/ecm_download_file/ECMLP2880726
https://library.netapp.com/ecm/ecm_download_file/ECMLP2880726
https://library.netapp.com/ecm/ecm_download_file/ECMLP2880726
https://library.netapp.com/ecm/ecm_download_file/ECMLP2880726
https://library.netapp.com/ecm/ecm_download_file/ECMLP2880726
https://library.netapp.com/ecm/ecm_download_file/ECMLP2880726
https://library.netapp.com/ecm/ecm_download_file/ECMLP2880726
https://library.netapp.com/ecm/ecm_download_file/ECMLP2880726
https://library.netapp.com/ecm/ecm_download_file/ECMLP2880726
https://library.netapp.com/ecm/ecm_download_file/ECMLP2880726
https://library.netapp.com/ecm/ecm_download_file/ECMLP2880726
https://library.netapp.com/ecm/ecm_download_file/ECMLP2880726
https://library.netapp.com/ecm/ecm_download_file/ECMLP2880726
https://library.netapp.com/ecm/ecm_download_file/ECMLP2880726
https://library.netapp.com/ecm/ecm_download_file/ECMLP2880726
https://library.netapp.com/ecm/ecm_download_file/ECMLP2880726
https://library.netapp.com/ecm/ecm_download_file/ECMLP2880726
https://library.netapp.com/ecm/ecm_download_file/ECMLP2880726
https://library.netapp.com/ecm/ecm_download_file/ECMLP2880726

* o RMCAREREREA ~ thRfEIKGIMIMETN M -
* g *RMCAREEM TR ©

* B CRTEARRECARE o

* @ CRTEARERUEREN o

®

%%SnapCenter VMware vSpherefJVMware vCenter¥Miig
I

MRERERFEFEERESS (VM) £~ SI@BERZVMAERERE BB
;%%gnapCenterVMware vSphere EHEAZEEER (Z#EVMware vSphereFVERIMIFE

MEMEEN - 26 "HEEE" -

mn}

MR E B EE - BRREFET IR

ZFECARE

EE#FASnapCenter VMware vSpherefVMware vSpherefJVMwaresZ:EIMIMER KR ECASDE « B2 &2
EEEEASSL/EDE

RECRLIER

VMware vSphereRViERIMIMEN EETALRER B #rP= X CRLIEZ ° SnapCenterVMware vSphereE F
B9VMware vSphereBICRLIEZFEL B #kSnapCenter % : /opt/NetApp/config/crl °

TR AT LE B 8PN E Z{ECRLIZS - BARRE ZRIEESECRUEITERSE -

HPWindowsiEZ 2 4%

H1HWindowsiEZR R 47

& SnapCenter IF1EIRIE L4 A Microsoft WindowsBJiE[RIMIFERBF « SnapCenter
B LUEREREHHDWindowstER R LR o ,ax‘JL/U%ﬁ}E ERRAMU B I ZEERZRRFEN
BIREHA o I UIRIEFR KR NIRIETE RN REFIZEITHED ©

TR R AR 2 MR ITZERD - BERRER—EER LRITHD RERIEE -
T IERERRER BN TR EENIER

366


https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_get_started_overview.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_get_started_overview.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_get_started_overview.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_get_started_overview.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_get_started_overview.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_get_started_overview.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_get_started_overview.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_get_started_overview.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_get_started_overview.html
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_create_and_or_import_an_SSL_certificate_to_SnapCenter_Plug-in_for_VMware_vSphere_(SCV)
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_create_and_or_import_an_SSL_certificate_to_SnapCenter_Plug-in_for_VMware_vSphere_(SCV)
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_create_and_or_import_an_SSL_certificate_to_SnapCenter_Plug-in_for_VMware_vSphere_(SCV)
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_create_and_or_import_an_SSL_certificate_to_SnapCenter_Plug-in_for_VMware_vSphere_(SCV)
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_create_and_or_import_an_SSL_certificate_to_SnapCenter_Plug-in_for_VMware_vSphere_(SCV)
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_create_and_or_import_an_SSL_certificate_to_SnapCenter_Plug-in_for_VMware_vSphere_(SCV)
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_create_and_or_import_an_SSL_certificate_to_SnapCenter_Plug-in_for_VMware_vSphere_(SCV)
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_create_and_or_import_an_SSL_certificate_to_SnapCenter_Plug-in_for_VMware_vSphere_(SCV)
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_create_and_or_import_an_SSL_certificate_to_SnapCenter_Plug-in_for_VMware_vSphere_(SCV)
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_create_and_or_import_an_SSL_certificate_to_SnapCenter_Plug-in_for_VMware_vSphere_(SCV)
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_create_and_or_import_an_SSL_certificate_to_SnapCenter_Plug-in_for_VMware_vSphere_(SCV)
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_create_and_or_import_an_SSL_certificate_to_SnapCenter_Plug-in_for_VMware_vSphere_(SCV)
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_create_and_or_import_an_SSL_certificate_to_SnapCenter_Plug-in_for_VMware_vSphere_(SCV)
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_create_and_or_import_an_SSL_certificate_to_SnapCenter_Plug-in_for_VMware_vSphere_(SCV)
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_create_and_or_import_an_SSL_certificate_to_SnapCenter_Plug-in_for_VMware_vSphere_(SCV)

Define a backup strategy.

v

Determine whether the resources are
available for backup.

|

Create a backup policy.

If you have multiple resources, create a
resource group, attach policies, and create
an optional schedule.

Back up the resource or resource group.

h 4

Monitor the backup operation.

:

View related backups in Topology page.
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PS C:> Add-SmCredential -Name FinanceAdmin -AuthMode Windows
-Credential sddev\administrator

1R LAIT_Get-Helpsi < name_2REVF AIHEECCmdletE B 2 2 #UR HRBANAERE - 2(E ~ AT U2
" (R ENSE5m) SnapCenter” ©

fEFAPowerShell Cmdletf& &R

eI LAfEFAPowerShell CmdletZRE{ASQL Server& kB WindowstEZR R4 © & BIEHEDSQL Server&il &
FWindowstER 47 ~ E35ESnapCenter ZEARESEILELR ~ IR SQL Server& B EHITERE X WindowstEZ
R4~ FIERA ~ BB EREA « FHIOREEED o

TRENEMHE

R EEEEIFPowerShel IR ~ A BEEI1TPowerShell Cmdlet ©
s RN BTSRRI R R ELF I B IIETEE ©
o IR ZEFTIE FHFIRZRBINE R ©

TR

1. {E0pen-SmConnection CmdletZSnapCenter 157 HE A& B EN £l SetsServerfE4R T ERSER o

Open-smconnection -SMSbaseurl https://snapctr.demo.netapp.com:8146

BEENRE & R IEFI B EIRm ©
2. {EFAAdd-SmPolicy Cmdleti 7 #15 ERE o

EE6 AR SQLER FRELMIFullBackup 2 IL#T RV &R RN

PS C:\> Add-SmPolicy -PolicyName TESTPolicy
-PluginPolicyType SCSQL -PolicyType Backup
-SglBackupType FullBackup -Verbose

EEEAIfE A CrashConistentfIWindowstE 2 R 4R E R HER I MRVE (K RAY

PS C:\> Add-SmPolicy -PolicyName FileSystemBackupPolicy
-PluginPolicyType SCW -PolicyType Backup
-ScwBackupType CrashConsistent -Verbose

3. {FAGet-SmResources CmdletiFE LB R o

I ERF EIFEZRIEE T4 _EMicrosoft SQLIMIERX MBI -
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C:\PS>PS C:\> Get-SmResources -HostName vise-f6.sddev.mycompany.com
-PluginCode SCSQL

IEEEAIEIRFIEE T EWindowsiERRAFNER :

C:\PS>PS C:\> Get-SmResources -HostName vise2-f6.sddev.mycompany.com
-PluginCode SCW

4. {FFHAdd-SmResourceDGroup Cmdlet#il & RE 4HSnapCenter ZSeset.
LEEFEERIEENRAMNEREILNNSQLER EEH EIREEAE -
PS C:\> Add-SmResourceGroup —-ResourceGroupName AccountingResource
-Resources @{"Host"="visef6.org.com";

"Type"="SQL Database";"Names"="vise-f6\PayrollDatabase"}
-Policies "BackupPolicy"

A ERIFEIWindowsiERZERABNEREHE - EPESEENRANER

PS C:\> Add-SmResourceGroup —-ResourceGroupName EngineeringResource
-PluginCode SCW -Resources (@{"Host"="WIN-VOK20IKID5I";
"Type"="Windows Filesystem";"Names"="E:\"}

-Policies "EngineeringBackupPolicy"

5. {EFNew-SmBackup CmdletZR¥THA{LET AR T1E ©

PS C:> New-SmBackup -ResourceGroupName PayrollDataset -Policy
FinancePolicy

o

=mm

6. {#FGet-SmBackupReport Cmdleti&fR #17 TERIHRAE

LEEBRIRERTESEE BT Z P TIFV TIFRERE -

PS C:\> Get-SmJobSummaryReport -Date '1/27/2016"'

1R LLIT_Get-Helpai < name_2REVF AIHEECCmdletfE B 2 2 #Uk HERBARAERIE  5(E ~ LRI U2
" (RfFE<EN2E5m) SnapCenter” ©
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° MREBIENOracle BIRNEIRBFHEMNGCEXME D ~ BIRTIUABMITE o ~ #80  EE A MIPRIEE -
° WNRE(FESnapCenter AR LinuxlIZIRERIMIMERNEH ~ M EFHOracle Recovery Manager
7. MRICEMPREAR ~ SBRREPEEER ~ ABE—T W MpRED o
BT FEREESRE LN EKD BRI F

Manage Copies

—— Summary Card
e

2 Backups
— | 1 Clones P

1 Data Backups
1 Log Backups

1 Clones

{EFPowerShell Cmdleti&fREE (1D
MREABEERFRSMBackupiE LN RMITHMBERMREIESE « oI LUERZIESENRMRED ©
B BZEHTFPowerShelIRIE ~ 7 BEEIITPowerShell Cmdlet ©

A AHIT_Get-Helpap < name 2REVS AJfAECCmdletE 2 2R HEREARAERIE © 2(E - Gt IU2EH
" (RIS ENS2E5m) SnapCenter” ©

TR

1. £ Open-SmConnection CmdletZSnapCenter 157 #{5E F & BB ELSetsServerfEAR T {EBSER ©

Open-SmConnection -SMSbaseurl https:\\snapctr.demo.netapp.com:8146/

2. {#FRemove-SmBackup Cmdletfilfi&—s Z{E#15 o

HEEE A A M B {7 IDMIBRmE (D -

Remove-SmBackup -BackupIds 3,4

Remove-SmBackup

Are you sure want to remove the backup(s) .

[Y] Yes [A] Yes to All [N] No [L] No to All [S] Suspend [?] Help
(default is "Y"):
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BYSnapshotiE A48 S B B ETFSnapshotiE AR B R EA AT ~ (RO Ae BB E[FE A IECmdlet ©
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1. 5 Open-SmConnection CmdletZSnapCenter 357 HY1# F & B & Ei SetsServerfVE4R T IEREER o

Open-SmConnection -SMSbaseurl https:\\snapctr.demo.netapp.com:8146/

2. {EFA-CleanHBNE1D 2 BUBRR R ENE -

LEEEH RIBRRREZBHDHIER R « MAEASnapshotiE s :
Remove-SmBackup -CleanupSecondaryBackups
Remove-SmBackup
Are you sure want to remove the backup(s) .

[Y] Yes [A] Yes to All [N] No [L] No to All [S] Suspend [?] Help
(default is "Y"):
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1. {E0Open-SmConnection CmdletZSnapCenter 157 H{E A& B EN B SetsServerfE4R T ERSER o

Open-smconnection -SMSbaseurl https:\\snapctr.demo.netapp.com:8146/
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C:\PS>PS C:\> Get-SmBackup

BackupId BackupName BackupTime
BackupType

1 Payroll Dataset vise-f6 08... 8/4/2015 11:02:32 AM
Full Backup

2 Payroll Dataset vise-f6 08... 8/4/2015 11:23:17 AM

IEE6HIEER 201551290 E£2015F 233 EHPFAE !

PS C:\> Get-SmBackupReport -FromDateTime "1/29/2015" -ToDateTime
"2/3/2015"

SmBackupId

SmJobId
StartDateTime
EndDateTime
Duration
CreatedDateTime
Status
ProtectionGroupName
SmProtectionGroupId
PolicyName
SmPolicyId
BackupName
VerificationStatus

SmBackupId

SmJobId
StartDateTime
EndDateTime
Duration
CreatedDateTime
Status
ProtectionGroupName
SmProtectionGroupld
PolicyName
SmPolicyId
BackupName
VerificationStatus

113

2032

2/2/2015 6:57:03 AM
2/2/2015 6:57:11 AM
00:00:07.3060000
2/2/2015 6:57:23 AM
Completed

Clone

34

Vault

18

Clone SCSPR0019366001 02-02-2015 06.57.08
NotVerified

114

2183

2/2/2015 1:02:41 PM
2/2/2015 1:02:38 PM
-00:00:03.2300000
2/2/2015 1:02:53 PM
Completed

Clone

34

Vault

18

Clone SCSPR0019366001 02-02-2015 13.02.45
NotVerified



3. {FHRestore-SmBackup Cmdletit B BERER} o

Restore-SmBackup -PluginCode 'DummyPlugin' -AppObjectId
'scch4.sccore.test.com\DummyPlugin\NTP\DB1' -BackupId 269
-Confirm:$false

output:

Name : Restore
'sccbh4.sccore.test.com\DummyPlugin\NTP\DB1'

Id : 2368
StartTime : 10/4/2016 11:22:02 PM
EndTime

IsCancellable : False
IsRestartable : False
IsCompleted : False
IsVisible : True
IsScheduled : False
PercentageCompleted : O
Description

Status : Queued
Owner

Error

Priority : None
Tasks : {}
ParentJoblID : 0
EventId : 0
JobTypeId

ApisJobKey :
ObjectId : 0
PluginCode : NONE
PluginName

IREI AT _Get-Helpdn @ name_REVG EIHEECCmdletfE 2 2R HRANAERE N - ;& ~ S A URE
" (REIESENB2E15m) SnapCenter” ©
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1. {E0pen-SmConnection CmdletZSnapCenter 157 FI{E A& B EN £l SetsServerfE4R T ERSER o

Open-SmConnection -SMSbaseurl https://snapctr.demo.netapp.com:8146
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C:\PS>PS C:\> Get-SmBackup

BackupId BackupName BackupTime BackupType
1 Payroll Dataset vise-f6 08... 8/4/2015 Full Backup
11:02:32 AM

2 Payroll Dataset vise-f6 08... 8/4/2015
11:23:17 AM

RIS E BREFE - HERRARARAAERMER

PS C:\> Get-SmResourceGroup -ListResources -ListPolicies

Description

CreationTime : 8/4/2015 3:44:05 PM
ModificationTime : 8/4/2015 3:44:05 PM
EnableEmail : False

EmailSMTPServer

EmailFrom

EmailTo

EmailSubject

EnableSysLog : False
ProtectionGroupType : Backup

EnableAsupOnFailure : False

Policies : {FinancePolicy}

HostResourceMaping : {}

Configuration : SMCoreContracts.SmCloneConfiguration
LastBackupStatus

VerificationServer

EmailBody

FEmailNotificationPreference : Never
VerificationServerInfo : SMCoreContracts.SmVerificationServerInfo
SchedulerSQLInstance

CustomText

CustomSnapshotFormat

SearchResources : False
ByPassCredential : False
IsCustomSnapshot

MaintenanceStatus : Production
PluginProtectionGroupTypes : {SMSQL}
Name : Payrolldataset

Type : Group

Id : 1

389



Host

UserName

Passphrase

Deleted : False

Auth : SMCoreContracts.SmAuth
IsClone : False

ClonelLevel : O
ApplySnapvaultUpdate : False
ApplyRetention : False
RetentionCount : 0
RetentionDays : O
ApplySnapMirrorUpdate : False
SnapVaultLabel
MirrorVaultUpdateRetryCount : 7
AppPolicies : {}

Description : FinancePolicy
PreScriptPath
PreScriptArguments
PostScriptPath
PostScriptArguments
ScriptTimeOut : 60000
DateModified : 8/4/2015 3:43:30 PM
DateCreated : 8/4/2015 3:43:30 PM
Schedule : SMCoreContracts.SmSchedule
PolicyType : Backup
PluginPolicyType : SMSOQL

Name : FinancePolicy

Type

Id : 1

Host

UserName

Passphrase

Deleted : False

Auth : SMCoreContracts.SmAuth
IsClone : False

Clonelevel : O
clab-al3-13.sddev.lab.netapp.com
DatabaseGUID

SQLInstance : clab-al3-13
DbStatus : AutoClosed

DbAccess : eUndefined
IsSystemDb : False
IsSimpleRecoveryMode : False
IsSelectable : True
SqlDbFileGroups : {}
SglDbLogFiles : {}
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AppFileStorageGroups : {}
LogDirectory

AgName

Version

VolumeGroupIndex : -1
IsSecondary : False

Name : TEST

Type : SQL Database

Id : clab-al3-13\TEST

Host : clab-al3-13.sddev.mycompany.com
UserName

Passphrase

Deleted : False

Auth : SMCoreContracts.SmAuth
IsClone : False

3. {EANew-SmClone CmdletitIR A HPEIENIE R -
LEEEBIERFR A et ~ CIEEMBMEILES :

PS C:\> New-SmClone

-BackupName payroll dataset vise-f3 08-05-2015 15.28.28.9774
-Resources @{"Host"="vise-f3.sddev.mycompany.com";
"Type"="SQL Database";"Names"="vise-f3\SQLExpress\payroll"}
-CloneToInstance vise-f3\sglexpress -AutoAssignMountPoint
-Suffix clonefrombackup

-LogRestoreType All -Policy clonefromprimary ondemand

PS C:> New-SmBackup -ResourceGroupName PayrollDataset -Policy
FinancePolicy

BB E I E AR EFEE FIMicrosoft SQL Server#{T{ERS :

PS C:\> New-SmClone

-BackupName "BackupDS1l NY-VM-SC-SQL 12-08-2015 09.00.24.8367"
-Resources @{"host"="ny-vm-sc-sqgl";"Type"="SQL Database";
"Names"="ny-vm-sc-sgl\AdventureWorks2012 data"}
-AppPluginCode SMSQL -CloneTolInstance "ny-vm-sc-sqgl"

-Suffix CLPOSH -AssignMountPointUnderPath "C:\SCMounts"

1=
E O
X

Sap

%

4. {FFGet-SmCloneReport CmdletiR#E 5 T fERIAR

IEEEFIRETRIETE TIEIDAVERIRE !
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PS C:\> Get-SmCloneReport -JobId 186

SmCloneId : 1

SmJobId : 186

StartDateTime : 8/3/2015 2:43:02 PM

EndDateTime : 8/3/2015 2:44:08 PM

Duration : 00:01:06.6760000

Status : Completed

ProtectionGroupName : Draper

SmProtectionGroupId : 4

PolicyName : OnDemand Clone

SmPolicyId : 4

BackupPolicyName : OnDemand Full Log

SmBackupPolicyId : 1

CloneHostName : SCSPR0054212005.mycompany.com

CloneHostId : 4

CloneName : Draper clone 08-03-2015 14.43.53

SourceResources : {Don, Betty, Bobby, Sally}

ClonedResources : {Don DRAPER, Betty DRAPER, Bobby DRAPER,
Sally DRAPER}
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PS C:\> Get-WindowsFeature AD-Domain-Services

Display Name Name Install State

[ ] Active Directory Domain Services AD-Domain-Services Available

PS C:\> Install-WindowsFeature AD-DOMAIN-SERVICES

Success Restart Needed Exit Code Feature Result
True No Success {Active Directory Domain Services,
Active ...

WARNING: Windows automatic updating is not enabled. To ensure that your
newly-installed role or feature is
automatically updated, turn on Windows Update.

a. EMREER -

b. #PowerShell S IR TRETTHIT FFIdF< ~ E L% EZEEGMSA © lnstall-AdServiceAccount <GMSA
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C:\Program Files\NetApp\SnapDrive>vssadmin list providers

vssadmin 1.1 - Volume Shadow Copy Service administrative command-line
tool

(C) Copyright 2001-2013 Microsoft Corp.

Provider name: 'Data ONTAP VSS Hardware Provider'
Provider type: Hardware
Provider Id: {ddd3d232-a96f-4ac5-8f7b-250£fd91fd102}
Version: 7. 1. 4. 6845

2. (EEEB P ~ BUHESRERRWindowsHIVSSHERS{EFER . navssprv.exe -r service—u SnapDrive
SnapDrive

3. FEEAVSSTEREHRERSC 8% | vssadmin list provitFERS

4. #Exchange Xt SnapCenter & TZ1E| ~ A% L 4ESnapCenter Rt Microsoft WindowsHy 71 |
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5. #£SnapCenter Fr 5 DAGEZE_EAIMicrosoft WindowsEFRREERRR S ZE « HEDVSSIERE LR B &
: vssadmin list proviitfEmS

[PS] C:\Windows\system32>vssadmin list providers

vssadmin 1.1 - Volume Shadow Copy Service administrative command-line
tool

(C) Copyright 2001-2013 Microsoft Corp.

Provider name: 'Data ONTAP VSS Hardware Provider'
Provider type: Hardware
Provider Id: {31fcab584-72be-45b6-9419-53a3277301d1}
Version: 7. 0. 0. 5561
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a. #SnapCenter FiE DAGEIZLEH B %8 A Microsoft Exchange Serverf9ifft : navssprv.exe -r
service -u

C:\Program Files\NetApp\SnapCenter\SnapCenter Plug-in for Microsoft

Windows>navssprv.exe -r service -u

b. £_C:\Program Files\NetApp\SnapDrive B %™ + #£SnapDrive FiE DAGEIE:_E s @A WindowsHY
hR7s : navssprv.exe -r service -A hostname\username-p password
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Define a backup strategy.

v

Determine whether the resources are
available for backup.

|

Create a backup policy.

If you have multiple resources, create a
resource group, attach policies, and create
an optional schedule.

Back up the resource or resource group.

h 4

Monitor the backup operation.

:

View related backups in Topology page.
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1. {#F TOpen-SmConnection] Cmdlet?RE EIPowerShellE4R T EPZER o

It EEFIREERPowerShell T {EPSES -

PS C:\> Open-SmConnection

2. £ TAdd-SmStorageConnection] CmdletiE I HfVEERAELR o

HEEBH I BT RAER -

PS C:\> Add-SmStorageConnection -SVM test vsl -Protocol Https
-Timeout 60
3. i/ TAdd-Credentiall CmdletZIIFHIRuUN asifF °
HEEEAIE U WindowssBE LA [T EES] B MITE 21 1RE

PS C:> Add-SmCredential -Name ExchangeAdmin -AuthMode Windows
-Credential sddev\administrator
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(D ExchangeBJSMIMEX R TIBEBIEE « FItEExchangeBISMIMEN A Z#BAdJd-SmPolicy Cmdlet
BICloneType 2

1. f£A Open-SmConnection CmdletZSnapCenter 157 Y155 F & BREh £ SetsServerfE4R T 1ERSER ©

Open-smconnection -SMSbaseurl https://snapctr.demo.netapp.com:8146/

PEEPRERMERE LB EBIET °
2. fEFAdd-SmPolicy CmdletZiZ {7 Rl o
ItEEBHIE I BA TR FH D ML i 10 Exchange B D SRR AR R 1D R -
C:\PS> Add-SmPolicy -PolicyName SCE w2kl2 Full Log bkp Policy

-PolicyType Backup -PluginPolicytype SCE -SceBackupType
FullBackupAndLogBackup -BackupActiveCopies

IEEEAIRIIFHBIERRE « WA\ — RV R AN M S8k 0 ExchangetB {742

C:\PS> Add-SmPolicy -PolicyName SCE w2kl2 Hourly Full Log bkp Policy
-PolicyType Backup -PluginPolicytype SCE -SceBackupType
FullBackupAndLogBackup -BackupActiveCopies -ScheduleType Hourly
-RetentionSettings

@{'BackupType'='DATA"'; 'ScheduleType'="Hourly'; 'RetentionCount'="'10"}

IEsEFIRILBIEIRIRA ~ {E#H {5 ExchangesCis

Add-SmPolicy -PolicyName SCE w2kl2 Log bkp Policy -PolicyType Backup
-PluginPolicytype SCE -SceBackupType LogBackup -BackupActiveCopies

3. {EFGet-SmResources CmdletiFE FHE R o

I EEH RIS 1 _EMicrosoft Exchange ServerdMIMERIE IR :

C:\PS> Get-SmResources -HostName vise-f6.sddev.mycompany.com —-PluginCode
SCE

4. {FAAdd-SmResourceDGroup Cmdletifi% & mE¥4HSnapCenter ESeset.

tEE A EERIEENRBAMERZEILNEXchange ServerE Kl E#H (D BIREFAE
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C:\PS> Add-SmResourceGroup -ResourceGroupName SCE w2kl2 bkp RG
-Description 'Backup ResourceGroup with Full and Log backup policy'

-PluginCode SCE -Policies
SCE w2k12 Full bkp Policy,SCE w2klZ2 Full Log bkp Policy,SCE w2kl2 Log bk

p_Policy -Resources @{'Host'='sce-w2kl2-exch';'Type'='Exchange
Database'; 'Names'='sce-w2kl2-exch.scega.com\sce-w2kl2-exch DB 1, sce-

w2kl2-exch.scega.com\sce-w2kl2-exch DB 2'}
LEEBR G IIHMBIEXchange BRI ERBERHE (DAG) BINEREE - EHESiEENRANER

Add-SmResourceGroup -ResourceGroupName SCE w2kl2 bkp RG -Description
'Backup ResourceGroup with Full and Log backup policy' -PluginCode SCE

-Policies
SCE w2kl2 Full bkp Policy,SCE w2kl2 Full Log bkp Policy,SCE w2kl2 Log bk
p Policy -Resources @{"Host"="DAGSCE0102";"Type"="Database Availability

Group"; "Names"="DAGSCE(0102"}

5. {EFNew-SmBackup Cmdlet?R#IA{CERRIEIR T -

C:\PS> New-SmBackup -ResourceGroupName SCE w2kl2 bkp RG -Policy
SCE w2k12 Full Log bkp Policy

LEEB AR IR E R EED -

New-SMBackup -DatasetName ResourceGroupl -Policy
Secondary Backup Policy4

o

rm

6. f#FGet-SmBackupReport CmdletiftR 15 TERIARAE

IEsE IR E BT Z A TIFN TIFRERS !

C:\PS> Get-SmJobSummaryReport -Date ?21/27/20187?

IEEEAIBRTAFE TIEIDR TR ZERE ¢

C:\PS> Get-SmJobSummaryReport -JobId 168
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1. f£A Open-SmConnection CmdletZSnapCenter 357 FY{sE i & EXE i SetsServerfI 4R T ERSER ©

Open-SmConnection -SMSbaseurl https://snapctr.demo.netapp.com:8146/
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PS C:\> Get-SmBackup

BackupId BackupName BackupTime
BackupType

341 ResourceGroup 36304978 UTM... 12/8/2017
4:13:24 PM Full Backup

342 ResourceGroup 36304978 UTM... 12/8/2017
4:16:23 PM Full Backup

355 ResourceGroup 06140588 UTM... 12/8/2017
6:32:36 PM Log Backup

356 ResourceGroup 06140588 UTM... 12/8/2017
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reseed-SmDagReplicaCopy -ReplicaHost "mva-rx200.netapp.com" -Database
execdb
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reseed-SmDagReplicaCopy -ReplicaHost "mva-rx200.netapp.com" -Database
execdb -BackupHost "mva-rx201l.netapp.com"
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my S$result = {

exit code => 0,
stdout => "",
stderr => "",

}i
BEI4E R -

return S$result;
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BRE NG RN —ED ~ RBEER TIERRENREFES -
TR EREEZFRENER

my Sresult = {
exit code => 0,
stdout => "",
stderr => "",

1

Sresult->{env}->{‘keyl’}
Sresult->{env}->{‘key2’}

‘valuel’;

‘value2’;

return Sresult

PR EREMBETRERY « (FAREFENRA - AIERTIREISEFIWETRERY -

sub setENV ({
my ($self, Sconfig) = @ ;
my S$first value = Sconfig->{‘keyl’};
my S$second value = Sconfig->{‘key2’};

=== Logging error messages

SIRMEEEER NS EOEHAERER « MBATREEARSR - S B3RS REHR - REBEKRAEX

F o ZEZITHER ©

Load the SnapCreator::Event Class:
my $msgObj = new SnapCreator::Event () ;
my @message a = ();

fEEFmsgobjfE A collect 75 7ERRENEILE ©

SmsgObj->collect (\@message a, INFO, "My INFO Message");
$msgObj->collect (\@message a, WARN, "My WARN Message");
SmsgObj->collect (\@message a, ERROR, "My ERROR Message");
SmsgObj->collect (\@message a, DEBUG, "My DEBUG Message");
$msgObj->collect (\@message a, TRACE, "My TRACE Message");

S EREERYH
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Sresult->{message} = \@message a;
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app_version EEH EEE R N ESnapCenter FHXYAE
IR REIGIMIME T EIERIRE
FAREhRAGFAER o
SMMEREHRE

SESMMENEBUARBETIIENR -

package MOCK;

our @ISA = gw(SnapCreator::Mod) ;

=headl NAME

MOCK - class which represents a MOCK module.

=cut

=headl DESCRIPTION

MOCK implements methods which only log requests.

=cut

use strict;

use warnings;

use diagnostics;

use SnapCreator::Util::Generic gw ( trim isEmpty ):;
use SnapCreator::Util::0S gw ( isWindows isUnix getUid
createTmpFile );

use SnapCreator::Event gw ( INFO ERROR WARN DEBUG COMMENT ASUP
CMD DUMP ) ;

my SmsgObj = new SnapCreator::Event();
my %config h = ();
s

SR U B TIMIERFTZ IR R B EREITIZ TS REIE ~ BI40 : setenv ~ Version ~ Quiescefllunquiesce °

setenv{E%
EAPerZIIMIIMNIMER BB R TEEE o (A LR EENVIEEZEZEIIMMER 28 -
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sub setENV ({
my ($self, $obj) = @ ;
$config h = %${Sobj};
my Sresult = {
exit code => 0,
stdout => "",
stderr =>
}i

return S$result;

RS {ESE
MRAEE S EEIEAERAE

sub version {
my Sversion result = {
major => 1,
minor => 2,
patch => 1,
build => 0
}i

my @message a = ();

SmsgObj->collect (\@message a, INFO, "VOLUMES
$config h{'VOLUMES'}");
$msgObj->collect (\@message a, INFO,
"Sconfig h{'APP NAME'}::quiesce");
$version_result—>{message} = \@message_a;

return Sversion result;

BLEE

BLEEEHERSHUTARINE RN TRBIENFLLEE -
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sub quiesce {
my Sresult = {
exit code => 0,
stdout => "",
stderr => "",
i
my @message a = ();
$msgObj->collect (\@message a, INFO, "VOLUMES
$config h{'VOLUMES'}");
$msgObj->collect (\@message a, INFO,
"Sconfig h{'APP NAME'}::quiesce");
Sresult->{message} = \@message_a;
return Sresult;

BUHRR LIRS
AEAUHFLLEARER - K87 TBCHRRLL) 5 - BERBEATEERSHFIE -

sub unquiesce {
my Sresult = {
exit code => 0,
stdout => "",
stderr => "",
}i
my @message a = ();
SmsgObj->collect (\@message a, INFO, "VOLUMES
$config h{'VOLUMES'}");
$msgObj->collect (\@message a, INFO,
"Sconfig h{'APP NAME'}::unquiesce");
Sresult->{message} = \@message a;
return Sresult;
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if ($args.length -ne 1) {
write-warning "You must specify a method";
break;
}
function log (Slevel, Smessage) {
$d = get-date
echo "SC MSG#$Slevel#Sd#Smessage"
}
function quiesce {
$app name = (get-item env:APP NAME) .value
log "INFO" "Quiescing application using script Sapp name";
log "INFO" "Quiescing application finished successfully"
}
function unquiesce {

Sapp name = (get-item env:APP NAME) .value

log "INFO" "Unquiescing application using script Sapp name";

log "INFO" "Unquiescing application finished successfully"

switch ($Sargs[0]) {

"—quiesce" {
quiesce;

}

"—unquiesce" {
unquiesce;

}

default {

write-error "Function $args[0] is not implemented";
exit 99;

exit 0;
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package com.netapp.snapcreator.agent.plugin.TutorialPlugin;
import
com.netapp.snapcreator.agent.nextgen.common.result.Describe
Result;
import
com.netapp.snapcreator.agent.nextgen.common.result.Result;
import
com.netapp.snapcreator.agent.nextgen.common.result.VersionR
esult;
import
com.netapp.snapcreator.agent.nextgen.context.Context;
import
com.netapp.snapcreator.agent.nextgen.plugin.AbstractPlugin;
public class TutorialPlugin extends AbstractPlugin {
@Override
public DescribeResult describe (Context context) {
// TODO Auto-generated method stub
return null;
}
@Override
public Result quiesce (Context context) {
// TODO Auto-generated method stub
return null;
}
@Override
public Result unquiesce (Context context) {
// TODO Auto-generated method stub
return null;
}
@Override
public VersionResult version() {
// TODO Auto-generated method stub
return null;
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@Override
public VersionResult version() {
VersionResult versionResult = VersionResult.builder ()
.withMajor (1)
.withMinor (0)
.withPatch (0)
.withBuild(0)
Lbuild() ;
return versionResult;

Below is the implementation of quiesce and unquiesce method. These will be
interacting with the application, which is being protected by SnapCenter
Server. As this is just a tutorial, the

application part is not explained, and the focus is more on the
functionality that SnapCenter Agent provides the following to the plug-
in developers:

@Override
public Result quiesce (Context context) {
final Logger logger = context.getLogger () ;
/*
* TODO: Add application interaction here
*/

logger.error ("Something bad happened.");
logger.info ("Successfully handled application");

Result result = Result.builder ()
.withExitCode (0)
.withMessages (logger.getMessages ())
Jbuild() ;

return result;

BEEERABYHHEE - HHE32@EREI TR ~ flflLoggerfIRAEFRE « UK BERIEENERER (T
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Result result = Result.builder ()
.withExitCode (0)
.withStdout (stdout)
.withStderr (stderr)
.withConfig(confiqg)
.withMessages (logger.getMessages())
.build()

BIU0 ~ iEERIZTIEER A0 R EstdoutFIStderrBYiBE « sREAHEDE « LUK EE R EIRSSFVCEANE o
MELEARFEREZHY  FREEFENZ2E - HNESESHEHE —(ETERE - FItNRER THREXE R
Bk.withExitCode (0) ~ BIFRZRELR :

Result result = Result.builder ()
.withExitCode (0)
.withMessages (logger.getMessages())
Louild () ;
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VersionResult result = VersionResult.builder
.withMajor
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.build() ;
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final Config config = context.getConfig();
String myParameter =
config.getParameter ("PLUGIN MANDATORY PARAMETER") ;
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MU T 2B:5T9MIERDB2MIPIugin_descriptor.xmlt&ZE &5
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<Plugin>

<SMSServer></SMSServer>

<Name>DB2</Name>

<Version>1.0</Version>

<PluginType>Perl</PluginType>

<DisplayName>Custom DB2 Plugin</DisplayName>
<SupportedOS>

<0S>

<0OSName>windows</OSName>

<0SVersion>2012</0SVersion>

</0S>

<0S>

<OSName>Linux</0OSName>

<0OSVersion>7</0SVersion>

</0S>

</Supported0OS>

<ResourceTypes>

<ResourceType>

<ResourceName>Database</ResourceName>
<Parent>Instance</Parent>

</ResourceType>

<ResourceType>

<ResourceName>Instance</ResourceName>

</ResourceType>

</ResourceTypes>
<RequireFileSystemPlugin>no</RequireFileSystemPlugin>
<ResourceRequiresAuthentication>yes</ResourceRequiresAuthentication>
<SupportsApplicationRecovery>yes</SupportsApplicationRecovery>
</Plugin>

BB gErE

TERASEIMIMETN R T HA TR SR 2 18 ~ AR IMIME VB ZEAPIugin_descriptorxmIiEZHTIE EERIK « 24
B EBRE o

TERIUZIPHEREZA ~ K EEETHEIE !

59BN ERIME R B IBAER o

* BtPerlSMIMET « ZIPERIRBEE IS HRIETIHERNER K « BIEUTEROAUNIEERRZS - B
IR M A B M Z TV TEAE(R)

© HitPerSMIMERX LUSMISMIMET ~ ZIPERIRMEE ST TAIESHIESE
* ERRMRE D BERET o

gh -
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* DB24MEMET : ##DB2.PMFIPIlugin_descriptor.xmIf2ZF#iZE DB2.zipy °

* FAJavaBisERIIMEMETS | ifJartEE ~ MBEKRBYJartgZ=MPlugin_descriptor.xmIf2 2L EE R K ~ JABHF
HER4g o

IE7E @SRt ZIPHESE

T BRI IMEZ NIV ZIPHEZE EfESnapCenter ZESfor the plug-in Server ~ MUBEFRFRAY 1% FERBIMIFETE ©
EA UERUIZICmdlet_ EBIMITER ©

EAENE

* BIMBEZIPIER L1EA THnE) = MENER TEREREN—I9
* % —T* TSelect to upload custom plug-in (518 H{EBETIMIFER) 1 *
* PowerShell : *

 uple-SmPluginPackage Cmdlet
fi%n ~ PS-Ups>Upse-SmPluginPackage -AbsolutePath ¢ : \DB2_1.zip
NZEPowerShell Cmdletfys¥4RE A « s5fEASnapCenter TIEIR IS SIERRAT B BCMdIetR EEHH o
" (B 15< 22 E15M) SnapCenter” ©

EEETINHER

EERNBETIMIMENIRE A I A 1SR T TIERIZRIFRE 1 EEITHE o LRI Z{ERRZ<RYSMEIE
I\ EfEZESnapCenter 2R AIARES « AT LUREEZ R EESTE T EBYRRES -

MERIN ] EESMMERIFRE « 5520 | g I TR R E MR E

HEFELZSESnapCenter FEEE] IMIER
LHERIE | FELIETZNSnapCenter
MREHEERERTINMERNE R « sSBLE W RTESnapCenter R3&] IHEE o
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| Log in to the SnapCenter Server using a web browser. |

-

| |dantify storage typet supportad, |

+

Reviaw installation prerequisites and install plug-in
package far Linux or Windows

v

| Setup credentials. |

v

| Download or create a custom plug-in. |

"

Upload, install, and configure the plug-in.

v

Add resources and assign them to users

v

Cenfigure and enable CA Certificate.

" e SN R

g E M 22 SnapCenter TERTEGTI SMIREIVBI TR IFHAF

TEHTIE N ZEEIMIE N EG 2 A ~ RN BESERFIEEX - BETIMIEIA]
EWindowsHILinuxIRiEh{EH o

* W ABET BETIMIMET - EFAEN  A2RAEAEEM -
"SRRI R SMIME R

* MMREBESIEMySQLIDB2FEFTED « B T EiNetAppiRHAIMySQLFDB2B:TIMIET ©
* IRPAZETELinuxBWindows 1% %2t Java 1.8 ~ 644iI7T ©

* TEWindowsF 1 _F ZE#IMIMER T « IR ITISERREARARAEN « 2 EAEBN L T (EEHEAFERE
B ABIE AT EAJUAC.

* BETAMIMERNABERI TS FHEER AP IR E0 A
—f&
ANRITFERISCSI ~ BIABHITISCSIARFS ©
Windows 14

* B ABEARARRAREESHRENERE « TEERER ERARHEARR -
* MNRIEEESnapCenter WEREHF - AN RERARETFIANMEERRNERE -

Linux3 %
* R ZBArootz IErootF FAE BB IEEISSHESLR ©
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o fRAZBETELinux £ EZ2dEJava 1.8 641iIJT ©

YN8 SnapCenter {&fE A Windows 20198¢Windows 20161EA X 1B tETHAERIEIARES 1% « B4 BZE Java
1.8 (641iI70) - E@MEBERIAIMT (EX) G2FRERNEHREN

“ERARFTEEERANJava TE"
"NetApp Bi@MHBRTA"

* R 7B A IErootE & SR ESUdotElR ~ 7 BEFENZ BRI o fEvisudo Linux 22T ~ #& FHITHIE
Z/etc/udoerstEZE o FIgN ~

Cmnd Alias SCCMD = /opt/NetApp/snapcenter/scc/bin/scc <non root user>
ALL=(ALL) NOPASSWD:SETENV: SCCMD

FErootfEAE B EFEILAIIErootFEAE &8 o

Z#ESnapCenter AR LinuxfAISTIBTHEEIMIE AV T4 ZES
EZ & SnapCenter BAMLINUXZEEHNH AT » CEBEREMFTSEK o

RE R
EERK + Red Hat Enterprise Linux

e Oracle Linux

* SUSE Linux Enterprise Server (SLES)
Fi E 2RI EEHARRAM SnapCenter 1GB

F i E R R scERSnapCenter &I R ZEHE 2GB

(CFEZACE B SRIMARRZER ~ MBS
ZElogs BRI RAVEFERE - FTEVEC

C) BERERARFRENERBENELHR
RFERSERMAFRAR  MRREE
SRR ZER] « A G HBRIINITH
{EERIECER

VENSREHNH Java 1.8 (641i7t) Oracle Javas{OpenJDK Flavors
MRIEERJavaFA R ERFARZS ~ Bl WA ZEHETE (i
H2/var/opt/snapcenter/spl/etc/spl.properties

#JJava_homeiEIEE & E A IEFE Y JavahR 2 IEFERY
BRI o

MFEIBIRER R EN © 552 /H "NetApp BiEEHRETTA"

485


http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
https://imt.netapp.com/matrix/imt.jsp?components=103047;&solution=1257&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=103047;&solution=1257&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=103047;&solution=1257&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=103047;&solution=1257&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=103047;&solution=1257&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=103047;&solution=1257&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=103047;&solution=1257&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=103047;&solution=1257&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=103047;&solution=1257&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=103047;&solution=1257&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=103047;&solution=1257&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=103047;&solution=1257&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=103047;&solution=1257&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=103047;&solution=1257&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=103047;&solution=1257&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=103047;&solution=1257&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=103047;&solution=1257&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=103047;&solution=1257&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=103047;&solution=1257&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=103047;&solution=1257&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=103047;&solution=1257&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=103047;&solution=1257&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=103047;&solution=1257&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=103047;&solution=1257&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=103047;&solution=1257&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=103047;&solution=1257&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=103047;&solution=1257&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=103047;&solution=1257&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=103047;&solution=1257&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=103047;&solution=1257&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=103047;&solution=1257&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=103047;&solution=1257&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=103047;&solution=1257&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=103047;&solution=1257&isHWU&src=IMT

R ESnapCenter sRE BRI TF—RBBFTIMNIMEIN £

EATE SRR ERERNITHNRPEIEE - SnapCenter SnapCenter{GEZ IR II0EE
Kl ~ LUETESnapCenter BB Windowstg R 24 ZE BN EHIMIMELFEITER
REEMFEMEMTTER o

TRENZHE
* LinuxFi%
TABERTESDEE « A BEELinuxEi% EREEIMPER o
7B zrootEFAE A A SudoEIRAYIErootE A& SR SRR © A SRR RREIMIMERERE ©

"RIFEHMOE | HACAI LR EE MM L RIMMENZ & « BLinuxEBIE8E ~ BEREBHMAR TN
HESVMZ & ~ EEPBEMMLRIMNMEN Z AR I ©

* Windows 1%
B REWindowssB:8 ~ A REREEIMIET ©
AU R EIE SRR TR « SIFR N AREIESER o
* BeTAMEEERRER

SMMEN B ERME BRI FTENSE I REEEER - IRERTEEMAEFRPEATEZR/ER &7
LRsEE B R A o

RARLE T 1

MRERERNEREFHREE « BERAERERIATENEEER AN AE DREREHENBMOERS RS
fERERTE -

TR

1. EEAEEERF BT RE" -
2. 71 TeRE) BEP ~#F—T 505 -
3. #&—T THmgy -
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Credential

Provide information for the Credential you want to add

Credential Mame Mame
zernams Username
Password Fassword
Authentication Linux

Use sudo privilages @

4. 11 T3055) HETP  IEERTEDIHIEN

ST IEHE (L. ..
sona aiH

fERERTE

HITUEENE. ..
BASDEERTE o

WA RBREENERERBNES o
© EREESNAREESRENEMKRE

ERELREESnapCenter GRS L « I5E
PR EEESNEMRAEIESEHENE o [EH
BB BAUMNERIRRA :

° netbios\fEF & & 18

° #8iFQDN \fERERTE

* AREES (EERRIERE)

HRBR IEEHEN R  sA1EREESnapCenter
RS RFA ISR AL EIES - NRFE
BERFEERSHER « iEE AL LENEH
EFEUEHITNEEE A Kl LUIEEBIR A &
HEIBEESMENSEFERERE o [EFRES
81 WA EBERXS  username
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ST ICHE(L... HITUEEN(E. ..

= WA BRERENES o
BRIl EIVCEEAREREIRT o
fEFASudofR MREERIErootEAERITE ~ SHEMN [fE

FASudof#[R | #ZEXU71E o

(D EEARLnux{ERE -

5. #5—T IHE o
SRZBREC %  CUATEEE (EREREN HEL  BRSEEE e ERERERENE -

EWindows Server 20128, E#hk 4~ _E 2 EGMSA

Windows Server 20128 EFfThR A AR G B AT ERRFIRE (GMSA) ~ MUEREEEEIRP IR EBER
FIRP BB EIE o

CRBORME

* {RFEEZEB Windows Server 201288 B3R A4 1204128 o
* {CFEZ A Windows Server 20128 BThR AV £  sZ T2 4ITHIRE -

i
1. BIIKDSIR%EE « ZAGMSARREEYIHELE W —HIZEE o
2. W ESEAE ~ AR WindowsABIHIEHIZZ T F5d< © add-KDSRootKey -Effectivelmmedia
3. BIUKREEGMSA :
a. YTy FERERHERS ¢

domainName\accountName$
.. HEERYIGEEAE o
.. [EREEIEIINEREEBFAEREILGMSA °

g

New-ADServiceAccount -name <ServiceAccountName> -DNSHostName <fgdn>
-PrincipalsAllowedToRetrieveManagedPassword <group>
-ServicePrincipalNames <SPN1, SPN2,..>

.. B9T Tcet-ADServiceAccount] B REZFARTEIRE ©

4 EFH% FERTEGMSA ¢
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a. EEEFHEGMSAIRE R E EEYFWindows PowerShellfJActive Directoryi&EZh o

BEFEM ~ BUtPowerShell T FF&H% :

PS C:\> Get-WindowsFeature AD-Domain-Services

Display Name Name Install State

[ ] Active Directory Domain Services AD-Domain-Services Available

PS C:\> Install-WindowsFeature AD-DOMAIN-SERVICES

Success Restart Needed Exit Code Feature Result
True No Success {Active Directory Domain Services,
Active ...

WARNING: Windows automatic updating is not enabled. To ensure that your
newly-installed role or feature is
automatically updated, turn on Windows Update.

a. EMREhER ©

b. #PowerShell S IR TRETTHIT FFIdF < ~ TE i EZEEGMSA © lnstall-AdServiceAccount <GMSA
>

C. 1T TS LEREMGMSAIRE | Mest-AdServiceAccount <GMSA >
5 KEIRRRIE MM FERTEMNGMSA ©
6. f£SnapCenter X1BIRFSESHIEE DR EMNGMSAIRE ~ LUFFEWindows £ 1 o

EZEEIMIMERVBTIEP ~ B EEEH EZEFPENIMIET  MFERIEENGMSAEARFEE AR
B ° SnapCenter

Z#ESnapCenter TFR—ixBIBETIMIET

g TR RIS A E 2 ARIMIME N E S

& B(EASnapCenterAdd HostE EZARFTIS 14 « AR ZEIMNIEXEN - SMEXER
BN LEEEIRIm T L o (KA LUAER e =S I 2 IMIME N EH -

CREMEE

* BUARISMGEABINI L RN ERZEERZ AERNERAE « flfiSnapCenter TREIES ) AR o
* AR ETIIRBETNITE
* MRICEEMAEFETERBIIRE (GMSA) -~ BIEZEAEEERRZEGMSA °
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"fEWindows Server 20125 E k4 A BT ERE R R E B T ERIERA"

BRI TE

AR SnapCenter FAESZHRARTS 23 F 235 Mt E TR 55 SnapCenter — (B R ARTS 23 o
MREERE (WSFC) EZEIMIE ~ ASMIEN S REERENFIAEHL -

TR

1 EEQEBEERP ~ T -

2. R E R EEI e T REIRE -

S - T Hmg~y o

4. 7% Thostsy (EH%) BEET ~ BT F5IEHE !

F ¥ LRI .. HITIHEEN(E. ..
FigEn ZEENEREEERY ¢
* Windows
e Linux

@ BsTYMIMER FT7EWindowsFLinuxi®
Eeh{E o

ERTE WMAEHETTERERME (FQDN) BHIPfE -

EURIADNSHYIEFEARRE o SnapCenterEIt ~ RIEM
JEREAFQDN

EWindowsIRIEH + RAERZ SRR ERHKART
73FQDNEF ~ 7 SZIEIPfizdt o

1 R] A AL ERYIPIAEELFQDN ©

MNEREEMASnapCenter SXIRINAEIGHTIEEH ~ TH
FHEFHEIB—E ~ RIARIEMHFQDN °

oaE =S EIVTIR T AYERE R ~ SR IHTE0RE o

sone B A ARARIG TRV EIEER - ITFAE
Al » A2 R NEERIAERAE R o

R RIS ERRERTE L RS
KSR o

() HmEmBEARAME i
1) BB R TR o

490



o FEHEMEREMIMIMEI BT  ERERERIMME
6. (Al BEREZEE"-

STEIERNL... HATUEBN(E. ..
BiRR RETAREIZIRRS « BfaEERIRRS -

TR EIRIBSERE 238145  U15RSnapCenter w2 AR
RREEBERIE L - ZERRRNRERTRATE
RIEFRIR o

MREFBHREIMIRR T ST
() s ppEsEERmGERE -
TA (RIS o
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ST ICHE(L...

LRI

Bh@a

HITUEEN(E. ..

BiTIMIMER AT 28 EWindows R4 Linux 2 4%
Fo

* HHEEARWindowsHy TEFEXEMH) -~ B
ER1€AC:\Program Files\NetApp\SnapCenter
o SnapCenter

5t FTIL B3 TR o

© HHEEARLINuXBTRRAEH - TARERE
#lopp/NetApp/snapcenter © SnapCenter

B AT BETERAR o
* #H¥H IREEEFTHSMEFERN) SnapCenter

I 7£ TEFTIMEER) EBRH ~1%—T N8
;EZJ » RBIENRERIBTIMMERNE R

BB E S BT MMZ TS

TTXMIFEZE o

aA#EEFEMNMER - FHAEE_C

- \ProgramData\NetApp\SnapCenter\Packa
ge Storage_ * #ATBEEEX ltorage.Zips Bk}
7 o

i g — T g o
BRAE ES ETIMATZ S B R SR RO 7T XA
G U AR o

&% _FfEZESnapCenter Sfor the Sfor the
Sfor the Serverfy BzTIMIFER o

MR EAREEIEMySQLEDB2FEFATET ~ ATLAfE
FANetAppiREHIMySQLFIDB2 BT MIE

I ° MySQLAIDB2 B 5THMAZ T pI LS
"NetApp Automation Store"

MREEFEFLEIMNIEL « EFBERETREDT
BREIMNMETCAIER  HEBULZENS I


https://automationstore.netapp.com/home.shtml

STEIERNL... HITUEEN(E. ..

EREEEERBIRE (GMSA) RMITIMIMER MREBEEABETERBIRS (GMSA) RHATT
%5 fﬁg?ﬁﬁﬁﬂﬁ% ~ sEEHEWindows EHEERUEIZEN S

() EATImEHCSALT

: domainname\accountName$ °

GMSAZ & %A SnapCenter Windows
©) KSR LA A\

7. F—THER* o
MBI EREN MBEETELIRE ZINAR - 2R TERETUE TR ALTEIMMERT R o #EEE
[ ~ RAM » PowerShellhZs ~ .NETHRZS ~ (U8 (GEARWindows/MHETR) FJavahkzds CGERRLLinuxdh
20) HERBRESERETRES - URFHEREEXR B NEENERIESARE

AR FREAMIRZE S RAMB R ~ BRI AEFIIALC:\Program Files\NetApp\SnapCenter Webapp
HIWeb.configigZE ~ LUEKTER(E - MRIBREHMBHER « M BEBIERRE o

()  #HARES  MBEESHweb.conlights  BINABHTIEEIES LIS -
8. MBTHELALinux ~ HERBISH - AH— T RBILIRZ -

@ g}l}ﬁ?&ﬁﬁE‘ﬂ%ﬁ—%KIﬁ%ﬁi?:SnapCenter TR ~ TR BT « a0 th R U E

0. BEERRERE -

LEEAETE ECERAEIFY custature_LO#IE(iI &/snapcenter/logs ©

fEFACmdlet?ESnapCenter Z{EiRiH F 1 L& FE A LinuxsWindows T B IHEESMI EH

1&SnapCenter AT LAfEEAInstall-SmHostPackage PowerShell Cmdlet ~ [F]BS1E Z1E £ 14
LA A LinuxgiWindowsFIVMware®E i E 4 o

CRENRAE
718 0 52 PR TS O BT AEOR o
S5

1. Ek&PowerShell o

2. EHZ1BARFEER 1 FSnapCenter ~ EAOpen-SmConnection CmdletE 7 T ERSES ~ AR A BHIZIEE
8] o

3. {#HInstall-SmHostPackage CmdletfIAER# ~ EZ @ ELIEIMIER o
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WA AHIT_Get-Helpap < name_2REVS A HAECCmdletE 2 28R HIRBARAERAEN - 2(E -~ a2
B (<2 2E45/) SnapCenter” ©

R TEF B L IMIME TR £ F3-skipprecheckiE IR ~ M AR BRI EL NS REIMIEANENK -

4 BAERRIENDEER -
FERTH LS E  ESnapCenter LinuxE i -2 (BXEIESEBTIMIER

& f&szSnapCenter {#HSnapCenter ThRAEI FHAENE (Ul) KZE ThRAE
BH:T/MIMER - MR EMIRIBER A FFESnapCenter SIUBRIRZIEIMIZT « ERILUEAS
LHNE (CLI) ~ EFEAEANESER TLEBTINGER -

1. #SnapCenter R LinuxMIZIRINAEEHLZ4HEZ (snapcenter_Linux _host_plugin.bin) #£C
- \ProgramData \NetApp\SnapCenter\Packagef#ZEE M IS E L& HTIMMENRI T o

EAI A SnapCenter 28 T % AIARZF Y T FEULLBRAK ©
2. EHLRNFH  ABECENLTEEZNEL

3. Z#EHMIMET ¢ Tpath_to_installation_bin_file/snapcenter_linux_host_plugin.bin -i silent
-DPORT=port_number_for_host -dserver_ip=server_name_or ip_address
-dserver_https_port=port_number_for_server'

° -DPORT}5ESMCore HTTPSi@:TEIZIE o
° -dserver_IP&15ESnapCenter T{EfRSZIPMIiE] ©
° -dserver_https_port}{§XESnapCenter 7 TEIARSSHTTPSE IR o

o

-Duser_install DIRZ15E L EZE SnapCenter FHAF LinuxfY {(SKED Plug-insEff) BIBEEE o
° DINSTALL_LOD_NAME}SECEFERRTE o

/tmp/sc-plugin-installer/snapcenter linux host plugin.bin -i silent
-DPORT=8145 -DSERVER IP=scserver.domain.com -DSERVER HTTPS PORT=8146
-DUSER_INSTALL DIR=/opt

-DINSTALL LOG NAME=SnapCenter Linux Host Plugin Install 2.log
-DCHOSEN FEATURE LIST=CUSTOM

4. {FFAdd-Smhost CmdletFIAEZE ~ 1§ EFESnapCenter ESetcServer ©

H1T_Get-Helpen < 218_AIIS AR ey S HREERZSBAHERANENR - 3t ~ BthaU2R " (&
rie<1E\2%E$5/) SnapCenter” °

5. & ASnapCenter MU {EHE /T E 5 PowerShell Cmdlet - {EBsTIMIER o
ERIUZE « RV EEBTIMIER "l T EiEis 14 E L MR EN BER o

Cmdlet;RBBRCmdlet2ZE Bl 2 E ZPowerShell CmdletfItERIE T - SnapCenter
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HNREARE - BERTE (REREEFQDN) BN EEATBRECARETIRRK o EAIMUERS/REZAE
¥ [Subject Alternative Name (SAN) (EREEETE (SAN) ) 1 H ~ UEMHESE - EABRFTRE
(*.domain.company.com) ~ /REREEICIARIFTE EIERLTE o

FEACAG:E

f&wiZASnapCenter {FHMicrosoft §IE 1S (MMC) ~ #FCAREE A ZISEFE & ZHEIMEARSIAWindowsE
HIMIE o

TR

1. BZEMicrosoft BIEFEE (MMC) -~ ABIZ— T 1EZ*>*H1E/MRSnapin * °

2. 177 TIEHBRIRANEIRE ) REP ~ Bl UK~ RBE—T g o
3. 1£ NEsH) MANBEETRE P ~ EH [BIIRS) 215 ~ A%E—T TR o
4. F— T EEERB I >RE-FE B> S ENIRREREE A >RE o
5

. 7£ Trusted Root Certification Authorities] (Z{EERR/EEIRIEEN) BRR ER—TEEAE - RBE
EX M Al Tasks) (FREI{E) > MImports (EEA) LABRENEEAKSEE o

6. SEAAEE « W TFFAm ¢

EULEEERES. .. HHIT FIIEIE. ..

EBEATLE IR EEHUEIE" Yes* ~ EAMNE £ - ABE—T
Next* o

EYNEZ Y RYEEE ; HF—TTF—F* o

Z24 IS B /GBI ERIHENS « A% —T 'F—
F* oo

SeRk NEEEARE WEEE - ABIE—T 55k FIIREEA o

() BEABSEEATLREE (EOBRS D opis opl2*opTb) o
7. ¥t TPersonall BEkIZREERPERS o

EVSCAREEIEAL
RERTESUE AR RER 7 VEMIF B - ISR ERIEAUREE ~ IEEEASTPEELR o
1. FEGUILHITTFILER
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T 9o

£ DR HEEARDP ~ BT TEHEEN) R51EH -
KEMRODFE « A%BIZ—T* Thumbprint* o

d. |EABRPH+7VEMFTT ©

e. BR+NEMUBF ZHEBIZER o

9]

Blan ~ INPRHs4rA - TA9 09 50 2D D8 2a E4 14 33 E6 F8 38 86 b0 d 42 77 A3 2a 7by  ~ BIFBFRZEHR
% -8BEE . l2a909502dd82ae41433e6f83886b00d4277a32a7b] ©

2. #tPowerShell#{T FFI{E% :
a. YT TS « FIHBELE/REMIEA - Ik TIELTERFRIELENETE o

Pi

Get-Childitem#&1Es35% © \LocalComputer\My
b. #EHHEAL
fEFWindows : #MI T2 S ARFS R ECAR
TREZEAWindows EHIMIMZTUARFERRECATRE « UREN ZEMNBNIES ©
s51ESnapCenter EEPECAREMFAE AT T L HITTIILER o
1. T TS ~ IUSMCoreTAREIFES 1455 FRIR AR /RE R :
">netsh http DELETE sslcert ipport=0.00.0.0:_<SMCore Port>'
fugn :
> netsh http delete sslcert ipport=0.0.0.0:8145
. BUT TSRS ~ SRR RE B i ndows EHSMIMETUARFS &4 ©
$cert=T |
$guid =[guid]::NewGuid().ToString("B")'

'netsh http add slcert ipport=0.00.0 : <SMCore Port> certhash=$cert AppID="$guid"

fgn :
> Scert = “a9%909502dd82ae41433e6£83886b00d4277a32a7b”
> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0:8145 certhash=S$cert
appid="$guid"
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7£SnapCenter Linux 1% FRFE TCAKRE UER TXEBESTIMIERL IR

TREZEIE R TIMIMER Keystore N ZIE R ELUREE ~ SRECARE  MERHPEREE B TIMIMEEEER
& » UK R ECAEESBAHETIMMEREEENE « WEASnapCenter TKFEETIMIER ) ARFSENSE
B EEMNEIEE ©

BiT9MIMER S EANIR /opt INetApp/snapcenter/scecletc B Tkeystore .jks) HEREMAHEEEREMEE
Fl& o

BEBFTIMIMER KeystoreIZHS ~ MR ERTHCAZEESBREHI%
TR
1. A R BTN N RIER A SIS BT SN2 T Key store FRER B0 ©

S

b

5

SEHEESE Tkeystore pass) BIfE o
2. B EKeystoreZHE :

keytool -storepasswd -keystore keystore.jks

. BKeystore AR EIBIEENPIE R GRBEEABKeystore BRI :

keytool -keypasswd -alias "alias name in cert" -keystore keystore.jks

7£_agent.properties_#1&ZEE HkeyKeystore _passBIHBEIEHT o
3. BEEIGEREMRENRTS o
@ BsTMIE R KeystoreMIEHS ~ UK FAE £ HRAVFAA HERAR RIS REMERE
PR PR RE R B MR EEFRE
TREZRERS PR « MAERLEERE - UETIMIEREEERE -
TR

1. BB E 83 E:TIMIMERKeystoreBIE R 3K © Jopp/NetApp/snapcenter/scc/Z
2. #3 Tkeystore jks) HEZE o
3. fEKeystore %I HFILHY/REE !

lkeytool-list -v -keystore keystore .jks

4. FIEARE MRS ¢
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keytool -import -trustcacerts -alias myRootCA -file
/root/USERTrustRSA Root.cer -keystore keystore.jks

. WIRPAEERERBFIIMMENEEFREZR  SFEWNRREARTS -

()  omssmuRcABE - AEEERECARE -

RCAE B RIHRERABIIMENEEFRE
TEZRBCAREBEZRICHREABFIIMMENEEFHRE -
p

1. BB E 63 H:TIMIMER Keystore /opp/NetApp/snapcenter/scc/Z HIE#} 58
2. $4% Tkeystore .jks) TEZE o
3. TEKeystore 5| HFTIEAY/REE

lkeytool-list -v -keystore keystore .jks |
4. IMEABMEEBNAMAEWHICARE °

lkeytool-importkeystore -srckeystore /root/snapcenter.ssl.test.netapp.com.pfx -srcstoretype.kcs12
-destkeystore keyKeystore .jks -deststoretype.jks |

5. 7EKeystore % HH gAY &REE
lkeytool-list -v -keystore keystore .jks |

6. BERREES O EMCAREHEMNRIR - ZRCARECINEERRE -
7. BCARRIIENE SR EIBLERSRER

FER M B ETIMBIE T Keystore B hE R agent. propertiestE ZZKeyKeyKeystore _passHifE o

keytool -keypasswd -alias "alias name in CA cert" -keystore
keystore. jks

. WRcaBEPH A RRESSERISEHFT (1
1o~ Tpo~0) AR REESAERM

keytool -changealias -alias "long alias name" -destalias "simple alias"
-keystore keystore.jks

. ffagent.propertiestBFEHRECAKREIRIS ©

FAMRIESCC_IDATure_ALIASEIREHULE ©
8. BCAEZEEZMAHRERBIIMIENEEFTREZR AR -
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ft¥fSnapCenter TF—HREIEFIIMNIETN) RERDHINSE (CRL)
RARLE T 1

© TEFTIMERETIN) SEFRLRENBEFEZCRLIES - SnapCenter

* AR TSetcCustom Plug-in] BICRLIEZFER B#%SnapCenter 2 lopt /NetApp/snapcenter/scc /
etc/crly °

1. IS UIRIE S8 CRP_pathf82{ % E #ragent.propertiestE ZHHITER B &R ©
EEI UL B iR EZECRLIER - BANEEZIRIBESECRLETRE

7£SnapCenter Windows 1% L8 TCAK:E1 UER TEFHBTIMNIMERX IRFS

TREZEIE BT IMIMER Keystore R IE R EUREE ~ SBRECARE  MERHPE/REE BFTIMMEXEEEK
&  UMRRECARETRICHE B T/IMMEREEEFENE  MEASnapCenter MEKFEBEETIMIER ) BRTZEED
B EEMEIRRE ©

BiTIMIMER EAIEZE keyKeystore o jks_ ~ fiIi?_C : \Program Files\NetApp\SnapCenter\Snapcenter Plug-in
Creator\etc_ ~ MEZEHEEFHENERBENRE o

BB ETIMIMEKeystoreVEEHE « LUK ERTHICAZEESIRACH RS
SRR
1. R B TIMIE N RIERR XA B IERE B 5 TIMIME X Keystore FRER 205 o
25 & key keystore passHIfE o
2. #EKeystore S :
keytool-storepasswd -keystore keystor.jks
(D mRWindowss &R RETEMANME Nkeylooll % » HiGkeytooli S B A SHBIE o
C : \Program Files\Java\<JDK_VERY>\BIN\keytool.exe"-storepasswd -keystore keyKeystore .jks

3. #iKeystorePFATE 1818 B HIFTA B2 IS E E A BiKeystore HEI R RS -

keytool-keypasswd -alias "alias name_in_cert - keystore keystore .jks
7£_agent.properties_1gZ - E#keyKeystore _passBIEREFEH o

4. SEZBREMABIRS o

(D) esTsMsIEstKeystoreETS  WURAAE SRR 1ARIR 2 BRS - AEIEIR) o
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IR A RE R E 2 BTN E A RE
TREZRERSPHERE - MAERLERR - UEFIMIMEREEFHRE -

1.

BEBEEB S B:TIMIMER Keystore _C:\Program Files\NetApp\SnapCenter\Snapcenter Plug-in Creator\etc_
B}

% Tkeystore .jks] FEZ ©

fEKeystore 51| HFTIEAYREE !

keytool-list -v -keystore keyKeystore .jks

BRSPS

keytool-import -cactacerts -alias myRootCA -file /root/USERTrustra_root.cer -keystore keyKeystore .jks

- IREPHEREE R E S BRI MR EEFREZ R  SREMBEIARTS ©

()  cmsseseiRCATE  AEBHERECAESE -

RCAEESMIHRERABIIMEANEEERE
TREZRCAEBEZRICHRERABIIMIENEEEKE -

1.

BIEE S BH:TIMIMER Keystore _C:\Program Files\NetApp\SnapCenter\Snapcenter Plug-in Creator\etc_
HIE IR

HEHEZ Keystore o jks_ ©
TEKeystore 5 HFTIGHYEEE ©

keytool-list -v -keystore keyKeystore .jks

B R AR RN ARERICARSE

keytool-importkeystore -srckeystore /root/snapcenter.ssl.test.netapp.com.pfx -srcstoretype.kcs12
-destkeystore keyKeystore .jks -deststoretype.jks

TEKeystore 5 HFTIGHVEEE o

keytool-list -v -keystore keyKeystore .jks

RERREESS B EMCARERREIAYG - ACARREHIEESRE -
RCAREINIMEMNEERBBEELTRER

FER MY HETIMEIIZ T Keystore i 2 agent.propertiestE Z 1 KeyKeyKeystore _passHIfE o
keytool-keypasswd -alias "alias name_in_CA_cert "-keystore keyKeystore .jks

7£_agent.properties_1EZHRECARERFIE ©
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RARLE T 1

* BETHHEMCARRNRMCRLIES « F2H "WI{AE#SnapCenter EZ5ECARE ) FHVEERMIEFEE
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'o

FEET9MIMER) EEFRARTENEERFEZCRLIESE © SnapCenter

R TNERBETIMIMEI) HICRLIEZRTER BEtSnapCenter 4 : C:\Program
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1. ER] URIREIRCRP_pathfEEU B #_agent.properties_ &2 RYTERL B &% o
2. el UELE B 8P E S ECRLIEE ©

BANEEGRIESECRLETTRE -

EXFRSMIMZTURICATRSE
,‘&“\WE‘?‘“ECA{FE » AifESnapCenter fEIARZSFEERIIMIZT 14 EERBCARSE - CREZAIMIMEIIRUACA

REEEREE ©
BB

* B LAfEArun Set-SmCertificateSettings Cmdlet?REY S {Z A CAR:E ©
* #&B] LA F_Get-SmCertificateSettings_ ZREERIMHIZ LAY /REEARAE o

eI 1T _Get-Helpdn < name_2REVF AIHEECCmdlet A 2 28 R HRPANAERIE - & ~ Tl U2
" (RHIE<SENS2%E5m) SnapCenter” ©

1. EEAIEEERP BT -
1 TER) BEF BT FEEEH) -
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Add resources,

.

Create a backup policy.

!

If you have multiple resources, create a
resource group, attach policies, and
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v
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.

Monitor the backup operation.

|

View related backups and clones in
Topology page.
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PS C:\> Open-SmConnection

2. f£FAdd-SmStorageConnection Cmdlet?2 I FHIEEIZ RFELR o

HESEBE I BT RAREAR -

PS C:\> Add-SmStorageConnection -Storage test vsl -Protocol Https
-Timeout 60

3. {EAAdd-SmCredential Cmdleti2 I FE0:5 o

L& FI{E FAWindowssRE8 17 & AFinance Admin BI85 -

PS C:> Add-SmCredential —-Name FinanceAdmin -AuthMode Windows
—-Credential sddev\administrator

IEEILIEIT_Get-Helpas$name ZREVSAIHEEZCmdlet(E 2 2BRHRANIABRIE - & -~ Tt IR 6
" (15 EHN 2 EI5E) SnapCenter” o

{EFPowerShell Cmdlet#{H & E

B BEIREEREIISnapCenter B EARESAVELR ~ FIEER  FBRE ~ BUBNHEREE
4B~ DU o

TEENZME

o IR ZEZEEIFPowerShelIR1E « 7 BEHIITPowerShell Cmdlet ©
s CN BTSRRI R R ELF I B IIETEE ©
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1EE] AT _Get-Helpai < name_2REUF AIHEECCmdletE A 2 28U HRBANAERIE  2(E ~ BRI U2
" (RS ENS2E15m) SnapCenter” ©

TR

1. f£AOpen-SmConnection CmdletZSnapCenter 35 Y1 F & EXE £ SetsServerfI 4R TERSER ©

Open-smconnection -SMSbaseurl https:\\snapctr.demo.netapp.com:8146\

FEENEEEAE LM ISR o

2. {FHAdd-SmResources CmdletiiL & & o
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Add-SmResource -HostName '10.232.206.248' -PluginCode 'DB2'

-ResourceName NONREC1 -ResourceType Database -StorageFootPrint

(@
{"VolumeName"="DB2 NONREC1DB";"LunName"="DB2 NONRECIDB";"Vserver"="vserv

er scauto secondary"}) -Instance dbZinstl

3. fEFAdd-SmPolicy Cmdlet}Z 1 515 RA! o

EsE BB R

Add-SMPolicy —-PolicyName 'db2VolumePolicy'

-PolicyType 'Backup'
—-description

-PluginPolicyType DB2 'VolumePolicy'

4. fEAAdd-SmResourceDGroup Cmdletifi & REf4HSnapCenter ESeset.

ttEEfgR I AAIEERIMERIMEREFAE -

Add-SmResourceGroup -ResourceGroupName

'Verify ManualBackup DatabaseLevel MultipleVolume unix' -Resources @ (@

{"Host"="10.232.206.248";"Uid"="db2inst2\NONREC"}, @{"Host"="10.232.206.2
48";"Uid"="db2inst]1\NONREC"}) -Policies db2ManualPolicy

S. fEANew-SmBackup Cmdlet?R¥I3A1CEBIED T1E -

New-SMBackup -DatasetName

Verify ManualBackup DatabaseLevel MultipleVolume unix -Policy
db2ManualPolicy

6. {8 F Get-SmBackupReport Cmdlett&fR 15 T ERIHREE o

IEEEHIBRRTESEE B RIIT Z PR TIRR TR ERS
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PS C:\> Get-SmBackupReport -JobId 351

Output:
BackedUpObjects
FailedObjects
IsScheduled
HasMetadata
SmBackupId

SmJobId
StartDateTime
EndDateTime
Duration
CreatedDateTime
Status
ProtectionGroupName
SmProtectionGroupId
PolicyName
SmPolicyId
BackupName

2016 23.20.46.2758
VerificationStatus
VerificationStatuses
SmJobError
BackupType
CatalogingStatus
CatalogingStatuses
ReportDataCreatedDateTime

BEEFIIMMENE REDFE

& E] LAfEFE SnapCenterJobs B H B EREF D EEREE o [KAISEEEMEBERE LB EE B[

o

R LE T 1

{DB1}

{}

False

False

269

2361

10/4/2016 11:20:45 PM
10/4/2016 11:21:32 PM
00:00:46.2536470

10/4/2016 11:21:09 PM
Completed

Verify ASUP Message windows
211

test2

20

Verify ASUP Message windows sccb54 10-04-

NotVerified

SCC_BACKUP
NotApplicable

T BEEEEHIRTIIET « LIS FEAER AR

TR
B IN5ERK
© x KH

BERMEAES - HENESMEERE

* D BTy
* o BEUH

518



1. EESEEEP ~ 72— T 8T
2. 7% TEE¥E) HEEAR H—T TR -
3. 7 TTfE) BEE™ ~ BUTTFIIDER !
a. B—T ygd UBEBE « E5HERFEE -
b. {EERIIAFIEREHA
C. ER T HITUREF ~ FEEHEHD" ©
d. REREETHRIUBER  BEEUBMHAAE o
e. ##—T TER) LUBRMINTERIIES o
4. FEVEM T « ABE—T s EER DU R TRHlER o

@ HBAGETRAEN TIERE « EER—TIRFEENE « A g B RIFHNERRE S FIF
HTEETH ~ WERTRAERAR

o 7 TILR+iiERL BETP » H—T1aficsr”
MgiRactr) RIBGRRFATEFENFECE -

BUHBETIMIERN B EE
ISl UBUHTY PRV EDEE o
TRENEMHE
* 8B SnapCenter MEIEE ) o TTIEEREE) BREA ~ ZTHEBUHIEE ©
s AT TEEEE) BEE® UEB) BIRHEUHEDIEE
© REEBUHBITHREMDEE o
* 8B A SnapCenter RELEASE GUI ~ PowerShell Cmdleta{CLI&r % REGHFE D EE o
© EREUHIEERERBUE TIE&it

* MREERTAGE ECILARMNFIARER T EAE\BE EENEMREYH LEE KRR
7 ~ WRILIE A A BREUHE MR BRITIIRMD1EE -

TR
1. ST T HP—IREE -
... 7%
EEEE a. EERIEEERF R EE>TFE
b. JEEV(EE « ABB— T HBUHTIIF o

519



7. 7%

EEER a. FmENIERR « B—TENE a8 &8
& IR ARRTAIEE o

b. SRR o
c. 7 TI{RSEAEER) BED © B— T BN TIF

* o

FEFERNECH « BEIRGIERBITRIBIRES o

£ e BEEPRRETIMMENE RERIH 1D HER

ELERERBIHIERERE - GRS HIRE—FN R REEFRE LR HHH
BRHOEERTANREER - £ A BEET - EANUERAIHEREERNERE
*BERNFIERNNEZR - A LIRRELHEDEERNFEER  AREIEEER N
HITERHREIFSE ©

BRI T(E

TRITE MEEEA) BRPEETIER - MHE T2 REHEFRRE (EHEERVaultied) LEEEH
PRI -

N
— TR LA S AR -

FEREMSnapMirroris fiTTE —#Rf#F R L RSIHBMHEEERHE -

@ ERGHREFEREERE L - iRASEMRGHNENEASERERERRT - EHRERET
BERSH A ST R A B S IRASE M FHD -

U FEfEASnapVault NetApp# T R Bl — R fEFRERH(DEERNHUE -

BTHHENBEFEE _RREEXERIRNEN R - AId « MREEEARABII6ERR « EFREHERD
AIRE BRI 86 o

@ RS RFEREEKE L IRAETREGNEHENEATRRERERET  EREREH
HURSY 10 ST B N B FRRASSE M 1D ©

1. EEEBEERYD - B—TER - ARICFEPEREENIMNIER -
2. 71 TER BEY 18R TR FEPENE RN E R o

520



3. REFFAERHER N EREHEFAE SR P EINER
MREFRZEIRE « A GETFTEERNAERT -
4. BEWEFR EE—RE_BRERFELIRNFENHEERLIHERE -
MHE+FR BREGERENRBSRNER -
B—T TEWEE HRERRENRETRE « UBRERSTE -
S, E MEIEEA) BRP - B—TETEHREFERBIHERD " Clone * ~ IR EEFHH HERNFASR

a o
B EE AN AEE R GRS IUET
6. WRIEHERED « ARE—TERMREBTUNITER ~ B8R « EWdrARMIBRIEE o

() cmiEmeeRBiRSEERRLNER -
() cErEmseIBEEAGRLNER -
7. MREBMREA © HIERERIUEE  AER—T T MRS o
Z=IREFTIMMEINE R
ZIRBFIIMMENE R
FEREERTERIZEERE - IITERFEKREEIEEE -

BRI TE

T LERRR RS AR TEREENIER

Define a restore strategy.

l l

Restore and recover the auto discovered
database,

Restore the manually added resource.

v v

Monitor the restore operation.
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Clone backup.

:

Monitor clone operation,

|

If required, split the clone.
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{EFEPowerShell CmdletfE &)
BETERESERS « MITERIEEREIEEZE -
TEEMEMHE

A BZEEIFPowerShel IR ~ 7 BEEI1TPowerShell Cmdlet ©

NZEPowerShell CmdlethI+ERAE T « 35 ASnapCenter TIBRRIESTER « WBR " (FFIESTIEA 2 EIE

m) SnapCenter" °

1. {#0pen-SmConnection CmdletZSnapCenter 157 HIE A& B E EiSetsServerfE4R T ERSER ©

Open-SmConnection -SMSbaseurl

https:\\snapctr.demo.netapp.com:8146/

2. 5| HH A5 FA Get-SmBackupalGet-SmResource Group Cmdlet#E SBIE D o

IEEE BB A A B H (T BIERE S

C:\PS>PS C:\> Get-SmBackup

BackupId BackupName
BackupType

1 Payroll Dataset vise-f6 08...
Full Backup

2 Payroll Dataset vise-f6 08...

LB RIRE R IEE B IRAFAEAVIERAE A

PS C:\> Get-SmResourceGroup

Description
CreationTime
ModificationTime
EnableEmail
EmailSMTPServer

EmailFrom

False

EmailTo
EmailSubject
EnableSysLog False

ProtectionGroupType Backup

BackupTime

8/4/2015 11:02:32 AM

8/4/2015 11:23:17 AM

10/10/2016 4:45:53 PM
10/10/2016 4:45:53 PM
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EnableAsupOnFailure
Policies
HostResourceMaping
Configuration
LastBackupStatus
VerificationServer
EmailBody
FEmailNotificationPreference
VerificationServerInfo
SchedulerSQLInstance
CustomText
CustomSnapshotFormat
SearchResources
ByPassCredential
IsCustomSnapshot
MaintenanceStatus
PluginProtectionGroupTypes
Tag

IsInternal
EnableEmailAttachment
VerificationSettings
Name

Type

Id

Host

UserName

Passphrase

Deleted

Auth

IsClone

Clonelevel

Hosts

StorageName
ResourceGroupNames

PolicyNames

Description
CreationTime
ModificationTime
EnableEmail
EmailSMTPServer
EmailFrom

FEmailTo
EmailSubject
EnableSysLog
ProtectionGroupType

False

{}

{}
SMCoreContracts.SmCloneConfiguration
Completed

Never

False
False

Production
{SMSQL}

False
False
{}
NES DB
Group
2

False
SMCoreContracts.SmAuth
False

0

10/10/2016 4:51:36 PM
10/10/2016 5:27:57 PM
False

False
Backup



EnableAsupOnFailure : False

Policies : {}

HostResourceMaping : {}

Configuration : SMCoreContracts.SmCloneConfiguration
LastBackupStatus : Failed

VerificationServer

EmailBody
EmailNotificationPreference : Never
VerificationServerInfo
SchedulerSQLInstance

CustomText

CustomSnapshotFormat

SearchResources : False
ByPassRunAs : False
IsCustomSnapshot

MaintenanceStatus : Production
PluginProtectionGroupTypes : {SMSQL}
Tag

IsInternal : False
EnableEmailAttachment : False
VerificationSettings : {}

Name : Test
Type : Group
Id : 3

Host

UserName

Passphrase

Deleted : False
Auth : SMCoreContracts.SmAuth
IsClone : False
Clonelevel )

Hosts

StorageName

ResourceGroupNames

PolicyNames

3. f£ANew-SmClone Cmdletft e EREHESIRA D RIBERIEE o
tEEEBIfERFA SCEE « IEERBNEIIEE -
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New-SmClone -BackupName Verify delete clone on gtree windows scc54 10-

04-2016_19.05.48.0886 -Resources
@{"Host"="sccb4.sccore.test.com";"Uid"="QTREE1"} -
CloneToInstance sccb4.sccore.test.com -Suffix ' QtreeCloneWin9'

HEEEHIE

-AutoAssignMountPoint -AppPluginCode 'DummyPlugin' -initiatorname
'ign.1991-
05.com.microsoft:sccb4.sccore.test.com' -igroupprotocol 'mixed'
4. A Get-SmCloneReport Cmdlett& R4 54 T {ERIHRAE o

FEMIEE LIFIDAVE RS -
PS C:\> Get-SmCloneReport -JobId 186

SmCloneId 1

SmJobId 186

StartDateTime 8/3/2015 2:43:02 PM

EndDateTime 8/3/2015 2:44:08 PM

Duration 00:01:06.6760000

Status Completed

ProtectionGroupName Draper

SmProtectionGroupId 4

PolicyName OnDemand Clone

SmPolicyId 4

BackupPolicyName OnDemand Full Log

SmBackupPolicyId 1

CloneHostName SCSPR0054212005.mycompany .com

CloneHostId 4

CloneName Draper clone 08-03-2015 14.43.53

SourceResources {Don, Betty, Bobby, Sally}

ClonedResources {Don DRAPER, Betty DRAPER, Bobby DRAPER,

Sally DRAPER}

SmJobError

BEEESIIMMENE REREE

&SnapCenter FILAERA TTIF) BEREE TEREN) FENEE - TUETEREFRERE - LFERFE

AR e El e S A RRE o

BRI TE

TTF BEEEEHERETIER « MIEHFFIRE
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