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2. B EEAE  SBUEWindowsBIFIEFIZZ T T3 < © add-KDSRootKey -Effectivelmmedia
3. BIUKMREGMSA :

a. UTFFIRNEILFERERARE !

domainName\accountName$
. MBS EREAE o
. BRI RE R HRREIIGMSA ©

g

New-ADServiceAccount -name <ServiceAccountName> -DNSHostName <fgdn>
-PrincipalsAllowedToRetrieveManagedPassword <group>
-ServicePrincipalNames <SPN1,SPN2,..>

#1T Get-ADServiceAccount] < RERBIRFEIRE ©

4. EEH FRRTEGMSA :
a. EICEFEAGMSAIRE I EH# _EEYAWindows PowerShellfActive Directoryi&i4H o

EEEFEM ~ s53tPowerShellH{T F38h % -

IZI

PS C:\> Get-WindowsFeature AD-Domain-Services

Display Name Name Install State

[ ] Active Directory Domain Services AD-Domain-Services Available

PS C:\> Install-WindowsFeature AD-DOMAIN-SERVICES

Success Restart Needed Exit Code Feature Result
True No Success {Active Directory Domain Services,
Active

WARNING: Windows automatic updating is not enabled. To ensure that your
newly-installed role or feature is
automatically updated, turn on Windows Update.

a. EFEEER
b. #tPowerShellff ST FITHIT IS ~ T FZHEGMSA ¢ Tnstall-AdServiceAccount <GMSA

>]
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PS C:\> Get-WindowsFeature AD-Domain-Services

Display Name Name Install State

[ ] Active Directory Domain Services AD-Domain-Services Available

PS C:\> Install-WindowsFeature AD-DOMAIN-SERVICES

Success Restart Needed Exit Code Feature Result
True No Success {Active Directory Domain Services,
Active ...

WARNING: Windows automatic updating is not enabled. To ensure that your
newly-installed role or feature is
automatically updated, turn on Windows Update.
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4. WMATIIGS - BRI
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be ServiceAccount= be SERVERICEPWD= ISfeaturelnstall=sc\W'

B0 -

“"C:\ProgramData\NetApp\SnapCenter\Package Repository
\snapcenter windows host plugin.exe"/silent /debuglog"C:
\HPPW SCW Install.log" /log"C:\" BI_ SNAPCENTER PORT=8145
SUITE INSTALLDIR="C: \Program Files\NetApp\SnapCenter"
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1. TS ~ LISMCoreTa:%E1ZIE8 14518 MRIR AR /RE RS

'>netsh http DELETE sslcert ipport=0.00.0.0:_<SMCore Port>'

fugn

> netsh http delete sslcert ipport=0.0.0.0:8145
. BTG ~ B LRRE RN ndows EEIMIME RS ELS

$cert=T |
$guid =[guid]::NewGuid().ToString("B")'
'netsh http add slcert ipport=0.00.0 : <SMCore Port> certhash=$cert AppID="$guid"

fBlgn -

> Scert “a909502dd82ae41433e6£83886b00d4277a32a7b”

> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0:8145 certhash=S$cert
appid="$guid"
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Define a backup strategy.

v

Determine whether the resources are
available for backup.

|

Create a backup policy.

If you have multiple resources, create a
resource group, attach policies, and create
an optional schedule.

Back up the resource or resource group.

h 4

Monitor the backup operation.

:

View related backups in Topology page.
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4 15 Tt HER - BTTIISH
a. MRIEEHSERAISERRHER RIS « 3L Polioy FHITUH BARBIE AR BABIRR] o
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o
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° EAREEMLBREF MetroCluster ~ SnapCenter TER$ERE 2 % - RIAEE A (E R RERZ o
i %18 8ISnapVault E/SnapMirrorg{7EMetroCluster E{TMER A TEIBE 2~ B IHERE"

° MNREEVMDK LEHFEATELE R « SnapCenter Mt VMware vSpherefJVMware vSpherefJJava
HEANRMK  BIFEDATEZ LM - BEHMNJavalE R/ « sBHHIESHEEZR Topt /

netapp/init_scripts/scvservice] ° EZIELHEHR « ldo_start/57%1 < ZEXEISnapCenter VMwareld
RS © BHZMmLEHS - Tjava -jar -Xmx8192M -Xms4096M] o

{EFHPowerShell CmdletE [ #77 R 4@ 431505
CIABESL I HFERIEES (SYM) ELRFREE « A eEFERPowerShell Cmdletl TE FRE(EE o
CEENEMTE

* (RFEZ B EHIFPowerShel IB1E 2k {TPowerShell Cmdlet ©
s EZE TERREEES AGHEENENER « AREEMHFER
© [RIEBIRIMIMER ZEREITF o

TEAE R RREGER - THIMMEARERNTET - AATHRIFISER G E# - MESnapCenter Hil
ERRSRIRE S RARE AR 3 TR ENetAppfEERE Ll o

* RERRRBEZER—R -

AL EEFFEEE L FERBRLBNZEFEIFRA ° SnapCenterE{ESnapCenter S IEMHEFERAEER
ME—AY 2 BRI ME—BIEIELIF PNt -

pi
1. f£AOpen-SmConnection CmdletEiEPowerShellZE4R T {EREEL o

&5 Bk PowerShell T {EPFSES :

PS C:\> Open-SmConnection

2. {#FAdd-SmStorageConnection Cmdlet?E 17 FiHIH#TF R 4TELR ©

HEEB BT B HTF RAER ¢

PS C:\> Add-SmStorageConnection -Storage test vsl -Protocol Https
-Timeout 60

3. {EFAdd-SmCredential Cmdleti2 7 HTE05 o

IEEEFIEF WindowssRs8 2 1L %4 A3 FinanceAdminBY#Ts%5% -
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PS C:> Add-SmCredential -Name FinanceAdmin -AuthMode Windows
-Credential sddev\administrator

1R LAIT_Get-Helpsi < name_2REVF AIHEECCmdletE B 2 2 #UR HRBANAERE - 2(E ~ AT U2
" (R ENSE5m) SnapCenter” ©

fEFAPowerShell Cmdletf& &R

eI LAfEFAPowerShell CmdletZRE{ASQL Server& kB WindowstEZR R4 © & BIEHEDSQL Server&il &
FWindowstER 47 ~ E35ESnapCenter ZEARESEILELR ~ IR SQL Server& B EHITERE X WindowstEZ
R4~ FIERA ~ BB EREA « FHIOREEED o

TRENEMHE

R EEEEIFPowerShel IR ~ A BEEI1TPowerShell Cmdlet ©
s RN BTSRRI R R ELF I B IIETEE ©
o IR ZEFTIE FHFIRZRBINE R ©

TR

1. {E0pen-SmConnection CmdletZSnapCenter 157 HE A& B EN £l SetsServerfE4R T ERSER o

Open-smconnection -SMSbaseurl https://snapctr.demo.netapp.com:8146

BEENRE & R IEFI B EIRm ©
2. {EFAAdd-SmPolicy Cmdleti 7 #15 ERE o

EE6 AR SQLER FRELMIFullBackup 2 IL#T RV &R RN

PS C:\> Add-SmPolicy -PolicyName TESTPolicy
-PluginPolicyType SCSQL -PolicyType Backup
-SglBackupType FullBackup -Verbose

EEEAIfE A CrashConistentfIWindowstE 2 R 4R E R HER I MRVE (K RAY

PS C:\> Add-SmPolicy -PolicyName FileSystemBackupPolicy
-PluginPolicyType SCW -PolicyType Backup
-ScwBackupType CrashConsistent -Verbose

3. {FAGet-SmResources CmdletiFE LB R o

I ERF EIFEZRIEE T4 _EMicrosoft SQLIMIERX MBI -
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C:\PS>PS C:\> Get-SmResources -HostName vise-f6.sddev.mycompany.com
-PluginCode SCSQL

IEEEAIEIRFIEE T EWindowsiERRAFNER :

C:\PS>PS C:\> Get-SmResources -HostName vise2-f6.sddev.mycompany.com
-PluginCode SCW

4. {FFHAdd-SmResourceDGroup Cmdlet#il & RE 4HSnapCenter ZSeset.
LEEFEERIEENRAMNEREILNNSQLER EEH EIREEAE -
PS C:\> Add-SmResourceGroup —-ResourceGroupName AccountingResource
-Resources @{"Host"="visef6.org.com";

"Type"="SQL Database";"Names"="vise-f6\PayrollDatabase"}
-Policies "BackupPolicy"

A ERIFEIWindowsiERZERABNEREHE - EPESEENRANER

PS C:\> Add-SmResourceGroup —-ResourceGroupName EngineeringResource
-PluginCode SCW -Resources (@{"Host"="WIN-VOK20IKID5I";
"Type"="Windows Filesystem";"Names"="E:\"}

-Policies "EngineeringBackupPolicy"

5. {EFNew-SmBackup CmdletZR¥THA{LET AR T1E ©

PS C:> New-SmBackup -ResourceGroupName PayrollDataset -Policy
FinancePolicy

o

=mm

6. {#FGet-SmBackupReport Cmdleti&fR #17 TERIHRAE

LEEBRIRERTESEE BT Z P TIFV TIFRERE -

PS C:\> Get-SmJobSummaryReport -Date '1/27/2016"'

1R LLIT_Get-Helpai < name_2REVF AIHEECCmdletfE B 2 2 #Uk HERBARAERIE  5(E ~ LRI U2
" (RfFE<EN2E5m) SnapCenter” ©
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MEER) BEGREREDNBERNEEY o £ROracleERIE « Summary Card @B th & REREC B E (5 RUAR
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MRIEEASnapCenter E NEFREBFIIMIMEIN ~ AIEZENGRFIEFRERFELNER
° WNRITEI Oracle BRI BEIREHER B ~ Wl TR ENS(EZE o
° MREBIENOracle BIRNEIRBFHEMNGCEXME D ~ BIRTIUABMITE o ~ #80  EE A MIPRIEE -
° WNRE(FESnapCenter AR LinuxlIZIRERIMIMERNEH ~ M EFHOracle Recovery Manager
7. MRICEMPREAR ~ SBRREPEEER ~ ABE—T W MpRED o
BT FEREESRE LN EKD BRI F

Manage Copies

—— Summary Card
e

2 Backups
— | 1 Clones P

1 Data Backups
1 Log Backups

1 Clones

{EFPowerShell Cmdleti&fREE (1D
MREABEERFRSMBackupiE LN KM THMBERMREIESE « oI LUERZIESENRMRED ©
B BZE BT PowerShelIRIE ~ 7 BEEIITPowerShell Cmdlet ©

TR AHIT_Get-Helpap < name_2REVS AJfEECCmdletE 2 2 #UR HEREARAERIE o 2(E G IU2EH
" (RIS ENS2E5m) SnapCenter” ©

TR

1. £ Open-SmConnection CmdletZSnapCenter 157 #{5E F & BB ELSetsServerfEAR T {EBSER ©

Open-SmConnection -SMSbaseurl https:\\snapctr.demo.netapp.com:8146/

2. {#FRemove-SmBackup Cmdletfilfi&—s Z{E#15 o

HEEE A A M B {7 IDMIBRmE (D -

Remove-SmBackup -BackupIds 3,4

Remove-SmBackup

Are you sure want to remove the backup(s) .

[Y] Yes [A] Yes to All [N] No [L] No to All [S] Suspend [?] Help
(default is "Y"):
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2. {EFA-CleanHBNE1D 2 BUBRR R ENE -

LEEEH RIBRRREZBHDHIER R « MAEASnapshotiE s :
Remove-SmBackup -CleanupSecondaryBackups
Remove-SmBackup
Are you sure want to remove the backup(s) .

[Y] Yes [A] Yes to All [N] No [L] No to All [S] Suspend [?] Help
(default is "Y"):
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1. {E0Open-SmConnection CmdletZSnapCenter 157 H{E A& B EN B SetsServerfE4R T ERSER o
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IEEEHIEERPRA A (P RVAERAE AR

C:\PS>PS C:\> Get-SmBackup

BackupId BackupName BackupTime
BackupType

1 Payroll Dataset vise-f6 08... 8/4/2015 11:02:32 AM
Full Backup

2 Payroll Dataset vise-f6 08... 8/4/2015 11:23:17 AM

IEE6HIEER 201551290 E£2015F 233 EHPFAE !

PS C:\> Get-SmBackupReport -FromDateTime "1/29/2015" -ToDateTime
"2/3/2015"

SmBackupId

SmJobId
StartDateTime
EndDateTime
Duration
CreatedDateTime
Status
ProtectionGroupName
SmProtectionGroupId
PolicyName
SmPolicyId
BackupName
VerificationStatus

SmBackupId

SmJobId
StartDateTime
EndDateTime
Duration
CreatedDateTime
Status
ProtectionGroupName
SmProtectionGroupld
PolicyName
SmPolicyId
BackupName
VerificationStatus

113

2032

2/2/2015 6:57:03 AM
2/2/2015 6:57:11 AM
00:00:07.3060000
2/2/2015 6:57:23 AM
Completed

Clone

34

Vault

18

Clone SCSPR0019366001 02-02-2015 06.57.08
NotVerified

114

2183

2/2/2015 1:02:41 PM
2/2/2015 1:02:38 PM
-00:00:03.2300000
2/2/2015 1:02:53 PM
Completed

Clone

34

Vault

18

Clone SCSPR0019366001 02-02-2015 13.02.45
NotVerified
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3. ffRestore-SmBackup Cmdletit EHERE K o

1R

o0

Restore-SmBackup -PluginCode

'sccb4.sccore.test.com\DummyPlugin\NTP\DB1'

-Confirm:S$false
output:
Name

'sccbh4.sccore.test.com\DummyPlugin\NTP\DB1'

Id

StartTime
EndTime
IsCancellable
IsRestartable
IsCompleted
IsVisible
IsScheduled
PercentageCompleted
Description
Status

Owner

Error
Priority
Tasks
ParentJobID
EventId
JobTypeId
ApisJobKey
ObjectId
PluginCode
PluginName

Restore

2368

'DummyPlugin'’

10/4/2016 11:22:02 PM

False
False
False
True
False
0

Queued

None

{}

NONE

—-AppObjectId
-BackupId 269
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C:\PS>PS C:\> Get-SmBackup

BackupId BackupName BackupTime BackupType
1 Payroll Dataset vise-f6 08... 8/4/2015 Full Backup
11:02:32 AM

2 Payroll Dataset vise-f6 08... 8/4/2015
11:23:17 AM

RIS E BREFE - HERRARARAAERMER

PS C:\> Get-SmResourceGroup -ListResources -ListPolicies

Description

CreationTime : 8/4/2015 3:44:05 PM
ModificationTime : 8/4/2015 3:44:05 PM
EnableEmail : False

EmailSMTPServer

EmailFrom

EmailTo

EmailSubject

EnableSysLog : False
ProtectionGroupType : Backup

EnableAsupOnFailure : False

Policies : {FinancePolicy}

HostResourceMaping : {}

Configuration : SMCoreContracts.SmCloneConfiguration
LastBackupStatus

VerificationServer

EmailBody

FEmailNotificationPreference : Never
VerificationServerInfo : SMCoreContracts.SmVerificationServerInfo
SchedulerSQLInstance

CustomText

CustomSnapshotFormat

SearchResources : False
ByPassCredential : False
IsCustomSnapshot

MaintenanceStatus : Production
PluginProtectionGroupTypes : {SMSQL}
Name : Payrolldataset

Type : Group

Id : 1



Host

UserName

Passphrase

Deleted : False

Auth : SMCoreContracts.SmAuth
IsClone : False

ClonelLevel : O
ApplySnapvaultUpdate : False
ApplyRetention : False
RetentionCount : 0
RetentionDays : O
ApplySnapMirrorUpdate : False
SnapVaultLabel
MirrorVaultUpdateRetryCount : 7
AppPolicies : {}

Description : FinancePolicy
PreScriptPath
PreScriptArguments
PostScriptPath
PostScriptArguments
ScriptTimeOut : 60000
DateModified : 8/4/2015 3:43:30 PM
DateCreated : 8/4/2015 3:43:30 PM
Schedule : SMCoreContracts.SmSchedule
PolicyType : Backup
PluginPolicyType : SMSOQL

Name : FinancePolicy

Type

Id : 1

Host

UserName

Passphrase

Deleted : False

Auth : SMCoreContracts.SmAuth
IsClone : False

Clonelevel : O
clab-al3-13.sddev.lab.netapp.com
DatabaseGUID

SQLInstance : clab-al3-13
DbStatus : AutoClosed

DbAccess : eUndefined
IsSystemDb : False
IsSimpleRecoveryMode : False
IsSelectable : True
SqlDbFileGroups : {}
SglDbLogFiles : {}
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AppFileStorageGroups : {}
LogDirectory

AgName

Version

VolumeGroupIndex : -1
IsSecondary : False

Name : TEST

Type : SQL Database

Id : clab-al3-13\TEST

Host : clab-al3-13.sddev.mycompany.com
UserName

Passphrase

Deleted : False

Auth : SMCoreContracts.SmAuth
IsClone : False

3. {EANew-SmClone CmdletitIR A HPEIENIE R -
LEEEBIERFR A et ~ CIEEMBMEILES :

PS C:\> New-SmClone

-BackupName payroll dataset vise-f3 08-05-2015 15.28.28.9774
-Resources @{"Host"="vise-f3.sddev.mycompany.com";
"Type"="SQL Database";"Names"="vise-f3\SQLExpress\payroll"}
-CloneToInstance vise-f3\sglexpress -AutoAssignMountPoint
-Suffix clonefrombackup

-LogRestoreType All -Policy clonefromprimary ondemand

PS C:> New-SmBackup -ResourceGroupName PayrollDataset -Policy
FinancePolicy

BB E I E AR EFEE FIMicrosoft SQL Server#{T{ERS :

PS C:\> New-SmClone

-BackupName "BackupDS1l NY-VM-SC-SQL 12-08-2015 09.00.24.8367"
-Resources @{"host"="ny-vm-sc-sqgl";"Type"="SQL Database";
"Names"="ny-vm-sc-sgl\AdventureWorks2012 data"}
-AppPluginCode SMSQL -CloneTolInstance "ny-vm-sc-sqgl"

-Suffix CLPOSH -AssignMountPointUnderPath "C:\SCMounts"

1=
E O
X

Sap

%

4. {FFGet-SmCloneReport CmdletiR#E 5 T fERIAR

IEEEFIRETRIETE TIEIDAVERIRE !
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PS C:\> Get-SmCloneReport -JobId 186

SmCloneId : 1

SmJobId : 186

StartDateTime : 8/3/2015 2:43:02 PM

EndDateTime : 8/3/2015 2:44:08 PM

Duration : 00:01:06.6760000

Status : Completed

ProtectionGroupName : Draper

SmProtectionGroupId : 4

PolicyName : OnDemand Clone

SmPolicyId : 4

BackupPolicyName : OnDemand Full Log

SmBackupPolicyId : 1

CloneHostName : SCSPR0054212005.mycompany.com

CloneHostId : 4

CloneName : Draper clone 08-03-2015 14.43.53

SourceResources : {Don, Betty, Bobby, Sally}

ClonedResources : {Don DRAPER, Betty DRAPER, Bobby DRAPER,
Sally DRAPER}

SR AB1T_Get-Helpan @ name_ZREVF AIHEBCCmdletf 2 28R HERBBIIERAE - & - Sl U2
" (e IEN2E15/) SnapCenter" o

BEEEREE
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