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Review installation prerequisites and install plug-in
package for Linux or Windows
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| Set up credentials. |
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| Download or create a custom plug-in. |
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Upload, install, and cenfigure the plug-in.

v

Add resources and assign them to users

v

Configure and enable CA Certificate.
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MREHEBML (*.domain.company. com) HEHL (machinel.domain.company.com) HJCAE
() & mELEBEE CABECSRIERNS T - AILIEMSnapCenter it EERARBERA
BICAREE °

HNREARE - BERTE (BHEREEFQDN) MIZBENEEAIBRECARE TR  EAIMUERS/REZAIE
¥ [Subject Alternative Name (SAN) (EREELTE (SAN) ) 1 H ~ UEHESE - EABERFTRE
(*.domain.company.com) ~ /REREEICIARIFTE EIERLTE o

FE A CAR:E

& ZBSnapCenter fEAMicrosoft BIEFEE (MMC) ~ #CARBEAZISHERE & ZIRMIEARESFWindowsE
HIMEMER ©

1. EMicrosoft EIEEZER (MMC) ~ RBIE—THER*> L/ FRSnapin * °

2. 7F TIMERBIRmAREIEE ) REP  BW DRE) ~ REE—T g, o
3. 17 NEsE MANEEETREF « EH [BIIRA ) BEIE « A%R—T T=R o
4. F— T EEERBE I >RE-FEER > S ENIRREREE A >RE o
5

. 7£ Trusted Root Certification Authorities] (Z{EERNR/EEIREEN) BRR ER—TEEAE - RBE
EX M Al Tasks) (FREI{E) > lImports (EEA) LABKENEEAKSEE o

6. STAKEE « W TFFIm ¢

EUREEES... HAIT FHENE...

EANEEE ERUEIR" Yes* « BEATAR &R « ABE—T
Next* o

AR PIEEIEEE ; H—TFTF—%* o

Z2% 15 E B /RE P E ARV ENS ~ A —T I'F—
A

sehl NRFEEARE IERIEE « ABIE—T T7er) FBEA -

() EAEEERLZSHES GEOEDA o pik o pl2il* e p7b) o
7. ¥ TPersonal) ERIEEESHHS -
BISCAREIEAL
BRI AR R TR ISR ERIEAUEEE (ORISR R o
1. FGUI LT FIIDER
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o ®

£ DR HEEARDP ~ BT TEHEEN) R51EH -
KEMRODFE « A%BIZ—T* Thumbprint* o

d. |EABRPH+7VEMFTT ©

e. BR+NEMUBF ZHEBIZER o

o

BIan ~ INE$s44 - TA9 09 50 2D D8 2a E4 14 33 E6 F8 38 86 b0 d 42 77 A3 2a 7b.
% -8BEE . l2a909502dd82ae41433e6f83886b00d4277a32a7b] ©

2. #tPowerShell#{T FFI{E% :
a. YT TS « FIHBELE/REMIEA - Ik TIELTERFRIELENETE o

Pi

Get-ChildItemE&{€5858 © \LocalComputer\My
b. #ERIHEAL o
fEFAWindows EHSMIZTUARTS S E CAREE
% A Windows EHEIMIMETUIRTE RZE CAYREE ~ UREI ZEMNBALIRE ©
#51ESnapCenter EEPECAREMFA BT T L HITTIILER o
1. BT TFER < ~ LUASMCoreTEEEIZIRS 1457 FRINARYRT R !
> netsh http delete sslcert ipport=0.0.0.0: <SMCore Port>

fgn

> netsh http delete sslcert ipport=0.0.0.0:8145
. BITTAERS ~ AT AR REE Bwindows EREIMBTETURARTSELS ¢

> Scert = “<certificate thumbprint>"

> S$guid = [guid]::NewGuid () .ToString ("B")

» RURSBRZERS

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=S$cert

appid="s$guid"

fgn

> Scert = “a909502dd82ae41433e6£83886b00d4277a32a7b”

> Sguid [guid] : :NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0:8145 certhash=S$cert
appid="s$guid"
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7£SnapCenter LinuxE## F8F [CAKRE) UEH THEBREETIMIE IRFE
CREZEIE BT IMIME N Keystore RIS K HL/RRE ~ SR ECAREE ~ BRERHPE/REBE B TINIMER FEEIX
& - UERHRECAEEZRICHEBTIMMENEEENE « iFEHSnapCenter TMKFEEFTIMIMETN ARFZRNED
BRI EIIEE

BiT9MIMER G EANI /opt INetApp/snapcenter/scecletc B Tkeystore ks IEREMAHEEEREMNSE
FH& -

BEBFTIMIMER KeystoreIZRE ~ U R FEAFHCAZEESBREHI%
1. eI BTN R A B E A B 5 TIMIME X Keystore TRER ZEHS ©
ERHEESIE keystore pass) HIfE o
2. EHEKeystoreZHE :

keytool -storepasswd -keystore keystore.jks

. BKeystorePFIAEEIBIEEHNFANREBEE A B KeystoretBRIINEES !

keytool -keypasswd -alias "alias name in cert" -keystore keystore.jks

7£_agent.properties_1&ZE - EfkeyKeystore _passHIAEEIE#T o

3. BEEEEEN MBI -
() EsTsMiERKeystore IEHHE « MR AL B BRI A BRI 2 BRE I AEHEIR) -
RSB A B TIMIMER (B
CREZRERNR RS « AERAELE - METIMRER EERE -
5

—_

- BBEEEBETIMIMEKeystoreBIERIZK  /opp/NetApp/snapcenter/scc/E
. $%3 Tkeystore .jks1 HE2E o
. TEKeystore 5| H #TiEHY/&REE ©

w N

keytool -list -v -keystore keystore.jks

N

- HTIBIRE A RE ¢
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keytool -import -trustcacerts -alias myRootCA -file
/root/USERTrustRSA Root.cer -keystore keystore.jks

. WIRPAEERERBFIIMMENEEFREZR  SFEWNRREARTS -

()  omssmuRcABE - AEEERECARE -

RCAREZRECHRE S B IIMMENEEERE
TREZRCAE BRI HREABTIMIMERNEEERE °

1. BB E 63 BH:TIMIMER Keystore /opp/NetApp/snapcenter/scc/Z HIE#} 38
2. #% Tkeystore .jks) HEZE o
3. TEKeystore 5| HFTIERYI/REE

keytool -list -v -keystore keystore.jks
4. AR EA AREIBIICARSE °

keytool -importkeystore -srckeystore /root/snapcenter.ssl.test.netapp.com.pfx
-srcstoretype pkcsl2 -destkeystore keystore.jks -deststoretype JKS

5. TEKeystore 5! tH ¥ri A9 /&5

keytool -list -v -keystore keystore.jks

6. BATRERSE S EMCARRHENFS « ZCAREEMEESRE
7. RCARERIFIEME MBS ELSIRER -

AR B TIMIEUKeystore B HE Ragent.propertiesiE ZE i KeyKeyKeystore _passfi{E o

keytool -keypasswd -alias "alias name in CA cert" -keystore
keystore. jks

. WMNRcnkE EPE’JEU%EEE@ ENREEHRFETT (T
1~ T 1)  ERAEEABERTE

keytool -changealias -alias "long alias name" -destalias "simple alias"
-keystore keystore.jks
. ffagent.propertiesiBZEHRECAKEMRIS ©

FHIRIESCC _IDATure ALIASESEEHILE
8. KCAZERRIHRTEABIMIMEREEFTREZE  FEMRBERT -



#t¥4SnapCenter TR—IEHIETIMIME) REFRFHEHEE (CRL)
RAFLE T

© TEFTIMIMEIN) SETRARERBEHPEZCRLIZS ° SnapCenter

* A SetcCustom Plug-in1 FYCRLIEZETER B #%SnapCenter 2 opt /NetApp/snapcenter/scc /
etc/crly °

1. REI LUR IR &8 CRP_pathf& 2K E #ragent.propertiestg PRI FER B &% ©
SR UL B SR P M EZECRLIER - BANEE ZIRIBESECRLETRE

7£SnapCenter Windows > 1 5% TCAZ:E 1 LAER TEFHBETIIMNIER. ARFS
CEZEIE BT IMEE N Keystore B RE B ELURFE ~ sRECAREE » REBHPE/RBE B TINIEREEEH
& ~ UK ECAEESRICHERTIMMEXNETENE « LiFEHSnapCenter TMKFEETIMIMERN ARTFEENE
BREEEIIEE ©

BiTIMIMER EAEZE keyKeystore © jks_ ~ {iIf?_C : \Program Files\NetApp\SnapCenter\Snapcenter Plug-in
Creator\etc_ ~ MEHEHEEEFERENEEBEFHRE -

BIRBEFTIMIER Keystore IS « UK ERTHCASELIRACERIZ

1. Rt B TIMIE IR A S IEMENB 5 TIMIME T Key store FRER 2505 o
i fE key keystore passHIfE o

2. BtFKeystoreRHE :
keytool-storepasswd -keystore keystor.jks

(D) WRWindowshSRRFTAENE Tkeytoo #% ~ Fikeytooltsh S HIATEIRE -

C . \Program Files\Java\<JDK_VERY>\BIN\keytool.exe"-storepasswd -keystore keyKeystore .jks

3. #KeystoreFATE & 1818 B HIFRA 52 B 5 E T A BiKeystore HEIF RS -
keytool-keypasswd -alias "alias name_in_cert - keystore keystore .jks
7£_agent.properties_#1&Z - EHfkeyKeystore _passHIAEEIE#T

4. BETIERBMEIRTS

(D seshmmstKeystoreIEHS « LURAAE R IBIVFTA BRI 4 ERORAAR -
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R E P /&RE SR E A B I IMIMETVE I E

/|\
10N

xR ERBHPARE « MAEANERR « UBTIMMEREEFERE -

1.

BIEEE S B:TIMIMERKeystore _C:\Program Files\NetApp\SnapCenter\Snapcenter Plug-in Creator\etc_
&R 3

%3 Tkeystore .jks) HEZE o
7EKeystoreH %! i FILRYIREE -

keytool-list -v -keystore keyKeystore .jks

G R PHERE

keytool-import -cactacerts -alias myRootCA -file /root/USERTrustra_root.cer -keystore keyKeystore .jks

AR A ERE R E & BRI IMIMENE EFRE 2 & « SEEMEREIARTS -

() mEsssERCAES - AR EHIERECAES -

RCAREZRICHRERBFIIMMEREETFRE
TEZRCAREZRIECHREMBFIIMMENEEFHRE -

TR

1.

BEEB S B:TIMIMER Keystore _C:\Program Files\NetApp\SnapCenter\Snapcenter Plug-in Creator\etc_
B}

HEREZE Keystore o jks_ ©

TEKeystoredr 5| FIBAYIRES

keytool-list -v -keystore keyKeystore .jks

B AR E RN ARESRNCARS -

keytool-importkeystore -srckeystore /root/snapcenter.ssl.test.netapp.com.pfx -srcstoretype.kcs12
-destkeystore keyKeystore .jks -deststoretype.jks

7EKeystore %I tH FT1Z Y /REE ©

keytool-list -v -keystore keyKeystore .jks

RERREESTESEMCAREHENGR - ACARIREMEESRE -
RCABRIIMEIN B REBE ELTIRER o

FER MY B ETIMBIZ T Keystore B EE R agent. propertiestE ZZHKeyKeyKeystore _passfifE o

keytool-keypasswd -alias "alias name_in_CA_cert "-keystore keyKeystore .jks
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8. 7£_agent properties &R ECAREMBIL o
SEIRIESCC_IDATure_ALIASS SBESTILE -

9. WCAEESMEHREAMTIMBREEENEZ % - HEFMBIRS -

$t#iSnapCenter [F—HMETIMITER) REMEHIEES (CRL)

BRI T

* EE THMERACARERNRMCRLUESR « 2K "W ESnapCenter  TEEsECAZRE ) HFHVEEHEHBEE
7i_;\u °

FEETIMEER) SEFALRENBEPEZCRLIES © SnapCenter

* BAR TRERABTIMIMER. BICRLIEZETERBEkSnapCenter % : C:\Program
Files\NetApp\SnapCenter\Snapcenter Plug-In Creator\ etc\crl_ °

1. G UIRIE S I8CRP_pathfEi % B #_agent.properties t&ZEAAIFER B o
2. ROl BRI E L ECRLIES ©

BANERESRIESECRLETTRE -

RRRIMEMETRICAREE
IEREZARECAZE © AESnapCenter FAARBSFIHMMNIMIEN T EHBCARE - LREZAIMIEXEFACA

R o
TEENZME

* B LUfEArun Set-SmCertificateSettings Cmdlet?REY S {ZFACAR:E ©
* #&B] LA F_Get-SmCertificateSettings_ ZREETRIMHTZ LAY /REEARAE o

ISR #IT_Get-Helpis @ name 2REV{G AT BECCmdletf 2 28 K HiREIERAE - ¥ - S UZ2H
" (ERHFIELIENRE15R) SnapCenter" ©

—_

- EEREEERT BT EH

2. 7 T BESP BT TEEH -
3. EME—HZEIMIENE -

4 BH—TEZER -

O. BEEVRRF/RSEEREE" o

FERK &

ZEENERNK SREWSREREE - SIHNGBXRAIgistSnapCenter  I373RARF 231 BIMIEH 2 FRIRYE
RRIRRE ©
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