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Review installation prerequisites and
install plug-in package for Linux or Windaws.
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Set up credentials.

v

Install and configure the plug-ins
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Add databases and assign them to users.
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Ceonfigure and enable CA Certificate.
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PS C:\> Install-WindowsFeature AD-DOMAIN-SERVICES

Success Restart Needed Exit Code Feature Result
True No Success {Active Directory Domain Services,
Active
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b. £ UR:E) HFEAMF  2—T BHHEER) R51FH o
C. HEERADBE ~ A% —T* Thumbprint* o
d. |EARPH+7VEMFTT ©
e. BF+NEMUBF ZHEBIZER o

BI4n ~ ANR4s4rA - TA9 09 50 2D D8 2a E4 14 33 E6 F8 38 86 b0 d 42 77 A3 2a 7b) ~ BIFZPRZEHR
B BEE . la909502dd82ae41433e6f83886b00d4277a32a7b] °©

2. {¢PowerShell#{T FHI{EZE .
a. YT Y%  JIHELREREMNIE - TIRERLERIRALTENESE -

Get-Childitem3&1Es35% - \LocalComputer\My
b. IR ©
fEFWindows F1#5MIME T ARTS 2 ECARE
R REZEFAWindows E R IMIME R PRFS IR E CARET ~ UUREN R (IREE ©
#H1ESnapCenter EZPECAREIFI B IRt T EHITTIILER o
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g
1. MITTFIE< ~ IUSMCoreTEEIFIRB 145 RIRBRVRRRE -
> netsh http delete sslcert ipport=0.0.0.0: <SMCore Port>
fBan
> netsh http delete sslcert ipport=0.0.0.0:8145
. BITTIER < ~ i LERERYRE Erindows EHESMIMETIARTREL ¢
> Scert = “<certificate thumbprint>"
> $Sguid = [guid]::NewGuid() .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=S$cert
appid="s$guid"

g0 -

> Scert = “a9%09502dd82ae41433e6£83886b00d4277a32a7b”

> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0:8145 certhash=$cert
appid="$guid"

7£SnapCenter Linux I # 52 EE IR SAP HANASMIZ T IRTEBICAR S

CrEZEIE B TIMIMER Keystore (VRIS B H/RET ~ SRECAREE « SRER P4 /REEBFTIMIMEEEFH
B » UK ECARETRICHEBFTIMIMEREEEWE « A fEMASnapCenter TKFEBBEFTIMIMEIN) IRTZENED
B2 ENBUL&RE ©

BiT9MIMER EEAALR /opt /NetApp/snapcenter/scecletc_ B Tkeystore .jks) HERMAEHEEEFEREMEE
EH&E o

BEBTIMIER KeystoreZHS ~ U REATHCAZEESBREHI4
1. eI BTN R A B E A B 5 TIMIMEH Keystore TRER Z2HS ©
ERHEESIE keystore pass) HIfE o
2. P KeystoreZH !

keytool -storepasswd -keystore keystore.jks

. BKeystoreIEEIBIEENFERNZEBBETE ABKeystoreiBREIFNER :
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keytool -keypasswd -alias "alias name in cert" -keystore keystore.jks

7£_agent.properties_1&ZEHE #keyKeystore _passBIHBEIE# o

SETRREMMERS o

(D EI5TSMIMEZ S Keystore TS « WU AAE S RH0FT A HERERI& ZRSIOMAAR <

iR B &R S E A BE I IMIMETVE R E
e ZaR ERBPHE/REE ~ MAERLERR « UEFIIMIENEEFHE -

1. A BZEEETMMERKeystoreBIE I3 © /opp/NetApp/snapcenter/scc/E
2. $%3 Tkeystore .jks) TEZE o
3. 7EKeystore % HFTIEHYREE

keytool -list -v -keystore keystore.jks
4. FIBIRE AR ¢

keytool -import -trustcacerts -alias myRootCA -file
/root/USERTrustRSA Root.cer -keystore keystore.jks

. HIRPHEEREABFIIMMENEEFREZR  SFEWMRREARTS -

()  mEsssmgiRcABE - A BIERECAES o

RCARZEEZIRICHRE S BFIIMMENEEFRE
TREZRCAE BRI HRERABTIMIERNEEERE °
TR

1. BEBE B3 B:TIMIMERKeystore /opp/NetApp/snapcenter/scc/Z HIE 1l 3
2. #% Tkeystore .jks) HEZE o
3. #EKeystore %! HFIEHY RS ©

keytool -list -v -keystore keystore.jks
4. AR BN AREIBIICARSE °

keytool -importkeystore -srckeystore /root/snapcenter.ssl.test.netapp.com.pfx
-srcstoretype pkcsl2 -destkeystore keystore.jks -deststoretype JKS
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S. TEKeystored 5| HHTILHYREE ©
keytool -list -v -keystore keystore.jks

6. BATRERSE S EMCAREHENF% « ZCAREEMEESRE -
7. BCARBIIENE SR EIBE B BMERS

FER M HETIMIIE T Keystore i R agent.propertiestE Z2 1 KeyKeyKeystore _passHfE o

keytool -keypasswd -alias "alias name in CA cert" -keystore
keystore.jks

. MRcABR/PNRLRRABGSERINTHTFT (1
1o~ T~ 1) ~ERBREESBERTE !

keytool -changealias -alias "long alias name" -destalias "simple alias"
-keystore keystore.jks
. ffagent.propertiestEZREPRECAKREHIFIH ©
:EIRIZSCC_IDATure_ALIASEIBEHILIE o
8. BCAZEZESREHREABTIMIERNEEEREZE « BEWMREBRT -
ft¥iSnapCenter F—IRIBETIMIEN) REFZHIHFE (CRL)
RARSLE T

© TBEFTSMIER) EEFRARENBERPEFSCRLIES - SnapCenter

* AR SetcCustom Plug-in) BICRLIEZETE BH##SnapCenter & Topt /NetApp/snapcenter/scc /
etc/crl] ©

TR
1. fEA] LUARIE £ $RCRP_pathf&ci K Hragent.propertiestEZZ R AITER B £%
TR B PR E ZECRLIER  FARNEEERIZSECRLUETEE °

7ESnapCenter Windows 14 F233%F TCAEE) LIET TSAP HANASMEES) BRFS
(CREZ 12 TIMETE T Keystore Y RIB R EUESE « BRECAEE « RERA PR E DTSN REEEN
& - URSECAB BRI EBIIMIRAEEFUE - HEMSnapCenter MRMATINETER) BT
BB (S o

BiTIMIMER EFAAIEZE keyKeystore © jks_ ~ fiI?_C : \Program Files\NetApp\SnapCenter\Snapcenter Plug-in
Creator\etc_ ~ MEHEHEEFHENERENE o
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EEETIMIENKeystoreIERE « U R EAFICAZEE SIRECH %
1. fEer U BETIMME N IR XA SIS EE B 5 TIMIME R Keystore THER B ©
E ¥ E key_keystore passhIfE °
2. T EKeystore RS :
keytool-storepasswd -keystore keystor.jks
(D MBWindowsHSRRETAEM Nkeytools #% ~ #ikeytooltsh s BB THRIE «
C . \Program Files\Java\<JDK_VERY>\BIN\keytool.exe"-storepasswd -keystore keyKeystore .jks

3. #Keystore P FAZ &8 1E B HIFR A 5l B 25 E T 4 BiKeystore iEE HI RS

keytool-keypasswd -alias "alias name_in_cert - keystore keystore .jks
7£_agent.properties_t&ZE I E#keyKeystore passBIFEEEH ©

4. PETIES EHEERS -

() EsTsMERKeystore BT « WAL B RAFT A ABRIR 2 BRI AEHEIR) -

iR B &R S E A BT IMIMETVE R E
THEZR E RS P4 RE ~ MAERAERR - UEIMIMEREETFHE -

1. BB E 65 H:T9MIMERKeystore _C:\Program Files\NetApp\SnapCenter\Snapcenter Plug-in Creator\etc_
SRS

2. #3 Tkeystore jks) HEZE o
3. 7EKeystore %! HFIEHY /RS ©

keytool-list -v -keystore keyKeystore .jks

4. FIBIRE P AERRE

keytool-import -cactacerts -alias myRootCA -file /root/USERTrustra_root.cer -keystore keyKeystore .jks

o IR BEREABIIMMENEEEREZE « SFEMMERS -

() EsssgRCAES | AEBIERECAES

RHCAEEZRICHRE B IIMMENEEFHRE
TREZRCAEBZRICHREABIIMIENEEEKE -
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TR

1. BBEB® 3 B8:5TIMiIMERKeystore _C:\Program Files\NetApp\SnapCenter\Snapcenter Plug-in Creator\etc_
B}

2. $LEIREZE keystore °© jks_ ©

3. #EKeystore %I HFTIZHYREE ©
keytool-list -v -keystore keyKeystore .jks

4. I ABFREBIN LR SIBAICATRLE ©

keytool-importkeystore -srckeystore /root/snapcenter.ssl.test.netapp.com.pfx -srcstoretype.kcs12
-destkeystore keyKeystore .jks -deststoretype.jks

S. fEKeystore %I HFTIEHY/REE o
keytool-list -v -keystore keyKeystore .jks

6. BETRERSD O BMCAREHENRIR - ZCARECINEESRE -
7. BCARBIIEE SR EIBLERSRER

FER MY B ETIMBIE T Keystore B EE R agent. propertiestE ZE i KeyKeyKeystore _passfifE o
keytool-keypasswd -alias "alias name_in_CA_cert "-keystore keyKeystore .jks
8. 1£_agent.properties FEZEAHE ECARERFI% ©
#HIRIESCC _IDATure ALIASESEEHTILE
0. BCAZEZESREHRERBTIMIERNEEEREZE « BENRBERT -
ft¥iSnapCenter R—IXRIBTIMIMEI) REBRFRIHEFE (CRL)
RARSLE T

* BB THRRACARERNRMCRUER « 552K "W EHSnapCenter  TEgsECARE 1 FHVEEHEHFEE

;t‘:u °
© TESFTIMIMEIN) SEFRARERBEFEZCRLIES ° SnapCenter

s BRAK TRERBETIMIMER) FCRLIEZETERBESnapCenter & © C:\Program
Files\NetApp\SnapCenter\Snapcenter Plug-In Creator\ etc\crl_ °

TR

1. A UIRIESI8CRP_pathfEi % E#f_agent.properties t&ZEFAITER B o
2. AU B PR E ZECRLIEE ©

BARNERERESECRUETHRE -
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