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automatically updated, turn on Windows Update.
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1. BT TFER < ~ LUISMCoreTEEEIZIR8 145 FRINARRT R !
> netsh http delete sslcert ipport=0.0.0.0: <SMCore Port>
fgn :

> netsh http delete sslcert ipport=0.0.0.0:8145
. BT ~ i LRREEN i ndows EHEIMIMETUARTSE

> Scert = “ <certificate thumbprint> ”
> Sguid = [guid]::NewGuid () .ToString ('
> netsh http add sslcert ipport=0.0.0.
appid="s$guid"

'B")
0: <SMCore Port> certhash=$Scert

B0 -

> Scert = “a9%09502dd82ae41433e6£83886b00d4277a32a7b”

> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=Scert
appid="$guid"

7ESnapCenter LinuxE# F2EEATSAP HANASMIME R ARFFHICAREE

CRERZEIEEFTINIET Keystore ISR EIRFE ~ 5RE CA &8 ~ iR E 4 /&SR T
ABETIMIMEREEEFENE ~ TEA SnapCenter BHETIMIMER RIS CA EES A
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FHE o
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1. BRI B TIMIE N RIERR A SRR s TIMIMER Keystore FRER 205 o
ERHEESE keystore pass) BIE o

keytool -storepasswd -keystore keystore.jks

. BKeystore AR EIBIEENFIERGEBBE T ABKeystoreiBRIINERR :
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keytool -keypasswd -alias "alias name in cert" -keystore keystore.jks

7£_agent.properties_1&ZEHE #keyKeystore _passBIHBEIE# o

SETRREMMERS o

(D EI5TSMIMEZ S Keystore TS « WU AAE S RH0FT A HERERI& ZRSIOMAAR <

TR PR R ER B IIMMEREEERE
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pZ

1. BIEE 83 ETIMIMER Keystore BIERIIK © /opt/NetApp/snapcenter/SCC &
2. #3| Tkeystore .jksl TEZE o
3. 7EKeystore %I HFHEAYIREE

keytool -list -v -keystore keystore.jks

4. FSIRE P AEIRRE

keytool -import -trustcacerts -alias myRootCA -file
/root/USERTrustRSA_Root.cer -keystore keystore.jks
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2. #3| Tkeystore .jks) tEZE o
3. 7EKeystore % K Frig Ay /&R

keytool -list -v -keystore keystore.jks
4. IMEERMEERN A ARERNCAESE -

keytool -importkeystore -srckeystore /root/snapcenter.ssl.test.netapp.com.pfx
-srcstoretype pkcsl2 -destkeystore keystore.jks -deststoretype JKS



S. TEKeystored 5| HHTILHYREE ©
keytool -list -v -keystore keystore.jks

6. BATRERSE S EMCAREHENF% « ZCAREEMEESRE -
7. BCARBIIENE SR EIBE B BMERS

FER MY HETIMIIE T Keystore i 2 agent.propertiestEZ 1 KeyKeyKeystore _passHIfE o

keytool -keypasswd -alias "alias name in CA cert" -keystore
keystore.jks

. MRcABR/PNRLRRABGSERINTHTFT (1
1o~ T~ 1) ~ERBREESBERTE !

keytool -changealias -alias "long alias name" -destalias "simple alias"
-keystore keystore.jks
. ffagent.propertiestEZREPRECAKREHIFIH ©
#HIRIESCC _IDATure ALIASESEEHTILE
8. WCAZZESRICHRTEABRTIMMEXEEEFREZE « FFEMRREARTS ©
#t¥iSnapCenter TR—IXHIBETIMIET) RERFBHIHEE (CRL)
RARSLET(E

© TEFTIMIMERN) SETRARERBEHPEFZCRLIZS ° SnapCenter

* AR TSetcCustom Plug-in] BICRLIEZTER Bi%SnapCenter % lopt /NetApp/snapcenter/scc /
etc/crly °

1. A UIRIE £ I8 CRP_pathf82{ K E #ragent.propertiestEZ ZZ PRI FER B &R ©
SR UL B SR P M E ZECRLIER - BANEE T IRIBESECRLETRE

7£SnapCenter Windows I 1% L5 F CAREEI UA#1T TSAP HANASMIMET ) ARFS
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BIEETIMEIE R Keystore IS « UK FEATHICAEESBACH A
1. Rt B TIMIE IR A SIS B s TIMIME T Keystore FRER 2505 o
E & key_keystore passBIfE o
2. @ EKeystoreZZH :

keytool-storepasswd -keystore keystor.jks
@ AR Windowsis IR FITE AN keytooll 875 - FAidkeytoolt B S B A TR o

C . \Program Files\Java\<JDK_VERY>\BIN\keytool.exe"-storepasswd -keystore keyKeystore .jks

3. EKeystore P AR & $8TE B BIFR A B4 B HE 8 8 4 BiKeystore AHE I RS -

keytool-keypasswd -alias "alias name_in_cert - keystore keystore .jks
f£_agent.properties_1gZE & #fkeyKeystore _passHIAEEIEHf ©

4. BEERIHREMRERT

(D aTshamstKeystoreEHS « LURAAE R IBIFTA RIS ERORAR -

IR P RE R E 2 BTN E R E A RE
TREZR E R PHERE - MAERLERR « UEFIMIEREEFHRE -

1. BIBE 63 E:TIMIMER Keystore C:\Program Files\NetApp\SnapCenter\Snapcenter Plug-in Creator\etc
B}

2. #3| Tkeystore .jks) tEZE o

3. 7EKeystore % K Fr i AY/R:E

keytool-list -v -keystore keyKeystore .jks

4. TGRS PR

keytool-import -cactacerts -alias myRootCA -file /root/USERTrustra_root.cer -keystore keyKeystore .jks

5. SRS A RERE S ETIMMER EERRE 2% « SEFEBRS -
()  mEsseimeiRcaBE  AEBIERECAES o

RCAE BRI HRERABIIMENEEERE
TEZBCAREZRICHREABFIIMMENEEFHE -



TR

1. BBEB® 3 B8:5TIMiIMERKeystore _C:\Program Files\NetApp\SnapCenter\Snapcenter Plug-in Creator\etc_

HYE R

2. $LEIREZE keystore °© jks_ ©

3. #EKeystore %I HFTIZHYREE ©
keytool-list -v -keystore keyKeystore .jks

4. IMEEABNEERIAFEHOCARSE ©

keytool-importkeystore -srckeystore /root/snapcenter.ssl.test.netapp.com.pfx -srcstoretype.kcs12

-destkeystore keyKeystore .jks -deststoretype.jks
S. fEKeystore %I HFTIEHY/REE o
keytool-list -v -keystore keyKeystore .jks

6. BETRERSD O BMCAREHENRIR - ZCARECINEESRE -
7. BCARBIIEE SR EIBLERSRER

FER MY B ETIMBIZ T Keystore B EE R agent. propertiestE ZHKeyKeyKeystore _passfIfE o

keytool-keypasswd -alias "alias name_in_CA_cert "-keystore keyKeystore .jks
8. 1£_agent.properties fEZEFHE ECARERFI% ©
HIRIESCC _IDATure ALIASESEEHTILE
0. BCAZEZESREHRERBTIMIERNEEEREZE « BEWRBRT -
#t¥SnapCenter TR—IXBIBEFTIMINET) REREHIHEE (CRL)

R T

* BETHHEMCARRNREMCRLUIES « F2H "W E#SnapCenter EZ5ECARE ) FBY/EE R

© TEFTIMIMERN) SETRARERBEHPEFCRLIZSE © SnapCenter

* BAR TRBEABTIMIERN BCRLIEZETER B SnapCenter 2 © C:\Program
Files\NetApp\SnapCenter\Snapcenter Plug-In Creator\ etc\crl_ °

1. B URIE £ $BCRP_pathfEEUR BE#T_agent.properties_1&ZRHHFER B o
2. EEIFELE B PN E S ECRLIEE ©

BARREERESECRLETRE -

30

== oo

BE

]


https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate

ERRSMIMERNBICATRE

IR ECAwﬂ*ﬂlt?“Snapcenter EARSF LM IMIE 1% FERECARSE &
FEZ A sMETE R CAVRRERS o

CRENEME

* @B LUERrun Set-SmCertificateSettings CmdletZREX IS {E FICAR:E ©
* 8B LAfE_Get-SmCertificateSettings_ IREETRIMHIZ LAY /REEARAE o

ISEILAEIT_Get-Helpas©name ZREVSAIHEEZCmdlet(E 2 2B HRANIABRIE - & - A LIR6
" (SIS EN B EIEE) SnapCenter” o

o

AEEREEERT T
2 75 (i) BES BT REEH o

3. BEE S EINH R -

4 T EHEE o

5. AR B FIEEEA "
SRk

(SEIRME) METH TS BB TAIREESnapCenter TSIRIREE) BIMETHAINE
* o RTONBEBERA RIS IR T -

* & RTRCABBERRE -
* @ RTEERECARE °
* R AA ¢

®

Z#ESnapCenter VMware vSpherefVMware vCentersh iz
0

MRENERFEEEREKESE (VM) £~ 2B EFREVMAEREFRE - Bl EEE
ZSnapCenter VMware vSphere [E#FEFEEEN (Z1&VMware vSphere &R IMEME
) o

MEMEEN - H2H "HEEE -

mu}

MREEB R BB - BRHREIFEE IR ©

ZRECAEE

EEFASnapCenter VMware vSpherefJVMware vSpherefJVMwaresZ:EIMIMER KR ECASDE « (A2 &2

31


https://library.netapp.com/ecm/ecm_download_file/ECMLP2885482
https://library.netapp.com/ecm/ecm_download_file/ECMLP2885482
https://library.netapp.com/ecm/ecm_download_file/ECMLP2885482
https://library.netapp.com/ecm/ecm_download_file/ECMLP2885482
https://library.netapp.com/ecm/ecm_download_file/ECMLP2885482
https://library.netapp.com/ecm/ecm_download_file/ECMLP2885482
https://library.netapp.com/ecm/ecm_download_file/ECMLP2885482
https://library.netapp.com/ecm/ecm_download_file/ECMLP2885482
https://library.netapp.com/ecm/ecm_download_file/ECMLP2885482
https://library.netapp.com/ecm/ecm_download_file/ECMLP2885482
https://library.netapp.com/ecm/ecm_download_file/ECMLP2885482
https://library.netapp.com/ecm/ecm_download_file/ECMLP2885482
https://library.netapp.com/ecm/ecm_download_file/ECMLP2885482
https://library.netapp.com/ecm/ecm_download_file/ECMLP2885482
https://library.netapp.com/ecm/ecm_download_file/ECMLP2885482
https://library.netapp.com/ecm/ecm_download_file/ECMLP2885482
https://library.netapp.com/ecm/ecm_download_file/ECMLP2885482
https://library.netapp.com/ecm/ecm_download_file/ECMLP2885482
https://library.netapp.com/ecm/ecm_download_file/ECMLP2885482
https://library.netapp.com/ecm/ecm_download_file/ECMLP2885482
https://library.netapp.com/ecm/ecm_download_file/ECMLP2885482
https://library.netapp.com/ecm/ecm_download_file/ECMLP2885482
https://library.netapp.com/ecm/ecm_download_file/ECMLP2885482
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_get_started_overview.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_get_started_overview.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_get_started_overview.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_get_started_overview.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_get_started_overview.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_get_started_overview.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_get_started_overview.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_get_started_overview.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_get_started_overview.html
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_create_and_or_import_an_SSL_certificate_to_SnapCenter_Plug-in_for_VMware_vSphere_(SCV)
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_create_and_or_import_an_SSL_certificate_to_SnapCenter_Plug-in_for_VMware_vSphere_(SCV)
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_create_and_or_import_an_SSL_certificate_to_SnapCenter_Plug-in_for_VMware_vSphere_(SCV)

IS ASSLIREE" o

R TECRLIEZ

VMware vSphereRViERIMIMEN EETALRER B #rPZ X CRLIEZ ° SnapCenterVMware vSphereE F
B9VMware vSpherefJCRLIEZETE:Z B #:SnapCenter 2 © /opt/NetApp/config/crl ©

SR ATELE B 8P E ZECRLIER - BANREZRIESECRLEITERE ©
EEIRE
SAP SnapCenter HANAE i} & {§ BB ILEThBEAY ST TR 18 14

7E{#ESnapCenter EFSAP HANAE R ERIFFEEIMIMETN Z ATSnapCenter ~ EIZE 4
A LR KR ESnapCenter % fAlAR:S  MLHMITHERITIE o

* LR TESnapCenter FRAE(AARES o

* & ASnapCenter Z/{AlARES ©

* S EFERRES L SnapCenter BIFREEN (BBEA) ~ URTE 5 IRIE

* fELinuxZWindowsF 1% %4 Java 1.75(Java 1.8 °

S BTE FRIRIB R SE PR E Javaik(E o
* MR SnapVault TREREHNER « 5BRE SnapMirrorFlSnapMirror o
* EEZRESAP HANAE B ESMIMER B EH_EZEHDBSQLA R I ©
REEBBILTHEIEAISAP HANAEIBEIE R EHFSE o

* HHSAP HANAE K1E2.0SPS05 ~ fIREFEASAP HANAE K EFEAEIRE ~ sAEAREES TR ~ 7]
f£SnapCenter SIEIR AR PHAITHED » BRREREE !

° RIpERE

° BEREEEY

© BRERNEE

c BMEREEES

MFEERER - BEREHHMREIRRESAP HANAE R E

& fEEMASnapCenter [RMER Z A ~ FeBRARRATRAZNITHEN « ERAERIEEAER
BEABSIFEER - CAUBAREEENER - BREHENRAES) -

* EREE ZSAP HANABELE « B[ LA SnapCenter B R SESRL o
* BEE R BRI FHEIRES o SnapCenter

ECHEREBAIITEER - SREECAEREHEISENHHE - BEREETERNVE RN THIEE -

32


https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_create_and_or_import_an_SSL_certificate_to_SnapCenter_Plug-in_for_VMware_vSphere_(SCV)
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_create_and_or_import_an_SSL_certificate_to_SnapCenter_Plug-in_for_VMware_vSphere_(SCV)
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_create_and_or_import_an_SSL_certificate_to_SnapCenter_Plug-in_for_VMware_vSphere_(SCV)
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_create_and_or_import_an_SSL_certificate_to_SnapCenter_Plug-in_for_VMware_vSphere_(SCV)
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_create_and_or_import_an_SSL_certificate_to_SnapCenter_Plug-in_for_VMware_vSphere_(SCV)
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_create_and_or_import_an_SSL_certificate_to_SnapCenter_Plug-in_for_VMware_vSphere_(SCV)
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_create_and_or_import_an_SSL_certificate_to_SnapCenter_Plug-in_for_VMware_vSphere_(SCV)
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_create_and_or_import_an_SSL_certificate_to_SnapCenter_Plug-in_for_VMware_vSphere_(SCV)

TR UBEERN E—HRNEREE - St UH B E—FRNEREENTHERR °
* RAISIEERNRER - BF « 5B RAMEFREERRSE -

ééj‘@@ﬁﬁﬁﬁ%ﬂﬁﬁ AR REHHEN—SZERA - BEHHE—BRNITHEEBRME « the] LUERUR
Alf o

AR EFEHEREAEREEMRENAS - UREHZFRENREN B - S5 RIBENEREEZMAFRE
E o i ~ MREEHGFABEERE « TUEI—EEREE - HRESEHPHNFREERE - AR
ERRIMINZEIEREE - SHRAMNS/ R - ECRUEREHETMMNERAE - ISR ERFERERE
B#ITREHER

#H1HSAP HANAE &

#{DSAP HANAE &

TAMEYER (BHE) NEREENGD - AHIEREEERE  fhlmhER
B~ EEHMRA - BIIEREERMINERER] - Birfan REaiElrE

T IERER RO BN TR EENIER

33



Define a backup strategy.

l

Configure HDB User Store Key and
HDBsOL OS5 User,

l

Determine whether the resources are
available for backup.

v

If needed, add resources,

l

Create a backup policy.

If you have multiple resources, create a
resource group, attach policies, and
create an optional schedule,

i

Back up the resource or resource group.

i

Monitor the backup operation.

|

View related backups and clones in
Topology page.
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[EaEELSAP HANAB KIE o

TEENZEME

s IRFER B EE1FPowerShel BB 2K #1TPowerShell Cmdlet ©
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s [CFERERIMIIE R ZEEREITH o
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PS C:\> Open-SmStorageConnection

2. {FAAdd-SmStorageConnection Cmdlet?E 17 AT RAFTELR ©

PS C:\> Add-SmStorageConnection -Storage test vsl -Protocol Https
-Timeout 60

3. {EFAdd-SmCredential CmdletiZ 7 HTE05 o

ZREFIERBAEN A {E FAWindowss¥5% 1L B A Finance AdminAYETER:EE .

PS C:> Add-SmCredential -Name FinanceAdmin -AuthMode Windows
—-Credential sddev\administrator

4. B SAP HANAFE T i%Hri%SnapCenter EX1B{AARES ©

PS C:> Add-SmHost -HostName 10.232.204.61 -0OSType Windows -RunAsName
FinanceAdmin -PluginCode hana

S. {ESnapCenter 1% - ZREMHMEAISAP HANAB R B EINEE o

¥ Linux :

PS C:> Install-SmHostPackage -HostNames 10.232.204.61 -ApplicationCode
hana

Windows :

Install-SmHostPackage -HostNames 10.232.204.61 -ApplicationCode hana
-FilesystemCode scw —-RunAsName FinanceAdmin

6. 32 FEHDBSQLA R IR o

Windows :

PS C:> Set-SmConfigSettings -Plugin -HostName 10.232.204.61 -PluginCode
hana -configSettings @{"HANA HDBSQL CMD" = "C:\Program
Files\sap\hdbclient\hdbsgl.exe"}

W Linux :
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Set-SmConfigSettings -Plugin -HostName scs-hana.gdl.englab.netapp.com
-PluginCode hana -configSettings
@{"HANA HDBSQL CMD"="/usr/sap/hdbclient/hdbsqgl"}

IREI AT _Get-Helpdn @ name_REVG EIHEECCmdletfE 2 2R HIRANAERIE N - ;& ~ S A URE
" (REIESENS2E15m) SnapCenter” ©

{EEPowerShell Cmdletf&{H &EklE

I EREREEILSnapCenter S2sX AikZzAVELR « FIEEIR ~ FIBIRA » BB E
B¥H ~ DU fefn o
CRBORE

o IRIKNEEEEIFPowerShellIBIE « A BEEI{TPowerShell Cmdlet ©
s BN BEIISHTFERGELRI IEN EREE o

TR

1. {E0pen-SmConnection CmdletZSnapCenter 157 FIE A& B EN £l SetsServerfE4R T ERSER o

Open-smconnection -SMSbaseurl https:\\snapctr.demo.netapp.com:8146\

MEENEE R EARE LB NSRETR o
2. {FAAdd-SmResources Cmdletiig & & o

25 B2 B (T3 12 B — R S HE AL HUSAP HANAZIHIE ©

C:\PS> Add-SmResource -HostName '10.232.204.42' -PluginCode 'HANA'
-DatabaseName H10 -ResourceType SingleContainer -StorageFootPrint
(@Q{"VolumeName"="HanaDatalO";"StorageSystem"="vserver scauto primary"})
-SID 'H10' -filebackuppath '/tmp/HanaFileLog' -userstorekeys 'HS10'
-osdbuser 'hlOadm' -filebackupprefix 'H10 '

A EBIRBRIH 18 S B IERAISAP HANAZRYE |

C:\PS> Add-SmResource -HostName 'vp-hana2.gdl.englab.netapp.com'
-PluginCode 'HANA' -DatabaseName MDC MT -ResourceType MultipleContainers
-StorageFootPrint
(@{"VolumeName"="VP HANA2 data";"StorageSystem"="buck.gdl.englab.netapp.
com"}) -sid 'Al2' -userstorekeys 'Al2KEY' -TenantType 'MultiTenant'

~
}l\
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EFREBI AR IFE R R EER

C:\PS> Add-SmResource -HostName 'SNAPCENTERN42.sccore.test.com'
-PluginCode 'hana' -ResourceName NonDataVolume -ResourceType
NonDataVolume -StorageFootPrint

(@{"VolumeName"="ng pvol";"StorageSystem"="vserver scauto primary"})
-sid 'S10'

3. f§AAdd-SmPolicy CmdletiZ 7 #13/RA o

HEEE AL SnapshotE A B (R RIFE IR [RA

C:\PS> Add-SmPolicy -PolicyName hana snapshotbased -PolicyType Backup
-PluginPolicyType hana -BackupType SnapShotBasedBackup

tEsE BRI RE B E R R

C:\PS> Add-SmPolicy -PolicyName hana Filebased -PolicyType Backup
-PluginPolicyType hana -BackupType FileBasedBackup

4. fEASnapCenter Add-SmResourceDGroup Cmdlet{Rs& & JREL 1% & JRE¥4H = Siches ©
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LB BRI REE —RBREIR

C:\PS> Add-SmProtectResource -PluginCode HANA -Policies
hana snapshotbased, hana Filebased
-Resources @{"Host"="host.example.com";"UID"="SID"} -Description test

-usesnapcenterwithoutfilesystemconsistency

IEsEFI R REZERBRER -

C:\PS> Add-SmProtectResource -PluginCode HANA -Policies

hana snapshotbased, hana Filebased

-Resources @{"Host"="host.example.com";"UID"="MDC\SID"} -Description
test -usesnapcenterwithoutfilesystemconsistency

it fER I AAEERINMNERIMEREAE -



C:\PS> Add-SmResourceGroup -ResourceGroupName
'ResourceGroup with SingleContainer MultipleContainers Resources'
—-Resources
Q(@{"Host"="sccorelinux6l.sccore.test.com";"Uid"="SID"},@{"Host"="sccore
linux62.sccore.test.com";"Uid"="MDC\SID"})

-Policies hana snapshotbased,hana Filebased
-usesnapcenterwithoutfilesystemconsistency -plugincode 'HANA'

tEEEFIE I IFE R Volume BIREF4E :

C:\PS> Add-SmResourceGroup -ResourceGroupName

'Mixed RG backup when Remove Backup throguh BackupName windows'
—-Resources
@(QR{"Host"="SNAPCENTERN42.sccore.test.com";"Uid"="H11"; "PluginName"="han
a"},Q@{"Host"="SNAPCENTERN42.sccore.test.com";"Uid"="MDC\H31"; "PluginName
"="hana"}, Q{"Host"="SNAPCENTERN42.sccore.test.com";"Uid"="NonDataVolume\
S10\NonDataVolume"; "PluginName"="hana"}) -Policies hanaprimary

5. f€ANew-SmBackup Cmdlet?R¥IEA1CETBIHED T1E o

A HIEREANAHER EIREFE -

C:\PS> New-SMBackup -ResourceGroupName
'ResourceGroup with SingleContainer MultipleContainers Resources'
-Policy hana snapshotbased

L HIEN RIRENEIR

C:\PS> New-SMBackup —-Resources
@{"Host"="10.232.204.42";"Uid"="MDC\SID"; "PluginName"="hana"} -Policy
hana Filebased

6. fEfGet-smJobSummary Report CmdletEsiZ TEARAE (BITH - SERERRER) o

PS C:\> Get-smJobSummaryReport -JobID 123

7. gﬁHGet—SmBackup Report CmdletEs {0 TIEsFAAE R ~ FIUNERID ~ FHDHE - URITERHENIE
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PS C:\> Get-SmBackupReport -JobId 351

Output:

BackedUpObjects : {DBR1}

FailedObjects : {1}

IsScheduled : False

HasMetadata : False

SmBackupId : 269

SmJobId : 2361

StartDateTime : 10/4/2016 11:20:45 PM
EndDateTime : 10/4/2016 11:21:32 PM
Duration : 00:00:46.2536470
CreatedDateTime : 10/4/2016 11:21:09 PM
Status : Completed
ProtectionGroupName : Verify ASUP Message windows
SmProtectionGroupId : 211

PolicyName : test2

SmPolicyId : 20

BackupName : Verify ASUP Message windows scc54 10-04-
2016 23.20.46.2758

VerificationStatus : NotVerified

VerificationStatuses

SmJobError

BackupType : SCC_BACKUP
CatalogingStatus : NotApplicable
CatalogingStatuses

ReportDataCreatedDateTime

WA AHIT_Get-Helpap < name_ZREVS AJHEECCmdletfE A 2 2R HIREARAERE © 2(E - G IU2EH
" (RS ENS2E5m) SnapCenter” ©
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Define a restore strategy.

l l

Restore and recover the auto discovered
database.

Restore the manually added resource.

v v

Monitor the restore operation,
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Windows : C:\Program Files\NetApp\SnapCenter\Snapcenter Plug-in
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EBE TSMTP o
1. HEEE « AEE—T M=y o
12— T Eafo TR RES RS FE o
{EFEPowerShell CmdletiZ[5ESAP HANAE Kl /&

JEIRSAP HANAEH BB 515 (U ERIBN B2 SnapCenter S fFIRSIMEAR T (ERSER - FUifA1H
SHERE N « LUREBREL o

CEENZME
RAEEEFEIFPowerShellIB1E « A BE#1TPowerShell Cmdlet ©
LER

1. £ Open-SmConnection CmdletZSnapCenter 157815 F & BB ELSetsServerfEAR T {EBSER o

Open-smconnection -SMSbaseurl https:\\snapctr.demo.netapp.com:8146/

2. {£FAGet-SmBackupFl1Get-SmBackup Cmdlet?R:# 7 BB RAHED ©

s ERAEWERN A HIER

PS C:\> Get-SmBackup

BackupId BackupName BackupTime
BackupType
1 Payroll Dataset vise-f6 08... 8/4/2015 11:02:32 AM
Full Backup
2 Payroll Dataset vise-f6 08... 8/4/2015 11:23:17 AM

L& FIRETR2015F 18290 F2015F 283 HHBIFAAE -

63



PS C:\> Get-SmBackupReport -FromDateTime "1/29/2015" -ToDateTime

"2/3/2015"

SmBackupId : 113
SmJobId : 2032
StartDateTime : 2/2/2015 6:57:03 AM
EndDateTime : 2/2/2015 6:57:11 AM
Duration : 00:00:07.3060000
CreatedDateTime : 2/2/2015 6:57:23 AM
Status : Completed
ProtectionGroupName : Clone
SmProtectionGroupId : 34
PolicyName : Vault
SmPolicyId : 18
BackupName : Clone SCSPR0019366001 02-02-2015 06.57.08
VerificationStatus : NotVerified
SmBackupId : 114
SmJobId : 2183
StartDateTime : 2/2/2015 1:02:41 PM
EndDateTime : 2/2/2015 1:02:38 PM
Duration : -00:00:03.2300000
CreatedDateTime : 2/2/2015 1:02:53 PM
Status : Completed
ProtectionGroupName : Clone
SmProtectionGroupId : 34
PolicyName : Vault
SmPolicyId : 18
BackupName : Clone SCSPR0019366001 02-02-2015 13.02.45
VerificationStatus : NotVerified

3. EHANATLEERRIERER °
EREDRIM ©
4. {FFRestore-SmBackup Cmdletit A BRE K} o

@ AppObjectldZ MHost\Plugin\UID1 ~ EFUID = SIDAMRE—RSERER « mMUID =
MDL\SIDAMNZERRE R o ErI LU Get-smResources CmdletEREERID °

Get-smResources -HostName cn24.sccore.test.com -PluginCode HANA

AEHFRBM AR EBRFFREERERE
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Restore-SmBackup -PluginCode HANA -AppObjectId
cn24.sccore.test.com\hana\H10 -BackupId 3

AeEHIERARIMNAIER BREFRFHERENE !

Restore-SmBackup -PluginCode 'HANA' -AppObjectId
cn24.sccore.test.com\hana\H10 -BackupId 399 -Confirm:$false -Archive Q@ (
@{"Primary"="<Primary Vserver>:<PrimaryVolume>";"Secondary"="<Secondary
Vserver>:<SecondaryVolume>"})

D IETEHANA Studio PR IR o

TR AT _Get-Helpdp < name_2REVS AJf5ECCmdletfE Al 2 28R HEREFRIAERIE « 5(F St U2 H
" (AL IENSE15M) SnapCenter”

{EFPowerShell CmdletiZ R &R

=[RBERED EEEE ESnapCenter 2[RRI AR2s HVELR T {EFEER ~ 7 A7 EREEVER E
M~ URAEIRED ©

A BEETFPowerShelllRiE « A BE#1TPowerShell Cmdlet ©
S ER

1. f£A Open-SmConnection CmdletZSnapCenter 157 Y155 Fi & BREh £ SetsServerfEAR T ERSEL ©

Open-smconnection -SMSbaseurl https:\\snapctr.demo.netapp.com:8146/

2. {FFAGet-SmBackupF1Get-SmBackupReport CmdlethEE & B R — ZEF D ERAE -

tEEB BB A R E (M BIERAE

C:\PS>PS C:\> Get-SmBackup

BackupId BackupName BackupTime
BackupType

1 Payroll Dataset vise-f6 08... 8/4/2015 11:02:32 AM
Full Backup

2 Payroll Dataset vise-f6 08... 8/4/2015 11:23:17 AM
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SmBackupId

SmJobId
StartDateTime
EndDateTime
Duration
CreatedDateTime
Status
ProtectionGroupName
SmProtectionGroupId
PolicyName
SmPolicyId
BackupName
VerificationStatus

SmBackupId

SmJobId
StartDateTime
EndDateTime
Duration
CreatedDateTime
Status
ProtectionGroupName
SmProtectionGroupId
PolicyName
SmPolicyId
BackupName
VerificationStatus

PS C:\> Get-SmBackupReport -FromDateTime "1/29/2015" -ToDateTime
"2/3/2015"

113

2032

2/2/2015 6:57:03 AM
2/2/2015 6:57:11 AM
00:00:07.3060000
2/2/2015 6:57:23 AM
Completed

Clone

34

Vault

18

Clone SCSPR0019366001 02-02-2015 06.57.08

NotVerified

114

2183

2/2/2015 1:02:41 PM
2/2/2015 1:02:38 PM
-00:00:03.2300000
2/2/2015 1:02:53 PM
Completed

Clone

34

Vault

18

Clone SCSPR0O019366001 02-02-2015 13.02.45

NotVerified

3. ffRestore-SmBackup Cmdletit #1HERE K o
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Restore-SmBackup -PluginCode 'DummyPlugin' -AppObjectId
'scch54.sccore.test.com\DummyPlugin\NTP\DB1' -BackupId 269
-Confirm:S$false

output:

Name : Restore
'scch54.sccore.test.com\DummyPlugin\NTP\DB1"

Id : 2368
StartTime : 10/4/2016 11:22:02 PM
EndTime

IsCancellable : False
IsRestartable : False
IsCompleted : False
IsVisible : True
IsScheduled : False
PercentageCompleted : 0
Description

Status : Queued
Owner

Error

Priority : None
Tasks : {1
ParentJobID : 0
EventId : 0
JobTypeId

ApisJobKey 8
ObjectId : 0
PluginCode : NONE
PluginName
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Clone backup.

:

Monitor clone operation,

|

If required, split the clone.

B AU FEIHEIE T IEPERAPowerShell CmdletZlRHITHER ~ BRKRERIEE o ILIESTERRAKRCmdet2
ZE 8 EPowerShell Cmdletfyz¥4HE N - SnapCenter

EHUSAP HANAE K EHH
& e] LAfEFISnapCenter XIETNAERERE D o oI URFERREFHENDER ©
ERENRHE

* CREZEBMNERIERRAE -

* CRERMAEEHRENESREANFETERKS (SVM) MERESRBER -
BIAERIEREAED -

* BIRERERARSERES LB RERERSIDIHAIERIISAP HANABITERESID

* ¥7¥precloneZ{POST clonedn < ~ EEZN TIREHREIMNIERN I H LRIBNG S RERRLSHFESRS !

Windows : C:\Program Files\NetApp\SnapCenter\Snapcenter Plug-in
Creator\etc\allowed _commands_list.txt

¥t Linux : /var/opt/snapcenter/scc/sited_commands_list.txt
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* FASERG T | MkRREERNREERE
* POST Clone# % . BRs8 BRI ENRENEKIE o

b. & Amountdi SHIER RGBSR o

Linuxi423 FAyVolumeBiqtreeiit &idn < :

NFSEif :

mount VSERVER DATA IP:%VOLUME NAME Clone /mnt
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0. WRFIEE  ARIE—T Ty °
10. #Z—TFEeiE > TR REITIFERE o

fEFPowerShell Cmdlet/E5ISAP HANAE R EH )
BETEREEERS « ITERIFEREIE(EZE -

IRNBEEIFPowerShellIB1E « A BEHI1TPowerShell Cmdlet ©

TR AT _Get-Helpap < name_2REVS AJfEECCmdletE 2 28R HEREFRIAERIE « (E ~ St U2

" (RfFIE<EN2E5m) SnapCenter” ©

1. {EF0Open-SmConnection CmdletZSnapCenter 157 HY{E A& B & £ SetsServerfEAR T ESER ©

Open-SmConnection -SMSbaseurl https:\\snapctr.demo.netapp.com:8146/

2. {FHGet-SmBackup CmdletBAEN D AT TERIEE o
tEEEFIRE A ME D AT s

C:\PS> Get-SmBackup

BackupId BackupName
BackupTime BackupType
1 Payroll Dataset vise-f6 08...
11:02:32 AM Full Backup
2 Payroll Dataset vise-f6 08...

11:23:17 AM

3. WIRBHMDRENERIEE « TH5E B HERMEREAINFSEE L P

IS A RER NI ER RE10.232.206.1698INFSExtrportI Pzt :

New-SmClone -AppPluginCode hana -BackupName

8/4/2015

8/4/2015

scsccorel sccore test com hana H73 scsccorel 06-07-2017 02.54.29.3817

-Resources @{"Host"="scsccorel.sccore.test.com";"Uid"="H73"}

—-CloneToInstance shivsccd.sccore.test.com —-mountcommand 'mount

10.232.206.169:%hana73data Clone /hana83data' -preclonecreatecommands

'/home/scripts/scpre clone.sh' -postclonecreatecommands

'/home/scripts/scpost clone.sh'
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4. {FAGet-SmCloneReport CmdletizfREH TE:FAE Rl « URBHRND ST HINESR °
RO ARG AR E L ~ BIENIEEID ~ FH%A B HAFNEER - 455k B ARFNBFRS o

PS C:\> Get-SmCloneReport -JobId 186

SmCloneId 1

SmJobId 186

StartDateTime 8/3/2015 2:43:02 PM

EndDateTime 8/3/2015 2:44:08 PM

Duration 00:01:06.6760000

Status Completed

ProtectionGroupName Draper

SmProtectionGroupId : 4

PolicyName OnDemand Clone

SmPolicyId 4

BackupPolicyName OnDemand Full Log

SmBackupPolicyId 1

CloneHostName SCSPR0O054212005.mycompany.com

CloneHostId 4

CloneName Draper clone 08-03-2015 14.43.53

SourceResources {Don, Betty, Bobby, Sally}

ClonedResources {Don DRAPER, Betty DRAPER, Bobby DRAPER,
Sally DRAPER}

SmJobError
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