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a. B4 FHEFE THITUBFEHEER * Active Directory* o

b. 7£ LDAP Attribute THi1%!|3R 3542 User-Princie-Name > 7 o*utGo Claim Type* THi%|&RHEEiE
UPN ©

T
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£/ PowerShell i< &1 ERTENEHE

] LA{ER PowerShell s S I FEFRTEINEI4H « Web API ~ WL EEE S o S S IUBENESBR IR
i o MNEFME -~ :52E <link to KB article> ©

1. EAT5I4ATE AD FS IR A TUEHE -

New-AdfsApplicationGroup -Name S$ClientRoleldentifier
-ApplicationGroupIdentifier $ClientRolelIdentifier

ClientRoleldentifier FERATENEHEAHTE
redirectURL ZEBEHERNER URL
2. 37 AD FS ARSI AR ELE B R IR o
Add-AdfsServerApplication -Name "S$ClientRoleldentifier - Server app"

-ApplicationGroupIdentifier $ClientRolelIdentifier -RedirectUri $redirectURL
-Identifier $identifier -GenerateClientSecret

3. #8317 ADFS Web API FEFRTER ~ W EHEFERIREZHE o
Sidentifier = (New-Guid) .Guid

Add-AdfsWebApiApplication -ApplicationGroupIdentifier S$ClientRoleIdentifier
-Name "App Web API"

-Identifier $identifier -AccessControlPolicyName "Permit everyone"
4. RTHHRSHELPEESHARR ID AR IREE - AR ZER—R o

"client id = Sidentifier"

"client secret: "$ ($SADFSApp.ClientSecret)
. 1% allats##Bh #1 OpenID #FRIEF AD FS FERET °

Grant-AdfsApplicationPermission -ClientRoleIdentifier $identifier
-ServerRoleIldentifier $identifier -ScopeNames @ ('openid')

Stransformrule = @"

@RuleTemplate = "LdapClaims"

@RuleName = "AD User properties and Groups"

c: [Type ==
"http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname",
Issuer ==

"AD AUTHORITY"]

= issue(store = "Active Directory", types =
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("http://schemas.xmlsoap.org/ws/2005/05/identity/claims/upn"), query =
";userPrincipalName; {0}", param = c.Value);

"e
6. WEEIRRAIESE -

Stransformrule |Out-File -FilePath .\issueancetransformrules.tmp -force
-Encoding ascii $relativePath = Get-Item .\issueancetransformrules.tmp

7. 8n%h Web API FERET ~ MEAIMBERERE MSHTEIRRAL -

Set-AdfsWebApiApplication -Name "S$ClientRoleIdentifier - Web API"
-TargetIdentifier

Sidentifier -Identifier $identifier, $redirectURL -IssuanceTransformRulesFile

SrelativePath

SR EERL 2R
1A LAER PowerShell 85 < EHTFEVEN ZIRARRA] o

RARSIE T E
* FHENRSERRERE - BRRMERINSEARS » FIENEERE - BEBImANR -

* kAR ~ FEUERRVEIAARREZS 60 248 - BREENIIHFEERHNEERE - M RRHEESMNEE

LB R R TR RR T (E -
EEEMEAEINEE WebApi FEVEN AR « 557€ AD FS ABREHER TS o

+ Set-AdfsWebApiApplication -TokenLifetime 3600 -TargetName "<Web API>"

¢ AD FS BUSHREER

ICFEZEES REST ARG (140 Postman ) HEATRIIS# « MIRREIHBEAERGE o 15~ TEZEA

BFHAREE (CHEANRAMKGHRE) RIVSAEER
+ BN BB RE AW AD FS RS RIBEARNETRE  ARIBMHIZ 60 HiE -

3 B&E

yREagEny RS

[543 URL NRILBERE URL ~ sFE ABRRENVER URL
Eg:8 URL [ADFS- #8134 %8 1/ADFS/OAuth2/Authorize
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ZEVER URL [ADFS- 4815/ #8 J/ADFS/OAuth2/token

FR%ID WA AD FS FRI% ID

FA R imtk #A AD FS IR IRt

| OpenlD

FA P imEREE MUE ARG BT REX

BR 7£ Advance Options fZ#H ~ FILEL Callback URL
Lﬁlﬁjﬁpg%‘/}_ S0~ IEETE JWT Token R EETRA T

&£/ PowerShell ~ sccli 1 REST API 7£ SnapCenter {GfRESH:EE MFA

&a] LUEF PowerShell ~ sccli #1 REST API £ SnapCenter fAlBR2ES =& E MFA o

SnapCenter MFA CLI 5835

7 PowerShell #1 sccli & ~ I/AH) Cmdlet ( Open-SmConnection ) BB —{E &2 T AccessToken | HIIH
{ISRIESR ~ LAfE AR B 2R B sE e R o

Open-SmConnection -Credential <PSCredential> [-SMSbaseUrl <String>] [-Port
<String>] [-RoleName <String>] [ -AccessToken <string>]

1T L3 Cmdlet 2% , FEIL T ERZER |, ;B2 ERIEREE—P #1T SnapCenter Cmdlet ©

SnapCenter MFA REST API &&:%

7£ RESTAPI BFi% (40 Postman 3§ swagger ) H{$F _Authorization=B7Z& & <access token> & TUHIAE]
R ~ MAEIZTERIR R fEA#E RoleName ~ LUEY1E SnapCenter BIRLIHEIFE o

MFA REST APl T{ERT2

2 MFASREZ AD FS B ~ I[REZFHREE (KE) RAUETTERE - LWESEBE REST API 77EX SnapCenter
FEFTELL ©

R T

* oI AR REST B ~ 40 Postman ~ Swagger Ul & Fireplane °©
ESEEVER  MERTREBHERBREER (SnapCenter RESTAPI ) LUMITIERIVEE ©

* 3B AD FS MFA * Eiz&
1. 8%E REST AFIHMEAY AD FS imEs U EISIZEVERL o
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ST TR MBS ERAREANF RN - R ZREEMEFE AD FS SSO HE  MRAEH
thiEfH AD sR:EXEEREE MFA © 1. T£ AD FS SSO EHEM MEREREI XFHRF $ﬁu7\,‘.’§ﬂ’\]ﬁﬁﬁ%
B E FEH o

EARAERBNBERIES user@domain 3§ domain\user ©

2. EEBXFHIRT ~ BALHEE o

3. HB—TEA*o

4. 15 BAEE - B © EIEREEEIETRE (REWMERME) o
* MR ROEEEE TR o
* QR K5 : FAERHTREARER RN QR 15 - ARBARBREXNTETRNEERES
* —IRMEERES B Token BI—RIMEZES o

S. BREERRTHE  ERR—ERERE - HPES7FEUE - 1D MEHHEIE Token ©

EBUFEVERL ~ M7 SnapCenter REST AP F{ER EHRHITIEE o

6. £ RESTAPI F « {EFEZEIZEE R EREFEEN AT LTS o
7. SnapCenter B¢ AD FS E&:5 LL7ZENERL ©

MREESHEMAIER « SnapCenter G HRHE « WIS ERAERTE o
8. SnapCenter EfEAERELBMABLIBREEERERITAPI ©

YNREEFEATS « SnapCenter EfEEIAR « THGETRIERAS ©

EXF=i{=F REST API ~ CLI #1 GUI By SnapCenter MFA IhAE
* B ERE A

1. L SnapCenter BI85 7% A SnapCenter Server ©
2. B—T*RE > 2ERE > LEEREE (MFA) RE*
3. BEENAE (GUI/RSTAPI/CLI) MBS MFAEA o

° PowerShell 77 *

HER
1. #1177 PowerShell 8¢ CLI 5% ~ LUEXE MFA for GUI ~ RESTAPI ~ PowerShell #1 sccli ©

Set-SmMultiFactorAuthentication -IsGuiMFAEnabled -IsRestApiMFAEnabled
-IsCliMFAEnabled -Path

path 2 &15E AD FS MFA FR#EE R XML FEZEAIE o
RS A8 MFA MAfEFREERY AD FS HRAEERIESREREZRERE SnapCenter GUI ~ RESTAPI ~ PowerShell

sccli °

19



om

2. (FRREE MFA 4BREARREFIERE Get-SmMultiFactorAuthentication Cmdlet o

*sccli /T HE *

1. # sccli Set-SmMultiFactorAuthentication -IsGuiMFAEnabled true
-IsRESTAPIMFAEnabled true -IsCliMFAEnabled true -Path

"C:\ADFS metadatalabc.xml"

2. 4 sccli Get-SmMultiFactorAuthentication

o REST API*

3. 1T TF% POST API LAEXE MFA for GUI ~ REST APl ~ PowerShell 1 sccli ©

HTTPA &

R ES

194

4. EFATH API #&E MFA 4BEEAREEFIRE ©

4
EKHY URL

Vi

HTTPA &

194
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BE

/AP1/4.9/settings/multitactorauthentication

fex

{ "IsGUIMFAEnabled" : $&:% -
"IsRestApiMFAEnabled" : ¥f
"IsClicMFAEnabled" : $& + "ADFSConfigFilePath"

. "C:\ADFS_Hh## &} \abc.xml " }

{ "MFAConfiguration" : {"IsGuiMFAEnabled" :
$E32 « "ADFSConfigFilePath” : "C:\ADFS_H#
&l \abc.xml - "SCConfigFilePath" : null ~
"IsRestApiMFAEnabled" : ¥
"IsClicMFAEnabled" : #& + "ADFSHostName" :
"win-adfs-sc49.winscedom2.com } }

&E

/AP1/4.9/settings/multitactorauthentication
g

{ "MFAConfiguration" : {"IsGuiMFAEnabled" :
#&52 « "ADFSConfigFilePath" : "C:\ADFS_H 4
¥l \abc.xml + "SCConfigFilePath" : null
"IsRestApiMFAEnabled" : ¥ -
"IsClicMFAEnabled" : #& + "ADFSHostName" :
"win-adfs-sc49.winscedom2.com } }
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3. #E&ISnapCenter 4 ILIHAEFARMTASIEA(E « RFEETERL ©

BAEFEEREMySQL ServerfAFEERIENZRNE o ELIEBREF - FEEELEZEN © SnapCenter

@ 5% =F7T 1 %" is not supported in the custom path for the repository database. If you
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MRECEREEAENNE - REETEZHERAE - CRZIEMBAE  RERRRE -

@ MREE—T TBUH) %l ~ RETREERITHD R « REBHEBERIESE - RIEEHAPT
2Rz EARES ° SnapCenter
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*RIEEHME ENTEREE « BREAEELE R #EESnapCenter EHYZEES o

FEE&H) GUI URL 2% 8% SnapCenter fElfR2SHV(EIARAS L TARGEIZIR 8146 UL 2ELR ( https://server:8146_).
WMREESnapCenter ZELBFEPIRMEARFNFEIARSFEIZIE « A G AZERE o

HEUAE (HA) 3E - CRFERERELSE IP https:/Virtual_Cluster_IP_or_FQDN:8146_. R7ZEX

SnapCenterf1R{E7E Internet Explorer (IE) A2IEEZE https://Virtual_Cluster IP_or FQDN:8146_ B2 E&E
% SnapCenter Ul ~ BIMSBIESEIM TH# - « SEEESE 1P (Iitsk FQDN 714 IE RHEELA « 2R
SESMIEE HER EERT 2 o MFTEFMEEN - B2R "EANIMPERFEEEIP{IL" o

& T fEASnapCenter IBRGUI ~ E AU fEAPowerShell CmdletZZ I35 S HERMNITAREE « BN RERIEE o
& SnapCenter ERRASIIZERRAS AT SEER B —LECmdletEE T o o " (BHi5<iEN2%E15R) SnapCenter” BeF
HHER o

()  mESnapCenter GRE—RBABILERAL « BN EEALLRFRRHNDEBEA «
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1. #tSnapCenter 78 F 14 = _EAVIEIE « LELREHEMHAYURL ~ ZSnapCenter {EIEHEIE SR HAIURLEX
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2. BABREEREEN o
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BSCAREETEAL

BRE IR NI AR /R /N E T & o B EREMUER L « IEERB P E T
3 o

1. EGUI LBIT TP ER :
a. W & o
b. £ UR:E) HEAMF ~ B—T HHEER) R51FH o
C. HEEREMDBE « A% —T* Thumbprint*
d. |EAEPH+7EMFTT ©
e. BiR+NEUTF 2 FER o

FI4n ~ ANRYs4rA - TA9 09 50 2D D8 2a E4 14 33 E6 F8 38 86 b0 d 42 77 A3 2a 7b) ~ BIFEPEZEHR
B BEE . la909502dd82ae41433e6f83886b00d4277a32a7b] ©

2. #tPowerShell#{T FFI{E% .
a. FIT Y% ~ 7 HBELEREBERIEA « TIRTIELBRIRIELENEE o

Get-ChildltemE&1Es35E - \LocalComputer\My
b. #REIELL ©
fEAWindows 1% 5MIE LIRS E CAREE
1R ez EFAWindows EHESMIMETUIRTS 2R E CAREE ~ UBRBI ZENH (/KT ©
sa7ESnapCenter EEFEBCARBHIFIBIGHEM EMIT TP o

1. BT A< « USMCoreTERIEIHES 145 R ARV/RE R ©

> netsh http delete sslcert ipport=0.0.0.0: <SMCore Port>

fian

> netsh http delete sslcert ipport=0.0.0.0:8145
. BITTIER < ~ i RERRYRE B indows FHESMIMETIARTREL ¢
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> $cert = “ <certificate thumbprint> ”

> Sguid [guid] : :NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=Scert
appid="$guid"

fgn :
> Scert = “a909502dd82ae41433e6£83886b00d4277a32a7b”
> S$guid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=Scert
appid="S$guid"

fEFSnapCenter i & 38 E CA/R:E
& fE=Z1ESnapCenter Windows 1% _F AL S KRG ECAR:E ©
LB

—_

- f£SnapCenter 2%t T Windows*BIWindows Server LBIER TISEIEE] o

2. TEEEEEP ~ H—TER -

3. ERARARESM iL & A o
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6. £ N84 HEmEY ~ EI ME4https *1 ©

7 H—T 4REE o

8. tSSL/&E FHITUREH ~ EINURITEE ARISSLIRES ©
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E{FACAzZ:%SnapCenter LA {H{EF
G REZER ECAREE ~ M E{ASnapCenter &AM % {AARISAICAREERE ©

FAta 2 Al
* fRB] LU Set-SmCertificateSettings Cmdlet3REXFI S = FACAMERE ©
* f&A] L SnapCenter f§f Get-SmCertificateSettings CmdletFREERERE FIARESHRETAREE ©
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178 TRE) BET  AEERE> BT > CARBRE o
2. R RRRE R o

3 B—T I*ERH*] o

SRR

REENER SREMTETEHE  HEEERIEIEESnapCenter TIRRTS31 BIME T2 FHRVE

* L ORIVRB BB CARR SRR G IMIETN M o
* g RRCARE ERINEREE ©

* B CRTEARRECARE o

* @ RTREARRRGERE -

ERERTRIGER - BRHREEEGMINTM

®
R ENENAE R SSL @t

=M SSL &5

ez ELE M SSL @ ~ LUFE(R SnapCenter ARSI EAIMIMEN 2 VB R IBA L 28
= o

a2 Al

© WEZBESE CAKE CSRER « HZESMRETIRS 3072 ©
* CA BeBIES % AARkas5R=E M P imbRay o

* CREZEENSNERBINEAEHEER CARE

* CEZERURER SSL AR -

WFHAER » FF2H "WE CAEREER "
* WAETERRA M A SnapCenter EIARES LR A SSL 4@: ©
FARFEF N FEARSSREUA 2R SSL BABVIRIE o

1. BERLEEIZE  BE SnapCenter AlARAS 1% L 54 ‘SnapCenter IIS HEERSIERRIE 8146 (FARR) #
TTHPE ~ f[l?ﬁﬁﬁ PowerShell 52 BX % SMCore E#ZIE 8145 (F8:R) BIT FIIPER o
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a. {EA %! PowerShell e85 < #ixIR AR SnapCenter B E B /RFERZIBEL o
> netsh http delete sslcert ipport=0.0.0.0:<SMCore port/IIS port>
fgn
> netsh http delete sslcert ipport=0.0.0.0:8145
> netsh http delete sslcert ipport=0.0.0.0:8146
b. HEEREVISHY CA &5 EL SnapCenter AIAR23F SMCore FEZIBERAL o
> Scert = “<CA certificate thumbprint>”
> Sguid = [guid]::NewGuid() .ToString ("B")
> netsh http add sslcert ipport=0.0.0.0: <SMCore Port/IIS port>
certhash=Scert appid="S$guid" clientcertnegotiation=enable

verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:<SMCore Port/IIS port>

fBugn
> Scert = “abcl23abcl23abcl23abcl23”
> $guid = [guid]::NewGuid() .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0:8146 certhash=$cert appid="S$guid"
clientcertnegotiation=enable verifyclientcertrevocation=disable

> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0:8145 certhash=Scert appid="S$guid"
clientcertnegotiation=enable verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:8146

> netsh http show sslcert ipport=0.0.0.0:8145

HETFI CABEVER ~ s5HUT FIIDER ~ TEREREIRSBERIE SnapCenter AYTAR 1S Web fRIAR2&(E

Fﬁ%"lls AppPool * SnapCenter " ~ U7ZEUHTENISHY CA /&:E ©

a. #ZE Microsoft BIZFEE (MMC) ~ REE—T * 1R * > * #1E / bk Snapin *
b. £ THMGNBIRRANEIEE ) MEP ~ EI VRE) ~ ABE—T g o

£ URFE) MANBIRETRES « B NERERA ) 218 ~ A% —T Emy o
B— T EESRE > RE-A B> EA > RE ©

e. #%HY SnapCenter /&%

e o

f EEREIMSERE \ HIRBE « 5572 CARELR—TREAR  ARE - FIELE > * BE1ELE

TR o
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g #%—T *#E * « 7 [ Select Users and Groups | (CEEFHEEMEHE) BEL - BUBEFAKRKE
fisatE (PEEZREPRLERE) o

h. #f1% IS AppPool \ SnapCenter fEfE « B F T2 IEHIHER o
3. B1A “CA B IS IR * » I FESSHE SnapCenter FRESESSHTRIIATAY S T RMAE -

£ Windows EigiREEasT - W FFIBIE -

HKey Local Machine\SYSTEM\CurrentControlSet\Control\SecurityProv ders\SCHANNEL
4. 7 SChannel EEAAEHIAA TEILHH) DWORD B HHEIFIER o

SendTrustedIssuerList = 0

ClientAuthTrustMode = 2

&€ SnapCenter Windows M2 178 M SSL &=
1R &% {5 PowerShell i % 3% SnapCenter Windows M2 ~ IAE1TE M SSL #8510 o
FIYRZ Al
HE{R CA RFIEAAIA °
1. BEFEEIZIR - 357 SMCore EIZI1E 8145 B Windows 4MitEM ERITTHENME (FBR) -
a. fEFT% PowerShell s < ##IRAEHR SnapCenter B E /KB EIFIBRAL o
> netsh http delete sslcert ipport=0.0.0.0:<SMCore port>
fign ~
> netsh http delete sslcert ipport=0.0.0.0:8145
b. HFTEVISHY CA RE L SMCore ZEIHBEAE o

> Scert = “<CA certificate thumbprint>”"

> Sguid [guid] : :NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=S$Scert
appid="$guid" clientcertnegotiation=enable
verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:<SMCore Port>

g

> Scert = “abcl23abcl23abcl23abcl23”
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> Sguid = [guid]::NewGuid() .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0:8145 certhash=$cert appid="S$guid"
clientcertnegotiation=enable verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:8145

RYFA% M SSL &5t

BRI AR FI &M SSL 3@:H ~ LUER PowerShell 854 173 SnapCenter TR ESEAIMITER,
2 IR BB o

FIsGZ Al
FHITFIR SMEIZTNA] SMCore RIZEZRIA S ~ ARBAITAMBNG S ©

EER %M SSL &= - :57F SnapCenter fAllkes L ETEHIMIET - RIARESUREE M SSL ENMEE
REBELAHIT TGS °

> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="true"}
-HostName <Plugin HostName>

> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="true"}
-HostName localhost

> Set-SmConfigSettings -Server -configSettings @{"EnableTwoWaySSL"="true"}

2. FHETHESESHIT IS SnapCenter FEAREXNEEEZRLEIWIEE o > Restart-WebAppPool -Name

"SnapCenter"

3. 1t Windows SMIET « s5H11T 5! PowerShell €55 « EHE &) SMCore ARF :

> Restart-Service -Name SnapManagerCoreService

{EF%M SSL &=

i

& LUER PowerShell < {2 &M SSL 5@:H ©
RERSLE T 1E

* TMITFRASMIEILH SMCore RIBIEXMSH < ~ ABBHITARBHIHS o
* (ER%ME SSL @S - CARSEREMAETTR o
EEFIEMIEE SnapCenter fAARES ~ KM BIEREFAEIM EHAER SSL o
* NLB #1 F5 72 %1E -
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1. BEEHEM SSL i85 - 557 SnapCenter {AIAR23 L #HEHPRA IMEE SnapCenter EHBITFIIGH S ©

> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="false"}
-HostName <Agent HostName>

> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="false"}
-HostName localhost

> Set-SmConfigSettings -Server -configSettings @{"EnableTwoWaySSL"="false"}

2. ERATHE<LHIT IIS SnapCenter FEFRERNEEEREIULIEZE o > Restart-WebAppPool -Name

"SnapCenter"

3. ¥ Windows SMIER « 55T 75! PowerShell 88% ~ E3#EiE) SMCore AR :

> Restart-Service -Name SnapManagerCoreService

AL SEE ST EA e
R Rie B EREE

& SnapCenter {ElfR23(E L /GBIXEENM (CA) BFE

1 rEEZfER Microsoft BI2F R (MMC) - i CA &1 SnapCenter {EiR2SE H E5H
B o

FaYa > Al
CrEZE R EE R SSL ©

1. #ZEMicrosoft EIEEHEE (MMC) ~ RBER— T EE>*HHL/FERSnapin * o

2 7F TIESBKRRANEIRET) GEP B URE - ABER—T TE o

3. ff DESmAREIRET) WER BRI BISIES CEE ) RBE—TF R o

4 $H—TF * TLEOREH > B - AHWER > BA > RE o

5. LB EAEE—FAR SnapCenter FIRZMDEVS CA /&  ABIEW * FIATIE* > * B * WUABHEH

'E'?E.—.,‘o

6. FEXETRHIT FHIBE o

SHEIEEE ... ERITTHIBIE...

BT B2 T REERAESE * - RGE—T * T—5

ey LD S

CEZX B—T * B * ST R R « AR —
TrF— o
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FTETIEIRTE ... AT TIEE...
FER/REE B AR EE BB ~ AREE—T 5l FGED -

@ SnapCenter HA #8851 SnapCenter Plug-in for VMware vSphere Rz 1B/&:5BER:S ©

RREEIXEENL (CA) BRFEA Windows JMib 1

EEFHAELA SnapCenter fAlARas CA &5 ~ & FEZER Microsoft IS (MMC
)~ #EFERARY/REEEE A SnapCenter Windows 914 o

TR

7

1. BEMicrosoft EIEE R (MMC) ~ REBE—T B> HIL/FZBRSnapin * o

2. 71 THBRBIBRImRAREIEE ) MEP - B DEE) ~ A%R—T g o

3. & NREMARNEIERE ) REP > BE - EIRS ~ BI5 > ABR—T Tl * °

4 17—~ FEEREH > RE - AMER > BA > BRE* o

5. EENK MEAA) LiR—TREGHE - ABRER*FIELE > EBA * UKEEARE -
6. TERBEPHITTIIEE

FHETIEEIE ... AT FHIBNE...

TEEUE BEEE* T— * o

EEAIEZR BEEVA .cer BIIES4EERY SnapCenter {AlARES/REE ©
BREFRE EBEg T~

SER/REE LA E RREMEE ~ AT —T 5Tl FRBEA -

i CA RSEEEA UNIX EHIMIMET « WA RE P42 /RERES SPL EEEFEHE
% CA JRFEFEA UNIX S 1%

1THEZAS CA RFEEEA UNIX S o

RARSLE T

* O] A EIE SPL Keystore HIZRHE ~ URFERAHH CA EESBACEH % ©
* SPL ZiBEMFAIRHYFR A REE B R S EARR o

TR

1. BRI SPLABIERAEXSPL Keystore TR ZH - ©EH N £IBAIE SPL_KEYSTORE PASS ©
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2. fEtFEKeystoreZHE ¢ $ keytool -storepasswd -keystore keystore.jks

3. #Keystore M FA%E & i81E B HIFRE B & B E E A ElKeystore HEIFIZHE © $ keytool -keypasswd

-alias "<alias name>" -keystore keystore.jks
4. ;F#HE SPL_Keystore ZHE#EITHERBVEHT spl.properties” 1EE :
5. BEEIGEEMRENRTS o
RHREL P AR SR EASPLIEREFRE

Y MMHQH‘E_JZEP“ B/RFERE S SPL EEFEHE o EZITHIERECARE « REHEMILH
:%&CA? nE. °

TR

1. BIEEZ 83 SPL Keystore FIERIIE | /var/opt/snapcenter/spl/etc ©

2. }FIREZE keystore.jks ©

w

7EKeystore % HFTIEAYIREE ¢ S keytool -list -v -keystore keystore.jks

.-'>

BRSP4 REE | $ keytool -import -trustcacerts -alias
<Al1asNameForCerticateToBeImported> -file /<CertificatePath> -keystore
keystore.jks

O IR PEBEREASPLEEFRE 2R « SEEMBAENART ©

RCABERRECHREASPLIEEEHRE
CHEZiG CA REZBECHRES SPL FEEHRE -

TR

1. BIBEEZ B S SPL Keystore FIERIZ /var/opt/snapcenter/spl/etc ©

2. ¥ FItEZE keystore.jks  ©

3. EKeystoreF|HFIEAY/REE ¢ $ keytool -list -v -keystore keystore.jks
4

- HMEEEIERERMNARESIENCARE © $ keytool -importkeystore -srckeystore
<CertificatePathToImport> -srcstoretype pkcsl2 -destkeystore keystore.jks
—-deststoretype JKS

3. 7EKeystore % HFTIEAY/KEE © S keytool -list -v -keystore keystore.jks
6. BT BEESS O EMCAREHEMNAE « ZCARRECHMIEESBE o
7. FCARERINEE BT E T ATIRERN °

FEERHY SPL &igERIEE£18 SPL_Keystore ZHERI{E spl.properties HEE :

$ keytool -keypasswd -alias "<aliasNameOfAddedCertInKeystore>" -keystore
keystore.jks"

8. WIRCAGEFHRIRRREAGSERIHRHRFT (M1 ~ 11 ~1) ~FRILEERMERTE S

keytool -changealias -alias "<OrignalAliasName>" —destallas "<NewAliasName>"
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-keystore keystore.jks®
9. % Keystore E R4 spl.properties EE | FBIRESPL_PROE ERIGAEHMILLE o
10. BCAEEZRICHREASPLEEERER  AEMBIRT -

YR /RsE B AR R

HE7% SnapCenter Server Fll Windows SMH 2T F 1R /REEELESEE ~ sAEIT 151
PowerShell Cmdlet o #52 Linux Mt E#% « 2B E M SSL K ~ 2 RA/RERE

=%
iz ©
* EERFRRP IR ¢

Set-SmConfigSettings -Agent -configSettings
@{"EnableClientCertificateAuthentication"="true"} -HostName[hostname]

* FEFARPIR&EEERE

Set-SmConfigSettings -Agent -configSettings
@{"EnableClientCertificateAuthentication"="false"} -HostName [hostname]

% EActive Directory - LDAPFILDAPS

E A2 51F8Active Directory 481

1 FEMISnapCenter 2B IEIHAERY(E ARES S &RActive Directory ~ UBEIERBZEARZE
{EActive DirectoryA8igia9 4%  FFRAEFEFE o

FIYRZ Al
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Identify two existing SnapCenter Servers,
or install SmapCenter Server {SC1) on
hostl and SnapCenter Server (SC2) on

host2,

.

Export SnapCenter certificates for SC1
and 5C2.

.

Configure F5 Load Balancer for
SnapCenter Servers and disable the 5C2
node member.

.

Impart SnapCenter certificates into F5
Load Balancer,

.

Configure an F5 cluster in SnapCenter
between 5C1 and 5C2.

.

Enable 5C2 node member,
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TR BRI « 800 AR A A RERICLIS S ONTAP" o
2. WATY e L REILEAERTE !

security login create -username <user name\> -application ontapi -authmethod
<password\> -role <name of role in step 1\> -vserver <svm name\> -comment
"user description"

° user_nameE L EE I ERE R o
° BIEMZENE c MREKRIEEEH - ARG TEEMAZS o
° SVM_name@SVMBI$ 78 o

3. MATIGS « KAGIEREHERE

security login modify username <user name\> -vserver <svm name\> -role
<role name\> -application ontapi -application console -authmethod <password\>

© BISTESR2PEIUMNFRAEST o LS rETMERERE « FHES BRI
° SVM_name>@SVMBEY%HE o
° <role B> B IRESTRIPRINABLTE
° BIEIVER o MREKIEEE - RAMGIRTTHAZ o
4. A TGS -~ AEAECEREL :
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security login show -vserver <svm name\> -user-or-group-name <user name\>

user_name@EESBRIF BRI NFERERLTE o

R {BHERZIISVMA TR

EEEEERAISVMEREZILAEER » G EHTITRONTAP {ESfCLIGE S ONTAP
o YNRIEHESVMEZTEONTAP AiZESnapCenter £/ ~ BERAEEAvsadminA & ~ B|EE
A o

1. ERERFL  BUAGHRIA#RIERGZAR

security login role create -vserver <svm name\>- role <SVM Role Name\>
-cmddirname <permission\>

() rcEzstssERREELHS -

2. BUERETRAGIERKGRERE -

security login create -user <user name\> -vserver <svm name\> -application
ontapi -authmethod password -role <SVM Role Name\>

3. FREIRIHEERE o

security login unlock -user <user name\> -vserver <svm name\>

R EIISVMA &S KERIICLIZE S ONTAP

CREZHITHONTAP {ESVMan < SR I SVMA B 5 IERR o
* security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"snapmirror list-destinations" -access all

* security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"event generate-autosupport-log" -access all

* security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"job history show" -access all

* security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"job stop" -access all

®* security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"lun" -access all

* security login role create -vserver SVM name -role SVM Role Name -cmddirname
"lun create" -access all

®* security login role create -vserver SVM name -role SVM Role Name -cmddirname
"lun delete" -access all
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security login role create -vserver SVM name
"lun igroup add" -access all

security login role create -vserver SVM name
"lun igroup create" -access all

security login role create -vserver SVM name
"lun igroup delete" -access all

security login role create -vserver SVM name
"lun igroup rename" -access all

security login role create -vserver SVM name
"lun igroup show" -access all

security login role create -vserver SVM name
"lun mapping add-reporting-nodes" -access all

security login role create -vserver SVM Name
"lun mapping create" -access all

security login role create -vserver SVM name
"lun mapping delete" -access all

security login role create -vserver SVM name
"lun mapping remove-reporting-nodes" -access

security login role create
"lun mapping show" -access

-vserver SVM name
all

security login role create
"lun modify" -access all

-vserver SVM name

security login role create -vserver SVM name

"lun move-in-volume" -access all

security login role create -vserver SVM name
"lun offline™ -access all

security login role create -vserver SVM name

"lun online" -access all

security login role create -vserver SVM name

"lun resize" -access all

security login role create -vserver SVM name

"lun serial" -access all

security login role create -vserver SVM name

"lun show" -access all

security login role create -vserver SVM Name

"network interface" -access readonly

security login role create -vserver SVM name
"snapmirror policy add-rule" -access all

security login role create -vserver SVM name
"snapmirror policy modify-rule" -access all

security login role create -vserver SVM name

-role

-role

-role

-role

-role

-role

-role

-role

-role

all

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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"snapmirror policy remove-rule" -access all

security login role create -vserver SVM name
"snapmirror policy show" -access all

security login role create -vserver SVM name
"snapmirror restore" -access all

security login role create -vserver SVM name
"snapmirror show" -access all

security login role create -vserver SVM Name
"snapmirror show-history" -access all

security login role create -vserver SVM name
"snapmirror update" -access all

security login role create -vserver SVM name
"snapmirror update-ls-set" -access all

security login role create -vserver SVM name

"version" -access all

security login role create -vserver SVM name

"volume clone create" -access all

security login role create -vserver SVM name

"volume clone show" -access all

security login role create -vserver SVM name

"volume clone split start" -access all

security login role create -vserver SVM name

"volume clone split stop" -access all

security login role
"volume create" -access all

create -vserver SVM name

security login role create -vserver SVM name
"volume destroy" -access all

security login role create -vserver SVM name
"volume file clone create" -access all

security login role create -vserver SVM name
"volume file show-disk-usage" -access all

security login role create -vserver SVM name
"volume modify" -access all

security login role create -vserver SVM name
"volume offline" -access all

security login role create -vserver SVM name
"volume online" -access all

security login role create -vserver SVM name
"volume gtree create" -access all

security login role create -vserver SVM name

"volume gtree delete" -access all

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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security login role create -vserver SVM name -role
"volume gtree modify" -access all

security login role create -vserver SVM name -role
"volume gtree show" -access all

security login role create -vserver SVM name -role
"volume restrict" -access all

security login role create -vserver SVM name -role
"volume show" -access all

security login role create -vserver SVM name -role
"volume snapshot create" -access all

security login role create -vserver SVM name -role
"volume snapshot delete" -access all

security login role create -vserver SVM name -role
"volume snapshot modify" -access all

security login role create -vserver SVM name -role
"volume snapshot rename" -access all

security login role create -vserver SVM name -role
"volume snapshot restore" -access all

security login role create -vserver SVM name -role
"volume snapshot restore-file" -access all
security login role create -vserver SVM name -role
"volume snapshot show" -access all

security login role create -vserver SVM name -role
"volume unmount" -access all

security login role create -vserver SVM name -role
"vserver cifs share create" -access all

security login role create -vserver SVM name -role
"vserver cifs share delete" -access all

security login role create -vserver SVM name -role
"vserver cifs share show" -access all

security login role create -vserver SVM name -role
"vserver cifs show" -access all

security login role create -vserver SVM name -role
"vserver export-policy create" -access all
security login role create -vserver SVM name -role
"vserver export-policy delete" -access all
security login role create -vserver SVM name -role
"vserver export-policy rule create" -access all
security login role create -vserver SVM name -role
"vserver export-policy rule show" -access all
security login role create -vserver SVM name -role

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

49



"vserver export-policy show" -access all

®* security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"vserver iscsi connection show" -access all

* security login role create -vserver SVM name -role SVM Role Name -cmddirname
"vserver" -access readonly

° security login role create -vserver SVM name -role SVM Role Name -cmddirname
"vserver export-policy" -access all

° security login role create -vserver SVM name -role SVM Role Name -cmddirname
"vserver iscsi" -access all

° security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"volume clone split status" -access all

° security login role create -vserver SVM name -role SVM Role Name -cmddirname
"volume managed-feature" -access all

LIONTAP REH#REI=EAE

CHEZGZIIONTAP AR RIRERBIIRINEE « LEFLERONTAP E{EIIAE
#SnapCenter MITENE o ERAIUBMITEXONTAP {EICLISH S 3REILONTAP —ERZIE ST HE
MEEAE « MERS(EER o

1. EHEERRL  BUAGTRAIA#RIEMEZAR -

security login role create -vserver <cluster name\>- role <role name\>
-cmddirname <permission\>

() cEzstssERRECLHS -

2. BUERETRABIERGRERE -

security login create -user <user name\> -vserver <cluster name\> -application
ontapi -authmethod password -role <role name\>

3. FREIRIHEERE o

security login unlock -user <user name\> -vserver <cluster name\>

BRI REABNERERNCLIEE S ONTAP
TEZHITHONTAP (ECLIGF L REUREABIIERER o

° security login role create -vserver Cluster name or cluster name -role
Role Name -cmddirname "metrocluster show" -access readonly

* security login role create -vserver Cluster name or cluster name -role
Role Name -cmddirname "cluster identity modify" -access all
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security
"cluster

security
"cluster

security
"cluster

security
"cluster

security

"event generate-autosupport-log"

login role create -vserver
identity show" -access all

login role create -vserver
modify" -access all

login role create -vserver

peer show" -access all

login role create -vserver
show" -access all
login role create -vserver

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

—-access all

security login role create -vserver Cluster name

"job history show" -access all

security login role create -vserver
"job stop" -access all

security login role create -vserver
"lun" -access all

security login role create -vserver
"lun create" -access all

security login role create -vserver
"lun delete" -access all

security login role create -vserver

"lun igroup add" -access all

security

"lun igroup create"

security

"lun igroup delete”

security

"lun igroup modify"

security

"lun igroup rename"

security

create
—-access all

login role -vserver

create
—-access all

login role -vserver

login role create -vserver

—-access all

login role create -vserver

—-access all

login role create -vserver

"lun igroup show" -access all

security

login role create -vserver

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

"lun mapping add-reporting-nodes" -access all

security login role create -vserver Cluster name

"lun mapping create" -access all

security login role create -vserver Cluster name

"lun mapping delete" -access all

security login role create -vserver Cluster name

"lun mapping remove-reporting-nodes" -access all

security login role create -vserver Cluster name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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"lun mapping show" -access all

security login role create -vserver Cluster name
"lun modify" -access all

security login role create -vserver Cluster name

"lun move-in-volume" -access all

security login role create -vserver Cluster name
"lun offline"™ -access all

security login role create -vserver Cluster name
"lun online" -access all

security login role create -vserver Cluster name
"lun persistent-reservation clear" -access all

security login role create -vserver Cluster name

"lun resize" -access all

security login role create -vserver Cluster name

"lun serial" -access all

security login role create -vserver Cluster name

"lun show" -access all

security login role create -vserver Cluster name
"network interface create" -access readonly
security login role create -vserver Cluster name
"network interface delete" -access readonly
security login role create -vserver Cluster name
"network interface modify" -access readonly
security login role create -vserver Cluster name
"network interface show" -access readonly
security login role create -vserver Cluster name
"security login" -access readonly

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

security login role create -role Role Name -cmddirname

-vserver Cluster name -access all

security login role create -role Role Name -cmddirname

destinations" -vserver Cluster name -access all

security login role create -vserver Cluster name
"snapmirror policy add-rule" -access all

security login role create -vserver Cluster name

"snapmirror policy create" -access all

security login role create -vserver Cluster name
"snapmirror policy delete" -access all

security login role create -vserver Cluster name

"snapmirror policy modify" -access all

security login role create -vserver Cluster name
"snapmirror policy modify-rule" -access all

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

"snapmirror create"

"snapmirror list-

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname



security login role create -vserver Cluster name
"snapmirror policy remove-rule" -access all

security login role create -vserver Cluster name
"snapmirror policy show" -access all

security login role create -vserver Cluster name
"snapmirror restore" -access all

security login role create -vserver Cluster name
"snapmirror show" -access all

security login role create -vserver Cluster name
"snapmirror show-history" -access all

security login role create -vserver Cluster name
"snapmirror update" -access all

security login role create -vserver Cluster name
"snapmirror update-ls-set" -access all

security login role create -vserver Cluster name
"system license add" -access all

security login role create -vserver Cluster name
"system license clean-up" -access all

security login role create -vserver Cluster name
"system license delete" -access all

security login role create -vserver Cluster name
"system license show" -access all

security login role create -vserver Cluster name
"system license status show" -access all

security login role create -vserver Cluster name
"system node modify" -access all

security login role create -vserver Cluster name

"system node show" -access all

security login role create -vserver Cluster name

"system status show" -access all

security login role create -vserver Cluster name

"version" -access all

security login role create -vserver Cluster name

"volume clone create" -access all

security login role create -vserver Cluster name

"volume clone show" -access all

security login role create -vserver Cluster name

"volume clone split start" -access all

security login role create -vserver Cluster name

"volume clone split stop" -access all

security login role create -vserver Cluster name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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"volume create" -access all

security login role create -vserver Cluster name
"volume destroy" -access all

security login role create -vserver Cluster name
"volume file clone create" -access all

security login role create -vserver Cluster name
"volume file show-disk-usage" -access all

security login role create -vserver Cluster name
"volume modify" -access all

security login role create -vserver Cluster name

"volume offline" -access all

security login role create -vserver Cluster name

"volume online" -access all

security login role create -vserver Cluster name

"volume gtree create" -access all

security login role create -vserver Cluster name

"volume gtree delete" -access all

security login role create -vserver Cluster name

"volume gtree modify" -access all

security login role create -vserver Cluster name

"volume gtree show" -access all

security login role create -vserver Cluster name

"volume restrict" -access all

security login role create -vserver
"volume show" -access all

Cluster name

security login role create -vserver Cluster name
"volume snapshot create" -access all

security login role create -vserver Cluster name
"volume snapshot delete" -access all

security login role create -vserver Cluster name
"volume snapshot modify" -access all

security login role create -vserver Cluster name
"volume snapshot promote" -access all

security login role create -vserver Cluster name
"volume snapshot rename" -access all

security login role create -vserver Cluster name
"volume snapshot restore" -access all

security login role create -vserver Cluster name
"volume snapshot restore-file" -access all

security login role create -vserver Cluster name

"volume snapshot show" -access all

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname



security

"volume unmount"

security
"vserver"

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security

login role create -vserver
—access all

login role create -vserver
—access all

login role create -vserver

cifs create" -access all

login role create -vserver

cifs delete" -access all

login role create -vserver

cifs modify" -access all

login role create -vserver

cifs share modify" -access

login role create -vserver
cifs share create" -access
login role create -vserver
cifs share delete" -access
login role create -vserver

cifs share modify" -access

login role create

cifs share

-vserver
show"

login role create -vserver

cifs show" -access all

login role create -vserver
create" -access all

login role create -vserver

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name
all

Cluster name
all

Cluster name
all

Cluster name
all

Cluster name

—-access all

Cluster name

Cluster name

Cluster name

export-policy create" -access all

login role create -vserver

Cluster name

export-policy delete" -access all

login role create -vserver
export-policy rule create"

login role create -vserver
export-policy rule delete"

login role create -vserver
export-policy rule modify"

login role create -vserver

Cluster name
—access all

Cluster name
-access all

Cluster name
-access all

Cluster name

export-policy rule show" -access all

login role create -vserver

Cluster name

export-policy show" -access all

login role create -vserver
iscsi connection show"

login role create -vserver

Cluster name

—-access all

Cluster name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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"vserver modify" -access all

® security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver show" -access all
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#SnapCenter fEER I EBEFBRFFHER o

* B LUfER Set-SmAuditSettings #1 Get-SmAuditSettings #1379 IR EFEILECERHE ©
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SmStorageConnectionPowerShell
Cmdlet °
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a 75 MUEHE) & ERESVMAEERTIRRENWRIBE « BEEHTTPS o
b. HAREAIESIERE o

TARIEIHIR443BEEREF
C. MATEEMERAFILZAIEEIBRIRRE (AR EL) -
TR {EZR 60 Fb o

d. MBESVMELAEEENE « FHEW MEAIP ZEUTHE « ABHASVMEBLEYIEAIPLIL -
e B—TF [*fiE~] o

5. f—TFHER" o
C R

£ MEERS BEEN NER) ThUSEDR ~ BUTFIIEHP—IESHE !
* MNSRONTAP G EZRFAAEFIERISVM « FHEEE (SVMS*) o
YNRITEFILEFSX SVM ~ LEEEEFHFSX SVM o
* YNERONTAP E2IAFRAMIBRIEE « FEA (&) -
MRIEEERfsxadminFTEFSXE & - BILLE S HFSxERE ©
BB —TRELEE - BRNERE—MIMNPIESVMEERERE [EFERKSE BRP -

YNERONTAP fEEFHONTAP RefesGUIRHTBISVMETIE ERefes#® £ ~ sAIE— M EMFR LUSHRITIEH
SVM o

@ MREERE FAS T AFF FEFERAFLRE All SAN Array  (ASA) ~ BN EEFHEIE
SnapCenter {ERESFAIEHETZEL ~ WURFE SnapCenter RRVEEEFLER o

FER R

#%’é’ﬁﬁﬂ;ﬁ?‘ AutoSupport BEREFRMAEES LEXFE TSZ4BIN8El ~ SnapCenter 4 SEEPR A Al ZEXEYFETF
RIREXEFEIHEEN - HERRFEERAGLIRITTIHS !

autosupport trigger modify -node nodename -autosupport-message client.app.info
-to enable -noteto enable

@ EEE%EE (SVM) BIES&EEFEXAutoSupport VMware ©

HriZSnapCenter LUZEH23 A EMAVINEE

NRIEGHFEABIZ FAS ~ AFF EiFiE SAN (&%) (ASA) f#7FIZEHIZE « BIFEZE SnapCenter
TREESERIZR B o

RIS RERA T
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@ EREETESnapCenter 7148GUI) & ASnapCenter {EAIBHEE N « LIESLUERIES A
ERAVIRHE -

* SHEEIEHIZRRIF R

MFBFRFRISEAAERTEN - SR T HEFMSnapCenter' ©
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« AFF 1 ASA SVM Bi#% -

UNERSnapManager fEH9IZ G2 EE&E —ER{EXERIARZ ~ SnapCenter RIS BEIR IR
@ ZHI2S AR RS IBIRTS © SnapManagerSuiteiZ#F1SnapCenter LUIZ 25 2 B FEAISESS-1%1#
ZIBOERER « BEMER 2 ERAVRRE

1. EESEERD « BI RERR - -

2. 71 TREFRM BER MER) THURER  ERNELSZIRRMMAMENSVMEEE !
© AEMAFABAIERISVM ~ 55EEEY ONTAP (SVMS*) o
© ARRAFTACMIENRE « 5EEC ONTAP (££) *-

BENRELTER - BREE MDA SYM S ERENERFERESSERF
3. #£Storage Connections (f#77&E4R) BEH ~ X ZIController License (FEH2F1%HE) #4 o

[Controller License]  (3ZH25151E) BT RETR FIHRAS ¢

R SnapManager Ef B Z4E7E FAS + AFF S0 ASA ZREFRML o

© T SnapManager EfFIRIERRLIEIE FAS -« AFF 3 ASA ER#EEFERFL ©

° IR TSnapManager B H#1FIEHI2311F2 Cloud Volumes ONTAP REARIM A « FRARE R E(E
AERRITHRE - ONTAP Select

B 2 1 WAREAEIERISS IS

AT LAEFAONTAP s < SRR IEH 25 L L EAIFRAIRIE o [GIEZRE FAS ~ AFF S{ ASA R LRSS
= R

() suzsismmmm WUEREHISARRE) BREETASnapManagerSuitetSH  SnapCenter
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HEF
1. fEFHONTAP flexflinefn 2 5% ANetAppiZias o

2. & Alicense showds %

wHEEA)

clusterl::> license show

(system license show)

Serial Number: 1-80-0000xx
Owner: clusterl
Package Type Description Expiration
Base site Cluster Base License -
Serial Number: 1-81-000000000000000000000000xx
Owner: clusterl-01
Package Type Description Expiration
NF'S license NFS License =
CIFS license CIFS License =
iSCSI license 1SCSI License =
FCP license FCP License =
SnapRestore license SnapRestore License -
SnapMirror license SnapMirror License =
FlexClone license FlexClone License =
SnapVault license SnapVault License =
SnapManagerSuite license SnapManagerSuite License -

TEUEEEHIH ~ SnapManagerSuiteiZ#EE &4t ~ EIlt R SnapCenter EEMITHMBITHAEREFEBNE ©

TER 3 | RREUERIZR AR

@%EE?’%U%&F% 7 BERAEIEH B3 BY IR PSR ©
2 FAS - AFF 5 ASA &4 F EEEIES -

1. {EFAONTAP flexflinedn < 5B A 4135 o

C ABBEEEUSERSER

#£SnapManagerSuite & o

IEEILAERONTAP TAlan < 5 FEEIZER 83 755

2. & Asystem show -instance®s % ~ SRR IGREIE H LA B 15 8855k ©
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wHEEA)

clusterl::> system show -instance

Node: fasxxXX—-XX—XX—XX
Owner:

Location: RTP 1.5

Model: FAS8080

Serial Number: 123451234511
Asset Tag: -

Uptime: 143 days 23:46
NVRAM System ID: XXXXXXXXX
System ID: XXXXXXXXXX
Vendor: NetApp

Health: true

Eligibility: true
Differentiated Services: false
All-Flash Optimized: false

Node: fas8080-41-42-02
Owner:

Location: RTP 1.5

Model: FAS8080

Serial Number: 123451234512
Asset Tag: -

Uptime: 144 days 00:08
NVRAM System ID: XXXXXXXXX
System ID: XXXXXXXXXX
Vendor: NetApp

Health: true

Eligibility: true
Differentiated Services: false
All-Flash Optimized: false
2 entries were displayed.

3. SCERRFIE o

TER 4 | RREUER B RN AR

WMNRIEFERAMRE FAS 5 AFF #7786 > ErI St NetApp ZHE48IEENIESnapCenter %2384 » BfEMA

ONTAP s S5 EITZRE o

ez Al
* MIEEEB BN NetApp ZIRAEIEE ASTHRERN o
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MRERMABMRREZER « B A FEEHHAIEAEEESE -
 CREZBEHIZRER o
1. B A "NetApp iB4EIL" o
2. BB =" Systems > Software Licenses* °

3. 7 MEEFMRM) B - MREEWNFR (UNEKESHE) - BAESRIZREIE « A%ER TGo! o

Software Licenses

Selection Criteria

Choose a method by which to search

» |Serial Number (located on back of unit) v| Enter Value: : '__Go!'_:

Enter the Cluster Serial Number value without dashes.

-0OR-
» Show Me All: | Serial Numbers with Licenses ~|For Company: I:l Go'

BERNEE TS E e SRS B o

4. ¥ HiSnapCenter Mizoi%k (FRERIEZERR) T SnapManagerSuitetZH o

TER 5 [ AmEIEERIER TR

IS FAS « AFF 3 ASA 4% « i B#7%A SnapCenter Standard 5% SnapManagerSuite 1R « &R LAfE
Fi ONTAP #5< 53R E1% SnapCenter #5283 RYIEHE o

FAtaZ Al
* IRFEZE FAS - AFF 3 ASA R LR EEES °
* {CFEZFEA SnapCenter TR F{EATHEERIAZEZERR) 3% SnapManagerSuite] 21 o

RIRERI(E

MRITAAE A FAS « AFF 5 ASA {#TF s #2K %% SnapCenter ~ R UEVFBE EmASHERE « UE
RIS E%edk -

NRIEABSnapCenter 2l AIREE « FBHHRTHHENRR « UEUFPremiumZEmiE & HEIRE « WEREERX
AYdEREs L

HER
1. EFHONTAP flexflineds <515 ANetAppE £ o
2. i SnapManagerSuiteiZ £

system license add -license-code license key

tEan < AR EIRREPRE AR fERA o
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3. HEFBSnapManagerSuitefSHEE &4 ¢

license show

TER 6 | BirulRRE

MRIEEAMSnapCenter 2LUIEHIZSAEMAIVMwares?ss « MATZEBRRA SRS BIRE (U 501 £EM
FF3E) ~ ISREZERMySQLEr S FESIME BIRIEHE o 3 AR EE £ E A SnapCenter VMware GUIIB o

O F7EFEHESnapCenter AVMwareiZ 23 AEMRAVIZHELR « A EEFEBIRBIRE - NRITHE
() ESnapCenter 7 UINAEAERIVMware BISHRIZHE ~ L5 EHTHSnapCenter EVMwarefE 72
RNE - AR E S HER -

1. 7£fAARSnapCenter 25 - FAEXPowerShellif & A E R MySQLERES ©

a. #170pen-SmConnection Cmdlet « ##¥tSnapCenter SnapCenterAdmintk 5 ~ EXEhEL sz {AIARZFAVEEER T
TEPEES ©
b. #11TSet-SmRegitoryPassword A EZMySQLZRHE o

NECMdletlIHERAE N ~ 5520 " (BHIE<T1202%158) SnapCenter” o
2. RS LRTRFETL#HITMYSQL -u root -pIAE AMySQL °
MySQLEIR R AE o @A TSR BERAIRENREER
3. WERIERIRAEE

use nsm; ~DELETE FROM nsm License WHERE nsm License Serial Number='510000050";

#riESnapCenter LIINEEAERERY TTHRERIRAE) R

EEILUEASnapCenter TRIBEZIBEZIBINAE] MIZIE - RIFFEONTAP Select T IBINAE
MF1Cloud Volumes ONTAP IHEEMET & EHEE} o

REREAE TN
* BHAIEFTRARRY » 18045 TXXXXXXX
&R LUE R SRAI A B NetApp TIEMEILE ASREEE K » 1538 SnapCenter GUI ZREXFRIZHE o

* DURIRY K AR IR M - ERAERRERENEEREXRCEFRENER AN (EREE) - mMEER
FSnapCenter 3z B2

* §TBHHA
Bl ~ EETERS1 TB ~ 2 TB ~ 4 TBERERIRHE -

* BIOOKRFARIERIVRM - FER100TB
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INEFARE RSN « SF2E "THEZEEESnapCenter” o

HEEENEZEBRREF - BRFREIFAE—RBFEFEHE  SnapCenter ONTAP Select Cloud Volumes

ONTAPE&FAIZER EXERFSnapCenter ~ FANAIZHEREPIRFIA VolumeNEBHZAE ~ BIAIstE X
FANSE - MRCHAAERBBEESRE « SnapCenter BgE EEMENERR LEATBEFERES - IR
i&iEESnapCenter INAEE PR EREHEAENE - EFANBSE2EITIECNBERER - ARG EXEFH

TER1 | StEHREEXR
7EER45SnapCenter UTHEEAEREAVEIE 2 A ~ EFEZ A st E SnapCenter EHSIEMNTMAE
{RFEEZ 2 Cloud Volumes ONTAP — A2 £ EIES - IERE(EE R4 L - ONTAP Select

BAREETLF

LR AT St EBIREANAE o SnapCenterfI RIERRMRNEFHERIA/\Z31 TB ~ EEfEA500 GBZE
fE ~ SnapCenter BI&5tH500 GBWERRE - HIrERERTERENMIFNERB 2 BEE « MEZRERE
HHRERNE RS ERE -

1. fEFHONTAP flexflinefn 2 5% ANetAppiZiias o

2. EEWRERANVolumeBE ~ FBAGMS ©

select::> vol show -fields used -volume Engineering,Marketing

vserver volume used

ASHE Engineering 2.13TB
AVASH Marketing 2.62TB
2 entries were displayed.

WmEER &S HERSEMEIN5 TB ; EIL ~ NRIEBE(REFIBS TBEK] » SnapCenter RIERIEIRE
ERVRERKRDB5TB -

B ~ MR RBRES TBAEEABSEF2 TB ~ ERILUEUS2 TBR SRR -

T2 [ ENEENRENFR

e ATEET B FERR S TR BA XX E 4 PR EIERY SnapCenter BE2RUSHFE - BRMREIZB LR > thaTX
% NetApp SZHRABILEISFAE ©

(EREZ M NetApp SIEABIEES A ST o

TR
1. ZEA "NetApp ZHEAFLL" o
2. B|¥EZ~ Systems > Software Licenses* °

3. 7E DEEENRMF) B TRERRRT ¢ FIRELRME) THRITIAERFEEE [ SC_Standard*) o
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2.

3.
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(D AR AR &S « AR R&ENZIBEN—ARABELSRZSBRNARCAREN—ARHE
18 - iNRBARMEEMERE « BIEAOpenSSLARZN ARV /EEM T IBIERFT G R

RIEBHME | CEZERRARSTBENRE (FQDN) BRIk /&EN—ARRTE o

R SSLREMEMIERMEIMYSQL DataB 3k o
TR HIMYSQLE IR EE1E A C: \ProgramData\NetApp\SnapCenter\MySQL Data\Data\ °

EHHMySQLARRSIAARERE (my.ini) PHICAES - ARSSAREE « BRIRARESE « ARRIMWESERA
Fimfh B SRR o

FEEZAIMYSQLIEARESAERERE (my.ini) B&1€% C:\ProgramData\NetApp\SnapCenter\MySQL
Data\my.ini ©

@ A BTEMYSQL EIARESAEAERE (my.ini) BY[mysqld]&E&FHIEECAE:ET « (AlRes AR /&5
FIIRZZFAZ B IRERTE o

,u\,lé\ﬁ,ET_MySQLﬂHE?E REFE (my.ini) BY[client] & EXFISECARE « AR IR AR /&S AP IR I8

1((( o

T5 &S HIEETRE R E I my.inifEZM[mysqld| & R RY/EB TS H1E « (I TaRERIZAH
C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data °

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-—
key.pem"

THEEHIEETRmy.initgZ 8 [client| & B P EERTAVERIE o

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/client-
cert.pem"



ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/client-
key.pem"

4. {Z1ESnapCenter Internet Information Server (11S) HHYIHAE o
5. EFEREIMySQLARFS ©
6. FEIAHR R EREFMySQLProtocol £ iRHI(E o

T3 856528~ EEweb.confighE ZEH E FHIMySQLProtocol £ &(E °

<add key="MySQLProtocol" value="SSL" />

7. {EAmy.initEZ M [client] @ IR H AV ER R ERTHRERERE ©
THEBHIFETRmy.initEZEBY[client] & ER P ERTAVRRIE o

<add key="ssl-client-cert" wvalue="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-cert.pem" />

<add key="ssl-client-key" wvalue="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-key.pem" />

<add key="ssl-ca" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/ca.pem" />

8. 7£SnapCenter IISHEE) MEMRES] WebfERTER ©

HEHAERERE Z ERIMYSQLELR

MR EERESnapCenter I2E X HRARTE 2 EMySQLAARE: 2 FMRVE « IUBESTHE (HA) BHEELR

2EMBE (SSL) BEALIHHE o CAFEMySQLAMREHHARES L8RS 1M -
AU B FHVEE
* A
CABRE BT —(AHARES LA « ML CABE BRI —EHARDE -

* MEHAERRERYEIBR S AR /RE M ARSI A E T HBEEE
* MEHAERRSHY AR P in A F/&EM B R IR E I8 1E S
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1. HWNE—EHAENE « 5 Aopensslgs% ~ EWindows_E 8 EMySQL AR ESFI A B iHHISSLREM S8t o

WNEAERAE N ~ sA2E "MySQLARZR5.7 : fFEHopenslZE I SSL/&EM = iE"

@ A Ak &R « AR In&EMNZRIEN —REBELESHRRARCAREN—iRRTE
18 - iNRBARMEEMERE « BIEAOpenSSLARZN AR V/EEMEBIERF G R o

*RIEBEBME | EREZERARSBEEE AT (FQDN) HAARSSREN—RETE
2. #SSLEENEIRIEENEIMySQL DataBE Rl 5K ©
FEZAIMYSQLERIFREREAC & \ProgramData\NetApp\SnapCenter\MySQL Data\ ©

3. B MySQLABESSARAERE (my.n) CHEYCATESE « (EIRSS AR « S ARIESE « ARSI T SR
PSR S RE o

FEEHIMYySQLFEIAR2S4EAERE (my.ini) B&1EZAC | \ProgramData\NetApp\SnapCenter\MySQL Data\my.in

@ S ZETEMYSQLAIRREZAAREAE (my.ini) AI[mysqld]&EXRIEECARET « AIARSS A RH/&EH
ARSI EZRIRE o

WARTEMYSQLEIARZZAERERE (my.ini) BY[client]& B IEECARRE ~ AR IRARRE AP IR E SR

®o
T EFEETEREE my.inifE R [mysqld]&EL ~ TERRERIKC © /ProgramData/NetApp/SnapCenter/MySQL
Data/DataFHY/EFEFE @IS ©

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
key.pem"

5 EEHEETmy.initE R [client] & R P B FTHIERK o

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/client-
cert.pem"
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ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/client-
key.pem"

4. HINE _(EHAENRS « AR UCAREL ELFIRBARESE « ARBLBEZHE - BRHAREERARR

TAETIBE - FFIIT FIIDER
a. RES—EHARR EEERCARREREE _ENLBEIFERIMYSQL DataBE#}3k o

FEZAIMYSQLERIFRERIEAC & \ProgramData\NetApp\SnapCenter\MySQL Data\ °

@ TASBREILCARE - ERZRABIUARBARESE « BRIHARER « AIRSAE
EIREN AP IRTAZ SI81E o

b. ﬁﬁ?%—1ﬁlHA§'ﬁ%£ « 5fEAopenssIfi% « EWindows_E & EMySQLEARESFI R B iRAISSLIEEM S I8
=) [o]

"MySQLHARZ5.7 : EFHopensl#EISSL/EEMEIR"

@ RN ERS&E « AR REENZRIEN —ARGBECAZSE NN ARCAREN—%
e - MREARWEER - BIEAOpenSSLARZI ARSIV /EEM ZMIER G R

B EAARESF QDN A Rk /&R —Hz R o

C. SSL&FEMEIBERNEIMYSQL DataB kK o

d. EHIMySQLIFRRISMAERE (my.ini) THEICATESS « FIRISARIES « MEKARES « ARSLESE
RE R SIS I o

@ EABEMYSQLIEIARESAEAERE (my.ini) BI[mysqld|&EEFISECAEE ~ AR AREE
FABRESFAE B IBERIE

ENBTEMYSQLIIRRISABAERE (my.ni) B9[cienBERIEECAME « R HARBEAAS BLES
SHEAE o

T &R R E my.inifE R [mysqld] & kL ~ TERERIKC
. /ProgramData/NetApp/SnapCenter/MySQL Data/Data/ /&5 584 o

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
key.pem"
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TEEHEETmy.initE 8 [client] & R P B HTHIERE o

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-—
key.pem"

5. f£SnapCenter M{EHAETZ: _EHInternet Information Server (1IS) H{EIEEAIEINAENIWebFEATER o
6. EMEHARNE: EEFEREIMYSQLARTS ©
7. BHMEHAEIEMIweb.configigZEFMySQLProtocol& i&HIE ©

T3 # AR E AR TSR EHAIMySQLProtocol £&1E ©

<add key="MySQLProtocol" wvalue="SSL" />

8. FERAEEmy.inifEZREM[client] & EZ P+ MEHAST R PTE E R RS R ERTAHER SR EME ©
TEEHEETmy.initE R [client] & R P EHTHIERE o

<add key="ssl-client-cert" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-cert.pem" />

<add key="ssl-client-key" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-key.pem" />

<add key="ssl-ca" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/ca.pem" />

9. 7£SnapCenter MEHASEEHIISHEE) TZ1EEARES) WebfERTER

10. {§FHSet-SmRegitoryConfig -RebuildSlave -Force PowerShell Cmdlet}& it B —{EHAERES_E BI-ForceisE
18 ~ EMEHAENEE FE Z2HIMySQLEE
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Z 4L BAR7EWindows 14 _F EXFBBYTHAE

ZEEIBFEH « THEWindows T _FAIWindowsIhEEM A o SnapCenteriE AR BER £
HECHHRI M AR EENERE o
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