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a. {FAT%] PowerShell i< FRIRAM SnapCenter B EE/RFEFIBRAE -
> netsh http delete sslcert ipport=0.0.0.0:<SMCore port/IIS port>
fugn
> netsh http delete sslcert ipport=0.0.0.0:8145
> netsh http delete sslcert ipport=0.0.0.0:8146
b. #E#TEVISRY CA &5 SnapCenter {AIIR23F1 SMCore EZIBE4E o

> Scert

“<CA certificate thumbprint>”"

> $Sguid

[guid] : :NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port/IIS port>
certhash=$cert appid="$guid" clientcertnegotiation=enable
verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:<SMCore Port/IIS port>
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> Scert “abcl23abcl23abcl23abecl23”

> $guid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0:8146 certhash=$cert appid="$guid"
clientcertnegotiation=enable verifyclientcertrevocation=disable

> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0:8145 certhash=S$Scert appid="S$guid"
clientcertnegotiation=enable verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:8146
> netsh http show sslcert ipport=0.0.0.0:8145
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£ Windows Eix#REEasT ~ BWE FRIE -

HKey Local Machine\SYSTEM\CurrentControlSet\Control\SecurityProv ders\SCHANNEL
4. 1£ SChannel E#AHREAIAA TR ILHTHY DWORD EEr%HFIER o

SendTrustedIssuerList = 0

ClientAuthTrustMode = 2
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1. BEEEEZIR - 57 SMCore EIBIE 8145 B Windows 4Mit EH ERITTHENE (FBR) o
a. {EA T PowerShell 5% #5[3IR A M SnapCenter B =B /REEFIBRA -
> netsh http delete sslcert ipport=0.0.0.0:<SMCore port>
Bign
> netsh http delete sslcert ipport=0.0.0.0:8145
b. HFTEVISHY CA RBH SMCore EIFIREAE o

> Scert = “<CA certificate thumbprint>"

> Sguid = [guid]::NewGuid() .ToString ("B")
> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=S$cert
appid="S$guid" clientcertnegotiation=enable

verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:<SMCore Port>

fFugn ~
> Scert = “abcl23abcl23abcl23abcl23”
> Sguid = [guid]::NewGuid() .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0:8145 certhash=$cert appid="$guid"
clientcertnegotiation=enable verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:8145
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> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="true"}
-HostName <Plugin HostName>



> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="true"}
-HostName localhost

> Set-SmConfigSettings -Server -configSettings @{"EnableTwoWaySSL"="true"}

2. EA TSI LT IS SnapCenter EARRERNEEEREIUNIEE > Restart-WebAppPool -Name

"SnapCenter"

3. #HY Windows SMIMER « s3H1T 5! PowerShell €55 « EHE &) SMCore ARF :

> Restart-Service -Name SnapManagerCoreService
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> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="false"}
-HostName <Agent HostName>

> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="false"}
-HostName localhost

> Set-SmConfigSettings -Server -configSettings @{"EnableTwoWaySSL"="false"}

2. EA TSI LT IS SnapCenter EARERNEEEREIUNIEX o > Restart-WebAppPool -Name

"SnapCenter"

3. 1t Windows SMIER « sB3H11T 75! PowerShell €55 « =B &) SMCore ARF :

> Restart-Service -Name SnapManagerCoreService
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