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4. RTHHSHNELPESHARR ID 1A RS - AR ZER—R o
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Grant-AdfsApplicationPermission -ClientRoleldentifier S$identifier
-ServerRoleldentifier $identifier -ScopeNames @ ('openid')

Stransformrule = @"

@RuleTemplate = "LdapClaims"
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c: [Type ==
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Issuer ==
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-IsCliMFAEnabled -Path
path 28 F 5% AD FS MFA R4EE R XML 1ER(IE °
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1. # sccli Set-SmMultiFactorAuthentication -IsGuiMFAEnabled true
-IsRESTAPIMFAEnabled true -IsCliMFAEnabled true -Path
"C:\ADFS metadatal\abc.xml"

2. 4 sccli Get-SmMultiFactorAuthentication
o REST API*
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B BE

E3REY URL IAP1/4 .9/settings/multitactorauthentication
HTTPA BESZ

ERERE { "IsGuiMFAEnabled" : false -

"IsRestApiMFAEnabled" : true -
"IsClimFAEnabled" : false ~ "FSConfigFilePath"
. "C:\ADFS_Hh## &l \\abc.xml "}

[EIfEZAC { "MFAConfiguration" : { "IsGuiMFAEnabled" :
false - "ADFSConfigFilePath" : "C:\ADFS_H4&
Bkl \\abc.xml + "SCConfigFilePath" : null *
"IsApRestiMFAEnabled" - true -
"IsClimFAEnabled" : false + [ ADFSHostName

1 o T win-adfs-sc49.winscedom2.com | }
4. {EAT API 17 MFA 4HRSHRBEFIERTE o
2¥ BE
FE3REY URL IAPI/4.9/settings/multitactorauthentication
HTTP75 3% S

40



[ElfEA { "MFAConfiguration" : { "IsGuiMFAEnabled" :
false - "ADFSConfigFilePath" : "C:\ADFS_H4#
¥l \abc.xml + "SCConfigFilePath" : null
"IsApRestiMFAEnabled" : true -
"IsClimFAEnabled" : false + [ ADFSHostName
1 T win-adfs-sc49.winscedom2.com | }

Zi4tSnapCenter LL{EARES
eI AEIITSnapCenter ((EIARESZEEIZNHITIE) K% & SnapCenter (fEARESHR) ©

e g {E FHPowerShell Cmdlet?RE0 1T 2B Lot FN4BRETRF
@ AE1EWESnapCenter i S FEELIELIE o

FsaZ A
* ZEWindows EHEI LB R HERAEREESnapCenter 4% « MEREEEEPNRKEHMED
* CFEZBEREEMySQL Server kLT 51E L % SnapCenter EEIARZZAIEM L o
* IRAEZE BB Windows ZEEF2 U ESETHAL ©

EREBNER » 352E Microsoft 481k "Windows ZE4EFZ a0 82" o

@ &R FETESnapCenter A& Microsoft Exchange Server + Active Directorys481isl & &R IR2SHY
Fig E2RILFRES o

TR

1. %7 & SnapCenter (ARSI ZEEM "NetApp SZHEAFLL" o
2. W T N EEY.exetE@Z « BIAJEkEISnapCenter ZEEFET ©

B REZR « SRITAIETALRE « IRAREIREBER  MIGETEZHERNESAE
TR B E SRS M EEZRE « BFERETLUEL -
3. #BISnapCenter ZEEUILINAEFARAITASIHA(E ~ WARBEEITEL

TABEIEEMYSQL Serverf#FEERHEREE - TREBEF « FEEELEZRE ° SnapCenter

@ BRISHIEHRTETT %" is not supported in the custom path for the
repository database. If you include "% | ™ TEELH o

4. B—T IR o

MREEEEEMAENNE - RERTEZNERAR - CRZEFRAE  ARFABRE -

41


https://support.microsoft.com/kb/223300
https://support.microsoft.com/kb/223300
https://support.microsoft.com/kb/223300
https://support.microsoft.com/kb/223300
https://support.microsoft.com/kb/223300
https://support.microsoft.com/kb/223300
https://support.microsoft.com/kb/223300
https://support.microsoft.com/kb/223300
https://support.microsoft.com/kb/223300
https://support.microsoft.com/kb/223300
https://support.microsoft.com/kb/223300
https://support.microsoft.com/kb/223300
https://support.microsoft.com/kb/223300
https://mysupport.netapp.com/site/products/all/details/snapcenter/downloads-tab
https://mysupport.netapp.com/site/products/all/details/snapcenter/downloads-tab
https://mysupport.netapp.com/site/products/all/details/snapcenter/downloads-tab
https://mysupport.netapp.com/site/products/all/details/snapcenter/downloads-tab
https://mysupport.netapp.com/site/products/all/details/snapcenter/downloads-tab
https://mysupport.netapp.com/site/products/all/details/snapcenter/downloads-tab
https://mysupport.netapp.com/site/products/all/details/snapcenter/downloads-tab
https://mysupport.netapp.com/site/products/all/details/snapcenter/downloads-tab
https://mysupport.netapp.com/site/products/all/details/snapcenter/downloads-tab

@ MREHE—T TECH) #&2h ~ HETMETRITRILER « REBABERIEE - SIEERTPT
28R:%(FARES - SnapCenter

i@ ~ YR SnapCenter ETEHIT MFLEfESnapCenter ARBZILSEMENEN ) X AR (FEE
B THUH) ~ REFERSEEET - MAGEUHIEE -

i E—FGIEEREREN btemplBERIRD (REMEL) - IREESHE@THRUE « FRTT
FE 2 ~ WA SIRTFETTEE) SnapCenter {aAlfiR2s 224
- C:\installer location\installer name.exe /log"C:\"

{EFIRBACIZ & ASnapCenter ZITHEER

TIEAE®AEZEIES] (RBAC) SnapCenter o FHBELIEEIRMRBAC « A RIMERIEK
BT EEHAESER P BEMNERE « S5 R4A/ERH B RHIEE4E - SnapCenter
SnapCenterRBACTEAEIRERI L SnapCenter ERIEKMNABEAZINEER ©

FAtEZ Al
* {RFEEZIEWindows Server Managerd EXFEWindowsEEIEFZFEXENARTE (WOS) o
* INRIEABEER Internet ExplorerfEZ 218255 ASnapCenter Zlz%{AARES « {EFEZFEE Internet Explorerd
By TreEE() B -
RARS L TE

ZiEHAEISnapCenter ~ VMware Server&Z2EigE | EIIER « W EREEEMSnapCenter &4
TVMwareBE#EY TEAIAL THEERD o IbIh ~ EREELERET - ZEIBEGIRIESnapCenter ETEZEERARIRH
HEREERZURL ~ R EBRIHERATA ~ AILUIERZURL ©

MREERE R ERPHNZERS ZE - RERMMASnapCenter N2IE3F R5IEH « SiAgH
@ &%t SnapCenter 1B o BE4ERSnapCenter £1SendorfE4% - {T%47ESnapCenter ##—
T E R - RAREEANR 2 B8R E HSing ©

*REBHME EREREE - BRETAEZERHFESnapCenter [RRIZRES o

FE5&H) GUI URL 2% 8% SnapCenter falfR2SHV(EIARAS L TAREIZIR 8146 UL 2 ELR ( https://server:8146_).
WMRIEESnapCenter ZEEBIEPIRMER BN EIARZFEZIE ~ BIGNAZERE o

HRSUREE (HA) ZE - SN BFERERZE IP https://Virtual_Cluster IP_or FQDN:8146_. Z&R7FEY
SnapCenterf1Rf&7E Internet Explorer (1E) HZIEZE https://Virtual_Cluster IP_or FQDN:8146_EFREE
%l SnapCenter Ul ~ BIRZETESESMI ERE L ~ A EREREE IP (i[5, FQDN g% IE FREEME ~ HEE
SESMIE HEA E1ERE2YE - IFEEZEM « F2R " AN AR RFEEEIPALL"

f& T fEFSnapCenter BRGUI ~ ISE R LU PowerShell Cmdleti2 75 S IR NI TARLE ~ HIPRERIEE -
\'{%SnapCenter ERR B ZERR A AT SEER A —teCmdlet#E o " (ER{FI5S12TL2E15F) SnapCenter' BsEE

w] o
(D m®SnapCenter BRE—RBATULEARL - MINEERRBIFRRIUOBHEA o

TR

42


https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_access_cluster_IP_address_from_outside_network
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_access_cluster_IP_address_from_outside_network
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_access_cluster_IP_address_from_outside_network
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_access_cluster_IP_address_from_outside_network
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_access_cluster_IP_address_from_outside_network
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_access_cluster_IP_address_from_outside_network
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_access_cluster_IP_address_from_outside_network
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_access_cluster_IP_address_from_outside_network
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_access_cluster_IP_address_from_outside_network
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_access_cluster_IP_address_from_outside_network
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_access_cluster_IP_address_from_outside_network
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_access_cluster_IP_address_from_outside_network
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_access_cluster_IP_address_from_outside_network
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_access_cluster_IP_address_from_outside_network
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_access_cluster_IP_address_from_outside_network
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_access_cluster_IP_address_from_outside_network
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_access_cluster_IP_address_from_outside_network
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_access_cluster_IP_address_from_outside_network
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_access_cluster_IP_address_from_outside_network
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_access_cluster_IP_address_from_outside_network
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_access_cluster_IP_address_from_outside_network
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_access_cluster_IP_address_from_outside_network
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_access_cluster_IP_address_from_outside_network
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_access_cluster_IP_address_from_outside_network
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_access_cluster_IP_address_from_outside_network
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_access_cluster_IP_address_from_outside_network
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_access_cluster_IP_address_from_outside_network
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886895
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886895
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886895
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886895
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886895
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886895
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886895
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886895
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886895
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886895
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886895
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886895
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886895
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886895
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886895
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886895
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886895
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886895
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886895
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886895
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886895
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886895
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886895

1. #%¢SnapCenter Zsi F 2 m _EAVIEE « REEAERFFRHBIURL ~ I SnapCenter {EEHN EIE BIRMHAIURLEX
BiE o

2. BABEREDBER -

HEIEE MIEE... ERATHHEAP—TEEI...
I EIRE * NetBios \fEFAE % TE
* FRELBQ UPNER

40 : username@netapp.com

* 4915 FQDN \fE A& &8

3 MREHAB—EULNAE  FR TAG) FRPERCZANLEEATERERNAS

BEAR -~ CEAERAENERA T ERERESnapCenter EEA LA ©

C HER
BEENEERERIREM o
YNRECERK ML HIRE AR E FHIERIEETR « TMEZAS SSL /RFHIFESE SnapCenter o "7ZEABZ"
e

#ZRLUSnapCenter RBACERES N EARIXERFGRZE « FEMBETREE -

YR IEABE SnapCenter T3 AR {S1ERY Active Directory 4815 » BAZBH7E SnapCenter L& 481 > A
TEEATZEEMEE LNERERTAE o FABRE"

FAZHEEESE (MFA) Z ASnapCenter
ZIERMFARASIEIR A R EAH B k8 —EB5 © SnapCenter

FIsEZ Al
* CREZEERFAMFA ©

NFINAIRRAR MFA VB ~ 5R26) "RUAZ E ="

RARSLE T 1

* (£X4EFQDN
* T{EB¥/AFBSAEERE B EAFERMFATA

1. #%SnapCenter Zsi F 2 m_EAVIEE « REEAERFFRHBIURL ~ I SnapCenter It EIE BIRMHAIURLEX

43


https://kb.netapp.com/?title=Advice_and_Troubleshooting%2FData_Protection_and_Security%2FSnapCenter%2FSnapCenter_will_not_open_with_error_%2522This_site_can%2527t_be_reached%2522
https://kb.netapp.com/?title=Advice_and_Troubleshooting%2FData_Protection_and_Security%2FSnapCenter%2FSnapCenter_will_not_open_with_error_%2522This_site_can%2527t_be_reached%2522
https://kb.netapp.com/?title=Advice_and_Troubleshooting%2FData_Protection_and_Security%2FSnapCenter%2FSnapCenter_will_not_open_with_error_%2522This_site_can%2527t_be_reached%2522
https://kb.netapp.com/?title=Advice_and_Troubleshooting%2FData_Protection_and_Security%2FSnapCenter%2FSnapCenter_will_not_open_with_error_%2522This_site_can%2527t_be_reached%2522
https://kb.netapp.com/?title=Advice_and_Troubleshooting%2FData_Protection_and_Security%2FSnapCenter%2FSnapCenter_will_not_open_with_error_%2522This_site_can%2527t_be_reached%2522
https://kb.netapp.com/?title=Advice_and_Troubleshooting%2FData_Protection_and_Security%2FSnapCenter%2FSnapCenter_will_not_open_with_error_%2522This_site_can%2527t_be_reached%2522
https://kb.netapp.com/?title=Advice_and_Troubleshooting%2FData_Protection_and_Security%2FSnapCenter%2FSnapCenter_will_not_open_with_error_%2522This_site_can%2527t_be_reached%2522
https://kb.netapp.com/?title=Advice_and_Troubleshooting%2FData_Protection_and_Security%2FSnapCenter%2FSnapCenter_will_not_open_with_error_%2522This_site_can%2527t_be_reached%2522
https://kb.netapp.com/?title=Advice_and_Troubleshooting%2FData_Protection_and_Security%2FSnapCenter%2FSnapCenter_will_not_open_with_error_%2522This_site_can%2527t_be_reached%2522

37k o
2. fZAD FSEAEREY ~ BAEAELBMNENE

EAD FSEE ERERAE QB BBEYIERNSHE « SRZEETES :
c ERELBHEBEEEN
fEREIRA FETETER Active Directory (AD) Fhr
° ELEBAADPRENATFEARB LR
° ADFIAD FSEE EREIL IETEHIT
{EcZSnapCenter LIFE R 2 BIGUILEFE L@ FF 5 fE
eI LUEEISnapCenter NAERIGUITEREEARFHAR « SEEER AN FERNEREAR 20758 -

EB—IBZRINAE ~ SnapCenter ETERMIRIBRERA15918% « THEERESDIERNBZHGUITIEME - iRiE
¥8s&SnapCenter ~ HHEIEEN2078E ~ i ZWGUITIEMEEREH ~ KN BEHMEA

*

1 ERSRERS BT RE> 2
2 £ TRERE) BET BT EGRE
3. FETFRERIRIIR « BAS BB BN TR BRI - el T e o

o

E

a—
274
e

{ZFASSL 3.02k{R:ESnapCenter WebfAliRE L2

ENEZ2EE « IR SnapCenter T EAEERES EEURZ2ENRE (SSL) 3.0FHIFE « EEZ
7EMicrosoft |ISF{EFHZBEHIFE o

SSL 3.0B#HIHBER RA - WEBEFIUAREMERKIK « NEHITHRETIRE  DURRREEMESE ZE8M

i —1
R o

1. HE7ESnapCenter SWebfAfR2: T # L RIBI B SR AREIET « 55— T BRIA> 1T » RBE Aregedit.
2. 71 TEEREREN) B ABE ORI\ RREFIE\Z2 &R\ SChanneMEHIIHE\ SSL 3.0\ °
° MRERSBEIBELERFT
i BEE TERA) BEFHE - ARIZR—T RE>MER -
ii. RESER0 ABIZ—T HE
° MRFEARS T/ AT
L —TREES G > IR AR R EIRERES
ii. ZERGITEOEIARSSILIETR ~ — T iREE > g > € 7" o
iil. JRTEY TR FE) fhtm TERA)  REREAERE -
3. FARA IEfaREEiETll ©

44



EECASIECSRIEZE

TR EE NEEREEKR] (CSR) ~ ABREARUERAEERNCSRIE NREREE
il (CA) BUSRVESE - ‘BiER S A HEHMBMNILE S o

CSRERBXFEIR « 1R HE4A1ISHE RS U NS ES ZEMCAR:ES ©
@ CAJES RSA I8 EEZ/DREA 3072 fiT ©
WEEL CSR WEH « (A2 "WAELCAEECSRIEE" o

MREHEBHE, (*.domain.company.com) &% (machine1.domain.company.com) HICA’R
() & CoLBBEECABBCSRIERNSH - (RIERASnapCenter i BIRRA RN BIRAE
BICARES o

HNEEARE - BERTE (BHEREEFQDN) BN EEATBRECARETIRRK  EAIMUERSREZAIE
% [Subject Alternative Name (SAN) (EREE%TE (SAN) ) 1 I ~ UEHESE - EABERFTRE
(*.domain.company.com) -~ /REREEICIARAIATE EERLTE o

FE A CA’R:E

& 28SnapCenter fEFMicrosoft ZIZF SR (MMC) -~ BECARREARISHERE &EXXHEMN
fRIARB3FIWindows EHESMIET o

1. #ZEMicrosot EIEE R (MMC) ~ REBE— T EZ*>*H1L/#RSnapin * o

2. 11 THmSBrmANEIES ) RET B URiE) ~ ABIE—T Ty -

3. £ MR8 RANSIEETRET - A [BHRS ) =18 ~ A%BZ—T STl o

4. B—TEEARB IR > RE- A ER S SRR REIREE >R ©
5

. 7£ Trusted Root Certification Authorities] (Z{EERR/EEIRIEEN) BRR ER—TEEARE - RBE
X M Al Tasks) (FREIL{E) > MImports (EEA) LABKENEEAKREE o

6. STAKEE « W TFFAm ¢

FULBERED... SBHIT NIIBIE...

EBEALBEIE EEUEIE* Yes* ~ EATE IR - ABR—T*
Next* o

EEAERNEN RYEEE ; HF—TTF—F* o

Z2M4 IS B /RSB ERIHENS « A% —T 'F—
H*) o

45


https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file

FURBEEE... AT TIENE...
FeRl MRSEEARRE WREIHEEE « ARE—T T5eml FRBEA -

(D) EABERELESBEE (HEOERA o pho o p12R1* o p7b)
7. ¥} TPersonal) BERIZREEIES o
BSCARE1EA

/BRETERUE ARHB/ERH TN ENT & - IR ERIENER X « WEREARTPSEL
K o

1. FEGUIERIT TP ER
a. W &R o
b. £ UR:E1 HEAWF - B—T HHEER) R5IEH -
C. HEMRMDEBE « A8 —T* Thumbprint* o
d. /RS REPN+7SERLFTT ©
e. IR +/NEUMF Z TR o

BIan ~ WNR4s4s - TA9 0950 2D D8 2a E4 14 33 E6 F8 38 86 b0 d 42 77 A3 2a 7by  ~ BIFBFRZEHR
B~ BE2 . l2909502dd82ae41433e6f83886b00d4277a32a7b] ©

2. #PowerShell#\{T TF{EZ :
a. PUT TS ~ FHELEREBIVIEA - WK FREREMARAZERNREE °

Get-ChildltemE&{&s358 . \LocalComputer\My

b. AL o

fEFAWindows £ IMIE U ARTH R E CA/REE
G FERZ B Windows F 1 SMIE T ARFE KRR ECARE ~ LUBRBI L2V B(I/REE ©
F51ESnapCenter EEPECAREMIFA A AT T L HITTIILER o

1. BITTHE< ~ LUSMCore AR EI#1E8 1455 FRIRARVRR L4 :

> netsh http delete sslcert ipport=0.0.0.0: <SMCore Port>

fBIgn -

46



> netsh http delete sslcert ipport=0.0.0.0:8145
MIT A< ~ B RIERYREEwindows FHEIMIMERBRTEEL !

> Scert = Y <certificate thumbprint> ”
> Sguid [guid] : :NewGuid () .ToString ('
> netsh http add sslcert ipport=0.0.0.
appid="s$guid"

'B")
0: <SMCore Port> certhash=Scert

fugn -
> Scert = “a%909502dd82aed41433e6£83886b00d4277a32a7b”
> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=Scert
appid="$guid"

fEFSnapCenter I 8% ECAR:E
& fE=Z1ESnapCenter Windows T 1% AL S KRG ECAKREE ©

—_

. TESnapCenter &£ 7 Windows*#IWindows Server LR MNISTEES] o

2. TEEBEEP ~ R—TER -

3. ERFEAREEM L &SRS o

4. ZEHESnapCenter {EEEHAPLEESSUKENILS ©

S. BIEZE* Actions > Edit Site> » #—T* Bindings * °

6. 71 N84 HEP « B ME4https *1 ©

7 H—T4REE "~ o

8. {tSSL/&E THINBES  EEURITEARISSLEE °
9. #&—T THEE) ©

() MR THRMERRRIHBTHBNCAESE  HRECARRRERMBSIMIRIY o
() smeeRTIRCHES  TEaRES- B AUER-EENDEERE> 8

EXFACAz2z5SnapCenter LU {H{EF
T REZERECAYRSE ~ LR SnapCenter AR % ARSI MICARE SR ©



FRtE 2 Al
* & A LUfE A Set-SmCertificateSettings CmdletZREIFR S {EFACAEE

* &AL SnapCenter f§f Get-SmCertificateSettings CmdletAR BB RERE FIARESHY/REFHREE ©

IEEI LT _Get-Helpas$name_ZREVSAIHEEZCmdlet(E 2 2ERHRANIABRIE - & -~ Tt IR 6
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1. BERLEFIZIE « 551F SnapCenter {EiR2s 1% _E ¥ SnapCenter 1IS B EARZZIEIZIE 8146 (F8R) #
1T FYILEE ~ MERA PowerShell s 2B X% SMCore EIZIE 8145 (F8:R) BT FIIPER o

a. {FHT% PowerShell i< RIRAH SnapCenter B E/RFEIHBRA -
> netsh http delete sslcert ipport=0.0.0.0:<SMCore port/IIS port>
fign
> netsh http delete sslcert ipport=0.0.0.0:8145
> netsh http delete sslcert ipport=0.0.0.0:8146
b. HEETEVISHY CA &5 EL SnapCenter {AliR23F1 SMCore EZIBEAL o
> Scert = “<CA certificate thumbprint>”
> S$guid = [guid]::NewGuid () .ToString ("B")
> netsh http add sslcert ipport=0.0.0.0: <SMCore Port/IIS port>
certhash=Scert appid="S$guid" clientcertnegotiation=enable

verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:<SMCore Port/IIS port>

fBugn
> Scert = “abcl23abcl23abcl23abcl23”
> $Sguid = [guid]::NewGuid() .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0:8146 certhash=S$cert appid="S$guid"
clientcertnegotiation=enable verifyclientcertrevocation=disable

> Sguid = [guid]::NewGuid() .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0:8145 certhash=S$Scert appid="S$guid"
clientcertnegotiation=enable verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:8146
> netsh http show sslcert ipport=0.0.0.0:8145

2. HEFEH CARERMEIR « SFHIT IS « TE/REREMRFERHNIG SnapCenter BIFEER IS Web fEIARESfE
FB%& "lIS AppPool * SnapCenter "  LU/FEUFTENSHI CA & o
a. BE Microsoft BIEEEE (MMC) ~ REHE—T * 183 * > * #t / #BR Snapin * ©
b. £ THMGHBIRRANEIEE ) MEP ~ EI NURE) ~ ABE—T g o
c. 1f NRi¥) HRANBEETHAEP « B MEIRS ) 218 - RER—T T=M °
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d #F—TEEERB IR >V RE-A B> EA>RE o
€. 3%HY SnapCenter /&:% ©

f EEREIMLERE \ HIRIBE « 557 CARE LR—TBEAR  ARER - FRELE > * E1EE

g #—T *#i * ~ 7 [ Select Users and Groups | (GEEUEREFME4E) BEL - BAUBEEAASHE
%t (EEREPRLEE) -

h. #71% 1IS AppPool \ SnapCenter {EAZE « B F 221 HIRER o
3. B *CAEE IS #[R * » sAIELUTIRIETE SnapCenter BRSSP R MM EFEEMRIE ¢

£ Windows Efrimregas P ~ IBE 7R :

HKey Local Machine\SYSTEM\CurrentControlSet\Control\SecurityProv
ders\SCHANNEL

4. 1£ SChannel E#4AAHIAR NEILFTHY DWORD B t4I5IEE ©
SendTrustedIssuerList = 0

ClientAuthTrustMode = 2

&€ SnapCenter Windows M2 #1178 M SSL &=
1R &% {5 PowerShell 8% 3% E SnapCenter Windows M2 « W78 M SSL 851 o
FYAZ Al
FE{R CA JREBIEAATA o
1. BEELEIFIR « 551F SMCore EIZIB 8145 fY Windows SME E ERITTIENE (FB:R) o
a. B T%] PowerShell as L#FRITB I SnapCenter BB /REERIRRA ©
> netsh http delete sslcert ipport=0.0.0.0:<SMCore port>
Bign
> netsh http delete sslcert ipport=0.0.0.0:8145

b. HETERISHY CA /R85 SMCore EIHBEAE o

> Scert “<CA certificate thumbprint>”"
> $Sguid = [guid]::NewGuid () .ToString ("B")
> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=S$cert

appid="s$guid"
clientcertnegotiation=enable verifyclientcertrevocation=disable
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> netsh http show sslcert ipport=0.0.0.0:<SMCore Port>
Ban

> Scert = “abcl23abcl23abcl23abcl23”

> Sguid [guid] : :NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0:8145 certhash=S$Scert appid="S$guid"
clientcertnegotiation=enable verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:8145

EYFA%E A SSL &M

eI LABRFIEE M SSL 3@ ~ LUEER PowerShell 855 1Rz SnapCenter {@iRESEIMIFER
Z BB EEE o

FsGZ Al
FAITARAIMIEZINA SMCore RIZIETNMIER < « AR BHITRAMRBINEG S o

1. BERAEM SSL i@  :A7F SnapCenter fAfkZs_ L EIMIER ~ ARSBURZEL M SSL BENNEE
RIBEXNITTIGS °

> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="true"}
-HostName <Plugin HostName>

> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="true"}
-HostName localhost

> Set-SmConfigSettings -Server -configSettings @{"EnableTwoWaySSL"="true"}

2. EATHELHIT IS SnapCenter FEARENEEERLEIUNIEE o

> Restart-WebAppPool -Name "SnapCenter"

3. #Ht Windows SMIE « sB3H11T 5! PowerShell 855 « EHE &) SMCore ARF :

> Restart-Service -Name SnapManagerCoreService

=A% ME SSL i&E:N
A LUER PowerShell 55 <& SSL #@:H ©
REFSLE T 1E

* EBITARASMIERNH] SMCore RIZERMEG S « ABRBRITREMRSENG S o
* (=A% SSL @Ak « CARERHEBRTGRIR o
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* EERIEMINEE SnapCenter fRIARSS (KA BEEBIE M 1A% M SSL
* NLB #1 F5 A= 4E -
1. BEZHEm SSL @ - :57F SnapCenter 1@iR2s L EHEFRAAEIMEE#A SnapCenter FHEHIT TGRS ©

> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="false"}
-HostName <Agent HostName>

> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="false"}
-HostName localhost

> Set-SmConfigSettings -Server -configSettings @{"EnableTwoWaySSL"="false"}

2. FRA TSI LHIT IIS SnapCenter FERRERNEEEREIUNIEZ ©

> Restart-WebAppPool -Name "SnapCenter"

3. HH Windows JMMER « 558117 75! PowerShell 854 ~ E#7E2Eh SMCore ARF :

> Restart-Service -Name SnapManagerCoreService

E_Q Zﬁ;\g %ﬁﬂﬂ
& SnapCenter {aEfR23(E H/FEIREE[ (CA) BiE

&% Microsoft BIEF R (MMC) - i CA &8 SnapCenter {ER2SEE H = 5h
B o

F';ﬁtlL‘ZEﬁ

1. BEMicrosoft EEEEIESR (MMC) ~ ARBIR—TER> /A FRSnapin * °

2. 75 TEMSEBIMRERA NSRS MEP « EIR URE) -~ ARR—T TG o
3. £ NREMRANEIRE T REP - B - BIRS 21 > RABIE—TF *FTM* °
4 #B—TF* EIEAREE > RE - B > BN > RE o

5. LB B HIE— T AR SnapCenter FRRISHITENE CABE - AARIRER * FIATE " > * M * LURKEHEH
B -

6. EFEERHNITTIBE -

STEHILIETE ... FEHITTIIBIE...
BT SR Big T FEEUAESE  REE—T T—5
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EATEES TSy BEE Tt o

EERTE ??c—"F BIE * WHSTE HF/ERIERRE « AR —
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e R EE A WREIHEE ~ ARE—T T5epl FGED -

@ SnapCenter HA #B85#0 SnapCenter Plug-in for VMware vSphere A3z 18 /&5 B EG:5

RREEIXEEN (CA) /&REA Windows JMi

EE{FHEHAY SnapCenter fAlAk2s CA /&:% ~ [CFEEZEA Microsoft BI2F1EE (MMC
)~ HEFERARY/REEEE A SnapCenter Windows 9 314 o

1. B ZEMicrosoft BB FIZE (MMC) -~ ABIZ—THEE>*HIL/ B FfRSnapin * °

2. 7F TIMERBIRmAR SRS, RMEP - BW DRH, ~ RE|—T g o

3. 1f NERSHHRANBIEE ) RMEF > EH -~ BRGIRS * B1E > ABE— T 5l *

4 #B—TF* EEAREER > KRB - DB > BA > ReE* o

5 &R MEAAl LE—TBEGHE - REBEE - FIEIE > EA * UEEARE -
6. EEERNITFFIENE ©

FTETIEEEA ... AT TIENE...

TEEUE BEEE* T—4% * o

EHEEABEZR Z=EUA .cer BItER4EER SnapCenter {alfR23/&R:E ©
REFNE BE T—4%* o

SRR E LR WRBHEE « AR —T 5l FREA -

& CA J&RFEEA UNIX E#IMIMET » Wi R e 4E/RERTES SPL EEEFENRE
1% CA ’&FEEA UNIX SMI4
1R EZ CA /REEEA UNIX St o

RARSILE T 1E
* [RE]LUEIE SPL Keystore B ~ UK EHAPFH CA EEEBACH % ©
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* SPL ZiREMAIRAVFRA RR B R 2 IEEAEE o

1. fER] AR SPLA B HEHEENSPL KeystoreTRER S © © 2 HIEHIENIE SPL_KEYSTORE PASS ©
2. B8 Keystore ZH5 :

$ keytool -storepasswd -keystore keystore.jks

3. BERERFIATARIRE VAR EIEE R AT REPTANEIEER !

$ keytool -keypasswd -alias "<alias name>" -keystore keystore.jks
4. EHEZEPEH SPL_Keystore ZHE spl.properties” ©
. BERIEERENRIERTS

R B P i /&RE S E A SPLIE EFINE

TS IRE P4 /RS E 4 SPL EEFHE o [SIEZITIMEIRCAREE « AR BE R
HECARSE °

1. BIBEZ S SPL Keystore FYERIZ © /var/opt/snapcenter/spl/etc ©
2. }FIREZE keystore.jks ©

3. B Keystore FFILHYREE !
$ keytool -list -v -keystore keystore.jks

4. FIBIRE AR ¢
$ keytool -import -trustcacerts -alias <AliasNameForCerticateToBeImported>
-file /<CertificatePath> -keystore keystore.jks

S. BRI PEBERERSPLEEEFREZE « SFEMBEIRT ©

RCABZEESRIHRERSPLEEFRE
W& CA BEZIRACHRER SPL EEFHE °

1. BjEEE SPL ZHRENXMHRK /var/opt/snapcenter/spl/etc ©
2. ¥ FtEZE keystore.jks  ©
3. BIHH Keystore FFILHY RS !
$ keytool -list -v -keystore keystore.jks
4. IMERBLESWIAME®A CARE o

$ keytool -importkeystore -srckeystore <CertificatePathToImport> -srcstoretype
pkcsl2 -destkeystore keystore.jks —-deststoretype JKS

5. Bl Keystore FFTiBAY/&:S ©
$ keytool -list -v -keystore keystore.jks

6. EERRERS O EIMCAREHEMNGIR - ZRCARECINEESRE -
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7. BCARFBRIMENZEREBEELATRERE
TE:RHY SPL &igEZIEEIEZ Y SPL_Keystore ZBHE{E spl.properties ©

$ keytool -keypasswd -alias "<aliasNameOfAddedCertInKeystore>" -keystore
keystore.jks"

8. 1R CABEHTIFLRE - MABSERIRIHAHFIT (™~ " ") FRIREERHERS !

$ keytool -changealias -alias "<OrignalAliasName>" -destalias "<NewAliasName>"

-keystore keystore.jks®
9. 1EZEFHY Keystore sRERI® spl.properties ° :BIRIESPL_PRO:E Z 54 EHULE
10. BCAEEZRICHREASPLERENER  AEMMEIRT

YR /RsR B AR R

HE% SnapCenter Server F1 Windows SMHFET B /REEYEREE ~ sAHIT 151
PowerShell Cmdlet © ¥37% Linux SMibE#E ~ 2CERE R SSL K ~ o UE&EEER

2%

ig ©
s FERFR PRSI ¢

Set-SmConfigSettings -Agent -configSettings
@{"EnableClientCertificateAuthentication"="true"} -HostName[hostname]

* FEFARPIREREEESE

Set-SmConfigSettings -Agent -configSettings
@{"EnableClientCertificateAuthentication"="false"} -HostName [hostname] "

5 EActive Directory ~ LDAPFILDAPS

E A Z{51E89Active Directory 481

& FEMISnapCenter 2 & IEIHAEAY(E AR 2S E ERActive Directory ~ UEBEIBRBZEARZE
{EActive Directory48iZHy 1% - EFEMEFA

FEYaZ Bl
* LDAPEILDAPSEIZE*

* ISEILAEFLDAPELDAPS{E# 7 E 2R & Br A 2 {5 ERYActive Directory48i o
* IRFEZE R AIMIER E 1 EESnapCenter SZIEARTE 232 IR E M@ ©

* DNSHEMTRERESnapCenter 2 1% X IRAVAIARER R E AIMI I ~ RZIRA ©

* LDAP fE#tHE *

* R ATE (FQDN) FERI{ESnapCenter esxserverfi#if o

ISR LUEFRFQDNE B R ZE(ERAAE - IR E %1 SnapCenter A The Fingserverfi#FTFQDN ~ f&8a] L
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A4S RIZRIPAIULEE R B REZ AT LA SnapCenter % EIARSIAFHT ©
* LDAPS fE#ifE *
* LDAPSZEECA’ER:E « A ETEActive Directory @ISR (iR EL ¥ IR EEINER o
"RELDAPSHICAF F i /R:E"
4RI EISS 142 T8 (DCHostName  DCHostName) FERI#tSnapCenter {AIARSSTFEY ©
RARLET1E
* {&E] LUERSnapCenter RetestfEAE 7T E * PowerShell Cmdleta{REST APIZRE RS ERIATIT -
1. TARIEEERFR « B—TRE" -
2. 17 TRRE) BEEP BT M2ERE o

3. 7£ M2ERE HEP » B— N EERE"

4.
B—T * uUBEEESE o

5. 7T TRegister New Domain) (GEfEi48E) EHE - #E T LDAP*) 5{ M LDAPS*] °
a. YNRTEEN LDAP* ~ sRIEE ERLDAPAZ S EAIHFAERE ¢

S AR L. .. BITUEBNE. ..

by FEE AT AINetBios & 75 o

4B1FQDN S E FQDNA 3% — T *f#afr* o

AR B3 1P 3E MR 4BIHFQDNIE A SnapCenter AR AR
IJ)IE’J@HE%% s SAIERE—E S 2 E 4RSI 23S IPAL

MBELEN - HBB UCURTE RS (S A,
BRI ISP o

b. YNRITIEE* LDAPS* ~ A5 E B #RLDAPS AR A FAFRAVE N ¢

S AL . BMITUEBNE. ..

i TE FEE A AINetBios$a T8 ©

4B1HFQDN FSEFQDN °
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Identify two existing SnapCenter Servers,
or install SmapCenter Server {SC1) on
hostl and SnapCenter Server (SC2) on

host2,

.

Export SnapCenter certificates for SC1
and 5C2.

.

Configure F5 Load Balancer for
SnapCenter Servers and disable the 5C2
node member.

.

Impart SnapCenter certificates into F5
Load Balancer,

.

Configure an F5 cluster in SnapCenter
between 5C1 and 5C2.

.

Enable 5C2 node member,
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security login role create <role name\> -cmddirname "command" -access all
-vserver <svm name\>

° SVM_name@SVMII&TE o tNREHFIREAIREZEA « BIfaAEEETIES o
° roleLBELEAABISENSTE o
> Command ONTAP Z2INEEAR—BIINAE o

() cuEstHSERRERLSS  HRE - Al Acessh S U BERER S AT o
TR BBV - 800 AR A A REIREICLIS S ONTAP" o
2. WATY e L REILEAERTE !

security login create -username <user name\> -application ontapi -authmethod
<password\> -role <name of role in step 1\> -vserver <svm name\> -comment
"user description"

° user_nameE L EE I ERE R o
° BIEMZENE c MREKRIEEEH - ARG TEEMAZS o
° SVM_name@SVMBI$ 78 o

3. MATIGS « KAGIEREHERE

security login modify username <user name\> -vserver <svm name\> -role
<role name\> -application ontapi -application console -authmethod <password\>

© BISTESR2PEIUMNFRAEST o LS rETMERERE « FHES BRI
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security login show -vserver <svm name\> -user-or-group-name <user name\>

user_name@EESBRIF BRI NFERERLTE o

R {BHERZIISVMA TR

EEEEERAISVMEREZILAEER » G EHTITRONTAP {ESfCLIGE S ONTAP
o YNRIEHESVMEZTEONTAP AiZESnapCenter £/ ~ BERAEEAvsadminA & ~ B|EE
A o

1. ERERFL  BUAGHRIA#RIERGZAR

security login role create -vserver <svm name\>- role <SVM Role Name\>
-cmddirname <permission\>

() rcEzstssERREELHS -

2. BUERETRAGIERKGRERE -

security login create -user <user name\> -vserver <svm name\> -application
ontapi -authmethod password -role <SVM Role Name\>

3. FREIRIHEERE o

security login unlock -user <user name\> -vserver <svm name\>

R EIISVMA &S KERIICLIZE S ONTAP

CREZHITHONTAP {ESVMan < SR I SVMA B 5 IERR o
* security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"snapmirror list-destinations" -access all

* security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"event generate-autosupport-log" -access all

* security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"job history show" -access all

* security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"job stop" -access all

®* security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"lun" -access all

* security login role create -vserver SVM name -role SVM Role Name -cmddirname
"lun create" -access all

®* security login role create -vserver SVM name -role SVM Role Name -cmddirname
"lun delete" -access all
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security login role create -vserver SVM name
"lun igroup add" -access all

security login role create -vserver SVM name
"lun igroup create" -access all

security login role create -vserver SVM name
"lun igroup delete" -access all

security login role create -vserver SVM name
"lun igroup rename" -access all

security login role create -vserver SVM name
"lun igroup show" -access all

security login role create -vserver SVM name
"lun mapping add-reporting-nodes" -access all

security login role create -vserver SVM Name
"lun mapping create" -access all

security login role create -vserver SVM name
"lun mapping delete" -access all

security login role create -vserver SVM name
"lun mapping remove-reporting-nodes" -access

security login role create
"lun mapping show" -access

-vserver SVM name
all

security login role create
"lun modify" -access all

-vserver SVM name

security login role create -vserver SVM name

"lun move-in-volume" -access all

security login role create -vserver SVM name
"lun offline™ -access all

security login role create -vserver SVM name

"lun online" -access all

security login role create -vserver SVM name

"lun resize" -access all

security login role create -vserver SVM name

"lun serial" -access all

security login role create -vserver SVM name

"lun show" -access all

security login role create -vserver SVM Name

"network interface" -access readonly

security login role create -vserver SVM name
"snapmirror policy add-rule" -access all

security login role create -vserver SVM name
"snapmirror policy modify-rule" -access all

security login role create -vserver SVM name
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SVM Role Name

SVM Role Name

SVM Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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"snapmirror policy remove-rule" -access all

security login role create -vserver SVM name
"snapmirror policy show" -access all

security login role create -vserver SVM name
"snapmirror restore" -access all

security login role create -vserver SVM name
"snapmirror show" -access all

security login role create -vserver SVM Name
"snapmirror show-history" -access all

security login role create -vserver SVM name
"snapmirror update" -access all

security login role create -vserver SVM name
"snapmirror update-ls-set" -access all

security login role create -vserver SVM name

"version" -access all

security login role create -vserver SVM name

"volume clone create" -access all

security login role create -vserver SVM name

"volume clone show" -access all

security login role create -vserver SVM name

"volume clone split start" -access all

security login role create -vserver SVM name

"volume clone split stop" -access all

security login role
"volume create" -access all

create -vserver SVM name

security login role create -vserver SVM name
"volume destroy" -access all

security login role create -vserver SVM name
"volume file clone create" -access all

security login role create -vserver SVM name
"volume file show-disk-usage" -access all

security login role create -vserver SVM name
"volume modify" -access all

security login role create -vserver SVM name
"volume offline" -access all

security login role create -vserver SVM name
"volume online" -access all

security login role create -vserver SVM name
"volume gtree create" -access all

security login role create -vserver SVM name

"volume gtree delete" -access all

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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-cmddirname
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security login role create -vserver SVM name -role
"volume gtree modify" -access all

security login role create -vserver SVM name -role
"volume gtree show" -access all

security login role create -vserver SVM name -role
"volume restrict" -access all

security login role create -vserver SVM name -role
"volume show" -access all

security login role create -vserver SVM name -role
"volume snapshot create" -access all

security login role create -vserver SVM name -role
"volume snapshot delete" -access all

security login role create -vserver SVM name -role
"volume snapshot modify" -access all

security login role create -vserver SVM name -role
"volume snapshot rename" -access all

security login role create -vserver SVM name -role
"volume snapshot restore" -access all

security login role create -vserver SVM name -role
"volume snapshot restore-file" -access all
security login role create -vserver SVM name -role
"volume snapshot show" -access all

security login role create -vserver SVM name -role
"volume unmount" -access all

security login role create -vserver SVM name -role
"vserver cifs share create" -access all

security login role create -vserver SVM name -role
"vserver cifs share delete" -access all

security login role create -vserver SVM name -role
"vserver cifs share show" -access all

security login role create -vserver SVM name -role
"vserver cifs show" -access all

security login role create -vserver SVM name -role
"vserver export-policy create" -access all
security login role create -vserver SVM name -role
"vserver export-policy delete" -access all
security login role create -vserver SVM name -role
"vserver export-policy rule create" -access all
security login role create -vserver SVM name -role
"vserver export-policy rule show" -access all
security login role create -vserver SVM name -role

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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"vserver export-policy show" -access all

®* security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"vserver iscsi connection show" -access all

* security login role create -vserver SVM name -role SVM Role Name -cmddirname
"vserver" -access readonly

° security login role create -vserver SVM name -role SVM Role Name -cmddirname
"vserver export-policy" -access all

° security login role create -vserver SVM name -role SVM Role Name -cmddirname
"vserver iscsi" -access all

° security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"volume clone split status" -access all

° security login role create -vserver SVM name -role SVM Role Name -cmddirname
"volume managed-feature" -access all

LIONTAP REH#REI=EAE

CHEZGZIIONTAP AR RIRERBIIRINEE « LEFLERONTAP E{EIIAE
#SnapCenter MITENE o ERAIUBMITEXONTAP {EICLISH S 3REILONTAP —ERZIE ST HE
MEEAE « MERS(EER o

1. EHEERRL  BUAGTRAIA#RIEMEZAR -

security login role create -vserver <cluster name\>- role <role name\>
-cmddirname <permission\>

() cEzstssERRECLHS -

2. BUERETRABIERGRERE -

security login create -user <user name\> -vserver <cluster name\> -application
ontapi -authmethod password -role <role name\>

3. FREIRIHEERE o

security login unlock -user <user name\> -vserver <cluster name\>

BRI REABNERERNCLIEE S ONTAP
TEZHITHONTAP (ECLIGF L REUREABIIERER o

° security login role create -vserver Cluster name or cluster name -role
Role Name -cmddirname "metrocluster show" -access readonly

* security login role create -vserver Cluster name or cluster name -role
Role Name -cmddirname "cluster identity modify" -access all
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security
"cluster

security
"cluster

security
"cluster

security
"cluster

security

"event generate-autosupport-log"

login role create -vserver
identity show" -access all

login role create -vserver
modify" -access all

login role create -vserver

peer show" -access all

login role create -vserver
show" -access all
login role create -vserver

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

—-access all

security login role create -vserver Cluster name

"job history show" -access all

security login role create -vserver
"job stop" -access all

security login role create -vserver
"lun" -access all

security login role create -vserver
"lun create" -access all

security login role create -vserver
"lun delete" -access all

security login role create -vserver

"lun igroup add" -access all

security

"lun igroup create"

security

"lun igroup delete”

security

"lun igroup modify"

security

"lun igroup rename"

security

create
—-access all

login role -vserver

create
—-access all

login role -vserver

login role create -vserver

—-access all

login role create -vserver

—-access all

login role create -vserver

"lun igroup show" -access all

security

login role create -vserver

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

"lun mapping add-reporting-nodes" -access all

security login role create -vserver Cluster name

"lun mapping create" -access all

security login role create -vserver Cluster name

"lun mapping delete" -access all

security login role create -vserver Cluster name

"lun mapping remove-reporting-nodes" -access all

security login role create -vserver Cluster name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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"lun mapping show" -access all

security login role create -vserver Cluster name
"lun modify" -access all

security login role create -vserver Cluster name

"lun move-in-volume" -access all

security login role create -vserver Cluster name
"lun offline"™ -access all

security login role create -vserver Cluster name
"lun online" -access all

security login role create -vserver Cluster name
"lun persistent-reservation clear" -access all

security login role create -vserver Cluster name

"lun resize" -access all

security login role create -vserver Cluster name

"lun serial" -access all

security login role create -vserver Cluster name

"lun show" -access all

security login role create -vserver Cluster name
"network interface create" -access readonly
security login role create -vserver Cluster name
"network interface delete" -access readonly
security login role create -vserver Cluster name
"network interface modify" -access readonly
security login role create -vserver Cluster name
"network interface show" -access readonly
security login role create -vserver Cluster name
"security login" -access readonly

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

security login role create -role Role Name -cmddirname

-vserver Cluster name -access all

security login role create -role Role Name -cmddirname

destinations" -vserver Cluster name -access all

security login role create -vserver Cluster name
"snapmirror policy add-rule" -access all

security login role create -vserver Cluster name

"snapmirror policy create" -access all

security login role create -vserver Cluster name
"snapmirror policy delete" -access all

security login role create -vserver Cluster name

"snapmirror policy modify" -access all

security login role create -vserver Cluster name
"snapmirror policy modify-rule" -access all

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

"snapmirror create"

"snapmirror list-

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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security login role create -vserver Cluster name
"snapmirror policy remove-rule" -access all

security login role create -vserver Cluster name
"snapmirror policy show" -access all

security login role create -vserver Cluster name
"snapmirror restore" -access all

security login role create -vserver Cluster name
"snapmirror show" -access all

security login role create -vserver Cluster name
"snapmirror show-history" -access all

security login role create -vserver Cluster name
"snapmirror update" -access all

security login role create -vserver Cluster name
"snapmirror update-ls-set" -access all

security login role create -vserver Cluster name
"system license add" -access all

security login role create -vserver Cluster name
"system license clean-up" -access all

security login role create -vserver Cluster name
"system license delete" -access all

security login role create -vserver Cluster name
"system license show" -access all

security login role create -vserver Cluster name
"system license status show" -access all

security login role create -vserver Cluster name
"system node modify" -access all

security login role create -vserver Cluster name

"system node show" -access all

security login role create -vserver Cluster name

"system status show" -access all

security login role create -vserver Cluster name

"version" -access all

security login role create -vserver Cluster name

"volume clone create" -access all

security login role create -vserver Cluster name

"volume clone show" -access all

security login role create -vserver Cluster name

"volume clone split start" -access all

security login role create -vserver Cluster name

"volume clone split stop" -access all

security login role create -vserver Cluster name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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"volume create" -access all

security login role create -vserver Cluster name
"volume destroy" -access all

security login role create -vserver Cluster name
"volume file clone create" -access all

security login role create -vserver Cluster name
"volume file show-disk-usage" -access all

security login role create -vserver Cluster name
"volume modify" -access all

security login role create -vserver Cluster name

"volume offline" -access all

security login role create -vserver Cluster name

"volume online" -access all

security login role create -vserver Cluster name

"volume gtree create" -access all

security login role create -vserver Cluster name

"volume gtree delete" -access all

security login role create -vserver Cluster name

"volume gtree modify" -access all

security login role create -vserver Cluster name

"volume gtree show" -access all

security login role create -vserver Cluster name

"volume restrict" -access all

security login role create -vserver
"volume show" -access all

Cluster name

security login role create -vserver Cluster name
"volume snapshot create" -access all

security login role create -vserver Cluster name
"volume snapshot delete" -access all

security login role create -vserver Cluster name
"volume snapshot modify" -access all

security login role create -vserver Cluster name
"volume snapshot promote" -access all

security login role create -vserver Cluster name
"volume snapshot rename" -access all

security login role create -vserver Cluster name
"volume snapshot restore" -access all

security login role create -vserver Cluster name
"volume snapshot restore-file" -access all

security login role create -vserver Cluster name

"volume snapshot show" -access all

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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-cmddirname
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security

"volume unmount"

security
"vserver"

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security

login role create -vserver
—access all

login role create -vserver
—access all

login role create -vserver

cifs create" -access all

login role create -vserver

cifs delete" -access all

login role create -vserver

cifs modify" -access all

login role create -vserver

cifs share modify" -access

login role create -vserver
cifs share create" -access
login role create -vserver
cifs share delete" -access
login role create -vserver

cifs share modify" -access

login role create

cifs share

-vserver
show"

login role create -vserver

cifs show" -access all

login role create -vserver
create" -access all

login role create -vserver

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name
all

Cluster name
all

Cluster name
all

Cluster name
all

Cluster name

—-access all

Cluster name

Cluster name

Cluster name

export-policy create" -access all

login role create -vserver

Cluster name

export-policy delete" -access all

login role create -vserver
export-policy rule create"

login role create -vserver
export-policy rule delete"

login role create -vserver
export-policy rule modify"

login role create -vserver

Cluster name
—access all

Cluster name
-access all

Cluster name
-access all

Cluster name

export-policy rule show" -access all

login role create -vserver

Cluster name

export-policy show" -access all

login role create -vserver
iscsi connection show"

login role create -vserver

Cluster name

—-access all

Cluster name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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-cmddirname

-cmddirname

-cmddirname
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"vserver modify" -access all

® security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver show" -access all
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RIREXEFEIHEEN - HERRFEERAGLIRITTIHS !

autosupport trigger modify -node nodename -autosupport-message client.app.info
-to enable -noteto enable

@ EEE%EE (SVM) BIES&EEFEXAutoSupport VMware ©

HriZSnapCenter LUZEH23 A EMAVINEE

NRIEGHFEABIZ FAS ~ AFF EiFiE SAN (&%) (ASA) f#7FIZEHIZE « BIFEZE SnapCenter
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BENRELTER - BREE—IOMAAE SYM SRR ERFERESSERF o
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B 2 1 WAREAEIERISS IS
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HEF
1. fEFHONTAP flexflinefn 2 5% ANetAppiZias o

2. & Alicense showds %

wHEEA)

clusterl::> license show

(system license show)

Serial Number: 1-80-0000xx
Owner: clusterl
Package Type Description Expiration
Base site Cluster Base License -
Serial Number: 1-81-000000000000000000000000xx
Owner: clusterl-01
Package Type Description Expiration
NF'S license NFS License =
CIFS license CIFS License =
iSCSI license 1SCSI License =
FCP license FCP License =
SnapRestore license SnapRestore License -
SnapMirror license SnapMirror License =
FlexClone license FlexClone License =
SnapVault license SnapVault License =
SnapManagerSuite license SnapManagerSuite License -

TEUEEEHIH ~ SnapManagerSuiteiZ#EE &4t ~ EIlt R SnapCenter EEMITHMBITHAEREFEBNE ©

TER 3 | RREUERIZR AR

@%EE?’%U%&F% 7 BERAEIE S B3 BY IR PSR ©
2 FAS - AFF 5 ASA &4 F EEEIES -

1. {EFAONTAP flexflinedn % 5B A 4135 o

C ABBEEEUSERSER

#£SnapManagerSuite & o

EEILAERONTAP TAlan < 5 FEEZER] 83 755

2. & Asystem show -instance®s % ~ SRR IGRRIE H LA B 15 8855 ©

82

7
ANy

G



wHEEA)

clusterl::> system show -instance

Node: fasxxXX—-XX—XX—XX
Owner:

Location: RTP 1.5

Model: FAS8080

Serial Number: 123451234511
Asset Tag: -

Uptime: 143 days 23:46
NVRAM System ID: XXXXXXXXX
System ID: XXXXXXXXXX
Vendor: NetApp

Health: true

Eligibility: true
Differentiated Services: false
All-Flash Optimized: false

Node: fas8080-41-42-02
Owner:

Location: RTP 1.5

Model: FAS8080

Serial Number: 123451234512
Asset Tag: -

Uptime: 144 days 00:08
NVRAM System ID: XXXXXXXXX
System ID: XXXXXXXXXX
Vendor: NetApp

Health: true

Eligibility: true
Differentiated Services: false
All-Flash Optimized: false
2 entries were displayed.

3. SCERRFIE o

TER 4 | RREUER B RN AR

WMNRIEFERAMRE FAS 5 AFF #7786 > ErI St NetApp ZHE48IEENIESnapCenter %2384 » BfEMA

ONTAP s S5 EITZRE o

ez Al
* MIEXEB BN NetApp ZIRAEIEE ASTHERN o
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1. B A "NetApp iB4EIL" o
2. BB =" Systems > Software Licenses* °

3. 7 MEEFMRM) B - MREEWNFR (UNEKESHE) - BAESRIZREIE « A%ER TGo! o

Software Licenses

Selection Criteria

Choose a method by which to search

» |Serial Number (located on back of unit) v| Enter Value: : '__Go!'_:

Enter the Cluster Serial Number value without dashes.

-0OR-
» Show Me All: | Serial Numbers with Licenses ~|For Company: I:l Go'

BERNEE TS E e SRS B o

4. ¥ HiSnapCenter Mizoi%k (FRERIEZERR) T SnapManagerSuitetZH o

TER 5 [ AmEIEERIER TR

IS FAS « AFF 3 ASA 4% « i B#7%A SnapCenter Standard 5% SnapManagerSuite 1R « &R LAfE
Fi ONTAP #5< 53R E1% SnapCenter #5283 RYIEHE o

FAtaZ Al
* ICFEZE FAS - AFF 3 ASA R LR EEES -
* {CFEZFEA SnapCenter TR F{EATHEERIAZEZERR) 3% SnapManagerSuite] 21 o

RIRERI(E

MRITAAE A FAS « AFF 5 ASA {#TF s #2K %% SnapCenter ~ R UEVFBE EmASHERE « UE
RIS E%edk -

NRIEABSnapCenter 2l AIREE « FBHHRTHHENRR « UEUFPremiumZEmiE & HEIRE « WEREERX
AYdEREs L

HER
1. EFHONTAP flexflineds <515 ANetAppE £ o
2. i SnapManagerSuiteiZEE 1%

system license add -license-code license key

tEan < AR EIRREPRE AR fERA o
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3. HEFBSnapManagerSuitefSHEE &4 ¢

license show

TER 6 | BirulRRE

MRIEEAMSnapCenter 2LUIEHIZSAEMAIVMwares?ss « MATZEBRRA SRS BIRE (U 501 £EM
FF3E) ~ ISREZERMySQLEr S FESIME BIRIEHE o 3 AR EE £ E A SnapCenter VMware GUIIB o

O F7EFEHESnapCenter AVMwareiZ 23 AEMRAVIZHELR « A EEFEBIRBIRE - NRITHE
() ESnapCenter 7 UINAEAERIVMware BISHRIZHE ~ L5 EHTHSnapCenter EVMwarefE 72
RNE - AR E S HER -

1. 7£fAARSnapCenter 25 - FAEXPowerShellif & A E R MySQLERES ©

a. #170pen-SmConnection Cmdlet « ##¥tSnapCenter SnapCenterAdmintk 5 ~ EXEhEL sz {AIARZFAVEEER T
TEPRES ©
b. #11TSet-SmRegitoryPassword A EEMySQLZRHE o

9N%E Cmdlet WIMERAEE » SH2B) " (1597122 E15/) SnapCenter” o
2. RS SRR F T HITmYSQL -u root -pLAE AMySQL °
MySQLEIR R AR o @A TSR BERARENREER
3. WERIERIRAEE

use nsm; ~DELETE FROM nsm License WHERE nsm License Serial Number='510000050";

#riESnapCenter LIINEEAERERY TTHRERIRAE) R

EEILUEASnapCenter TRIBEZIBEZIBINAE] MIZIE - RIFFEONTAP Select T IBINAE
MF1Cloud Volumes ONTAP IHEEMET & EHEE} o

REREAE TN
* BHAIEFTRARRY » 18045 TXXXXXXX
&R LUE R SRAI A B NetApp TIEMEILE ASREEE K » 1538 SnapCenter GUI ZREXFRIZHE o

* DURIRY K AR IR M - ERAERRERENEEREXRCEFRENER AN (EREE) - mMEER
FSnapCenter 3z B2

* §TBHHA
Bl ~ EETERS1 TB ~ 2 TB ~ 4 TBERERIRHE -

* BIOOKRFARIERIVRM - FER100TB
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NEFARIZERIRRAE N © B2 "FHEZEEESnapCenter” o

HEEENEZEBRREF - BRFREIFAE—RBFEFEHE  SnapCenter ONTAP Select Cloud Volumes

ONTAPE&FAIZER EXERFSnapCenter ~ FANAIZHEREPIRFIA VolumeNEBHZAE ~ BIAIstE X
FANSE - MRCHAAERBBEESRE « SnapCenter BgE EEMENERR LEATBEFERES - IR
i&iEESnapCenter INAEE PR EREHEAENE - EFANBSE2EITIECNBERER - ARG EXEFH

TER1 | StEHREEXR
7EER45SnapCenter UTHEEAEREAVEIE 2 A ~ EFEZ At E SnapCenter EHSIEMNTIMAE
1R FEEZ 2 Cloud Volumes ONTAP — A2 £ EIES - IERE(EE R4 L - ONTAP Select

FAREETLF

LR AT St EBIREAMNAE o SnapCenterfI RIERRMRNEFHERIA/\Z31 TB ~ EEfEA500 GBZE
fE ~ SnapCenter BI&5tH500 GBWERRE - HIrERERTERENMIFNEBZ BEE « MEAZRERE
HHRERNERBERE -

1. fEFHONTAP flexflinefn 2 5% ANetAppiZiias o

2. EEWREANVolumeBE ~ SFBAGMS ©

select::> vol show -fields used -volume Engineering,Marketing

vserver volume used

ASHE Engineering 2.13TB
AVASH Marketing 2.62TB
2 entries were displayed.

WmEER &S HERSEMEIN5 TB ; EIL ~ NRIEBE(REFIBS TBEK] » SnapCenter RIERIEIRE
ERVRERKRDB5TB -

B ~ MR RBRES TBAEEABSEF2 TB ~ ERILUEUS2 TBR SRR -

T2 [ ENEENRENFR

e ATEET B FERR S TR BA XX E 4 PR EIERY SnapCenter BE2RUSHFE - BRMREIZB LR > thaTX
% NetApp SZHRABILEISFAE ©

(EREZ M NetApp SIEABIEES A ST o

TR
1. ZA "NetApp ZHEAFLL" o
2. B|¥EZ~ Systems > Software Licenses* °

3. 7E DEEENRMF) B TRERRRT ¢ FIRELRME) THRITIAERFEEE [ SC_Standard*) o
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Software Licenses

Selection Criteria
Choose a method by which to search

|5eria| Number (located on back of unit) v| Enter Value: |:| Go!z

Enter the Cluster Serial Number value without dashes.

-0R -
» Show Me All: |Serial Numbers with Licenses |For Company: |:| Go!|

4. HALH AT ~ AEEN Go! °
EMEEE TN {ISnapCenter EXATRRZASTE « 8T A5 1xxxxxxx ©
S. SCERFESR o
$ER 3 . E4 NetApp IEHEIEZR
R IEARAE7E SnapCenter GUI FR#a A NetApp SZ3E481uL 525540 SnapCenter ?ﬂEF" 5%~ WEMREEER
SnapCenter ZEiB4PE4EERTEEN NetApp S‘Z%fﬂ.tﬁ BT LUESE NetApp IRIEREZEE (NLF) o %3 ~ el
SnapCenter FHEFEV(IE T EEFIES ©

FIsEZ Al

* {&fEZSnapCenter ¥ABCONTAP Select fEFS%E F1 TCloud Volumes ONTAP TR IhEERY Ry IHAE

B TRy e

* RAEZIEE B MM NetApp ZIEELEASREEN o

© BB NAIBAIRER TR » HBTA51XXXXXXX ©
bF%Eé

- BIEEE "NetApp RIEERELR" -

2. AFREEH °

3. TEProduct Line (Em4R) ##fiiSnapCenter A ~ e FHIFLINAERFEZEE () (UBREAHER) o
4. 11 TERFIR A ~ 8iASnapCenter TREILINAEAVIRIE] F5E

S. BB NetApp BRIBFAEEBER « ABEE X ©

6. REFIREIER MBI IIERNUE -

TR 4 AR RERIRE

ANRIE(ERSnapCenter B EEZONTAP Select FHRISZIEINAE ~ HlICloud Volumes ONTAP FEZEE
—SnapCenter S ZEUINREAE R ZIRARTS ©

FRtEZ Al
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@ A FARRIEE (LIS0ERRFSE) HEIE(EASnapCenter VMware GUIMER o ETHTIE 2K
fESnapCenter BYLAVMware 5 73 S ERERIR R AE « SAREGEHER -

1. EESEERD ~ B RE * ©
2. 71 TRRE) BES  ERC#EE o

3.
T TEE) HEAM SR ERERC g (Y ) o

4. 1£ T#ESnapCenter A 2{EAIRIE) BEFD « B TIIHEP—TEHAREUSEEMILRIRKE :

SHE L. HTILBHE...
WA NetApp BB (NSS) BARBHEI o WALHINSSHRAELTHE -
B b. & A LEHINSSTE ©
C. B ALEI SIS AR SS o
NetAppiSHEiiz o AETBRERIAE « AN o

b. 3ZEEY* MOpen* (BHEX*) 1 °

S. 1£ @kl BEEM ~ #iASnapCenter HEEERFRE « UHEEZELUEXE FEH - EMSFAutoSupport B8
l] o

Fas RS ER90% °

6. HERTE SMTP ARBLUZNE FEMHEA » 5FEN * RE * > * BERE * > * BAERBRE * ~ AEEH
ATFIFEER

ST IEHE(L. .. HITUEEN(E. ..
BFEHRIFRE B MR TR ©
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ST ICHE(L... HITUEEN(E. ..
RILEBEFEHRE SNRITIEE KR ~ FRIEE NHIRE

- HUEEFHAML
© BRETTE L
CER  REEREET

TR FEWT : SnapCenter [ ASIZHERERE
iy o

7. MREEEREHEERR (EMS) ASEEXEREFRRARNRREE « SZAutoSupport R EEIFE
FERIEMEREERTRE « FEICEERZEUT I - BZE R AutoSupport ~ LURBIEEEEFHZ IS I EB
ZHIRRE -

8. B T—5 o
9. IHRIEE « BB R o

AL E TR R A
EWindows ¥ % FAC B &7 1E
&€ LUN fE77:R15

&R LUfEEFISnapCenter TR IHAE R %2 EFCEIZTNISCSIZEIZRILUN o EthaT LUE
FASnapCenter Z1&INSERF IR B HILUNEAR EWindows 4 ©

LUNZSANABRE R RIEAHFETT - Windows 1S &M _ERILUNSR 5 EHRHLER - MBEZEM 55287 " (2
PRSANAHREIER) (38X) ONTAP" o

BEITiISCSIT1ERSER
MRIEFERISCSIEARZELUN ~ R B EILISCSITIERER « BEIILUNMERARE o
FAsEZ Al

© B ERRTE RAREIRE &R AISCSIBEE -

* BRABRERFRA_LRE iSCSI BRFS o "RARR"
BRI TE

QA REEHEEIBYIPRR 2 2 R3EALiISCSI TEFSER ~ Eim 2 LIPVEEIIPV6 ~ SRE1EIPV4E]IPV6 ©
18 B] U5 PR 45 AL Py L HEE1TISCSI T/ERSER B IR « LUR{EE AN BAZ IR F4BRE « A E&1T@: -

YNRETFISCSIREN2RAI M « RIFEUSCSIBERNVEREREIRE - BERWL & « L EREENRERME
S[EFIMNER - LUEHHTRTE - BFISCSIENRLIEE « CUARRENRE T o
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1E - MREALIEEER - BIEAOpenSSLARZMNAARSBA/REN SRIERF R

"RIFEHME | ERZERARSBITEEERTE (FQDN) HAMARSREN—ARGE -

2. #BSSLERENEIREE M EIMySQL Data&E Kl 5K ©
FERHIMYSQLERIFERIEAC ¢ \ProgramData\NetApp\SnapCenter\MySQL Data\ °

3. BEHIMySQLEARZZAERESRE (my.ini) RHICAYERE « ARBAREE - BRIHARES « ARSLEESRKRA
EFAR SRR o

FEZAIMYSQLIAIRRESAAAERE (my.ini) ER1EAC : \ProgramData\NetApp\SnapCenter\MySQL Data\my.in

@ TRTEMYSQLAIARERAEAERE (my.ini) BY[mysqld]& P IEECAREE ~ AR ARREMN
AR FAE ZIRERLE o

WA ZATEMYSQLEIARZZAEERE (my.ini) BY[client] & FRISECARRE « AR IR ARRERAP R E SR

1«( °

T & FEETAE R E my.inifE 2R [mysqld]&E& ~ FEERERIFC  /ProgramData/NetApp/SnapCenter/MySQL
Data/DatadrHY/&:EFIEE1IE ©

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgrambData/NetApp/SnapCenter/MySQL Data/Data/server-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
key.pem"

T & FIEETRmy.initE Z M [client] & EE H BT AYERE o

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"
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ssl-cert="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/client-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/client-
key.pem"

4. SNE (A HA BB « 38 CA BB AL AR ARES « ARSLESHBEE « AFHARESRNE
FImth B IREE o BT TP
a. BEFE—EHAEE: EESICARBER TS ZENLBEIREHIMYSQL DataB& i3k o

FEZAIMYSQLERIFREREAC & \ProgramData\NetApp\SnapCenter\MySQL Data\ °

@ AR IEBREIICARES © _\FEEZRLTLTEHE%%’&F‘%?@%% « AR IR ARESE - RIReSFAR
SigEN AP IRIAR SRR

b. ¥ E—EHAENEE - s5EFHopensslés < ~ TEWindows L2 EMySQLIEIARES A B iRrISSLRE £ 68

18 o

"MySQLKRZS5.7 : fEFHopenslZEILSSL/&EMEiE"

@ AR ERER /&R « AR IR&ENSRIEN —RABELVAEZSHRNARCAREN—RH
E - REARTBEMER « BIEAOpenSSLAR=ZREARZZHVEZ N SRR E KRR -

B A RAkESF QDN EARES /BT — AR 18

C. SSLEEMEWIEENEIMySQL Data& K o

d. EHMySQLARREZAEREE (my.ini) FRICAYRE « AR ARESR « BRIHAREE « ARBILEEH
KR IHTAEE BRI o

@ EABEMYSQLIEIARESAEAERE (my.ini) BI[mysqld|@EEHFISECAEE « [ERES AREE
F{AAREIFAZ BIMERIE o

ENBTEMYSQLIRRISABAERE (my.ni) BO[clenBERRISECATE « AR HABEEAAS BLES
RIS o

THIEBHIFEETE R my.initEZ R [mysqld] & ~ FERERIZC
: IProgramData/NetApp/SnapCenter/MySQL Data/DataHy/&EF £ 181 o

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgrambData/NetApp/SnapCenter/MySQL Data/Data/server-
cert.pem"
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ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
key.pem"

T & F B8R my.initE 2R [client] & EE H BB FTAYER TR o

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-

cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-—
key.pem"

5. T£SnapCenter M{EHAETE: _EHInternet Information Server (1IS) H{EIEEAIEINAENIWebFEATER o
6. 7EMmEHARNE: EEFEEIMYSQLARTS ©
7. EFmEHAEIZEAIweb.confighgZEHMySQLProtocol & i&HI(E ©

TR EETREREEPEFHHIMYSQLProtocol £ &(E °

<add key="MySQLProtocol" wvalue="SSL" />

8. EAREEmMy.initEZM[client EEX P+ H MEHAEIZEFTIS E AR ISR E R AR SR EHE ©
TEEHEETmy.initE R [client] & R P EFTHIERK o

<add key="ssl-client-cert" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-cert.pem" />

<add key="ssl-client-key" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-key.pem" />

<add key="ssl-ca" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/ca.pem" />
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10. {§FHSet-SmRegitoryConfig -RebuildSlave -Force PowerShell Cmdleti& it B n—{EHARRZS_EBI-ForceisE
15 ~ EMEHAERE LB Z2HIMySQLER ©

Z 4t BAR97EWindows 14 _F EXFBBYTHAE
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1. f£AOpen-SmConnection CmdletEiEIPowerShellZE4R T {EBEER o

&5 Bk PowerShell TYEFSES :

PS C:\> Open-SmConnection

2. {#FAdd-SmStorageConnection Cmdlet?E 17 FiHIH#TF R ELR o

LEEBRIRR IR R ATEAR

PS C:\> Add-SmStorageConnection -Storage test vsl -Protocol Https
-Timeout 60
3. f§FAdd-SmCredential Cmdlet& I #z3:% o

IEEEFIEF WindowssRs8 2 1L %4 A3 FinanceAdminBY#Ts75% -

PS C:> Add-SmCredential -Name FinanceAdmin -AuthMode Windows
-Credential sddev\administrator
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1. £ Open-SmConnection CmdletZSnapCenter 157815 & BB ELSetsServerfEAR T {EBSER o

Open-smconnection -SMSbaseurl https://snapctr.demo.netapp.com:8146

BERNEENMEAE LB BHIET
2. f£FAAdd-SmPolicy CmdletZIZ AR o

LEEEHIEASQLER HEE MIFullBackup 2 1L BV &R RA

PS C:\> Add-SmPolicy —-PolicyName TESTPolicy
-PluginPolicyType SCSQL -PolicyType Backup
-SglBackupType FullBackup -Verbose

eG4 CrashConistentBYWindowstgEZ R4 ERE R LBV AR REY

PS C:\> Add-SmPolicy -PolicyName FileSystemBackupPolicy
-PluginPolicyType SCW -PolicyType Backup
-ScwBackupType CrashConsistent -Verbose

3. {EFGet-SmResources CmdletiF R FILE R o

LEEEFIEERZRIETE 1 _EMicrosoft SQLIMBERXHNER :

C:\PS>PS C:\> Get-SmResources -HostName vise-f6.sddev.mycompany.com
-PluginCode SCSQL

IEEEAIEIRFIEE EH EWindowsiERRFNER :

C:\PS>PS C:\> Get-SmResources -HostName vise2-f6.sddev.mycompany.com
-PluginCode SCW

4. fEFAdd-SmResourceDGroup Cmdlet#fi &FEE$4HSnapCenter ESeset.

LB EEREENRAMEREILFNSQLEN ERHEIREHE
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PS C:\> Add-SmResourceGroup —-ResourceGroupName AccountingResource
-Resources @{"Host"="visef6.org.com";

"Type"="SQL Database";"Names"="vise-f6\PayrollDatabase"}
-Policies "BackupPolicy"

IEEEAIE 2 ILAAIWindowstERE R FH N EREAE - HPESEENRRIFER

PS C:\> Add-SmResourceGroup -ResourceGroupName EngineeringResource
-PluginCode SCW -Resources @{"Host"="WIN-VOK20IKID5I";
"Type"="Windows Filesystem";"Names"="E:\"}

-Policies "EngineeringBackupPolicy"

5. fEANew-SmBackup Cmdlet?R¥IEAICETBIEA T1E o

PS C:> New-SmBackup -ResourceGroupName PayrollDataset -Policy
FinancePolicy

rm
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PS C:\> Get-SmJobSummaryReport -Date '1/27/2016"'
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