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ERYM

my Sresult = {

exit code => 0O,
stdout => "",
stderr => "",

BEERYM -

return Sresult;
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BRE G RO —ED « MWRBERR LIERENREFES -

TS ERERRENEH

my Sresult = {
exit code => 0,
stdout => "",
stderr => "",

}:
Sresult->{env}->{‘keyl’}
Sresult->{env}->{‘key2’}

‘valuel’;

‘value2’;

return Sresult

LTS EREMEZRERY - (FRREFENRA - AER TR FIWmEZRERS

sub setENV ({
my ($self, Sconfig) = @ ;
my Sfirst value = Sconfig->{‘keyl’};
my Ssecond value = Sconfig->{‘key2’};

11



=== Logging error messages
BIRFEETHERADFBR EHAERN « METRFEEFEASR - ASEaMEER « B KRARX
F o RIEZITHR ©

Load the SnapCreator::Event Class:
my $SmsgObj = new SnapCreator::Event ()
my @message a = ();

fEEFmsgobjfE A collect 7 7EHAENEILE ©

$msgObj->collect (\@message a, INFO, "My INFO Message");
$msgObj->collect (\@message a, WARN, "My WARN Message");
SmsgObj->collect (\@message a, ERROR, "My ERROR Message");
$msgObj->collect (\@message a, DEBUG, "My DEBUG Message");
$msgObj->collect (\@message a, TRACE, "My TRACE Message");

RS EREERYM

Sresult->{message} = \@message_a;
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package MOCK;

our @ISA = gw(SnapCreator::Mod);

=headl NAME

MOCK - class which represents a MOCK module.

=cut

=headl DESCRIPTION

MOCK implements methods which only log requests.

=cut

use strict;

use warnings;

use diagnostics;

use SnapCreator::Util::Generic gw ( trim isEmpty );
use SnapCreator::Util::0S gw ( isWindows isUnix getUid
createTmpFile );

use SnapCreator::Event gw ( INFO ERROR WARN DEBUG COMMENT ASUP
CMD DUMP ) ;

my SmsgObj = new SnapCreator::Event();
my %$config h = ();
2E

EoI L BETIMNSMERN T R IR R TEEEETIE B EIE ~ B0 © setenv ~ Version * Quiesceflunquiesce °

setenv{EZ
EAPerlZIFIMIMERNEERTEIEE o EAI LR EENVIIERFEIMIMEN 28 o

sub setENV {
my (Sself, Sobj) = @ ;
sconfig h = %${Sobj};
my Sresult = {
exit code => 0,
stdout => "",
stderr => "",
bi

return Sresult;

RS 1ESE
MRAEE S ERIERERAE



sub version {
my Sversion result = {
major => 1,
minor => 2,
patch => 1,
build => 0
}i
my @message a = ();
SmsgObj->collect (\@message a, INFO, "VOLUMES
$config h{'VOLUMES'}");
$msgObj->collect (\@message a, INFO,
"Sconfig h{'APP NAME'}::quiesce");
$version_result—>{message} = \@message_a;
return Sversion result;

FRLEMRE
BLLEEEHERSUTARINE RN TRBIENFLLEE -

sub quiesce {
my Sresult = {
exit code => 0,
stdout => "",
stderr => "",
}i
my @message a = ();
$msgObj->collect (\@message a, INFO, "VOLUMES
$config h{'VOLUMES'}");
SmsgObj->collect (\@message a, INFO,
"Sconfig h{'APP NAME'}::quiesce");
Sresult->{message} = \@message a;
return S$Sresult;

BUHRFLETESE
FERUHFFLLEARER « HERIT TEBCHRRLL) 15K - BERBEIEERSEPHE -
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sub unquiesce {
my Sresult = {
exit code => 0,
stdout => "",
stderr => "",
bi
my @message a = ();
$msgObj->collect (\@message a, INFO, "VOLUMES
Sconfig h{'VOLUMES'}");
$msgObj->collect (\@message a, INFO,
"Sconfig h{'APP NAME'}::unquiesce");
Sresult->{message} = \@message_a;
return Sresult;
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if ($args.length -ne 1) {
write-warning "You must specify a method";
break;
}
function log (Slevel, Smessage) {
$d = get-date
echo "SC MSG#$Slevel#Sd#Smessage"
}
function quiesce {
$app name = (get-item env:APP NAME) .value
log "INFO" "Quiescing application using script Sapp name";
log "INFO" "Quiescing application finished successfully"
}
function unquiesce {

Sapp name = (get-item env:APP NAME) .value

log "INFO" "Unquiescing application using script Sapp name";

log "INFO" "Unquiescing application finished successfully"

switch ($Sargs[0]) {

"—quiesce" {
quiesce;

}

"—unquiesce" {
unquiesce;

}

default {

write-error "Function $args[0] is not implemented";
exit 99;

exit 0;
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Sof the Same JVM.SMIMER BT RIRCIEER « Al seHCIEREREREEmFZ o

XERTTE

7% WE S5 fe] B 2 EREEEPT AL 2

R 2 =i S EERMMEHIRR HERSS IR ER
o SMEMETURYRR
7K o SnapCenter

ARLE = FEAERAER LHITE EER23SnapCenter i
Ik e ERZEIERT & ILSnapshotEARE#MIT—
RTBEAREXER Refiin z i °
SnapCenter {AIAR2S AT LAEE
IERBIAREE (FIgD ~
Snapshot ) ©

BUHERLE =0 REARARENLNITA  7E SnapCenter fAliREsE
Ik EAZHIERAT & ILREIAITREGDZ
RTEAREAGIRELERE ®&-
BIEARAS o

AR

7]

BERRIMIEREES E7E[RBREsSnapCenter £
IEE’JEHIEE ° SERIERTE (BRIhEk
) BFo

clonewePre

7

FEEHITESMEEZFIH EFEAEREE lclonewal

TRERNFE Vol1 8 Tclonewluns &f
£ ~ MfEARENENRE
&g (GUI/CLl) o

20



FiE WE s5tRH {ATBF R ER SN OY 2
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package com.netapp.snapcreator.agent.plugin.TutorialPlugin;
import
com.netapp.snapcreator.agent.nextgen.common.result.Describe
Result;
import
com.netapp.snapcreator.agent.nextgen.common.result.Result;
import
com.netapp.snapcreator.agent.nextgen.common.result.VersionR
esult;
import
com.netapp.snapcreator.agent.nextgen.context.Context;
import
com.netapp.snapcreator.agent.nextgen.plugin.AbstractPlugin;
public class TutorialPlugin extends AbstractPlugin {
@Override
public DescribeResult describe (Context context) {
// TODO Auto-generated method stub
return null;
}
@Override
public Result quiesce (Context context) {
// TODO Auto-generated method stub
return null;
}
@Override
public Result unquiesce (Context context) {
// TODO Auto-generated method stub
return null;
}
@Override
public VersionResult version() {
// TODO Auto-generated method stub
return null;

BIFFRERE
B~ BUMBLEARR AR SE B TJavadMiE N BB IENMESE ©
LR 2 EESME 2 TR A BIRR AN T 7% ©
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@Override
public VersionResult version() {
VersionResult versionResult = VersionResult.builder ()
.withMajor (1)
.withMinor (0)
.withPatch (0)
.withBuild(0)
Lbuild() ;
return versionResult;

Below is the implementation of quiesce and unquiesce method. These will be
interacting with the application, which is being protected by SnapCenter
Server. As this is just a tutorial, the

application part is not explained, and the focus is more on the
functionality that SnapCenter Agent provides the following to the plug-
in developers:

@Override
public Result quiesce (Context context) {
final Logger logger = context.getLogger () ;
/*
* TODO: Add application interaction here
*/

logger.error ("Something bad happened.");
logger.info ("Successfully handled application");

Result result = Result.builder ()
.withExitCode (0)
.withMessages (logger.getMessages ())
Jbuild() ;

return result;

BEEERABYHHEE - HHE32@EREI TR ~ flflLoggerfIRAEFRE « UK BERIEENERER (T
ERIZID ~ TEID) © B n AU SR 4RLogger logger = context.getLogger () ; ZREXSECERIZTA o SCERIZTX
R EBLN EECERRER 5% ~ AIINEA  EERMEP ~ oI MISEARIZNE o FLHEGF - TF
E[0] « &2 AME - At RIS HEERRIHRIEER
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Fh~ BURRRARRE
AJAPP_CON_PONYE=YENZ
2 o

exitCode 0% RTTEEIREE o T0) RRIEEER
AT - HERTIERAES °

stdout THEE E A AR stdoutsl 2 E
[E]SnapCenter Z:ZaAR2S ©

stderr ?EE;%EEE EEI}EH;EH%‘StderrE:H‘/§\%
[ElSnapCenter E:%{AlAReS ©

ME THAE IEEEFIMIMENEE R RS

HPRBEHE o ARG ECLI
BGUIFRERELE
B ° SnapCenter

SnapCenter RIZEHFRH 4 REERIRM Builders ("EZ1EEE") - SRFEHELIFIERHE !

Result result = Result.builder ()
.withExitCode (0)
.withStdout (stdout)
.withStderr (stderr)
.withConfig(confiqg)
.withMessages (logger.getMessages())
.build()

BIU0 ~ iEERIZTIEER A0 R EstdoutFIStderrBYiBE « sREAHEDE « LUK EE R EIRSSFVCEANE o
MELEARFEREZHY  FREEFENZ2E - HNESESHEHE —(ETERE - FItNRER THREXE R
Bk.withExitCode (0) ~ BIFRZRELR :

Result result = Result.builder ()
.withExitCode (0)
.withMessages (logger.getMessages())
Louild () ;
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fugn :

VersionResult result = VersionResult.builder
.withMajor

.withPatch
.withBuild
.build() ;

()
(1)
.withMinor (0)
(0)
(0)
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final Config config = context.getConfig();
String myParameter =
config.getParameter ("PLUGIN MANDATORY PARAMETER") ;

om

"//myParameter " IRIEEL Z ¢ SnapCenter {AIAR23 L AVARRREENV 2 H - MNRBBEZ2HERAEE » i ELZE
H¥F&E (™) o

BEH IMEER
SRR IMIMER ~ A BESH Z8EESnapCenter 5% Z1B M £ o
fEEclipse 8T ™3I IT(E -
1. MR EREG EIE—TBRAHR (FF2REHIcom.netapp.snapcreator.agent.plugin. TutorialPlugin
BEE B Java*—* JarfgZ*

2.
3. BB F— o
4,

ETHRET « I5E B HMJarfEZERTE | tutorial_plugin.jardMiME AV EREER &84
"TutorialPlugin.class" ~ SMIMEN A BFTIE ERIBAERRERIZK o

SRIMIRSUAR EATREORE « CATLURIT T © lib
CAIMFEERMIRSIR RN JarEE (FIENEEE) - BRXERAIMMINR  EHaBRILEY

AR Jart SRR EARRAR « A& ELFr1% E4FERE o SnapCenter
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M Java ~ Perlst /R EMRTUFA LM B TIMIME « AILUfEA SnapCenter Z B MEFARZNERHRENINAE « &8
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<Plugin>

<SMSServer></SMSServer>

<Name>DB2</Name>

<Version>1.0</Version>

<PluginType>Perl</PluginType>

<DisplayName>Custom DB2 Plugin</DisplayName>
<SupportedOS>

<0S>

<0OSName>windows</OSName>

<0SVersion>2012</0SVersion>

</0S>

<0S>

<OSName>Linux</0OSName>

<0OSVersion>7</0SVersion>

</0S>

</Supported0OS>

<ResourceTypes>

<ResourceType>

<ResourceName>Database</ResourceName>
<Parent>Instance</Parent>

</ResourceType>

<ResourceType>

<ResourceName>Instance</ResourceName>

</ResourceType>

</ResourceTypes>
<RequireFileSystemPlugin>no</RequireFileSystemPlugin>
<ResourceRequiresAuthentication>yes</ResourceRequiresAuthentication>
<SupportsApplicationRecovery>yes</SupportsApplicationRecovery>
</Plugin>

BB gErE

TERASEIMIMETN R T HA TR SR 2 18 ~ AR IMIME VB ZEAPIugin_descriptorxmIiEZHTIE EERIK « 24
B EBRE o

TERIUZIPHEREZA ~ K EEETHEIE !

59BN ERIME R B IBAER o

* BtPerlSMIMET « ZIPERIRBEE IS HRIETIHERNER K « BIEUTEROAUNIEERRZS - B
IR M A B M Z TV TEAE(R)

© HitPerSMIMERX LUSMISMIMET ~ ZIPERIRMEE ST TAIESHIESE
* ERRMRE D BERET o

gh -
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* DB24MEMET : ##DB2.PMFIPIlugin_descriptor.xmIf2ZF#iZE DB2.zipy °

* FAJavaBisERIIMEMETS | ifJartEE ~ MBEKRBYJartgZ=MPlugin_descriptor.xmIf2 2L EE R K ~ JABHF
HER4g o

IE7E @SRt ZIPHESE

T BRI IMEZ NIV ZIPHEZE EfESnapCenter ZESfor the plug-in Server ~ MUBEFRFRAY 1% FERBIMIFETE ©
EA UERUIZICmdlet_ EBIMITER ©

EAENE

* BIMBEZIPIER L1EA THnE) = MENER TEREREN—I9
* % —T* TSelect to upload custom plug-in (518 H{EBETIMIFER) 1 *
* PowerShell : *

 uple-SmPluginPackage Cmdlet
fi%n ~ PS-Ups>Upse-SmPluginPackage -AbsolutePath ¢ : \DB2_1.zip
NZEPowerShell Cmdletfys¥4RE A « s5fEASnapCenter TIEIR IS SIERRAT B BCMdIetR EEHH o
" (B 15< 22 E15M) SnapCenter” ©

EEETINHER

EERNBETIMIMENIRE A I A 1SR T TIERIZRIFRE 1 EEITHE o LRI Z{ERRZ<RYSMEIE
I\ EfEZESnapCenter 2R AIARES « AT LUREEZ R EESTE T EBYRRES -

MFNA_EBSMMERBEFAE ~ 5A2 R s T ER T R SMME B

HEfFLdtSnapCenter THEEE SMIMER
LHERIE | FELIETZNSnapCenter
MREHEERERTINMERNE R « sSBLE W RTESnapCenter R3&] IHEE o

29


https://library.netapp.com/ecm/ecm_download_file/ECMLP2886895
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886895
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886895
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886895
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886895
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886895
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886895
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886895
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886895
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886895
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886895
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886895
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886895
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886895
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886895
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886895
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886895
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886895
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886895
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886895
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886895
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886895
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886895

| Log in to the SnapCenter Server using a web browser. |

-

| |dantify storage typet supportad, |

+

Reviaw installation prerequisites and install plug-in
package far Linux or Windows

v

| Setup credentials. |

v

| Download or create a custom plug-in. |

"

Upload, install, and configure the plug-in.

v

Add resources and assign them to users

v

Cenfigure and enable CA Certificate.

" e SN R

g E M 22 SnapCenter TERTEGTI SMIREIVBI TR IFHAF

TEFTIS F 1 ZEESMIMERN BB 2 Al ~ [CNBLSHFAAEX - BETIMIEA
EWindowsHILinuxIRiEh{EH o

* WABEIT BETIMIMET o NEFAEN - F2RERBEAEEN -
"SRRI R SMIME R

* MMREBESIEMySQLIDB2FEFTED « B T EiNetAppiRHAIMySQLFDB2B:TIMIET ©
s RPAZBETELinuxaWindows 14 224 Java 1.85 Java 11 (641ii7c) ©

* TEWindowsF 1 _F ZEIMIMER T « (IR ITISEHEREARARAEN « S EAEBN L T (EEHEFERE
B ABIE AT EAJUAC.

* BEIIMIMETV BRI TS R ERVAB P IREM LATA -
—f
WMRIE(ERISCSI ~ iISCSIRRFEEZZHIT ©

SHA512%%

* HitNetAppte BV BETIMIMER  IEFERXFERE EfF BT IMIMETUERAISHAS 1 25 %= HT1E

ZF custom_plugin_checksum _list #g2& o

o HALinux 1% ~ SHA51257E 1 /var/opt/snapcenter/scc/cust_plugin_checksum list.txt

o HWindows 1% « SHA512%4% I _C:\Program Files\NetApp\SnapCenter Plug-in
Creator\etc\custom_plugin_checksum list.txt
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HHRBETZERE « SHAS128EIFY_<CUSTOMERE>\NetApp\SnapCenter\Snapcenter Plug-In
Creator\etc\custom_plugin_checksum list.txt_

custom_plugin_checksum;& B 2 SnapCenter £ BTIMIMERNREM—TD  1FES
* HHHBRARAEUNETIMIER - BRZENIT TP !

a. BELIMIMEXBAEERISHAS123% o
ERIAE AR LT A ~ U0 "SHA5125%"

b. & E4HISHAS1258%H11 Zcustom_plugin_checksumiB EFEZEAVETT o
SERRLAHTTSREAEE ~ LUH B ARPRBAYSMEMET o
LT 2ChecksumigZRAISHAS 123 %18 B Y EEf)

#ORASCPM

03721£f567ale4alcb5569066b9%9a58af619eel2b1£8713108£81b696cfbdb81c25232£a63
déeeb777a2b2alec068bb0a93a5%a8ade71587182£f8bccbe8lf7e0bab

Windows 44

* B ABEARARRAREESHRNENERE - YEEREE ERARHEARR -
* WRIGEE SnapCenter FUBHER « AW ABHARETPIAMAEEERNERSE -

Linux %

* {RABAroots IErootE FAE BN ZEEISSHIE
s PAZBTELinux 1 EZdt Java 1.88 Java 11 (640iI7T) °

MR HEWindows Server 20198 Windows Server 2016 1A SnapCenter X 1B ItETHAERIFIARSS =14 ~ BIAE
#£Java 1.88Java 11 (641iyt) ° BEEMEBRTAIMT (EX) G3ERERNRMEN -

BREMNFIB{EE RGN Java TE"
"NetApp B@EMHEBERT A"
* BB AIEroot{EF B SR E SudotéEfR ~ A SEFENZ{ERRTR o B visudo Linux 2 BRER ~ #§ TIITHIL

:n:/etc/udoers*‘“"’?

(D smEcEmnRsudo 1.8.7IRBHRA -
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Cmnd Alias HPPLCMD = sha224:checksum value== /home/

LINUX USER/.sc_netapp/snapcenter linux host plugin.bin,
/opt/NetApp/snapcenter/spl/installation/plugins/uninstall,
/opt/NetApp/snapcenter/spl/bin/spl, /opt/NetApp/snapcenter/scc/bin/scc
Cmnd Alias PRECHECKCMD = sha224:checksum value== /home/

LINUX USER/.sc netapp/Linux_ Prechecks.sh

Cmnd Alias CONFIGCHECKCMD = shaZ224:checksum value==
/opt/NetApp/snapcenter/spl/plugins/scu/scucore/configurationcheck/Config
_Check.sh

Cmnd Alias SCCMD = sha224:checksum value==
/opt/NetApp/snapcenter/spl/bin/sc_command executor

Cmnd Alias SCCCMDEXECUTOR =checksum value==
/opt/NetApp/snapcenter/scc/bin/sccCommandExecutor

LINUX USER ALL=(ALL) NOPASSWD:SETENV: HPPLCMD, PRECHECKCMD,
CONFIGCHECKCMD, SCCCMDEXECUTOR, SCCMD

Defaults: LINUX USER !visiblepw

Defaults: LINUX USER !requiretty

_LinuxfEM#E _ZIEFIZILAIIFrootEFAE TS o

f&B]IAHE* oracle_checksum - txt*#£Z2EW1E checksumfE_ ~ sZAEZENIH_C : \ProgramData
\NetApp\SnapCenter\Package °

() wpRsmsRyESENNSE .

#E£SnapCenter AN WindowsHIZHEEM IMIMEX E MR EHEE

fE&4<SnapCenter AR WindowsHVE BRI ERZ AT  BEZ AT — L2 ER
AR RMRIEFETK o

e e
EERMR Microsoft Windows
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Credential

Provide information for the Credential you want to add

Credential Mame Mame
Username Username
Password Password
Authentication |_”-,,__|x

Use sudo privilages @
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ST ICHE(L... HITUEEN(E. ..

= WA BRERENES o
BRIl EIVCEEAREREIRT o
fEFASudofR MREERIErootEAERINE ~ SHEMN [fE

FASudof#[R | #ZEX71E o

(D EEARLnux{ERE -

5. #5—T IHE o
SRZBREC %  CUATEEE (EREREN HEL  BRSEEE e ERERERENE -

EWindows Server 20128, E#hk 4~ _E 2 EGMSA

Windows Server 20125 EFT AR A FI B (S ZE I BHEFEE RFEIRE (GMSA) ~ UEREEE
IR PR BB EARFSIRE BHEEIE o

BRtE Z Al
* IRFEZIER Windows Server 201258 B Fhk 4 ARSI 128 o
* IR EA Windows Server 2012 EERThRASAI TR ~ ZEEZAIIRIKE o
1. BIKDSIRE1E - ACGMSARBSEYIHELEH—RIZRHS o
2. B EEARE - SAREWindowsHIFIZFIZ3 1T T3 < © add-KDSRootKey -Effectivelmmedia
3. BIUKMREGMSA :
a. UFFIRNEILFERERARP !

domainName\accountName$
.. FMSERYIGEEEA -
.. FEREEIEILAERERFAREILGMSA °

fugn

New—-ADServiceAccount -name <ServiceAccountName> -DNSHostName <fgdn>
-PrincipalsAllowedToRetrieveManagedPassword <group>
-ServicePrincipalNames <SPN1, SPN2,.>

.. 1T ‘cet-ADServiceAccount' @S LUERIRFEIRA ©

4 EFEH EREGMSA ¢
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a. EEEFHEGMSAIRE R E EEYFWindows PowerShellfJActive Directoryi&EZh o

BEFEM ~ BUtPowerShell T FF&H% :

PS C:\> Get-WindowsFeature AD-Domain-Services

Display Name Name Install State

[ ] Active Directory Domain Services AD-Domain-Services Available

PS C:\> Install-WindowsFeature AD-DOMAIN-SERVICES

Success Restart Needed Exit Code Feature Result
True No Success {Active Directory Domain Services,
Active ...

WARNING: Windows automatic updating is not enabled. To ensure that your
newly-installed role or feature is
automatically updated, turn on Windows Update.

a. EMREhER ©

b. 7% PowerShell &5 %18 TTHIT AR S ~ EEH# FZ24E GMSA | Install-AdServiceAccount
<gMSA>

C. HITTFYm< ~ EsB8HY GMSAIRE | Test-AdServiceAccount <gMSA>
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https://automationstore.netapp.com/home.shtml
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f#SnapCenter R LinuxAIZIZTHAEEH L HIEZE (snapcenter_Linux _host_plugin.bin) #C
- \ProgramData \NetApp\SnapCenter\Packagef#ZEE M IS E L& HTIMMENRI T o

&R A SnapCenter 28 T % AIARZF AV T FEULLBEIK ©

T LiRTFR  AEECENLEERENBE

LELIMIMET ¢ path to installation bin file/snapcenter linux host plugin.bin -i
silent -DPORT=port number for host -DSERVER IP=server name or ip address
-DSERVER HTTPS PORT=port number for server

° -DPORT{EESMCore HTTPSiB:TEIFIE o

° -dserver_IP&}5ESnapCenter [AIARZZIPAIILS o

° -dserver_https_porti§EESnapCenter 7 [AIRESHTTPSEEIR] o

° -Duser_install DIRZI5E L E L SnapCenter AR Linuxf (SKED Plug-insE4) FIBEE o
° DINSTALL_LOD_NAME}SECEFERRTE o

/tmp/sc-plugin-installer/snapcenter linux host plugin.bin -i silent
-DPORT=8145 -DSERVER IP=scserver.domain.com -DSERVER HTTPS PORT=8146
-DUSER_INSTALL DIR=/opt

-DINSTALL LOG NAME=SnapCenter Linux Host Plugin Install 2.log
—-DCHOSEN FEATURE LIST=CUSTOM
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(*.domain.company.com) ~ /RFEREEICIARAIFTE EIELTE o

FEACARG:E
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AR A FWindows EREIMEMER o
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3. £ UEsE) BMARNERETREP « B TEhIRA BB~ ARIE—T Ty -

4. H—TEEARB R >VRE-SH B> S EREEREE>RE
5

. 7£ Trusted Root Certification Authorities] (Z{EERIR/EEIRIEEN) BRR ER—TEEAE - RBE
B M All Tasksy (FREI{E) > lmports (EEA) LIEAENEATRE o

6. STAAEE « W TFFIm ¢

LB ERER... AT FIIEIE. ..

EBEATLE R BERUEIR" Yes* ~ BEAME £IE « ABE—T
Next* o

EYNEZ S AIIERIEE ; —FTF—F* o
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() ErEBERLmemEE GENKDA o pks o pl12fl*op7b) o
7. ¥ TPersonal] BRIRKEETERS ©
RS CABBISAL

,;Enﬂ?a AR RHRAREER TN BT & o IEAREREMUERE - WEEABTTEEL

HER
1. ZFGUILHITTFIIZP EE

44



o ®

£ DR HEEARDP ~ BT TEHEEN) R51EH -
KEMRODFE « A%BIZ—T* Thumbprint* o

d. |EABRPH+7VEMFTT ©

e. BR+NEMUBF ZHEBIZER o

o

Blan ~ INPRHs4rA - TA9 09 50 2D D8 2a E4 14 33 E6 F8 38 86 b0 d 42 77 A3 2a 7by  ~ BIFBFRZEHR

&~ RER . Na909502dd82ae41433e6f83886b00d4277a32a7b] ©

2. #tPowerShell#{T FFI{E% :
a. YT TIEHS « FIHBELE/REIEA - LIk TIELTERFRIELENETE o

Pi

Get-Childltemi&1&z358 . \LocalComputer\My
b. #EHIEAL -
fEFWindows 14 5MMETUARTE 2 E CARE
1S REZERAWindows EH#IMIETUIRFERZECAREE ~ URRENLENELERE o
sa1LSnapCenter BERECARBHFIBIRH I LHRITTIILER o

1. BT TS ~ USMCoreTAREIFES 1455 FRIR ARV /RE RS :

> netsh http delete sslcert ipport=0.0.0.0: <SMCore Port>

fign

> netsh http delete sslcert ipport=0.0.0.0:8145
. BITTIER S ~ i LnREENindows FHEIMIMETUARTRELS ¢

> Scert = “ <certificate thumbprint> ”
> Sguid = [guid]::NewGuid () .ToString ("B")
> netsh http add sslcert ipport=0.0.0.0:
appid="s$guid"

_<SMCore Port> certhash=§cert

B0 -

> Scert “a909502ddB82ae41433e6£83886b00d4277a32a7b”

> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=Scert
appid="$guid"
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7£SnapCenter Linux 1% FRFE TCAKRE UER TXEBESTIMIERL IR

TR EIEBTIMIMEN Keystore VR R H/RE « RECARE « RERKFHEBEZER
sIIMMEIVEREENE - UNKRECAEZZEZRACH EBTIMMENEEENE ~ Lk
FASnapCenter T&KIBHEEIIMIMZIN) IRFRABIELRENHIESE o

BiT9MIMER S EANIR /opt INetApp/snapcenter/scecletc B Tkeystore .jks) HERMAHEEEREMSE
EHE -

BIZETIMIME Keystore VRS « UK FERAFHCAZEES B H RIS

1. eI BTN R AR A B E A B 5 TIMIM2 X Keystore TRER ZEHS ©

EEHEERIE Tkeystore pass) BIE ©
2. #EKeystoreZHE :

keytool -storepasswd -keystore keystore.jks

. WKeystore B ERIBEENMARILEBBEEREKeystore HERNEEH !

keytool -keypasswd -alias "alias name in cert" -keystore keystore.jks

7£_agent.properties_1gZ - EHkeyKeystore _passBIIEREIFH o

3. WEEE BB -
(D msTshmstKeystoreIEHS « LURAAERIBIVFTA RIS ERORAAR -

AR BRERE A B IMIERN EEFHRE
TREZRERPHERE - MAERLERR « UEFIMIEREEFHE -

FER

1. BABZ 85 E5T/MMERKeystoreBIE I © /opp/NetApp/snapcenter/scc/E
2. $4% Tkeystore .jks) HEZE o

3. 1EKeystore %!t #TIEHY/&RET -

keytool -list -v -keystore keystore.jks

4. FMEARSPERS
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keytool -import -trustcacerts -alias myRootCA -file
/root/USERTrustRSA Root.cer -keystore keystore.jks

. RSP AERSERES B IIMIENEEFREZR « SAEMEREIART

()  mssEsRCAES - AEBHIERECAES -

RCAE B RIHRERABIIMENEEFRE

1R
o

B CARZE S RICHRERA B IIMIENEEERE -

1.
2.
3.

BIEBEE B S B:TIMIMER Keystore /opp/NetApp/snapcenter/scc/Z HIE 1l 3
3 Tkeystore .jks) HEZE o
7EKeystore %! HFTIE V&S -

keytool -list -v -keystore keystore.jks
. AMEEBINE SR ARERICAREE o

keytool -importkeystore -srckeystore /root/snapcenter.ssl.test.netapp.com.pfx
-srcstoretype pkcsl2 -destkeystore keystore.jks -deststoretype JKS

. {EKeystoreH %! L F#TIERY/RET ©
keytool -list -v -keystore keystore.jks

RERREESESEMCAREHENGR - ACABREREMEESRE -

- RCABRRIIMEIA RS R EBE ELTRERS o

FER M EETIMIIE T Keystore B hE R agent. propertiestEZE i KeyKeyKeystore _passHifE o

keytool -keypasswd -alias "alias name in CA cert" -keystore
keystore.jks

. WRcABETHFIBRRASTERIFEHFTT (T

1~ T~ 1) AR REERMERTE

keytool -changealias -alias "long alias name" -destalias "simple alias"
-keystore keystore.jks
. ffagent.propertiesiBZEHRECAKREIRIS ©

EIRIRSCC_IDATure_ALIASEIBEHILIE o

RHCAEBEZMICHRE B IIMIMENEEFREZR « FEMRBIARS
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#t¥SnapCenter TR—#EXBIBEFTIMINETN) RERERIHFE (CRL)

RIRERI(E
© TEFTIMIMEIN) SETRARERBEFEZCRLIES ° SnapCenter

* AR TSetcCustom Plug-in] BICRLIEZTER Bi*SnapCenter % lopt /NetApp/snapcenter/scc /
etc/crly °

1. A UIRIES 8 CRP_pathfEi % E #ragent.propertiestE ZEHHITER B EE o

TR B PR E ZECRLIZS - FAREEERIZSECRLUETEE °

7£SnapCenter Windows I 1% L5 TCARSE UER TEMBTIMIMER) IRFS

TEZEEBETIMIME Keystore VR R H/&RE ~ RECAR:E « REMRNFHEEZES
SIIMIREIVEEERE « UKRECAEZZESRIHEBTIMMEANEEFHE - M fE
FASnapCenter TKIEEZTIMIMEIN) IRFRABNERENHNIESE o

BiTIMIMER EFAIEZE keyKeystore © jks_ ~ {iIi? _C : \Program Files\NetApp\SnapCenter\Snapcenter Plug-in
Creator\etc_ ~ MEHEHEEFHENERENE o

EIREFTIMIEKeystore IS « LUIRFHRTHICAEERIRACH %

1. eI U BTN R R A B E A B 5 TIMIME X Keystore FRRZ 225 ©

25 E key keystore passHIfE o
2. B EKeystoreZHE :
keytool-storepasswd -keystore keystor.jks
(D mBWindowss &R mETEMANME Nkeytooll % » HiGkeytoolt S B SHBIE o
C . \Program Files\Java\<JDK_VERY>\BIN\keytool.exe"-storepasswd -keystore keyKeystore .jks

3. #Keystore A £i81E B HIFR A 5l % B 5 & F 4 BlKeystore iEE IR

keytool-keypasswd -alias "alias name_in_cert - keystore keystore .jks
7£_agent.properties_1gZ - EHkeyKeystore _passBIEREEH o

4. GETIER BB o

(D) esToMsIEstKeystoreMIERTS « WURFAE S IBAOFT A 1ARIR 2 BRS - AEAEIR) o

RS P RE R E & B TIMME X AR E
TCREZR E RS P RE ~ MAERAERR - UBTIMIEREETFHE -
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1. BIBEZ 83 B:TIMIMER Keystore _C:\Program Files\NetApp\SnapCenter\Snapcenter Plug-in Creator\etc_
&R 3R

2. $4% Tkeystore .jks) TEZE o
3. TEKeystore %! HFTIERY/&RET !

keytool-list -v -keystore keyKeystore .jks
4. FBARS AR
keytool-import -cactacerts -alias myRootCA -file /root/USERTrustra_root.cer -keystore keyKeystore .jks
o IR PERERERBFIIMMENEETFREZR « SFEMRERT
() EsssgRCAESE « AR EHIERECAES -

RCAE B RIHREABIIMENEEFRE
TREZECAEEES R HREABTIMIERNEEERE -

1. BBEZEB® a3 B8:5TIMiIMERKeystore _C:\Program Files\NetApp\SnapCenter\Snapcenter Plug-in Creator\etc_
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2. $REIREZE keystore ° jks_ °

3. 1EKeystore %! FTIEHY/&RET -
keytool-list -v -keystore keyKeystore .jks
4. g AR ESBNARSBAICAKRE °

keytool-importkeystore -srckeystore /root/snapcenter.ssl.test.netapp.com.pfx -srcstoretype.kcs12
-destkeystore keyKeystore .jks -deststoretype.jks

5. #EKeystorem 51| H#T1EAY R ©
keytool-list -v -keystore keyKeystore .jks

6. BETREES 2 BMCAREHENRI®R - ZCARECINEESRE -
7. BCARBIITENE SR EIBEERSRER

TEZ R BETIMIMER Keystore B HE Ragent.propertiestEZ HKeyKeyKeystore _passfY{E o
keytool-keypasswd -alias "alias name_in_CA_cert "-keystore keyKeystore .jks

8. 7£_agent.properties_1&Z AR ECAREHIFI% ©
FEIRIESCC_IDATure_ALIASESREHILE ©

0. BCAREZESREHRERBTIMIERNEEEREZE « FENRBBRT -
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Define a backup strategy.

v

Add resources,

.

Create a backup policy.

!

If you have multiple resources, create a
resource group, attach policies, and
create an optional schedule,

v

Back up the resource or resource group.

.

Monitor the backup operation.

|

View related backups and clones in
Topology page.
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PS C:\> Open-SmConnection
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2. f£FAdd-SmStorageConnection Cmdlet?2 I I EEIF RFELR o
UEEEHIR T FEV TR RAREAR -
PS C:\> Add-SmStorageConnection -Storage test vsl -Protocol Https
-Timeout 60
3. f#FAdd-SmCredential Cmdleti& i #z3:% o
LEEEFI{ERWindowssBe8 HE 1L % AFinanceAdminBYFa0:8 -

PS C:> Add-SmCredential -Name FinanceAdmin -AuthMode Windows
-Credential sddev\administrator
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1. f£A Open-SmConnection CmdletZSnapCenter 357 Y15 F & BREN £ SetsServerfIE4R T ERSER ©

Open-smconnection -SMSbaseurl https:\\snapctr.demo.netapp.com:8146\
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Add-SmResource -HostName '10.232.206.248' -PluginCode 'DB2'

-ResourceName NONREC1 -ResourceType Database -StorageFootPrint

(@
{"VolumeName"="DB2 NONRECIDB";"LunName"="DBZ2 NONRECIDB";"Vserver"="vserv

er scauto secondary"}) -Instance dbZinstl

3. {ERAdd-SmPolicy CmdletZ i &3 /&RE] o

EsE BB RRY

Add-SMPolicy -PolicyName 'db2VolumePolicy'

-PolicyType 'Backup'
—-description

-PluginPolicyType DB2 'VolumePolicy'

4. fEAAdd-SmResourceDGroup Cmdlet#ig & REf4HSnapCenter ESeset.

ttEEfER I AAEERIMNERIMEREAE -

Add-SmResourceGroup -ResourceGroupName

'Verify ManualBackup DatabaseLevel MultipleVolume unix' -Resources @ (@

{"Host"="10.232.206.248";"Uid"="db2inst2\NONREC"}, @{"Host"="10.232.206.2
48";"Uid"="db2inst1\NONREC"}) -Policies db2ManualPolicy

5. {EFNew-SmBackup Cmdlet?BR#IA{CERBIEIR TIE -

New-SMBackup -DatasetName

Verify ManualBackup DatabaselLevel MultipleVolume unix -Policy
db2ManualPolicy

6. {#AGet-SmBackupReport CmdletifitR 15 TERIARAEE

BE o
o

AR E BT ZARA TIEN TRRERE ¢



PS C:\> Get-SmBackupReport -JobId 351

Output:
BackedUpObjects
FailedObjects
IsScheduled
HasMetadata
SmBackupId

SmJobId
StartDateTime
EndDateTime
Duration
CreatedDateTime
Status
ProtectionGroupName
SmProtectionGroupId
PolicyName
SmPolicyId
BackupName

2016 23.20.46.2758
VerificationStatus
VerificationStatuses
SmJobError
BackupType
CatalogingStatus
CatalogingStatuses
ReportDataCreatedDateTime
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{DB1}

{}

False

False

269

2361

10/4/2016 11:20:45 PM
10/4/2016 11:21:32 PM
00:00:46.2536470
10/4/2016 11:21:09 PM
Completed

Verify ASUP Message windows
211

test2

20

Verify ASUP Message windows sccb54 10-04-

NotVerified

SCC_BACKUP
NotApplicable
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MRERZEIFRE  AIGERPHEERNAERT -
4. BEREF EE—REZRHEERE LURNENRERHERE -
MHE+FR BREERENRESRNER -
B—T TEWEE RERREnRETRE - UBERERSTE -

YNER$FA SnapLock EXFBRIED ~ BIIE—T * EFEIE * 1A EFHEIEN ONTAP M EEMXNE
SnaplLock ZIHARER o SRRt T EFHEIEN ONTAP HEEXAIEEFRE Snaplock FIHARFRT o
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Define a restore strategy.

l l

Restore and recover the auto discovered
database.

Restore the manually added resource.

v v

Monitor the restore operation,
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1. £ Open-SmConnection CmdletZSnapCenter 157 B F & BB ELSetsServerfEAR T {EBSER o

Open-smconnection -SMSbaseurl https:\\snapctr.demo.netapp.com:8146/

2. {#FGet-SmBackup#1Get-SmBackupReport CmdletfiEV G E BRI —H ZEFE P IERAE o
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C:\PS>PS C:\> Get-SmBackup

BackupId BackupName BackupTime
BackupType

1 Payroll Dataset vise-f6 08... 8/4/2015 11:02:32 AM
Full Backup

2 Payroll Dataset vise-f6 08... 8/4/2015 11:23:17 AM

L& FIRETR2015F 18290 E2015F 28 3R EHDRIFAAE -

PS C:\> Get-SmBackupReport —-FromDateTime "1/29/2015" -ToDateTime

"2/3/2015"

SmBackupId

SmJobId
StartDateTime
EndDateTime
Duration
CreatedDateTime
Status
ProtectionGroupName
SmProtectionGroupId
PolicyName
SmPolicyId
BackupName
VerificationStatus

SmBackupId

SmJobId
StartDateTime
EndDateTime
Duration
CreatedDateTime
Status
ProtectionGroupName
SmProtectionGroupId
PolicyName
SmPolicyId
BackupName
VerificationStatus

113

2032

2/2/2015 6:57:03 AM
2/2/2015 6:57:11 AM
00:00:07.3060000
2/2/2015 6:57:23 AM
Completed

Clone

34

Vault

18

Clone SCSPR0019366001 02-02-2015 06.57.08
NotVerified

114

2183

2/2/2015 1:02:41 PM
2/2/2015 1:02:38 PM
-00:00:03.2300000
2/2/2015 1:02:53 PM
Completed

Clone

34

Vault

18

Clone SCSPR0019366001 02-02-2015 13.02.45
NotVerified

3. {¥#ARestore-SmBackup Cmdletit P EREL} o
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Restore-SmBackup -PluginCode

'sccb54.sccore.test.com\DummyPlugin\NTP\DB1'

-Confirm:S$false
output:
Name

'scch54.sccore.test.com\DummyPlugin\NTP\DB1"

Id

StartTime
EndTime
IsCancellable
IsRestartable
IsCompleted
IsVisible
IsScheduled

PercentageCompleted :

Description
Status
Owner

Error
Priority
Tasks
ParentJobID
EventId
JobTypeId
ApisJobKey
ObjectId
PluginCode
PluginName

Restore

2368

10/4/2016 11:22:02 PM

False
False
False
True
False
0

Queued

None

{}

NONE

'DummyPlugin'

-AppObjectId
-BackupId 269
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Clone backup.

:

Monitor clone operation,

|

If required, split the clone.
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{EFEPowerShell CmdletfE &)

BRI ERZEERE - MITERFEREEEE -

FIsEZ Al

A BEEETFPowerShellIRiE ~ A BEE{TPowerShell Cmdlet ©

4N%E PowerShell Cmdlet BFBREEER »

m) SnapCenter" °

5518 H SnapCenter Cmdlet REAFH SR " (s <iEN2E 1S

1. {£AOpen-SmConnection CmdletZSnapCenter 57 91 F & ExEh i SetsServerfIE4R T ERSER ©

Open-SmConnection

-SMSbaseurl

https:\\snapctr.demo.netapp.com:8146/

2. 3|4 vl FH Get-SmBackup@ Get-SmResource Group CmdletiE R aI#1% o

tEEB BB A A & BIERE S

C:\PS>PS C:\> Get-SmBackup

BackupId BackupName BackupTime
BackupType

Payroll Dataset vise-f6 08... 8/4/2015 11:02:32 AM
Full Backup

Payroll Dataset vise-f6 08... 8/4/2015 11:23:17 AM

IEsE BB iaE BIREFAERIAERE S

PS C:\> Get-SmResourceGroup

78

Description
CreationTime
ModificationTime
EnableEmail
EmailSMTPServer
EmailFrom

EmailTo
EmailSubject
EnableSysLog
ProtectionGroupType
EnableAsupOnFailure
Policies

10/10/2016 4:45:53 PM
10/10/2016 4:45:53 PM
False

False
Backup
False

{}
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HostResourceMaping
Configuration
LastBackupStatus
VerificationServer
EmailBody
FmailNotificationPreference
VerificationServerInfo
SchedulerSQLInstance
CustomText
CustomSnapshotFormat
SearchResources
ByPassCredential
IsCustomSnapshot
MaintenanceStatus
PluginProtectionGroupTypes
Tag

IsInternal
EnableEmailAttachment
VerificationSettings
Name

Type

Id

Host

UserName

Passphrase

Deleted

Auth

IsClone

Clonelevel

Hosts

StorageName
ResourceGroupNames
PolicyNames

Description
CreationTime
ModificationTime
EnableEmail
EmailSMTPServer
EmailFrom

EmailTo
EmailSubject
EnableSysLog
ProtectionGroupType
EnableAsupOnFailure
Policies

{}
SMCoreContracts.SmCloneConfiguration
Completed

Never

False
False

Production
{SMSQL}

False
False
{}
NFS DB
Group
2

False
SMCoreContracts.SmAuth
False

0

10/10/2016 4:51:36 PM
10/10/2016 5:27:57 PM
False

False
Backup
False

{}
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HostResourceMaping : {}

Configuration : SMCoreContracts.SmCloneConfiguration
LastBackupStatus : Failed

VerificationServer

EmailBody

FEmailNotificationPreference : Never

VerificationServerInfo

SchedulerSQLInstance

CustomText

CustomSnapshotFormat

SearchResources : False
ByPassRunAs : False
IsCustomSnapshot

MaintenanceStatus : Production
PluginProtectionGroupTypes : {SMSQL}
Tag

IsInternal : False
EnableEmailAttachment : False
VerificationSettings : {1}

Name : Test
Type : Group
Id : 3

Host

UserName

Passphrase

Deleted : False
Auth : SMCoreContracts.SmAuth
IsClone : False
Clonelevel : 0

Hosts

StorageName

ResourceGroupNames

PolicyNames

3. {EANew-SmClone Cmdletit B R EREH AT IR A H (D BEIEREE o
LEEEBIERFR A et ~ IIEEMBMEILES :

New-SmClone -BackupName Verify delete clone on gtree windows sccb54 10-
04-2016 19.05.48.0886 -Resources
@{"Host"="sccb4d.sccore.test.com";"Uid"="QTREE1"} -

CloneToInstance sccb4.sccore.test.com -Suffix ' QtreeCloneWin9'
-AutoAssignMountPoint -AppPluginCode 'DummyPlugin' -initiatorname
'ign.1991-

05.com.microsoft:sccb54.sccore.test.com' -igroupprotocol 'mixed'
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4. A Get-SmCloneReport Cmdlett&1R#E 54 T {ERIHRAE o

IEEFIRETRIEE TIEIDAVIERIRE !

PS C:\> Get-SmCloneReport -JobId 186

SmCloneId 1

SmJobId : 186

StartDateTime : 8/3/2015 2:43:02 PM
EndDateTime : 8/3/2015 2:44:08 PM
Duration : 00:01:06.6760000
Status : Completed

ProtectionGroupName : Draper
SmProtectionGroupId : 4

PolicyName : OnDemand Clone

SmPolicyId : 4

BackupPolicyName : OnDemand Full Log

SmBackupPolicyId 1

CloneHostName : SCSPR0054212005.mycompany.com

CloneHostId : 4

CloneName : Draper clone 08-03-2015 14.43.53

SourceResources : {Don, Betty, Bobby, Sally}

ClonedResources : {Don DRAPER, Betty DRAPER, Bobby DRAPER,
Sally DRAPER}

SmJobError

BEEEFIIMMENE REREE

f&SnapCenter AILUEA TTE) BEREE IERER) (FEERE - TAEREREF
FEE ~ DHEREE AR TS A ME o
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