Z#{akzsSnapCenter
SnapCenter Software 5.0

NetApp
October 15, 2025

This PDF was generated from https://docs.netapp.com/zh-tw/snapcenter-50/install/install_workflow.html
on October 15, 2025. Always check docs.netapp.com for the latest.



Sk

Z it (A fREsSnapCenter
ZETERE
ZEFEZEESnapCenter SEILEARES

A EA T B4R R

R EBRAEEES

SAN EFEK
TIENFERGEERRER
SIERRIE
EARBERIBEER
REEFHESnapCenter

=T =X P=3
S Yapr

EFEAREENE
ZREHE (MFA)
Z4tSnapCenter LhLEIARES
{EFARBACHZ# % A SnapCenter Z|IHAE
FHAZEERE (MFA) & ASnapCenter
f&EZSnapCenter THAERZHIGUI L {ERE B 381 FF s ]
{EFSSL 3.05k{Rz£SnapCenter Webf@fRESHZZ

HBECARE
E4 CASIECSRIEZ
FEACARE

EfSCARETE4L
fEAWindows E#SMIMETUIRTS R E CAREE
fE£ASnapCenter I &R ECAKRE
EFACAsZEESnapCenter LU 1E T

REMRIAEM SSL #&E:R
REEE M SSL @
R & SSL &

REREIERE
1/t SnapCenter {AliR23EE H/REIREEM (CA) /KRB
1 RFEIRIEE AL (CA) REEEA Windows SMah I 1%
1 CAZRFBEEA UNIX EHIMIMETR « WASIRS P4 /RERES SPL EEEHE
B /RB AL ERE

& EActive Directory ~ LDAPFILDAPS
B A Z{E1ERYACctive Directory4833
2 ELDAPSHICAH P im/&s8

RESHEE
fEASnapCenter F55% € 1= B F EBYIOAE
F B8 E Microsoft 8K & & T #723

O©O N A AW WODN -2 2 A A

W W W W W W W W W W W W N DNDNDNDNDNDDNDDNDDNDDNDDNDDNDDNDNDNDDNA-
O N N N O o oW W NN -2 000 NN O ook PO N~ OO



ENLBYBAZEFSLUESSEIAE
= A AR : SnapCenter AR MySQLAIINEE
FE HiSnapCenter IHAEEE
REABIGFEES (RBAC)
MEERENEAE « WiIEkAeNEE
Biume
fEFIONTAP Z2E A <THIE—ERBACAE
MURERREIISVMAR
LIONTAP RIEH#REZHEAT
2E NISFERENER] UUBAActve Directory:EEUERR
ERZBEFRTE
%ﬁi{%ﬁ%féﬁ
#riZSnapCenter LUZEH 28 A EMERITHEE
FER 1 | SRR E B %% SnapManager E4-1%1#
TER 2 1 RIS TE S 8% L RVIRE
SER 3 FEEUERISRR
TR 4 | FREUEHIRR AR N F SR
SER S | FmIEEhR AR
TER 6 . BRI RIRE
#riZSnapCenter UINFEAEMAY TTHEERUEAE | 51
FCECHREETERR
EWindows 1% FRCEEATFRE
EVMwarelRIEPECE 7
ﬁFHSnapCenter AARES R E Z 2 HIMySQLEAR
REZEHIMySQLELR ~ LIFIEILSnapCenter AR ARZSAERE
HHHAMRRE R E ZEMIMySQLELR
LHEHARI7EWindows 4% _+EYFRYTHAE

39
39
40
41
41
43
44
46
50
56
56
57
60
61
61
62
63
64
65
65
69
69
83
85
85
87
91



AINC

Z A ikzsSnapCenter

ZERTIERE
TERIEERERZE KR ESnapCenter Ith{AARZIFFE AR TIE o

Prepare for SnapCenter Server installation,

v

Install Snaplenter Server.

v

Leg in to SnapCenter Server.

v

Generate and configure CA Certificate,

v

Optianally, register an untrusted demain

v

Configure SnapLenter Servars for high
availability using F5

-

Optionally, configure RBAC.

)

Add storage System

:

Add licenses.

b

Provision storage.

.

Opticnally, configure secure connecticn
ta SnapCenter Repository.
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a. 7t * FEFARENEHE * tiR—TBEGH
b. ZEEY * FIEMEARENEHE * « ABEWA * EAEXLE -
C. BEHY * fAfReSEMFEL * o
d BE*TFT—%* o
3. 187 * AP ImBIES * o

EZRPL D o .. TEHEMR URL PHIGEHEE URL ( SnapCenter {ElfR2S URL) o .. . BE*FT—%

* o
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10.

1.

12.

13.
14.

15.

16.

17.

18.

EE  EEHAEN o
BRI EE - SEAFIKIWE - BB T—%* o

EHEBEL - B—TFT*T—4%*-
a =B EHELE BT *RE"* -
GREBEIRMNN * EAREFA - > REEE B -
WrEREXASPEE * FEEAER * -
B—T * FiLpERRER < o
BEEY TAEER APl ~ RBH—TF T*F—%H*1 o
£ TER%E Web APl J BHE L ~ £ RIS BEEH ~ 8IA _L—FFrEEILAY SnapCenter {EARES URL #1
A B i AR o
a fHF—T M~Hmg*, -
b. BBE *F—% * o

7 BIEFEUEHIRE  BEL  RECHOBRBBEHRE (P10« AFFEALER MFA) ~ 24
—F* F—% o

£ T REMCAENER * 1 BELE « KFERGEN OpenlD (FAHE &Z—T*T—%* o
AHREEEL-HBE-—TFT*T—%*-

ErBEEEL BT -

£ BHEARAANS "EELE BT "HBE* °
HmiREMERSS (ADFS) MY JWT # ~ MITEREIRMER o

HEHERLEY T aud 1 B¢ T Audience | ERWANEEIRE Web API BIZHAIES
AREEZEENHY WebAPI ~ I E[E#E URL ( SnapCenter fElAREs URL ) F1FE P imaa A0S 2 &5 (EFERTIG o
& E OpenlD Connect LU HE HHIERE M

FRGINARBEEELR LA * TR *HERTW *ADFS B2~ TH o
a. MR REERE ~ FRRTETNEHE ~ Bkl o
b. 3EHY Web API ~ ZAR#E—T * #R¥E * o
c. mify MEITEHGRA B

H—T g iRA o
a. EsARAIEA THITUFER - B * 15 LDAP BMHEXBFR * ©
b. BEE * F—F* o

A * ERRA * 4t o
a. B4 FHEFE THTUBEEHEER * Active Directory* o

b. 7£ LDAP Attribute THiI%!|Z& #3532 User-Princie-Name > 7£ o*utGo Claim Type* THI%!|RAEEHE
UPN o
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c. g o
{3 PowerShell 5 <21 FERTETNEE4H

1EBILAEA PowerShell s5 < 21 FEFRTZTIE#4H « Web API ~ WHTESHEME S o ST UBEIETHEIRE
fit o YNFEFHMEE ~ 5526 <link to KB article> o

1. EEATHIAHATE AD FS I FERTEIEHE -

New-AdfsApplicationGroup -Name $ClientRoleldentifier
-ApplicationGroupIdentifier $ClientRoleldentifier

ClientRoleldentifier FEFATENB4HRVRTE
redirectURL EEBREMEMABN URL
2. $37 AD FS fAIRR2ZMEARE AL A4 P iRtEE o
Add-AdfsServerApplication -Name "$ClientRoleldentifier - Server app"

-ApplicationGroupIdentifier $ClientRoleldentifier -RedirectUri S$redirectURL
-Identifier $identifier -GenerateClientSecret

3. #17 ADFS Web AP| FEERTET ~ W EHEFERMRRIEE o
Sidentifier = (New-Guid) .Guid

Add-AdfsWebApiApplication -ApplicationGroupldentifier $ClientRoleldentifier
-Name "App Web API"

-Identifier $identifier -AccessControlPolicyName "Permit everyone"
4. RTHHSHNELPESHARR ID 1A RS - AR ZER—R o

"client id = Sidentifier"

"client secret: "$(SADFSApp.ClientSecret)

. 1% allats##Bh #1 OpenID R AD FS FERET ©

Grant-AdfsApplicationPermission -ClientRoleldentifier S$identifier
-ServerRoleldentifier $identifier -ScopeNames @ ('openid')

Stransformrule = @"

@RuleTemplate = "LdapClaims"

@RuleName = "AD User properties and Groups"

c: [Type ==
"http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname",
Issuer ==
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"AD AUTHORITY"]
= issue(store = "Active Directory", types =
("http://schemas.xmlsoap.org/ws/2005/05/identity/claims/upn"), query =
";userPrincipalName; {0}", param = c.Value);
AL @

6. mHEIRRAIEE

Stransformrule |Out-File -FilePath .\issueancetransformrules.tmp -force
-Encoding ascii $relativePath = Get-Item .\issueancetransformrules.tmp

7. 85 Web API BT ~ MEAIMBMERERE MS1TEIRRRAL -

Set-AdfsWebApiApplication -Name "S$ClientRoleIdentifier - Web API"
-TargetIdentifier

$Sidentifier -Identifier $identifier, $redirectURL -IssuanceTransformRulesFile

SrelativePath

BRI TZEVREAS B HAPE RY
& E] LAERE PowerShell 3% B # 7 EUVER ZIHBBFRS o

RARSIE T E
* FHRENRERRERE - BREMNERNSEARS - FIENEERE - BEBImAN

* RFER ~ FFEUERBVEIRARE 2 60 D8 - EREENIHREE M EERE - T ERHMEHEE -

LB R IR TR R BRI T(E -
EEFMEATEINEHE WebApi ZEVER ZIRARSRE - 557E AD FS AR FEA T < ©

+ Set-AdfsWebApiApplication -TokenLifetime 3600 -TargetName "<Web API>"

it AD FS ERfg A E#ERL

CHERZTE R REST AR (140 Postman ) HIEA T2  MIRTTIEREAEDE © b - MEZBEA

BRAREE (CHEARAMCGHRE) RIVSEEER
+ AEEN BRI AD FS RARSBIRIBERAREINETRE  ARINAMHEAR 60 HiE o

ki BfE
RERR RIEAHS
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[B# URL NRERAOE URL ~ FRIARARENER URL

E%:% URL [ADFS- 481348 1/ADFS/OAuth2/Authorize

TZEERL URL [ADFS- #8154 %% //ADFS/OAuth2/token

R Ei% ID A AD FS BB Ri% ID

FA P i A AD FS B R Imtka

] OpenlD

AP imERE ME AR IZRER

&R £ Advance Options 1Z#H ~ #1EEE Callback URL
ﬁzﬁﬁg%ﬁﬁﬁ < IL{E7E JWT Token G EETRA T

£/ PowerShell + sccli #1 REST API 7 SnapCenter {AR23HRE MFA

& eI LUfEER PowerShell ~ sccli #1 REST API £ SnapCenter fAlAR2§F 8 E MFA o

SnapCenter MFA CLI §&3%

7 PowerShell #1 sccli & ~ JRAR Cmdlet ( Open-SmConnection ) &S —{EFE2 I AccessToken | B
{IIRIESR ~ LAfsE PR A B R 2R BRR B (E R ©

Open-SmConnection -Credential <PSCredential> [-SMSbaseUrl <String>] [-Port
<String>] [-RoleName <String>] [ -AccessToken <string>]

1T L3 Cmdlet 2% , GBI TIERSER |, :BERIFERAEE— P BT SnapCenter Cmdlet ©

SnapCenter MFA REST API &&:%

£ RESTAPI fBFis (540 Postman 5% swagger ) A{#R _Authorization=B7&# <access token> & LAY S
R ~ MAEIZTEPIR R fEAE RoleName ~ LIEY1E SnapCenter BIRLIHEIFE o

MFA REST APl T{ERT2

= MFA SRTE# AD FS B ~ [GIEZERFE (RS BHUEITEE  UEBIBER REST API #2EX SnapCenter
FERRER -

R T(E

* oI AR REST B ~ 40 Postman ~ Swagger Ul & Fireplane °
* BSFEVER « M EATEREEEBEER (SnapCenter RESTAPI ) MHITIEIVEZE ©
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* &8 AD FS MFA * Bgz&
1. 327 REST AN AD FS IRZ5UEVSZEER o
BT T RIS FE AR EEEN S « RASREERERZE AD FS SSO HE - KNEEEHS
12 AD SZ3BERZE MFA © 172 AD FS SSO HEH « MERE LB T HRRRACHERE BN
BTG o
+ FAERBHLERTNES user@domain E domain\user ©

1. ERBXFHEF - BALKNES -

2. T EA

8. £ * BAEEIE * @R « EAURR BN A TS (RICAVERRME) o
* R L OEEERETFHAVHEREA
* QR S : EAEERITEIEARIERE QR A « ARBARAEAPERAEREE
* —RMEE B Token FI—RMZEHS o

4. EREEAINE © ERR—ERERE « AP e300 - ID MIEHREIE Token ©

ERIZEVER. ~ W 1E SnapCenter REST APl {ERERAITIEE -

5. £ REST API Hf ~ (GEZERHEE R P BIEFIER A ERTE -
6. SnapCenter @ AD FS Egz5 L7 EUERL -

MREZBEMBVER ~ SnapCenter EiFEARNE « WEVFERE R
7. SnapCenter BfEFAERAERBNAGLERERERENITAPI

UNSREREEALIN ~ SnapCenter BFEI4ER ~ BAIGRERIERAS ©

B/ REST API * CLI #] GUI &Y SnapCenter MFA IhAE
* BfeERE A *
T ER

1. LA SnapCenter EI2E 5 73% A SnapCenter Server ©
2. B—TF*RE > BERE > ZEERRE (MFA) &RE*
3. BEWAE (GUI/RSTAPICLI) MUBXAZER MFAEA

° PowerShell 7T *
L ER
1. #1977 PowerShell 3¢ CLI #5% ~ LUBZE MFA for GUI ~ RESTAPI ~ PowerShell # sccli ©

Set-SmMultiFactorAuthentication -IsGuiMFAEnabled -IsRestApiMFAEnabled
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-IsCliMFAEnabled -Path
path 28 F 5% AD FS MFA R4EE R XML 1ER(IE °

EFA MFA LUERRTEERT AD FS AR S RHEZR RIS AL E SnapCenter GUI ~ RESTAPI - PowerShell 1
sccli ©

2. (/A Cmdlet & MFA 4BREARBEFIEEE Get-SmMultiFactorAuthentication ©
*sccli /Y E *

1. # sccli Set-SmMultiFactorAuthentication -IsGuiMFAEnabled true
-IsRESTAPIMFAEnabled true -IsCliMFAEnabled true -Path
"C:\ADFS metadatal\abc.xml"

2. 4 sccli Get-SmMultiFactorAuthentication
o REST API*
3. #1175 POST API LAEXF MFA for GUI ~ REST APl « PowerShell # sccli ©

B BE

E3REY URL IAP1/4 .9/settings/multitactorauthentication
HTTPA BESZ

ERERE { "IsGuiMFAEnabled" : false -

"IsRestApiMFAEnabled" : true -
"IsClimFAEnabled" : false ~ "FSConfigFilePath"
. "C:\ADFS_Hh## &l \\abc.xml "}

[EIfEZAC { "MFAConfiguration" : { "IsGuiMFAEnabled" :
false - "ADFSConfigFilePath" : "C:\ADFS_H4&
Bkl \\abc.xml + "SCConfigFilePath" : null *
"IsApRestiMFAEnabled" - true -
"IsClimFAEnabled" : false + [ ADFSHostName

1 o T win-adfs-sc49.winscedom2.com | }
4. {EAT API 17 MFA 4HRSHRBEFIERTE o
2¥ BE
FE3REY URL IAPI/4.9/settings/multitactorauthentication
HTTP75 3% S
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[ElfEA { "MFAConfiguration" : { "IsGuiMFAEnabled" :
false - "ADFSConfigFilePath" : "C:\ADFS_H4#
¥l \abc.xml + "SCConfigFilePath" : null
"IsApRestiMFAEnabled" : true -
"IsClimFAEnabled" : false + [ ADFSHostName
1 T win-adfs-sc49.winscedom2.com | }

Zi4tSnapCenter LL{EARES
eI AEIITSnapCenter ((EIARESZEEIZNHITIE) K% & SnapCenter (fEARESHR) ©

e g {E FHPowerShell Cmdlet?RE0 1T 2B Lot FN4BRETRF
@ AE1EWESnapCenter i S FEELIELIE o

FsaZ A
* Z1EWindows EHEI MBS R HERMEREESnapCenter T4 « MEAREEEEPNARKEHMED
* CFEZBEREEMySQL Server k L1 {51 L% SnapCenter EEIARZZAIE L o
* IRAEZE B Windows ZEEF2 N EEETHAE ©

EREBNEER » 352E Microsoft 481k "Windows ZE4EFZ a0 82" o

@ &R FETESnapCenter A& Microsoft Exchange Server + Active Directorys481isl & &R IR2SHY
Fig E2RILFRES o

TR

1. %7 & SnapCenter (ARSI ZEEM "NetApp SZHEAFLL" o
2. W T N EEY.exetE@Z « BIAJEkEISnapCenter ZEEFET ©

B REZR « SRITAIETALRE « IRAREIREBER  MIGETEZHERNESAE
TR B E SRS M EEZRE « BFERETLUEL -
3. #BISnapCenter ZEEUILINAEFARAITASIHA(E ~ WARBEEITEL

TABEIEEMYSQL Serverf#FEERHEREE - TREBEF « FEEELEZRE ° SnapCenter

@ BRISHIEHRTETT %" is not supported in the custom path for the
repository database. If you include "% | ™ TEELH o

4. B—T IR o

MREEEEEMAENNE - RERTEZNERAR - CRZEFRAE  ARFABRE -
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@ MREHE—T TECH) #&2h ~ HETMETRITRILER « REBABERIEE - SIEERTPT
28R:%(FARES - SnapCenter

i@ ~ YR SnapCenter ETEHIT MFLEfESnapCenter ARBZILSEMENEN ) X AR (FEE
B THUH) ~ REFERSEEET - MAGEUHIEE -

i E—FGIEEREREN btemplBERIRD (REMEL) - IREESHE@THRUE « FRTT
FE 2 ~ WA SIRTFETTEE) SnapCenter {aAlfiR2s 224
- C:\installer location\installer name.exe /log"C:\"

{EFIRBACIZ & ASnapCenter ZITHEER

TIEAE®AEZEIES] (RBAC) SnapCenter o FHBELIEEIRMRBAC « A RIMERIEK
BT EEHAESER P BEMNERE « S5 R4A/ERH B RHIEE4E - SnapCenter
SnapCenterRBACTEAEIRERI L SnapCenter ERIEKMNABEAZINEER ©

FAtEZ Al
* {RFEZIEWindows Server Managerd EXFAWindowsEEIBFZFEXENARTE (WOS) o
* INRIEABEER Internet ExplorerfEZ 218255 ASnapCenter 2% {AARES « {EFEXFEE Internet Explorerd
By TreEE() B -
RARS L TE

ZiEHAEISnapCenter ~ VMware Server&Z2EigE | EIIER « W EREEEMSnapCenter &4
TVMwareBE#EY TEAIAL THEERD o IbIh ~ EREELERET - ZEIBEGIRIESnapCenter ETEZEERARIRH
HEREERZURL ~ R EBRIHERATA ~ AILUIERZURL ©

MREERE R ERPHNZERS ZE - RERMMASnapCenter N2IE3F R5IEH « SiAgH
@ &%t SnapCenter 1B o BE4ERSnapCenter £1SendorfE4% - {T%47ESnapCenter ##—
T E R - RAREEANR 2 B8R E HSing ©

*REBHME EREREE - BRETAEZERHFESnapCenter [RRIZRES o

FE5&H) GUI URL 2% 8% SnapCenter falfR2SHV(EIARAS L TAREIZIR 8146 UL 2 ELR ( https://server:8146_).
WMRIEESnapCenter ZEEBIEPIRMER BN EIARZFEZIE ~ BIGNAZERE o

HRSUREE (HA) ZE - SN BFERERZE IP https://Virtual_Cluster IP_or FQDN:8146_. Z&R7FEY
SnapCenterf1Rf&7E Internet Explorer (1E) HZIEZE https://Virtual_Cluster IP_or FQDN:8146_EFREE
%l SnapCenter Ul ~ BIRZETESESMI ERE L ~ A EREREE IP (i[5, FQDN g% IE FREEME ~ HEE
SESMIE HEA E1ERE2YE - IFEEZEM « F2R " AN AR RFEEEIPALL"

f& T fEFSnapCenter BRGUI ~ ISE R LU PowerShell Cmdleti2 75 S IR NI TARLE ~ HIPRERIEE -
\'{%SnapCenter ERR B ZERR A AT SEER A —teCmdlet#E o " (ER{FI5S12TL2E15F) SnapCenter' BsEE

w] o
(D m®SnapCenter BRE—RBATULEARL - MINEERRBIFRRIUOBHEA o

TR
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1. #%¢SnapCenter Zsi F 2 m _EAVIEE « REEAERFFRHBIURL ~ I SnapCenter {EEHN EIE BIRMHAIURLEX
BiE o

2. BABEREDBER -

HEIEE MIEE... ERATHHEAP—TEEI...
I EIRE * NetBios \fEFAE % TE
* FRELBQ UPNER

40 : username@netapp.com

* 4915 FQDN \fE A& &8

3 MREHAB—EULNAE  FR TAG) FRPERCZANLEEATERERNAS

BEAR -~ CEAERAENERA T ERERESnapCenter EEA LA ©

C HER
BEENEERERIREM o
YNRECERK ML HIRE AR E FHIERIEETR « TMEZAS SSL /RFHIFESE SnapCenter o "7ZEABZ"
e

#ZRLUSnapCenter RBACERES N EARIXERFGRZE « FEMBETREE -

YR IEABE SnapCenter T3 AR {S1ERY Active Directory 4815 » BAZBH7E SnapCenter L& 481 > A
TEEATZEEMEE LNERERTAE o FABRE"

FAZHEEESE (MFA) Z ASnapCenter
ZIERMFARASIEIR A R EAH B k8 —EB5 © SnapCenter

FIsEZ Al
* CREZELRFAMFA o

NFINAIRRAR MFA VB ~ 5R26) "RUAZ E ="

RARSLE T 1

* (£X4EFQDN
* T{EB¥/AFBSAEERE B EAFERMFATA

1. #%SnapCenter Zsi F 2 m_EAVIEE « REEAERFFRHBIURL ~ I SnapCenter It EIE BIRMHAIURLEX
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> netsh http delete sslcert ipport=0.0.0.0:8145
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a. {FHT% PowerShell i< RIRAH SnapCenter B E/RFEIHBRA -
> netsh http delete sslcert ipport=0.0.0.0:<SMCore port/IIS port>
fign
> netsh http delete sslcert ipport=0.0.0.0:8145
> netsh http delete sslcert ipport=0.0.0.0:8146
b. HEETEVISHY CA &5 EL SnapCenter {AliR23F1 SMCore EZIBEAL o
> Scert = “<CA certificate thumbprint>”
> S$guid = [guid]::NewGuid () .ToString ("B")
> netsh http add sslcert ipport=0.0.0.0: <SMCore Port/IIS port>
certhash=Scert appid="S$guid" clientcertnegotiation=enable

verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:<SMCore Port/IIS port>

fBugn
> Scert = “abcl23abcl23abcl23abcl23”
> $Sguid = [guid]::NewGuid() .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0:8146 certhash=S$cert appid="S$guid"
clientcertnegotiation=enable verifyclientcertrevocation=disable

> Sguid = [guid]::NewGuid() .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0:8145 certhash=S$Scert appid="S$guid"
clientcertnegotiation=enable verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:8146
> netsh http show sslcert ipport=0.0.0.0:8145
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h. #71% 1IS AppPool \ SnapCenter {EAZE « B F 221 HIRER o
3. B *CAEE IS #[R * » sAIELUTIRIETE SnapCenter BRSSP R MM EFEEMRIE ¢

£ Windows iR+ ~ B FHIRIE !

HKey Local Machine\SYSTEM\CurrentControlSet\Control\SecurityProv ders\SCHANNEL
4. 1£ SChannel S8} ARSHIAA TEILHTE DWORD S HHEAFEE ©

SendTrustedIssuerList = 0

ClientAuthTrustMode = 2

&€ SnapCenter Windows M2 178 M SSL &=
1R &% {5 PowerShell 5% 3% SnapCenter Windows M2 « WUE1TE M SSL 851 o
FAYAZ Al
FEfR CA JRBIEAATA o
1. BEELLEFIB « 551F SMCore EIZIB 8145 iy Windows SMEE ERITTAIENE (FB:R) o
a. fEA %! PowerShell d5 L #F%ITE R SnapCenter BB /RFFHEIZFIBEL o
> netsh http delete sslcert ipport=0.0.0.0:<SMCore port>
Bign
> netsh http delete sslcert ipport=0.0.0.0:8145

b. HHHTENISAY CA /R85 SMCore EIHBEAE o

> Scert “<CA certificate thumbprint>”"
> $Sguid = [guid]::NewGuid () .ToString ("B")
> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=$cert

appid="$guid" clientcertnegotiation=enable
verifyclientcertrevocation=disable

30



> netsh http show sslcert ipport=0.0.0.0:<SMCore Port>

fan ~
> Scert = “abcl23abcl23abcl23abcl23”
> Sguid = [guid]::NewGuid() .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0:8145 certhash=S$cert appid="$guid"
clientcertnegotiation=enable verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:8145
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> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="true"}
-HostName <Plugin HostName>

> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="true"}
-HostName localhost

> Set-SmConfigSettings -Server -configSettings @{"EnableTwoWaySSL"="true"}

2. FHETHESHSHIT IS SnapCenter EAREXNEEEREIWIEE o > Restart-WebAppPool -Name

"SnapCenter"

3. #HH Windows JMMER « 55117 75! PowerShell 85 ~ EFE &) SMCore ARF :

> Restart-Service -Name SnapManagerCoreService
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> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="false"}
-HostName <Agent HostName>

> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="false"}
-HostName localhost

> Set-SmConfigSettings -Server -configSettings @{"EnableTwoWaySSL"="false"}

2. EA TSI LT IS SnapCenter EARRERNEEEREIUNIEE © > Restart-WebAppPool -Name

"SnapCenter"
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> Restart-Service -Name SnapManagerCoreService
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1. eI AN SPLABHEREEISPL KeystoreTERRZE S - ©2BEHENE SPL._KEYSTORE PASS ©

2. $4%F Keystore ZHE | $ keytool -storepasswd -keystore keystore.jks
3. BERIBETRMAEMNBEEN AN BB E R ZIEEFRNZEEER ¢ $ keytool -keypasswd
-alias "<alias name>" -keystore keystore.jks

4. EHEZEFPEH SPL_Keystore ZHE spl.properties” ©
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1. BIEZ @S SPL Keystore FIERIZ © /var/opt/snapcenter/spl/etc ©

2. IREIRER < keystore.jks°

3. Bl Keystore FRFTIEAY/&RES ¢ $ keytool -list -v -keystore keystore.jks
4

- FMERE 4IRS ¢ $ keytool -import -trustcacerts -alias
<AliasNameForCerticateToBeImported> -file /<CertificatePath> -keystore
keystore.jks
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3. FI| Keystore FHMIEAYREE © $ keytool -list -v -keystore keystore.jks
4
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<CertificatePathToImport> -srcstoretype pkcsl2 -destkeystore keystore.jks
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5. Bl Keystore RFTIEAY&REE © $ keytool -list -v -keystore keystore.jks
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$ keytool -keypasswd -alias "<aliasNameOfAddedCertInKeystore>" -keystore
keystore.jks"
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Set-SmConfigSettings -Agent -configSettings
@{"EnableClientCertificateAuthentication"="true"} -HostName[hostname]

* FEFARPIR&EIERE

Set-SmConfigSettings -Agent -configSettings
@Q{"EnableClientCertificateAuthentication"="false"} -HostName [hostname]
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Identify two existing SnapCenter Servers,
or install SnapCenter Server (5C1) on
hostl and SnapCenter Server (SC2) on

host2.

.

Export SnapCenter certificates for SC1
and 5C2,

.

Configure F5 Load Balancer for
SnapCenter Servers and disable the 5C2
node member.

v

Import SnapCenter certificates into F5
Load Balancer.

v

Configure an F5 cluster in SnapCenter
between 5C1 and 5C2.

v

Enable 5C2 node member.
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WA B—RIIRIRF A FEER -

° EIKBBGERE -

° R#&kSnapCenter BN ARG S EREREZENEZEEIESIP - EREIBEEEZEZEWAISVM ~
MAFAARE °

BRI T

ATBILEERELNARSETE « EAILUEAData ONTAP NetApptt EfiaiE L 2 #AIRBAC User Creator for
SolidingT & o

It T E S BEIONTAP IEFERRIER TR A EREBITNAE © B30 ~ RBAC User Creator for Data ONTAP BIOST &

ZEEBLUERIBFATEER « WESRBETPAIAFEER - QIREIoHmEMEREIR « JARIIE 2FEUE
PR ~ ONTAP RIS £ ZEVERBRAER « TTFLUBHE o
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R ITFH B F+H4RSnapCenter T HRZSAITHAE « ONTAP fE:ZEH#11TRBAC User Creator for Data

@ ONTAP BIOST A « UFEMITEREINFEREAE® - ASnapCenter *éHJiE’JHﬁZIKE’JﬁﬁH%%@
#EONTAP EARIRA P IEREE - EREEMAITILTAR « e ZBEFRIEARIEE - EFE
EEMREIAG -

WZERTE ONTAP RBAC AEBIHAEN » B2 " (Administratorgz5 EARBACE RIERE) (3532) ONTAP" o

AT R4 ~ SnapCenter AXIER A EBAERER - 5@ TRASESGUI
@ 1 OnCommand fEffiEE _attributes_iMIE_privation_ o E5ZEONTAP ZERBACA &L « S/l
EFREARERNESR °

TR
1. EHEEREL WA TS SLEINAR -

security login role create <role name\> -cmddirname "command" -access all
-vserver <svm name\>

° SVM_name@SVMII&TE o tNREHFIREAIREZEA « BIfaAEEETIES o
° roleLBELEAABISENSTE o
> Command ONTAP Z2INEEAR—BIINAE o

() cuEstHSERRERLSS  HRE - Al Acessh S U BERER S AT o
TR BBV - 800 AR A A REIREICLIS S ONTAP" o
2. WATY e L REILEAERTE !

security login create -username <user name\> -application ontapi -authmethod
<password\> -role <name of role in step 1\> -vserver <svm name\> -comment
"user description"

° user_nameE L EE I ERE R o
° BIEMZENE c MREKRIEEEH - ARG TEEMAZS o
° SVM_name@SVMBI$ 78 o

3. MATIGS « KAGIEREHERE

security login modify username <user name\> -vserver <svm name\> -role
<role name\> -application ontapi -application console -authmethod <password\>

© BISTESR2PEIUMNFRAEST o LS rETMERERE « FHES BRI
° SVM_name>@SVMBEY%HE o
° <role B> B IRESTRIPRINABLTE
° BIEIVER o MREKIEEE - RAMGIRTTHAZ o
4. A TGS -~ AEAECEREL :
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security login show -vserver <svm name\> -user-or-group-name <user name\>

user_name@EESBRIF BRI NFERERLTE o

R {BHERZIISVMA TR

EEEEERAISVMEREZILAEER » G EHTITRONTAP {ESfCLIGE S ONTAP
o YNRIEHESVMEZTEONTAP AiZESnapCenter £/ ~ BERAEEAvsadminA & ~ B|EE
A o

1. ERERFL  BUAGHRIA#RIERGZAR

security login role create -vserver <svm name\>- role <SVM Role Name\>
-cmddirname <permission\>

() rcEzstssERREELHS -

2. BUERETRAGIERKGRERE -

security login create -user <user name\> -vserver <svm name\> -application
ontapi -authmethod password -role <SVM Role Name\>

3. FREIRIHEERE o

security login unlock -user <user name\> -vserver <svm name\>

R EIISVMA &S KERIICLIZE S ONTAP

TREZHITHONTAP EISVMeER < BREILSVMA B FSKIER ©

(D 1% SnapCenter 5.0 B4 « 2F REST API 21& vserver EIEFEAE o NREAEEFEHIE vserver
admin I A ~ FB{ER ZAPI ©

®* security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"snapmirror list-destinations" -access all

security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"event generate-autosupport-log" -access all

security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"job history show" -access all

security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"job stop" -access all

security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"lun" -access all

° security login role create -vserver SVM name -role SVM Role Name -cmddirname
"lun create" -access all
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security login role create -vserver

"lun delete" -access all

security login role create -vserver
"lun igroup add" -access all

security login role create -vserver

"lun igroup create" -access all

security login role create -vserver

"lun igroup delete" -access all

security login role create -vserver

"lun igroup rename" -access all

security login role create -vserver

"lun igroup show" -access all

SVM name

SVM name

SVM name

SVM name

SVM name

SVM name

-role

-role

-role

-role

-role

-role

security login role create -vserver SVM name -role

"lun mapping add-reporting-nodes" -access all

security login role create -vserver SVM Name -role

"lun mapping create" -access all

security login role create -vserver SVM name
"lun mapping delete" -access all

security login role create -vserver SVM name
"lun mapping remove-reporting-nodes" -access
security login role create -vserver SVM name
"lun mapping show" -access all

security login role create -vserver SVM name
"lun modify" -access all

security login role create -vserver SVM name
"lun move-in-volume" -access all

security login role create -vserver SVM name
"lun offline"™ -access all

security login role create -vserver SVM name
"lun online" -access all

security login role create -vserver SVM name
"lun resize" -access all

security login role create -vserver SVM name
"lun serial"™ -access all

security login role create -vserver SVM name
"lun show" -access all

security login role create -vserver SVM Name

"network interface"

—access readonly

security login role create -vserver SVM name
"snapmirror policy add-rule" -access all
security login role create -vserver SVM name

-role

-role

all

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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"snapmirror policy modify-rule" -access all

security login role create -vserver SVM name
"snapmirror policy remove-rule" -access all

security login role create -vserver SVM name
"snapmirror policy show" -access all

security login role create -vserver SVM name
"snapmirror restore" -access all

security login role create -vserver SVM name
"snapmirror show" -access all

security login role create -vserver SVM Name
"snapmirror show-history" -access all

security login role create -vserver SVM name
"snapmirror update" -access all

security login role create -vserver SVM name
"snapmirror update-ls-set" -access all

security login role create -vserver SVM name

"version" -access all

security login role create -vserver SVM name

"volume clone create" -access all

security login role create -vserver SVM name

"volume clone show" -access all

security login role create -vserver SVM name

"volume clone split start" -access all

security login role
"volume clone split

create -vserver SVM name
stop" -access all

security login role create -vserver SVM name
"volume create" -access all

security login role create -vserver SVM name
"volume destroy" -access all

security login role create -vserver SVM name
"volume file clone create" -access all

security login role create -vserver SVM name
"volume file show-disk-usage" -access all

security login role create -vserver SVM name
"volume modify" -access all

security login role create -vserver SVM name
"volume offline" -access all

security login role create -vserver SVM name

"volume online" -access all

security login role create -vserver SVM name

"volume gtree create" -access all

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname



security login role create -vserver SVM name -role
"volume gtree delete" -access all

security login role create -vserver SVM name -role
"volume gtree modify" -access all

security login role create -vserver SVM name -role
"volume gtree show" -access all

security login role create -vserver SVM name -role
"volume restrict" -access all

security login role create -vserver SVM name -role
"volume show" -access all

security login role create -vserver SVM name -role
"volume snapshot create" -access all

security login role create -vserver SVM name -role
"volume snapshot delete" -access all

security login role create -vserver SVM name -role
"volume snapshot modify" -access all

security login role create -vserver SVM name -role
"volume snapshot rename" -access all

security login role create -vserver SVM name -role
"volume snapshot restore" -access all

security login role create -vserver SVM name -role
"volume snapshot restore-file" -access all
security login role create -vserver SVM name -role
"volume snapshot show" -access all

security login role create -vserver SVM name -role
"volume unmount" -access all

security login role create -vserver SVM name -role
"vserver cifs share create" -access all

security login role create -vserver SVM name -role
"vserver cifs share delete" -access all

security login role create -vserver SVM name -role
"vserver cifs share show" -access all

security login role create -vserver SVM name -role
"vserver cifs show" -access all

security login role create -vserver SVM name -role
"vserver export-policy create" -access all
security login role create -vserver SVM name -role
"vserver export-policy delete" -access all
security login role create -vserver SVM name -role
"vserver export-policy rule create" -access all
security login role create -vserver SVM name -role

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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"vserver export-policy rule show" -access all

®* security login role create -vserver SVM name -role SVM Role Name -cmddirname
"vserver export-policy show" -access all

* security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"vserver iscsi connection show" -access all

° security login role create -vserver SVM name -role SVM Role Name -cmddirname
"vserver" -access readonly

° security login role create -vserver SVM name -role SVM Role Name -cmddirname
"vserver export-policy" -access all

° security login role create -vserver SVM name -role SVM Role Name -cmddirname
"vserver iscsi" -access all

° security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"volume clone split status" -access all

* security login role create -vserver SVM name -role SVM Role Name -cmddirname
"volume managed-feature" -access all

LIONTAP REH#REI=EAE

CREZEILONTAP A RIBHERAVZIRINAE  LETLEAONTAP SELIAE
#SnapCenter HITENE o AT UBITEONTAP fECLIGF S REIZONTAP —ERZIESE
MEEAS « WIERREER -

1. ERERFRL  BUAGERMAEERIEREZAR

security login role create -vserver <cluster name\>- role <role name\>
-cmddirname <permission\>

() rmEzstasERREELHS -

2. BUERETRAGIEKGHERE -

security login create -user <user name\> -vserver <cluster name\> -application
ontapi -authmethod password -role <role name\>

3. FREFRIHEERE o

security login unlock -user <user name\> -vserver <cluster name\>

BRI REABNERERNCLIEE S ONTAP
TREZHITHONTAP EICLIE <L B HE A BIIEIRIER o

@ ¢ SnapCenter 5.0 Bi#s - FEEIB(FHE RFEFER RESTAP| c IRECHEEFHIEEETIER
B A6 - AIFEFER ZAP o
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security login role create -vserver Cluster name or cluster name

Role Name -cmddirname "metrocluster show" -access readonly

security login role create -vserver Cluster name or cluster name

Role Name -cmddirname "cluster identity modify" -access all

security
"cluster

security
"cluster

security

"cluster peer show"

security

"cluster show" -access all

security

identity show" -access all

modify" -access all

—-access all

login role create -vserver Cluster name

login role create -vserver Cluster name

login role create -vserver Cluster name

login role create -vserver Cluster name

login role create -vserver Cluster name

"event generate-autosupport-log" -access all

security login role create -vserver Cluster name

"job history show" -access

security login role create
"job stop" -access all

security login role create
"lun" -access all

security login role create
"lun create" -access all

security login role create
"lun delete" -access all

security login role create

all

—vserver

—vserver

—vVsServer

—vVsServer

—-vsServer

"lun igroup add" -access all

security login role create

"lun igroup create"

security login role create

"lun igroup delete"

security login role create

"lun igroup modify"

security login role create

"lun igroup rename"

security login role create

—vVsServer

—-access all

—vsServer

—-access all

—-vserver

—-access all

—vserver

—-access all

—vserver

"lun igroup show" -access all

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

security login role create -vserver Cluster name

"lun mapping add-reporting-nodes" -access all

security login role create -vserver Cluster name

"lun mapping create" -access all

security login role create -vserver Cluster name

-role Role Name
-role Role Name
-role Role Name
-role Role Name
-role Role Name
-role Role Name
-role Role Name
-role Role Name
-role Role Name
-role Role Name
-role Role Name
-role Role Name
-role Role Name
-role Role Name
-role Role Name
-role Role Name
-role Role Name
-role

Role Name

-role Role Name

-role

-role

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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"lun mapping delete" -access all

security login role create -vserver Cluster name
"lun mapping remove-reporting-nodes" -access all

security login role create
"lun mapping show" -access

-vserver Cluster name
all

security login role create
"lun modify" -access all

-vserver Cluster name

security login role create -vserver Cluster name

"lun move-in-volume" -access all

security login role create -vserver Cluster name

"lun offline" -access all

security login role create -vserver Cluster name

"lun online" -access all

security login role create -vserver Cluster name
"lun persistent-reservation clear" -access all

security login role create -vserver Cluster name

"lun resize" -access all

security login role create -vserver Cluster name

"lun serial" -access all

security login role create -vserver Cluster name

"lun show" -access all

security login role create -vserver Cluster name
"network interface create" -access readonly
security login role create -vserver Cluster name
"network interface delete" -access readonly
security login role create -vserver Cluster name
"network interface modify" -access readonly
security login role create -vserver Cluster name
"network interface show" -access readonly
security login role create -vserver Cluster name
"security login" -access readonly

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

security login role create -role Role Name -cmddirname

-vserver Cluster name -access all

security login role create -role Role Name -cmddirname

destinations" -vserver Cluster name -access all

security login role create -vserver Cluster name
"snapmirror policy add-rule" -access all

security login role create -vserver Cluster name
"snapmirror policy create" -access all

security login role create -vserver Cluster name
"snapmirror policy delete" -access all

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

"snapmirror create"

"snapmirror list-

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname



security login role create -vserver Cluster name
"snapmirror policy modify" -access all

security login role create -vserver Cluster name
"snapmirror policy modify-rule" -access all

security login role create -vserver Cluster name
"snapmirror policy remove-rule" -access all

security login role create -vserver Cluster name
"snapmirror policy show" -access all

security login role create -vserver Cluster name
"snapmirror restore" -access all

security login role create -vserver Cluster name
"snapmirror show" -access all

security login role create -vserver Cluster name
"snapmirror show-history" -access all

security login role create -vserver Cluster name
"snapmirror update" -access all

security login role create -vserver Cluster name
"snapmirror update-ls-set" -access all

security login role create -vserver Cluster name
"system license add" -access all

security login role create -vserver Cluster name
"system license clean-up" -access all

security login role create -vserver Cluster name
"system license delete" -access all

security login role create -vserver Cluster name
"system license show" -access all

security login role create -vserver Cluster name
"system license status show" -access all

security login role create -vserver Cluster name
"system node modify" -access all

security login role create -vserver Cluster name

"system node show" -access all

security login role create -vserver Cluster name

"system status show" -access all

security login role create -vserver Cluster name

"version" -access all

security login role create -vserver Cluster name

"volume clone create" -access all

security login role create -vserver Cluster name

"volume clone show" -access all

security login role create -vserver Cluster name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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"volume clone split start" -access all

security login role

"volume clone split stop" -access all

security login role
"volume create" -access all

security login role create -vserver Cluster name

"volume destroy" -access all

security login role create -vserver Cluster name

"volume file clone create" -access all

security login role create -vserver Cluster name

"volume file show-disk-usage" -access all

security login role create -vserver Cluster name

"volume modify" -access all

security login role create -vserver

"volume offline" -access all

security login role create -vserver

"volume online" -access all

security login role create -vserver

"volume gtree create" -access all

security login role create -vserver

"volume gtree delete" -access all

security login role create -vserver
"volume gtree modify" -access all

security login role create -vserver
"volume gtree show" -access all

security login role create -vserver
"volume restrict" -access all

security login role create -vserver
"volume show" -access all

security login role create -vserver Cluster name

"volume snapshot create" -access all

security login role create -vserver Cluster name

"volume snapshot delete" -access all

security login role create -vserver Cluster name

"volume snapshot modify" -access all

security login role create -vserver Cluster name

"volume snapshot promote" -access all

security login role create -vserver Cluster name

"volume snapshot rename" -access all

security login role create -vserver Cluster name

"volume snapshot restore" -access all

create -vserver Cluster name

create -vserver Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name
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Role Name

Role Name

Role Name

Role Name
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security login role create -vserver Cluster name

"volume snapshot restore-file" -access all

security login role create -vserver Cluster name

"volume snapshot show"

security

"volume unmount"

security

"vserver"

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security

—-access all

login role create -vserver
—access all

login role create -vserver
—access all

login role create -vserver

cifs create" -access all

login role create -vserver

cifs delete" -access all

login role create -vserver
cifs modify" -access all

login role create

cifs share

-vserver
modify" -access

login role create -vserver
cifs share create" -access
login role create -vserver
cifs share delete" -access
login role create -vserver

cifs share modify" -access

create
show"

login role
cifs share

—vVsServer

create -vserver
—-access all

login role
cifs show"

login role create -vserver

create" -access all

login role create -vserver

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name
all

Cluster name
all

Cluster name
all

Cluster name
all

Cluster name

—-access all

Cluster name

Cluster name

Cluster name

export-policy create" -access all

login role create -vserver

Cluster name

export-policy delete" -access all

login role create -vserver
export-policy rule create"

login role create -vserver
export-policy rule delete"

login role create -vserver
export-policy rule modify"

login role create -vserver

Cluster name
-access all

Cluster name
—access all

Cluster name
-access all

Cluster name

export-policy rule show" -access all

login role create -vserver

Cluster name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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-cmddirname
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-cmddirname

-cmddirname

-cmddirname
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"vserver export-policy show" -access all

® security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver iscsi connection show" -access all

* security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver modify" -access all

° security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver show" -access all
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autosupport trigger modify -node nodename -autosupport-message client.app.info
-to enable -noteto enable
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HEF
1. fEFHONTAP flexflinefn 2 5% ANetAppiZias o

2. & Alicense showds %

wHEEA)

clusterl::> license show

(system license show)

Serial Number: 1-80-0000xx
Owner: clusterl
Package Type Description Expiration
Base site Cluster Base License -
Serial Number: 1-81-000000000000000000000000xx
Owner: clusterl-01
Package Type Description Expiration
NF'S license NFS License =
CIFS license CIFS License =
iSCSI license 1SCSI License =
FCP license FCP License =
SnapRestore license SnapRestore License -
SnapMirror license SnapMirror License =
FlexClone license FlexClone License =
SnapVault license SnapVault License =
SnapManagerSuite license SnapManagerSuite License -

TEUEEEHIH ~ SnapManagerSuiteiZ#EE &4t ~ EIlt R SnapCenter EEMITHMBITHAEREFEBNE ©

TER 3 | RREUERIZR AR

@%EE?’%U%&F% 7 BERAEIEH B3 BY IR PSR ©
2 FAS - AFF 5 ASA &4 F EEEIES -

1. {EFAONTAP flexflinedn < 5B A 4135 o

C ABBEEEUSERSER

#£SnapManagerSuite & o

IEEILAERONTAP TAlan < 5 FEEIZER 83 755

2. & Asystem show -instance®s % ~ SRR IGREIE H LA B 15 8855k ©
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wHEEA)

clusterl::> system show -instance

Node: fasxxXX—-XX—XX—XX
Owner:

Location: RTP 1.5

Model: FAS8080

Serial Number: 123451234511
Asset Tag: -

Uptime: 143 days 23:46
NVRAM System ID: XXXXXXXXX
System ID: XXXXXXXXXX
Vendor: NetApp

Health: true

Eligibility: true
Differentiated Services: false
All-Flash Optimized: false

Node: fas8080-41-42-02
Owner:

Location: RTP 1.5

Model: FAS8080

Serial Number: 123451234512
Asset Tag: -

Uptime: 144 days 00:08
NVRAM System ID: XXXXXXXXX
System ID: XXXXXXXXXX
Vendor: NetApp

Health: true

Eligibility: true
Differentiated Services: false
All-Flash Optimized: false
2 entries were displayed.

3. SCERRFIE o

TER 4 | RREUER B RN AR

WMNRIEFERAMRE FAS 5 AFF #7786 > ErI St NetApp ZHE48IEENIESnapCenter %2384 » BfEMA

ONTAP s S5 EITZRE o

ez Al
* MIEEEB BN NetApp ZIRAEIEE ASTHRERN o
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1. B A "NetApp iB4EIL" o
2. BB =" Systems > Software Licenses* °

3. 7 MEEFMRM) B - MREEWNFR (UNEKESHE) - BAESRIZREIE « A%ER TGo! o

Software Licenses

Selection Criteria

Choose a method by which to search

» |Serial Number (located on back of unit) v| Enter Value: : '__Go!'_:

Enter the Cluster Serial Number value without dashes.

-0OR-
» Show Me All: | Serial Numbers with Licenses ~|For Company: I:l Go'

BERNEE TS E e SRS B o

4. ¥ HiSnapCenter Mizoi%k (FRERIEZERR) T SnapManagerSuitetZH o

TER 5 [ AmEIEERIER TR

IS FAS « AFF 3 ASA 4% « i B#7%A SnapCenter Standard 5% SnapManagerSuite 1R « &R LAfE
Fi ONTAP #5< 53R E1% SnapCenter #5283 RYIEHE o

FAtaZ Al
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NRIEABSnapCenter 2l AIREE « FBHHRTHHENRR « UEUFPremiumZEmiE & HEIRE « WEREERX
AYdEREs L

HER
1. EFHONTAP flexflineds <515 ANetAppE £ o
2. i SnapManagerSuiteiZ £

system license add -license-code license key

tEan < AR EIRREPRE AR fERA o
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3. HEFBSnapManagerSuitefSHEE &4 ¢

license show

TER 6 | BirulRRE

MRIEEAMSnapCenter 2LUIEHIZSAEMAIVMwares?ss « MATZEBRRA SRS BIRE (U 501 £EM
FF3E) ~ ISREZERMySQLEr S FESIME BIRIEHE o 3 AR EE £ E A SnapCenter VMware GUIIB o
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RNE - AR E S HER -

1. 7£fAARSnapCenter 25 - FAEXPowerShellif & A E R MySQLERES ©

a. #170pen-SmConnection Cmdlet « ##¥tSnapCenter SnapCenterAdmintk 5 ~ EXEhEL sz {AIARZFAVEEER T
TEPEES ©
b. #11TSet-SmRegitoryPassword A EZMySQLZRHE o

9N%E Cmdlet WMERAEE » SH2B " (1597122 E15/) SnapCenter” o
2. RS SRR F T HITmYSQL -u root -pLAE AMySQL °
MySQLEIR R AR o @A TSR BERARENREER
3. WERIERIRAEE

use nsm; ~DELETE FROM nsm License WHERE nsm License Serial Number='510000050";

#riESnapCenter LIINEEAERERY TTHRERIRAE) R

EEILUEASnapCenter TRIBEZIBEZIBINAE] MIZIE - RIFFEONTAP Select T IBINAE
MF1Cloud Volumes ONTAP IHEEMET & EHEE} o

REREAE TN
* BHAIEFTRARRY » 18045 TXXXXXXX
&R LUE R SRAI A B NetApp TIEMEILE ASREEE K » 1538 SnapCenter GUI ZREXFRIZHE o
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1. f£openssléa % EWindows_E 5 EMySQLERRESH A A BAISSL/RSBM £ 84 o

WMNFEAERAEN « F2E "MySQLIRZR5.7 © £ opensliE 1 SSLEHEMER"

@ R EReS&E « AP R/&EMNZIREN—ARGBESRZSHE RN ARCAREN—ARHE
1B  MNRBEARMEEER - BIEAOpenSSLRZMNARSFA /RSN SRIER TR

*RIFBEHME | ICRZERA GRS TEEESATE (FQDN) A REARSSREN—RRGE o
2. FSSL/RBEMEIREEREIMySQL Data B I ZE o
FE:&HY MySQL Data BRI &S C: \ProgrambData\NetApp\SnapCenter\MySQL Data\Data\ °©

3. EHMySQLAMRSSAERER (my.ni) SRBICAESE « AIRRARES « BEBARGE « ARSAESBRA
F AR SR o

FEEZHY MySQL {EiR2S4ERERE (my.inl ) B84 C:\ProgramData\NetApp\SnapCenter\MySQL
Data\my.ini °

@ 1S ZATEMYSQLAIRRBIAAREAE (my.ini) AY[mysqld]&EERIEECARET ~ AIARSS A RH/&REH
ERBILEZHERE o

WA ZATEMYSQLEIAREZAARERE (my.ini) BY[client] @ FRISECAREE « AR IR ARRSEN AP mALE SR

Lo
M5B8 RE R ETERE R T my.ini #£2E [mysqld] BEERREMSIBIEE

C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data °

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-—
key.pem"

T & FIEETRmy.initE Z M [client] & EE H BT AYERE o

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"
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ssl-cert="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/client-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/client-
key.pem"

4. {Z1ESnapCenter Internet Information Server (11S) HHIIHAE o
5. EHEEIMYSQLARFS ©
6. FHERRTEIEFRMySQLProtocol £ &HI(E o

5 g 28R E Eweb.configigZ R E #TBIMySQLProtocolE#&(E ©

<add key="MySQLProtocol" value="SSL" />

7. EAmy.inifEZM[client]| & IR EM R E R EIHARR TR ©
T & FIEETRmy.initE Z M [client] & EE B AYERE o

<add key="ssl-client-cert" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-cert.pem" />

<add key="ssl-client-key" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-key.pem" />

<add key="ssl-ca" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/ca.pem" />

8. fE£SnapCenter IISFENEN TEIAR231 WebFERET ©

HETHAMBRESRE R E My SQLELR

YN RIS ERESnapCenter IRE ZIE AR EMYSQLAMRSE 2 BRVER « IUBEEHAE (HA) BRHELER
2@EMNiwE (SSL) REMEIRIE  LHAEMySQLAMRSSFHAENRE LR E /RFM ZIRE

ARG EETIERE !

g

=111

* CAR

CABEETE LR —EHARE EE4  MILCARE BN EIS —EHARRS o
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* MEHAERRGRYRIAR S A F/&E M AR SS P T IBTEEE
* MEHAERRSRI A R in A FREM A R IR E S BEEE

1. WL E—(EHAERZE « 551EAopensslés$ ~ 7ZEWindows_E 38 EMySQLERARESH B A iR SSL/REF & i81E
WNEAERAE N 55200 "MySQLARZN5.7 : fEHopensli I SSLEEMEIE"

@ AR ERER &R « AR IR&ENERIEN —REBELESHRRARCAREN—RRTE
1E - MREALIEEER - BIEAOpenSSLARZMNAARSBA/REN SRIERF R

"RIFEHME | ERZERARSBITEEERTE (FQDN) HAMARSREN—ARGE -

2. #BSSLERENEIREE M EIMySQL Data&E Kl 5K ©
FERHIMYSQLERIFERIEAC ¢ \ProgramData\NetApp\SnapCenter\MySQL Data\ °

3. BEHIMySQLEARZZAERESRE (my.ini) RHICAYERE « ARBAREE - BRIHARES « ARSLEESRKRA
EFAR SRR o

FEZAIMYSQLIAIRRESAAAERE (my.ini) ER1EAC : \ProgramData\NetApp\SnapCenter\MySQL Data\my.in

@ TRTEMYSQLAIARERAEAERE (my.ini) BY[mysqld]& P IEECAREE ~ AR ARREMN
AR FAE ZIRERLE o

WA ZATEMYSQLEIARZZAEERE (my.ini) BY[client] & FRISECARRE « AR IR ARRERAP R E SR

1«( °

T & FEETAE R E my.inifE 2R [mysqld]&E& ~ FEERERIFC  /ProgramData/NetApp/SnapCenter/MySQL
Data/DatadrHY/&:EFIEE1IE ©

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgrambData/NetApp/SnapCenter/MySQL Data/Data/server-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
key.pem"

T & FIEETRmy.initE Z M [client] & EE H BT AYERE o

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"
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ssl-cert="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/client-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/client-
key.pem"

4. SNE (A HA BB « 38 CA BB AL AR ARES « ARSLESHBEE « AFHARESRNE
FImth B IREE o BT TP
a. BEFE—EHAEE: EESICARBER TS ZENLBEIREHIMYSQL DataB& i3k o

FEZAIMYSQLERIFREREAC & \ProgramData\NetApp\SnapCenter\MySQL Data\ °

@ AR IEBREIICARES © _\FEEZRLTLTEHE%%’&F‘%?@%% « AR IR ARESE - RIReSFAR
SigEN AP IRIAR SRR

b. ¥ E—EHAENEE - s5EFHopensslés < ~ TEWindows L2 EMySQLIEIARES A B iRrISSLRE £ 68

18 o

"MySQLKRZS5.7 : fEFHopenslZEILSSL/&EMEiE"

@ AR ERER /&R « AR IR&ENSRIEN —RABELVAEZSHRNARCAREN—RH
E - REARTBEMER « BIEAOpenSSLAR=ZREARZZHVEZ N SRR E KRR -

B A Ak F QDN EARES /BT — AR 18

C. SSLERMEWIEENEIMySQL Data& K o

d. EHMySQLFRREZAEREE (my.ini) FRICAYRSE « AR ARESR « BRIHAREE « ARBILEEH
KR IHTAEE BRI o

@ EABEMYSQLIEIARESAEAERE (my.ini) BI[mysqld|@EEHFISECAEE « [ERES AREE
F{AAREIFAZ BIMERIE o

ENBTEMYSQLIRRISABAERE (my.ni) BO[clenBERRISECATE « AR HABEEAAS BLES
RIS o

THIEBHIFEETE R my.initEZ R [mysqld] & ~ FERERIZC
: IProgramData/NetApp/SnapCenter/MySQL Data/DataHy/&EF £ 181 o

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgrambData/NetApp/SnapCenter/MySQL Data/Data/server-
cert.pem"
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ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
key.pem"

T & F B8R my.initE 2R [client] & EE H BB FTAYER TR o

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-

cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-—
key.pem"

7£SnapCenter M{EHAEIZE_EAInternet Information Server (11S) F{E L {ERAZIBIHAERIWebERZT ©
EMEHAENR S EAEIMYSQLARTS ©
EHMEHARZEFIweb.configigZZ A MySQLProtocol £&HI1E ©

TR EETREREEPEFHHIMYSQLProtocol £ &(E °

<add key="MySQLProtocol" wvalue="SSL" />

- EAREEmy.initEZER[client]& B E MIEHAB R PRIE ERYRR ISR ERTAR R SR EAE o

TEEHEETmy.initE R [client] & R P EFTHIERK o

<add key="ssl-client-cert" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-cert.pem" />

<add key="ssl-client-key" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-key.pem" />

<add key="ssl-ca" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/ca.pem" />



9. 7£SnapCenter MEHASIEEIISHEE) TZ1EFARES) WebfERTER

10. {§FHSet-SmRegitoryConfig -RebuildSlave -Force PowerShell Cmdleti& it B n—{EHARRZS_EBI-ForceisE
15 ~ EMEHAERE LB Z2HIMySQLER ©

Z 4t BAR97EWindows 14 _F EXFBBYTHAE

ZEEBTEH « ZEWindows T EAIWindowsINEEFI A o SnapCenteriE teRRE R SEA #1
HRHBHRN IR AREENER ©
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