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Configure Snaplenter Sarvars for high
availability using F5
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Optionally, configure RBAC
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Add storage System
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Add licenses.
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Provision storage.
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Optionally, configure secure connecticn
ta SnapCenter Repository.
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a A~ W
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43 Active Directory Federation Services (AD FS) 14 o

. 1% FQDN>/Federation 4% & #} /2007/06/Federation®4% &kl xml T AD FS [EEE 4B RItE2E
"https://<host °

- T EBIEREREISnapCenter SZIEMFATHSERI(EIARES ©

. &iBPowerShelld MBS FEHAESHE ASnapCenter El| MaAfR231 SnapCenter ©

. {BPowerShell Z{EFEEESnapCenter ~ f£F_New-SmMultifactorAuthenticationMetadata -path_ CmdletZ
EEFismFAFREBERITES
path2EHEERMFAR 4 B Kl HE 22477 2ISnapCenter Sof the ServerEH#RYERAE o

. BEEREREREIAD FSEH ~ LIERESnapCenter i SUREMZA A R IHERE °
. f£/A Cmdlet % SnapCenter Server B{ff MFA Set-SmMultiFactorAuthentication ©
(M) A Cmdlet & MFA ABRSIRASFIERE Get-SmMultiFactorAuthentication ©
- BifEMicrosoft EEEFES (MMC) 1T FFIZPER
a. {B— T g > L /A& FRSnapin * o
b. 7T MHMENBIRRANEIEE ) MEP ~ EW VRE ~ A®BE—T g o
C. £ &R HRANBIEETREP « EIX MEMRIRA ) EIE ~ A%BIR—T T o
d #— T EEERB IR > RE-FE B> EA>RE o
e. fE8#ESnapCenter ZSUnfit 2FHNCARE LIZ— T ERAHE « ARBENFELIE>"EIENE S o
f. EERIBE LRIT TP .
L fE—T T gy o
i. —T * & * ~ ABREDHERA TR (PEERETER) o
iil. B REBRE PIR— T HRE" °
V. FEYIHFRIBIAIR ~ BIA TIS_IUSRS) ~ RBEK—TRERE  BIR—THBE -

MRIRERI) ~ FE— T THEEL o

. TEAD FSEH#h ~ BIERAD FSEBIEFEE « REBHITFIITER ©
a. AEELEEERE ST I EEEE SE > R -

b. AV —{EBEEIE « JA1%B BB SnapCenter Some MFARRAEE R #5232 « A1BIH— T ™ Next* (F—%
) 1 e

C. EERRE « ARE—T TF—%* -
d. REDHEFIUEFIRA - ABBR—T*T—%* o
e £ F—ER51RHPEITERE
f. BB SEpy* o
BRILUKREE S BN 2RI HBYFETR% M © SnapCenter
ENREALRIT TSR
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https://<host

B AREEAN MR o
EE* Add Rule (RINFRAD) > ABEE Nextt (F—H*) o
IEEEERAINATE o
12" Active Directory *(FABHHEE o
e. Bl MFAE-FTERRE B - EIEHARHEL A T8 1D o
f. BBE*SEpk> o
12. £ADFSAAR2: L#IT FFPowerShelldi < o

T o

a o

Set-AdfsRelyingPartyTrust -TargetName ‘<Display name of relying party >’
-SigningCertificateRevocationCheck None

Set-AdfsRelyingPartyTrust -TargetName ‘<Display name of relying party >’
-EncryptionCertificateRevocationCheck None

13. AT FHUSE - RPN ERNEA o
o {EREAREELE—TRRAR  REERAE o
b. FEREMARES  MAVEAE LM o

14. RARAFRA RIEBERRSIIRE  ARENFMREES « LUBHRIRASIEATIIERE Cookie ~ REBRE
Ao

A EFAREST APIZRERA T23EMFAL THSE ° SnapCenter
MERBHHREN B2 T2 ERS|ZBTEFERSAGET MFA §558"
EHAD FS MFAF4EE )

READ FSARSBAEAMEDN ~ FIMNFAAR ~ CAREEL ~ DRF « SR EFSnapCenter {iIf ZEEARIAD
FS MFAFRAEEK o

SR
1. 1% FQDN>/ FIEEH4£E Kl /2007/06/Federation/4 Bl .xml" & AD FS [E2RFREERIMEZS "htips://<host
2. BT EHMKEZEBISnapCenter Bl TEARRSS UEIHMFA4REE o
3. HIT FFICmdletZE#HSnapCenter SFIFIAJAD FSHAEE K] :

Set-SmMultiFactorAuthentication -Path <location of ADFS MFA metadata xml file>

4. BARAFPRA RIBRR RS IRE AR EMBRCEIESR - LUBIRIRASIER M IIERSE: Cookie ~ ABBRE
A °

E#iSnapCenter IIAE R ZIEMFAFEE K

SEREERADFSHEARES (FIGNETR « CARFEHEL « DRFE) B « [rifEXEfSnapCenter AD FSHRILIAE
FTEENIMFARAEER] o

S ER
1. 7£AD FSE#P « BIRRAD FSEIEHREE « RABHIT IS E ©
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a. B— T EBEEEE -

b. #£##37SnapCenter WIKFBHEE LIR—TRELRE « ABE—T bR o
BERNEEREAE ERNEBARA G TR -

C. RS ERRE (MFA) o
2R - "RAZEERERSE"

2. %%Fﬁﬁ%ﬂ%ﬁ%?%lﬁﬁ ~ REEMFARRER - UBRRASERPIIIERE Cookie ~ ARBRE

FRAZEERE (MFA)
TR
1. 1= MFA I55FR1EE A Cmdlet BYF MFA BSFRIEIIAYARAEREZE Set-SmMultiFactorAuthentication

2. FARAPRE BB R RS IIRE « AR EWHEREESS « LUBRIRE REATM IERSEL Cookie ~ ABER
Ao

{£F3 REST API ~ PowerShell 1 sccli REE LA ZEiE ( MFA)

B|EE2% ~ RESTAPI * PowerShell 1 sccli 738 MFA Z A o MFA B]3538 AD FS 9% 5!
EIREIRHTIE o IBE L GUI ~ RESTAPI ~ PowerShell #1 sccli BtFf MFA ~ {28
MFA ~ LIRE&7E MFA ©

1% AD FS 52 7E % OAUTH/OIDC

* 5/ Windows GUI 152 * 5% AD FS
1. BIEE * ARBEEEH/RKR *>* TR *>*ADFS B * o
2. B|EB%= ADFS > * FERTENBHE ~ -
a. £ * FERRENEHE ~ tix—TBEGH -
b. BEEY * FILAEFAREINEHE * « RBBA * EAEXATE - o
C. BEEY * fAfRESFERTE * o
d BE*TFT—%* o
3. 187 * AR mHRAIE * o

EZ2AFID o .. fEEHER URL D% EE URL ( SnapCenter {@ARES URL) o .. BB *F—4%

4. EE  EEHBEN Y o
ERIERE - EEAP WM - BT~ -

5. £ BB EEL BT T—H " o
o fE* 3 HEL BT HE -
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10.

1.

12.

13.
14.

15.

16.

17.

18.

GREBEIRNN * FERTERE » RBEEBE~ -
RFEREXARPER * MigEARER~ -
¥—T * It mERER -
BEY M@ APl ) ~ABI—TF T*F—%*) o
7 TER7E Web API | BEE L -~ 7£ MRS BE&D ~ #IA _E—P PRI SnapCenter fAliRES URL
FA B Ui sk BB o
a Jg—T Mgy o
b. 88 * F—% * o

7 BBEEESIRE  BEL  RECHBRSBEHRR (P10 - AFFEALER MFA) - 24
#—F T o

£ I REEBEER 1 BEL ~ (KFERZIEN OpenlD {EASHE ~#2—TF* T—F * o
A*EECEERL - EH—T*T—5%* o

T BECEEL BT -

£ EHEARAANS " EELE - R—T"HBE* -
iR EMERS (ADFS) FHAY JWT # ~ MITEREIRMER ©

LEREREY Taud 1 3¢ T Audience | ESHBRSEIRI Web API B RS o
AREEIEEVAY WebAPI ~ & [E])H URL ( SnapCenter {AlAR2S URL ) F1F B in:HBIHE S5 IEFEHIZ o
7 OpenlID Connect WIREE HHIERE TS o

R FERSBEESE LA * TR * IAER T *ADFS B2 * TR -
a. MR RS ~ FRRTETUEHE ~ Bkl o
b. 3EHY Web API ~ ZAB#%—T * 4R¥E * o
c. mif MEITEHRA B

B—T g ARA o
a. TEsARAIEA THRITUSER - BEH * 13 LDAP BMHEXBFR * ©
b. BE * FT—&* o

BA * sARRRA * 4478 o
a. B4 HEFE THIUBFEHEER * Active Directory* o

b. 7£ LDAP Attribute TH1%!|Z&R 3542 User-Princie-Name > 7 o*utGo Claim Type* THi%|&R 52
UPN o

T

£/ PowerShell s5 < 2 ERTR TN EHE

Bl LUEFR PowerShell s S ZIIFERTENE 4E ~ Web AP| ~ MFMEEHENT S o BLEMSUB IS SBRIRE
# o ANEEFAME N ~ 552R9 <link to KB article> ©
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- (B TF4EETE AD FS IR AEZTNEHE -

New-AdfsApplicationGroup -Name S$ClientRoleldentifier
-ApplicationGroupIdentifier $ClientRoleldentifier

ClientRoleldentifier FEFTETNBHAEMILTE

redirectURL EHEBEMEMAIBIN URL

- 237 AD FS fRARASFE ARt 24 A P It o

Add-AdfsServerApplication -Name "$ClientRoleldentifier - Server app"

-ApplicationGroupIdentifier $ClientRoleldentifier -RedirectUri S$redirectURL
-Identifier $identifier -GenerateClientSecret

. J31 ADFS Web API FETET - T EHEFRAMNRR]%TE o
Sidentifier = (New-Guid) .Guid

Add-AdfsWebApilApplication -ApplicationGroupIldentifier $ClientRoleldentifier
-Name "App Web API"

-Identifier $identifier -AccessControlPolicyName "Permit everyone"
- WS PESAE I ID AP WSS - BARGER—R o

"client id = Sidentifier"

"client secret: "$S (SADFSApp.ClientSecret)

- #& allats##Bh # OpenlID #PR#ZF AD FS FERAT]ER °

Grant-AdfsApplicationPermission -ClientRoleldentifier S$identifier
-ServerRoleIdentifier $identifier -ScopeNames @ ('openid')

Stransformrule = @"

@RuleTemplate = "LdapClaims"

@RuleName = "AD User properties and Groups"
c: [Type ==

"http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname",

Issuer ==
"AD AUTHORITY"]

= issue(store = "Active Directory", types =
("http://schemas.xmlsoap.org/ws/2005/05/identity/claims/upn"), query =
";userPrincipalName; {0}", param = c.Value);

"@
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6. BHEFIRAESE -

Stransformrule |Out-File -FilePath .\issueancetransformrules.tmp -force
-Encoding ascii $relativePath = Get-Item .\issueancetransformrules.tmp

7. 85% Web API FERTZR « WEMAIMIIERTESRHE METEIRRA -

Set-AdfsWebApiApplication -Name "S$ClientRoleIdentifier - Web API"
-TargetIdentifier

Sidentifier -Identifier S$identifier,$redirectURL -IssuanceTransformRulesFile

SrelativePath

R 77 EREAS B HA P R
1] LAERE PowerShell 85 < B #7EUVER ZHBBFRS o
RAFSIETE

* FRENRBERARERE - ARRNERIVEEARS - FRUENEERE - BEBIRAR -

* KkFERR © FFEUENRIEIERRTREAS 60 118 - BERRAENEIHIREE B EERE - My RRMHEMRIERE
LUg RAE @R TRIRFSRE TE

EHEEMEAREINEAE WebApi NTZEUEN B HARFRE ~ 3572 AD FS RSB ER TGRS ©
+ Set-AdfsWebApiApplication -TokenLifetime 3600 -TargetName "<Web API>"

¢ AD FS EfS & &t

(SRS REST S (BI Postman ) SEATFHISH « HRRIMBEAERE o 15 - CEZMA
F-REHE (CHEANREHIENET RERUSRER o

+ AREENBYA XL AD FS RS RIBEARLETRE  TRRIVBMEIS 60 HiE

i ki BfE

2R RIS

[E]# URL NREIZARIE URL ~ FIARAREIAER URL
E®:% URL [ADFS- 4815478 ]/ADFS/OAuth2/Authorize
TFEUERL URL [ADFS- #4815 #% J/ADFS/OAuth2/token

FEi# ID #A AD FS BRI ID
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AP it #WA AD FS F R imtd e

#i[E] OpenlD

RS MU B A BB IZTREE

&R £ Advance Options 12 « #iE Callback URL
EFEREAE TR AT JWT Token REEETRE T
aud ] o

&£/ PowerShell - sccli 1 REST API £ SnapCenter {FARESH:EE MFA
& eI LAfEERE PowerShell ~ sccli #1 REST API £ SnapCenter fAlAR2§F & E MFA o

SnapCenter MFA CLI 5§55

7£ PowerShell # sccli #7 ~ ZRERY Cmdlet ( Open-SmConnection ) EUE—{EF#E% I AccessToken 1 AV
{ISRFESR ~ LAfE AR SRR 2R BREE SRR o

Open-SmConnection -Credential <PSCredential> [-SMSbaseUrl <String>] [-Port
<String>] [-RoleName <String>] [ -AccessToken <string>]

1T L4 Cmdlet 21 , GBI TIERSER |, :BERFRAEE— T BT SnapCenter Cmdlet ©

SnapCenter MFA REST API E&:%

£ RESTAPI fBFi% (fI#0 Postman 3¢ swagger ) Hf§f _Authorization=B7 &}, <access token> &Y E
RS ~ WTEAREEPIE K F & RoleName ~ LAEY{E SnapCenter BYRLINEIFE ©

MFA REST API T{ER7T2

2 MFASREZ AD FS B ~ IREZFREE (KE) RAUETTERE - LWEFEEER REST API 77EX SnapCenter
FERRTE -

RARLE T 1

* [CRILAER{ESA REST AR « fIU0 Postman ~ Swagger Ul 5% Fireplane ©
* BSTFEVERL ~ M EAEREEEBEER (SnapCenter RESTAPI ) MHITIEIVEZE ©
* 38 AD FS MFA * B&:8
1. 3% REST BN AD FS 5HE5UEVSTZEER -
BEER T RIBUBISRAEANFIERE - AR SFEEHRERE AD FS SSO HE ~ S /AEHF

JRf#t AD SRRBILEREE MFA © 1.4£ AD FS SSO BEH - RERE LB T HRPRACHERELBR
BFH -
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+ EAELBNEEINES user@domain 3 domain\user °

1. ERBXFHIRF ~ BAGHERES o

2. B—T A

3. BAEIE B « EEGREEEEITRE RENAERMmE) -
"R ROEEEE TR o
* QR H5 : FAESNTIEARER RN QR 15 - AREARBREXNTETRNEERES
* —RMERES | B Token BI—RIEZHE o

4. BB RNINE - SRR —ERERE - HhESEEE « ID FEHREIE Token ©

ERUTFEVERN ~ T7E SnapCenter REST APl FERAERMNITIEE -

5. £ RESTAPI A1 ~ (REZEIZEE RN RIEFEER A ERTE o
6. SnapCenter Bt AD FS Eg:5IIL{ZEUERL ©

MRE BN « SnapCenter G HRE « WIS ERAE RS o
7. SnapCenter EfEBERELBMABLIBREEERERITAPI ©

AR ESFERLIN « SnapCenter BEEI4ER « ZRIGRERIBRAL ©

ErFDi{=F REST APl ~ CLI #1 GUI #9 SnapCenter MFA I8t
* BfERE E

1. L SnapCenter EI28 85 73% A SnapCenter Server ©
2. B—TF*RE*>* BERE * > TEERERE (MFA) RE*
3. EEXAE (GUIRSTAPI/CLI) LIEXFESERA MFAZA o

° PowerShell 77H *
1. #1177 PowerShell 8¢ CLI 5% ~ LUEXE MFA for GUI ~ RESTAPI -~ PowerShell #1 sccli ©

Set-SmMultiFactorAuthentication -IsGuiMFAEnabled -IsRestApiMFAEnabled
-IsCliMFAEnabled -Path

path 2E(Z15E AD FS MFA 45K XML 1EZMIE

EYFB MFA LAfERB1EERY AD FS HAEE RIER RS E SnapCenter GUI ~ REST API ~ PowerShell
sccli °

2. {EF Cmdlet 17 MFA 4BAEARREFNERE Get-SmMultiFactorAuthentication ©

*sccli 7T E *
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TR

1. # sccli Set-SmMultiFactorAuthentication -IsGuiMFAEnabled true
-IsRESTAPIMFAEnabled true -IsCliMFAEnabled true -Path
"C:\ADFS metadatalabc.xml"

2. 4 sccli Get-SmMultiFactorAuthentication
o REST API*
3. $147 % POST API LAEXFI MFA for GUI ~ REST API * PowerShell # sccli ©

2 BlE

E3RAY URL /API/4.9/settings/multitactorauthentication
HTTPA % BESC

ERFEE { "IsGuiIMFAEnabled" : false *

"IsRestApiMFAEnabled" - true -
"IsClimFAEnabled" : false - "FSConfigFilePath"
. "C:\ADFS_rh## &} \abc.xml " }

[EIfEZA { "MFAConfiguration" : { "IsGuiMFAEnabled" :
false - "ADFSConfigFilePath" : "C:\\ADFS_H4#
Z#l \abc.xml + "SCConfigFilePath" : null
"IsApRestiMFAEnabled" :© true -
"IsClimFAEnabled" : false + [ ADFSHostName

1 © T win-adfs-sc49.winscedom2.com ] }
4. 5T API 152 MFA ABREARAEHISRTE o
28 BE
ERAY URL IAPI/4.9/settings/multitactorauthentication
HTTPZ % NS
[EIfEZC { "MFAConfiguration" : { "IsGuiMFAEnabled" :

false - "ADFSConfigFilePath" : "C:\ADFS_H4&
&#l \abc.xml + "SCConfigFilePath" : null
"IsApRestiMFAEnabled" - true -
"IsClimFAEnabled" : false - [ ADFSHostName
1 T win-adfs-sc49.winscedom2.com | }

£ Windows F1# %4t SnapCenter fAlARR23
eI A EIITSnapCenter ((EIARESZEEZNHITIE] K% & SnapCenter (fEARESHR) ©
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] UEEZE A PowerShell CmdletFR# I T Z B LI FAHRETRF o RFEZ(FER PowerShell 7.4.2 T{EHARZS ©
@ A 1B SnapCenter A S FEELIELIE o

ez Al
* XHEWindows BB M AR RMARAIEAREESnapCenter 4% « MERGHHMEFNRREIRS)

* CFEZEEMYSQL Serverk ZEEE L ETE L8t SnapCenter ILFEIARZIAIEME £ o
* (BFEZE R Windows T2 ESETHAE o

BRI BNEE » 552E Microsoft 481k "Windows ZE4EF2 088" o

@ &R FETESnapCenter & Microsoft Exchange Server ~ Active Directory =i 4813} & & RS9
F i LRI FIRARES

TR

1. % & SnapCenter {AIAREIZEEEMH "NetApp ZHEAFLE"
2. W T N ERY.exelE@Z « BIAJEkEISnapCenter ZHEFEL ©

HERRFREZE - GRITHRETRREE « IRREIREEXR  ERTEENERNESAR -
TR BRRE SRS MAEEZRE « (BHERETLUEL -
3. #BISnapCenter ZEUILINAEFARAITASIHA(E ~ WARBEEITEL

CAREEIEFEMYySQL ServerfEFEEREBENZS c TLEBEIEF - FEEIELZES - SnapCenter

@ RIEHBISHRFIT (%" is not supported in the custom path for the
repository database. If you include "% | ™ ZEELH o

4. — T IEIZEE o
MBEEISEEARENE - BEBTELNENE - CEXBMHAL  AERIBRE -

@ MREFE—T TBCH) %2~ HERMEERITHLR « REBMBEEREEE - BRERPT
28R%(EARES ° SnapCenter

B ~ YR SnapCenter EEHIT MELLfESnapCenter AR2FILEEHMENEN H LR AARZREN) (E2ERT
B THUH) ~ REFERSEGEET - MAZEUHIEE -

sCEE— R ETIEEERERAEN Btemp% BRIRF (REMEL) - MREESHERCRMUE « ARTT
FEm< ~ W LI NFToENE) SnapCenter {AIAREIZEE
:C:\installer location\installer name.exe /log"C:\"
sEftEm AR A 2 &
YNRITZE NetApp ERBVHTF ~ MERBIRAD NetApp 1RF  SEZZMERURARIE
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1. #ZEMicrosoft EIEEHER (MMC) ~ RBER— T EZ*>*H1L/#RSnapin * o

2. 177 TG HBPRIANEIRE ) REP Bl URE) ~ REE—T g o
3. 11 A MANBEETRE P « EH [SBIIRS) 218~ A%E—T =M o
4. F— TN EEERER>RE-AE B> S ENRRERE B> RE" o

5

. 7£ Trusted Root Certification Authorities] (Z{EERIR/EEIREREN) BRR ER—TEEARE - RBE
EX M Al Tasks) (FFEI{E) > lImports (EEA) LARKENEEAREEE o

6. STRUIEEE « Y1 TR/ -

EUEEERES. .. BT FIIEE. ..

EBEATLE &R BEHUEIE" Yes* ~ EAME £ « ABE—T
Next* o

FEAMEZREE RYEAEE ; HF—TTF—F* o

Z24 IS B /REPERIHEN « ABE—T 'F—
F* oo

SeR TNREEEARE) WEEE - ABIE—T T5ERk) FIIREEA o

() BEAREEEATLREE (EBOBRS 1 o phs o pl2Al* o p7b) o
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EVSCAE:S154

BRETERUE ARHB/EREH TN ENL T & - B ERIENER L  WEREREPSEL
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1. EGUILHIT TSP ER :
a. W &R o
b. £ UR:E1 HFEAWF - B—T HEER) R5IFH -
C. HEMRMDEBE « A% —T* Thumbprint* ©
d. /RS REPN+7ERLF T ©
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e BIRT/NEUBF ZMRIZER -

fyn ~ NSRRI - TA9 09 50 2D D8 2a E4 14 33 E6 F8 38 86 b0 d 42 77 A3 2a 7b1  ~ AIREBRZER
%~ BER . la909502dd82ae41433e6f83886b00d4277a32a7b] ©

2. f¢PowerShell#{T FHI{EE .
a. T T @SS « FHELERBIIEA « MIREIELIBRRITLENESE o

Get-Childltemi& {5355 © \LocalComputer\My

b. #EBUHEAL

fEFAWindows T i#5MIMETARTS % E CAREE
C R ERAWindows =% 5MIMETUIRTS R ECAREE ~ URNENLEMN BT o
sa1ESnapCenter EZPECARENFIB IR K EHITTIILER o

1. IT RIS ~ LUSMCoreTBREIZIES1458 R IR A /RE R4S

> netsh http delete sslcert ipport=0.0.0.0: <SMCore Port>

fgn

> netsh http delete sslcert ipport=0.0.0.0:8145
. BT TAER< ~ ATV /REE Bwindows EREIMBTZTOARTSEAS ¢

> Scert = “ <certificate thumbprint> ”

> Sguid [guid] : :NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=Scert
appid="s$guid"

fBgn -

> Scert = “a909502dd82ae41433e6£83886b00d4277a32a7b”

> Sguid [guid] : :NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=Scert
appid="$guid"

fEFSnapCenter I5 &% ECAR:S

& fE=Z1ESnapCenter Windows 1% AL & K& ECAKRE
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. TESnapCenter &£ 7 Windows*#IWindows Server EFAEL NISEES] o
EEEBEERP  H— T ER o

REEARSIA 1L S IV TS o

#ZEESnapCenter EEEH AP LZEESSLUERENILE ©

BB ZE* Actions > Edit Site> ~ #—"F* Bindings * ©

£ T84 @A~ EE HB4https *1 o

B—T*4REE> o

fESSL/&E FMHITUBES « IR EARISSLEE

B—T THEEL ©

@@N@S"':b@!\)

SnapCenter HEf28305 8 (FEREIB | 8154 ~ HTTPS ) BRUBBREENERZET E‘QTE°
(D IEESIER SnapCenter MRS EIAES  EULF—EERA CA BBEITRE - 18
INREIRIBEREEER CA /RS - 551EF SnapCenter HIfZ23FILEE TR S5 E 9 ©

()  WRTHRhEERRIHBENBNCARS « HHECABBRSRILES BN o
()  smeemTARGHES | TRARE S BE- SRS ENRRRERE > EE -

EYFACAZT:ESnapCenter Uit {F A
1RFEZER ECARES « MEIFASnapCenter BRI FIIRESHIICARFERES ©

FAsEZ Al
* & B] LA Set-SmCertificateSettings Cmdlet?REX A {EFACARE
* {&A] L SnapCenter f§f Get-SmCertificateSettings CmdletZREERERE RIARESHRETAREE ©

UEJL/@?H‘I Get-Helpga < name_2REXS EJfEECCmdletE 2 2R HREBRIERIE © 50 ~ EHEIUZ2E
" (RHIESENBEHER) SnapCenter” ©

1. 72 TRE) BEEPR  ABERE>"2ERE > CARERE" ©
2 %W*E&%/u D.\L%Agﬁ ©
SHE-FI*ER*) »

FERTE

REEMNER FREHGETAE  HENEFAIEsHSnapCenter [XiEARTFSZ1 HIMIEHZ FHRVE

* o RMARRATHETR CA BSRMEIME K o
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* 5 R CAREE RIS ©
* ' @ R CARSE AR o
* g RMEERBEGERER o

() aREsmagess  EEREEEERINE o

7 Linux F14A7 CA /&:

7T Linux %8t SnapCenter fAiREs 2% « ZEBEXTEVBRZEN/RE - IRTEEE
fEF CA /&:% ~ fGF&s%4% Nginx R[[ Proxy ~ #&1%5C#%# SnapCenter ARF5% € /&R54 ©

E Nginx /&%
1. BIE = /etc/Nginc/conf.d_ : cd /etc/nginx/conf.d

2. {8 vi RERIXF4REE2IFEN snapcenter.conf ©

3. BIEEABEZPHNFRBEE -

4. (&84 ssl_certificate ’z _ssl_certificate key BIERIE ~ LUIEMA CA &S ©
S. fEFIRARANEEE o

6. EFEA Nginx  $nginx -s reload

=R EAS XL Bk /R

1. A vi BRI FHREE23RARK
install_DIR/NetApp/snapcenter/SnapManagerWeb/SnapManager.Web.ui.dll.config °

install_DIR WITERZ{EA - _/opt °

2. #7548 AUDILOG_CTIFOY_path #1 AUDILOG_CINATE_PASSI £5& * 2 BIfIA CA ‘REERSHIZRHE o
FErZECERB(EIR _ pix. 18 ©

3. REFILRARAEEE

4. EFENE) snapmanagerweb fRFS © $ systemctl restart snapmanagerweb

&€ SnapCenter IR /&5

1. 68/ vi A FAREERSRART T 7 AR ARIEEE o
o INSTALL_DIR/NetApp/snapcenter/SnapManagerWeb/SnapManager
o INSTALL _DIR/NetApp/snapcenter/SMCore/SMCoreServiceHost.dll.config
o INSTALL DIR/NetApp/snapcenter/Scheduler/Scheduler.API.dll.config
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install_DIR WYTERZ{EA - _/opt °
2. #4588 *service_certificate B81E * # *service_certificate 25 * £18 « VA6 S CA RFRSHEE o
SnapCenter AR#5/Rs81€21% _ .pfy_format ©

3. (HFALRARAIEEE o
4. EXMRAEIFRERRTS ©

°$ systemctl restart snapmanagerweb
°$ systemctl restart smcore

°$ systemctl restart scheduler

7€ Windows F 14 52 E W R EE [ SSL @&
7 Windows 1% =5 M SSL &1

CFEZ R T M SSL #@:H « WUFEIR Windows T4 _EFY SnapCenter fRIARSSELIMIIER 2
BHAEENEZEEE o

ez Al
* CREZEESE CA RS CSR % « HEXEEWRE TR 3072 ©

* CA /BB IE IR AAR2SBasE A A P Ik BasE o
* CREZEAENSHEERBNISAEHRERIA CARSE -
* CHEZE R E R SSLARRE -

UNEEEEANE T ~ A2 R "SRE CAREE "
* IRABETEFRAIME EHAD SnapCenter [EARES E Y& SSL & ©
R H L F o FARZI AN E R SSL @MIRIE ©

1. BEQLEEIHIE - 557F SnapCenter fAAR2sE 1 L% SnapCenter IS B FARZSEIEZIE 8146 (F8:R) #
1T THFER « MEA PowerShell (82 BRA SMCore EIZIE 8145 (F8:R) HIT ISP EE o

a. fEFT% PowerShell s 2 ##IRAEH SnapCenter B E B /KRB ERERLE o
> netsh http delete sslcert ipport=0.0.0.0:<SMCore port/IIS port>

Bugn

> netsh http delete sslcert ipport=0.0.0.0:8145
> netsh http delete sslcert ipport=0.0.0.0:8146

b. ##rENSHY CA /RF8EL SnapCenter {alAR2SFN SMCore EiFRER4L o

35


https://docs.netapp.com/us-en/snapcenter/install/reference_generate_CA_certificate_CSR_file.html
https://docs.netapp.com/us-en/snapcenter/install/reference_generate_CA_certificate_CSR_file.html
https://docs.netapp.com/us-en/snapcenter/install/reference_generate_CA_certificate_CSR_file.html
https://docs.netapp.com/us-en/snapcenter/install/reference_generate_CA_certificate_CSR_file.html
https://docs.netapp.com/us-en/snapcenter/install/reference_generate_CA_certificate_CSR_file.html
https://docs.netapp.com/us-en/snapcenter/install/reference_generate_CA_certificate_CSR_file.html
https://docs.netapp.com/us-en/snapcenter/install/reference_generate_CA_certificate_CSR_file.html
https://docs.netapp.com/us-en/snapcenter/install/reference_generate_CA_certificate_CSR_file.html
https://docs.netapp.com/us-en/snapcenter/install/reference_generate_CA_certificate_CSR_file.html
https://docs.netapp.com/us-en/snapcenter/install/reference_generate_CA_certificate_CSR_file.html
https://docs.netapp.com/us-en/snapcenter/install/reference_generate_CA_certificate_CSR_file.html
https://docs.netapp.com/us-en/snapcenter/install/reference_generate_CA_certificate_CSR_file.html
https://docs.netapp.com/us-en/snapcenter/install/reference_generate_CA_certificate_CSR_file.html

> Scert = “<CA certificate thumbprint>”

> Sguid [guid] : :NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port/IIS port>
certhash=$cert appid="$guid" clientcertnegotiation=enable

verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:<SMCore Port/IIS port>

fan ~
> Scert = “abcl23abcl23abcl23abcl23”
> Sguid = [guid]::NewGuid() .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0:8146 certhash=$cert appid="S$guid"
clientcertnegotiation=enable verifyclientcertrevocation=disable

> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0:8145 certhash=$cert appid="S$guid"
clientcertnegotiation=enable verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:8146
> netsh http show sslcert ipport=0.0.0.0:8145
2. HEFH CARENH#IR ~ FRTTIISH & Mnﬁffgﬁﬁlﬁiﬂlﬁﬁi SnapCenter BT8R IS Web fElARZS{E
F3Z& "IIS AppPool * SnapCenter " - LI/ZEVETENIFHY CA /&:E ©
a. BE Microsoft BEIEFIEH (MMC) -~ REE—T * 18X * > * #iL / &R Snapin *
b. 7T MIMGBIFMANEIEE ) METP ~ EIW NVREF ~ A®BE—T g o
£ URFE) MANEIRE TRED « EE SR, 218 « A% —T i o
B— T~ EEaRB > RE- S ERE > E A > RE
€. 3¥EHY SnapCenter /&R:E ©

f EEREIMEERE \ HIRBE « 5572 CARELR—TBEAR  AREI - FIELE > * E1ELE
g o

g ##—T * ¥ * ~ 7T T Select Users and Groups 1 CGEEVfEREME4E) BEL - KRUBEEREKE
fantE (BEXREPRLRE) o

h. 371 IS AppPool \ SnapCenter & - IEF 22 IR o
3. B *CAEE IS #R * » sAINLUTERIEE SnapCenter FRIS2 PR MITHE FEIEMRIE ¢

o o

7£ Windows EitArEEes « B THIRIE :
HKey Local Machine\SYSTEM\CurrentControlSet\Control\SecurityProv ders\SCHANNEL

4. 1£ SChannel ZiF4EEEAIA A FEILFAY DWORD EiF4HEIEHE o
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SendTrustedIssuerList = 0

ClientAuthTrustMode = 2

#7E SnapCenter Windows M2 T8 M SSL s
1R FEZfER PowerShell @< 3% E SnapCenter Windows SMEFET ~ LIETTE# @ SSL @85 ©

ez Al
MR CAJRSRISWATA ©

1. BEEAEERFIR « 351T SMCore EHHE 8145 #Y Windows Mt EH FRITTIIENE (FRER) -

a. EEA T3 PowerShell a5 2 #F%ITE M SnapCenter BB /RFEIZFIBEL o
> netsh http delete sslcert ipport=0.0.0.0:<SMCore port>
fugn
> netsh http delete sslcert ipport=0.0.0.0:8145

b. HETEVISHY CA /R85 SMCore EHHBEAE o

> Scert “<CA certificate thumbprint>”"

> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=S$cert
appid="$guid" clientcertnegotiation=enable
verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:<SMCore Port>

fFgn ~
> Scert = “abcl23abcl23abcl23abcl23”
> Sguid = [guid]::NewGuid() .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0:8145 certhash=Scert appid="S$guid"
clientcertnegotiation=enable verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:8145

7 Windows T 1% FEXFI% [ SSL &

eI LUK B &M SSL #®:Hl « LA PowerShell 855 {R:& Windows 1% F#Y SnapCenter
RARASEISMEE T 2 FIRVAE B @A o
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FsEZ Al
FAITARAIMIEZILA SMCore RIZIENMIEF S « ABRBHITEMRBINGL o

1. ZER AR SSL i@ « 357E SnapCenter fAIAR2Z _LEHESMIMET « FIARSBSUKRFEELE M SSL BASE
RIEBEAAITIEGHS °

> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="true"}
-HostName <Plugin HostName>

> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="true"}
-HostName localhost

> Set-SmConfigSettings -Server -configSettings @{"EnableTwoWaySSL"="true"}

2. EA TSI LT IS SnapCenter EARRERNEEEREIUN(EX o > Restart-WebAppPool -Name

"SnapCenter"

3. #Ht Windows SMIER « sB3H11T 5! PowerShell €55 « EHE &) SMCore ARF :

> Restart-Service -Name SnapManagerCoreService

%M SSL &
ZR] AfEF PowerShell 88 % {Z &R SSL & o
RARSILE T E

* EBITERASMIERA] SMCore RIBREXNISH L « REBRITARSMNGS o

* (EF%ME SSL @A - CARSEREMAETER o

* BERIEMINLE SnapCenter {ARES « A BEERAFTAIMI ML SSL ©
* NLB 1 F5 R25%$E o

1. BEE(FHEr SSL @3 - 551E SnapCenter 1EiR23 L EHEFrAESMEEHF SnapCenter EHEHITTFIGHS ©

> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="false"}
-HostName <Agent HostName>

> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="false"}
-HostName localhost

> Set-SmConfigSettings -Server -configSettings @{"EnableTwoWaySSL"="false"}

2. FHETHESESHIT IS SnapCenter FEAREXNEEEZREIWIEE o > Restart-WebAppPool -Name

"SnapCenter"

3. #HH Windows JMiMER « 558117 75! PowerShell 85 ~ EFE &) SMCore ARF :
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> Restart-Service -Name SnapManagerCoreService

7 Linux £ FE8E W E &M SSL @

7E Linux T 2T €M SSL 185

R EZ R EE M SSL @ ~ LAREE Linux 14 _ERY SnapCenter fAlAR2sEIMIFEIN 2 BEIRY
*EE E:H. °
FHsGZ Al
s IRFEZERTE Linux 1A CA &R o
A ETEFRA M A SnapCenter {aIARES - EX A& M SSL &

IZI

1. # * certificate .pem* #8LE! /etc/pi/cA-trust ~ source/crons/_ °

2. 1% Linux FHHEEEERIIGRE
° cp root-ca.pem /etc/pki/ca-trust/source/anchors/
° cp certificate.pem /etc/pki/ca-trust/source/anchors/
° update-ca-trust extract
3 BN EERTEHIEES{EEEE o trust list | grep "<CN of your certificate>"
4. £ SnapCenter * NginX* #£Z & #7 SSL_certificate * 1 *SSL_certificate _key - AR EHEE o
°vim /etc/nginx/conf.d/snapcenter.conf
° systemctl restart nginx
5. EFEIE SnapCenter {AIARSS GUI &AL o

6. T _ /NetApp/snapcenter/SnapManagerWeb_ B SnapManager  Web.ui.dll.config <installation
path> FI1iIF* _/NETAPP /snapcenter/SMCore <installation path> #J SMCoreServiceHost.dll.config 15
T THUEREERY(E o

o <add key="SERVICE_CERTIFICATE_PATH" value="<path of certificate.pfx>" />
o <add key="SERVICE_CERTIFICATE_PASSWORD" value="<password>"/>

7. EHREN TIIRRTS ©
° systemctl restart smcore.service

° systemctl restart snapmanagerweb.service

8. FER/EREEMIINE SnapManager HARRIEIZIR o openssl s client -connect localhost:8146
-brief

9. FER/REEMIINZE smcore EIZIE o openssl s client -connect localhost:8145 -brief
10. EIE SPL Keystore 17| &HIRHE o
a. #EEY SPL RAATEEFIEIKES *SPL_Keystore ZHERY SPL & i8ETER R o

b. #45 Keystore ZH§ o keytool -storepasswd -keystore keystore.jks
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c. BEFENREIBIBEPMBRBMNENS © keytool -keypasswd -alias "<alias name>"
-keystore keystore.jks

d. £ spl.properties FEFEAHE *SPL_Keystore ZHEEEIAIZRHE o
e. BHEENARTS o
1. 1E9MEEL Linux 8 E ~ RRREEF P REFIEE SPL SMIFERRY Keystore AR ©

° keytool -import -trustcacerts -alias <any preferred alias name> -file <path
of root-ca.pem> -keystore <path of keystore.jks mentioned in spl.properties
file>

° keytool -importkeystore -srckeystore <path of certificate.pfx> -srcstoretype
pkcsl2 -destkeystore <path of keystore.jks mentioned in spl.properties file>
-deststoretype JKS

i. 37 keystore - jks FAYIKE © keytool -list -v -keystore <path to keystore.jks>

il NERFEIAEMRI% © keytool -changealias -alias "old-alias" -destalias
"new-alias" -keypass keypass -keystore </path/to/keystore> -storepass
storepas

12. {ERREIZIE keystore - jks Y * certificate - pff* Bl%& ~ B3 spl.properties HEZEHAY * SPL_certificate -
alias* {8 ~ A= RYE) SPL ARF5 : systemctl restart spl

13. HESR/RBEMINNZE smcore EHFE o openssl s client -connect localhost:8145 -brief

7 Linux 1% _EEYFE SSL @31

TSR AR A& | SSL @M ~ LUfER PowerShell i85 < 1R Linux 1% _EAY SnapCenter {a
ARasESMEMER 2 IRIAR ELAEER o

1. BT TFIPBRLAR A E R SSL & o
a. & A SnapCenter GUI °
b. $%—TF * RE * > * BERTE * ~ ARIEM * /£ SnapCenter {ARES * LRUAR/EERE ©
C H—T*EH > *FHEIH * « ARENCERAER SSL BIFMI EH -

d __ E; .
ﬁ% ’ ;'zs % gﬁﬁnﬂa%ﬁnﬂ * o
2. 1% SnapCenter fAfR2S Linux 1Rk SSL @5 o
° Open-SmConnection

° Set-SmConfigSettings —-Agent -configSettings @{"EnableTwoWaySSL"="true"}
-HostName <Plugin Host Name>

° Set-SmConfigSettings —-Agent -configSettings @{"EnableTwoWaySSL"="true"}
-HostName localhost

° Set-SmConfigSettings -Server -configSettings @{"EnableTwoWaySSL"="true"}
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A
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MNIAA

'EIII|’

RIER
& SnapCenter {ElfR23FE L /GBIXEENM (CA) BE

fRFEZ(E A Microsoft BEI2EHS (MMC) -~ #§ CA &RsE1E SnapCenter fRIARZSE L ZE I
B o

ez Al
TREZEREELR SSL °

TR

1. BEMicrosoft BIEF TS (MMC) ~ REBIZ— T HEZ>* 1L/ FRSnapin * °

2. 71 THMERBRImRAREIEE ) MEP B DEE) ~ ABR—T g, o

3. & NREMARNBIRE ) RNEP » B~ ERIRS ~ BI5 > ABR—T =l * °

4 72— * FEAIREE > RE - FEEK > BA > RE*

5. LUB B GRIE— T A SnapCenter ARZFHIEEIG CA /RS ~ ABEIN * FIELE * > * BL * UBIEL

TREE o
6. EIBEPHITTHIEE
FHEIEIETE ... AT FHIBNE...
EH TR BB T AEEULERE " BT T
E&%%%ﬁ E% * —F—i * o
EERE B—TF* %JEE* THETE FFRERERRE « A% —
T -
FERREE LA E WRREE « A%E—T TEml FRES -

@ SnapCenter HA 488&#0 SnapCenter Plug-in for VMware vSphere A3z 8 /&:5 8BRS ©

REEIXEENL (CA) BRIFEA Windows JMib 1
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security login create -username <user name\> -application ontapi -authmethod
<password\> -role <name of role in step 1\> -vserver <svm name\> -comment
"user description"

° user_nameBERINFERERNE
° BISHERTS o IREKRISERN - AR FIRTICEAR o
° SVM_name@SVMBY£ 7 o

WMATIGS - #ABIERGERE !

security login modify username <user name\> -vserver <svm name\> -role
<role name\> -application ontapi -application console -authmethod <password\>

© BISTESR2PREIUMNFREST o ISR ETEERE « fFHES BRI
° SVM_name>@SVMII&FE o
° <role B> B ESRIPRIUINAELTE

° BIEHEN - MREKRIEER - RAGRTEBAZD

- BATRGS  EREAEEEMELT

security login show -vserver <svm name\> -user-or-group-name <user name\>

user_nameEESRIFPREINFERERE o
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EREFREL - BIUABIRPIAEIRIERGZATE -

security login role create -vserver <svm name\>- role <SVM Role Name\>
-cmddirname <permission\>

() cmsstysERREELSS -

BIUERELRABIERGZERE -

security login create -user <user name\> -vserver <svm name\> -application
ontapi -authmethod password -role <SVM Role Name\>

FRFRIHEEARE ©

security login unlock -user <user name\> -vserver <svm name\>



FRREZIISVMA &S RERRCLIEF S ONTAP

{EREZHTHONTAP [ESVME S SRR SVM S IS RAENR ©

®

A~ FEM ZAPI ©

® security login role create -vserver SVM Name

"snapmirror list-destinations" -access all

® security login role create -vserver SVM Name

"event generate-autosupport-log"

—-access all

®* security login role create -vserver SVM Name

"job history show" -access all

* security login role create -vserver
"job show" -access all

®* security login role create -vserver
"job stop" -access all

®* security login role create -vserver
"lun" -access all

®* security login role create -vserver
"lun create" -access all

®* security login role create -vserver

"lun delete" -access all

®* security login role create -vserver

"lun igroup add" -access all

®* security login role create

"lun igroup create" -access all

®* security login role create

"lun igroup delete" -access all

®* security login role create

"lun igroup rename" -access all

®* security login role create

"lun igroup show" -access all

—vsServer

—-vsServer

—-vserver

—vserver

SVM name

SVM Name

SVM Name

SVM_ name

SVM name

SVM name

SVM name

SVM name

SVM name

SVM name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

* security login role create -vserver SVM name -role

"lun mapping add-reporting-nodes" -access all

* security login role create -vserver SVM Name -role

"lun mapping create" -access all

® security login role create -vserver SVM name

"lun mapping delete" -access all

® security login role create -vserver SVM name

"lun mapping remove-reporting-nodes" -access

® security login role create -vserver SVM name

-role

-role
all

-role

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

1t 5.0 YA ~ 2B REST API X1 vserver BIBERE - MNREAEEFEAIF vserver admin &Iz

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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"lun mapping show" -access all

security login role create -vserver SVM name
"lun modify" -access all

security login role create -vserver SVM name
"lun move-in-volume" -access all

security login role create -vserver SVM name
"lun offline"™ -access all

security login role create -vserver SVM name
"lun online" -access all

security login role create -vserver SVM name
"lun resize" -access all

security login role create -vserver SVM name
"lun serial" -access all

security login role create -vserver SVM name
"lun show" -access all

security login role create -vserver SVM Name

"network interface" -access readonly

security login role create -vserver SVM name
"snapmirror policy add-rule" -access all

security login role create -vserver SVM name
"snapmirror policy modify-rule" -access all

security login role create -vserver SVM name
"snapmirror policy remove-rule" -access all

security login role create -vserver SVM name
"snapmirror policy show" -access all

security login role create -vserver SVM name
"snapmirror restore" -access all

security login role create -vserver SVM name
"snapmirror show" -access all

security login role create -vserver SVM Name
"snapmirror show-history" -access all

security login role create -vserver SVM name
"snapmirror update" -access all

security login role create -vserver SVM name
"snapmirror update-ls-set" -access all

security login role create -vserver SVM name

"version" -access all

security login role create -vserver SVM name

"volume clone create" -access all

security login role create -vserver SVM name

"volume clone show" -access all

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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-cmddirname

-cmddirname
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-cmddirname

-cmddirname

-cmddirname

-cmddirname



security login role create -vserver SVM name

"volume clone split start" -access all

security login role create -vserver SVM name

"volume clone split stop" -access all

security login role create -vserver SVM name

"volume create" -access all

security login role create -vserver SVM name

"volume destroy" -access all

security login role create -vserver SVM name

"volume file clone create" -access all

security login role create -vserver SVM name
"volume file show-disk-usage" -access all

security login role create -vserver SVM name
"volume modify" -access all

security login role create -vserver
"volume offline" -access all

SVM name

security login role create -vserver
"volume online" -access all

SVM name

security login role create -vserver
"volume gtree create" -access all

SVM name

security login role create -vserver
"volume gtree delete" -access all

SVM_ name

security login role create -vserver
"volume gtree modify" -access all

SVM name

create
—-access all

security login role
"volume gtree show"

-vserver SVM name

security login role create -vserver SVM name

"volume restrict" -access all

security login role create -vserver SVM name

"volume show" -access all

security login role create -vserver SVM name

"volume snapshot create" -access all

security login role create -vserver SVM name

"volume snapshot delete" -access all

security login role create -vserver SVM name
"volume snapshot modify" -access all

security login role create -vserver SVM Name
"volume snapshot modify-snaplock-expiry-time

security login role create -vserver SVM name

"volume snapshot rename" -access all

security login role create -vserver SVM name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

—-access all

-role

-role

SVM Role Name

SVM Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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"volume snapshot restore" -access all

security login role create -vserver SVM name
"volume snapshot restore-file" -access all

security login role create -vserver SVM name
"volume snapshot show" -access all

security login role create -vserver SVM name
"volume snapshot show-delta" -access all

security login role create -vserver SVM name

"volume unmount" -access all

security login role create -vserver SVM name
"vserver cifs share create" -access all
security login role create -vserver SVM name
"vserver cifs share delete" -access all
security login role create -vserver SVM name
"vserver cifs share show" -access all

security login role create -vserver SVM name

"vserver cifs show" -access all

security login role create -vserver SVM name

"vserver export-policy create" -access all

security login role create -vserver SVM name
"vserver export-policy delete" -access all

security login role create -vserver SVM name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

"vserver export-policy rule create" -access all

security login role create -vserver SVM name

"vserver export-policy rule show" -access all

security login role create -vserver SVM name
"vserver export-policy show" -access all

security login role create -vserver SVM Name

"vserver iscsi connection show" -access all

security login role create -vserver SVM name

"vserver" -access readonly

security login role create -vserver SVM name
"vserver export-policy" -access all

security login role create -vserver SVM name
"vserver iscsi" -access all

security login role create -vserver SVM Name
"volume clone split status" -access all
security login role create -vserver SVM name

"volume managed-feature" -access all

security login role create -vserver SVM Name

"nvme subsystem map" -access all

-role

-role

-role

-role

-role

-role

-role

-role

-role

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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° security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"nvme subsystem create" -access all

* security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"nvme subsystem delete" -access all

* security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"nvme subsystem modify" -access all

* security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"nvme subsystem host" -access all

®* security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"nvme subsystem controller" -access all

®* security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"nvme subsystem show" -access all

®* security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"nvme namespace create" -access all

®* security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"nvme namespace delete" -access all

® security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"nvme namespace modify" -access all

®* security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"nvme namespace show" -access all
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security login role create -vserver <cluster name\>- role <role name\>
-cmddirname <permission\>

() cEsstssERRELLSS -

2. BUERAETRAGKRIKMGZERE

security login create -user <user name\> -vserver <cluster name\> -application
ontapi -authmethod password -role <role name\>

3. MRIRHEERE o

security login unlock -user <user name\> -vserver <cluster name\>
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®

security login role create -vserver Cluster name or cluster name

Role Name -cmddirname "metrocluster show" -access readonly

security login role create -vserver Cluster name or cluster name

Role Name -cmddirname "cluster identity modify" -access all

security login role create -vserver
"cluster identity show" -access all
security login role create -vserver
"cluster modify" -access all
security login role create -vserver
"cluster peer show" -access all
security login role create -vserver
"cluster show" -access all

security

Cluster name -role Role Name

Cluster name

Cluster name

Cluster name

login role create -vserver Cluster name

"event generate-autosupport-log" -access all

security login role create -vserver Cluster name

"job history show" -access all
security login role create -vserver
"job show" -access all

security login role create -vserver
"job stop" -access all

security login role create -vserver
"lun" -access all

security login role create -vserver
"lun create" -access all

security login role create -vserver
"lun delete" -access all

security login role create -vserver

"lun igroup add" -access all

security login role create

"lun igroup create"

security login role create

"lun igroup delete"

security login role create

"lun igroup modify"

security login role create

—vserver

—-access all

—vserver

—-access all

—vserver

—-access all

—vserver

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name
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-role

-role

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname



"lun igroup rename" -access all

security login role create -vserver Cluster name
"lun igroup show" -access all

security login role create -vserver Cluster name
"lun mapping add-reporting-nodes" -access all

security login role create -vserver Cluster name
"lun mapping create" -access all

security login role create -vserver Cluster name
"lun mapping delete" -access all

security login role create -vserver Cluster name
"lun mapping remove-reporting-nodes" -access all

security login role create -vserver Cluster name

"lun mapping show" -access all

security login role create -vserver Cluster name

"lun modify" -access all

security login role create -vserver Cluster name

"lun move-in-volume" -access all

security login role create -vserver Cluster name

"lun offline" -access all

security login role create -vserver Cluster name

"lun online" -access all

security login role create -vserver Cluster name
"lun persistent-reservation clear" -access all

security login role create -vserver Cluster name

"lun resize" -access all

security login role create -vserver Cluster name
"lun serial" -access all

security login role create -vserver Cluster name
"lun show" -access all

security login role create -vserver Cluster name
"network interface create" -access readonly
security login role create -vserver Cluster name
"network interface delete" -access readonly
security login role create -vserver Cluster name
"network interface modify" -access readonly
security login role create -vserver Cluster name
"network interface show" -access readonly
security login role create -vserver Cluster name
"security login" -access readonly

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

security login role create -role Role Name -cmddirname

-vserver Cluster name -access all

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

"snapmirror create"
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security login role create -role Role Name -cmddirname

destinations" -vserver Cluster name -access all

security login role create -vserver Cluster name
"snapmirror policy add-rule" -access all

security login role create -vserver Cluster name

"snapmirror policy create" -access all

security login role create -vserver Cluster name

"snapmirror policy delete" -access all

security login role create -vserver Cluster name

"snapmirror policy modify" -access all

security login role create -vserver Cluster name
"snapmirror policy modify-rule" -access all

security login role create -vserver Cluster name
"snapmirror policy remove-rule" -access all

security login role create -vserver Cluster name
"snapmirror policy show" -access all

security login role create -vserver Cluster name
"snapmirror restore" -access all

security login role create -vserver Cluster name
"snapmirror show" -access all

security login role create -vserver Cluster name
"snapmirror show-history" -access all

security login role create -vserver Cluster name
"snapmirror update" -access all

security login role create -vserver Cluster name
"snapmirror update-ls-set" -access all

security login role create -vserver Cluster name
"system license add" -access all

security login role create -vserver Cluster name
"system license clean-up" -access all

security login role create -vserver Cluster name
"system license delete" -access all

security login role create -vserver Cluster name
"system license show" -access all

security login role create -vserver Cluster name
"system license status show" -access all

security login role create -vserver Cluster name
"system node modify" -access all

security login role create -vserver Cluster name

"system node show" -access all

security login role create -vserver Cluster name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

"snapmirror list-

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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"system status show" -access all

security login role create -vserver Cluster name

"version" -access all

security login role create -vserver Cluster name

"volume clone create" -access all

security login role

"volume clone show" -access all

security login role

"volume clone split start" -access all

security login role

"volume clone split stop" -access all

security login role

"volume create" -access all

security login role create -vserver Cluster name

"volume destroy" -access all

security login role create -vserver Cluster name

"volume file clone create" -access all

security login role create -vserver Cluster name

"volume file show-disk-usage" -access all

security login role create -vserver Cluster name

"volume modify" -access all

create -vserver Cluster name

create -vserver Cluster name

create -vserver Cluster name

create -vserver Cluster name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

security login role create -vserver Cluster name -role Role Name

"volume snapshot modify-snaplock-expiry-time" -access all

security login role create -vserver Cluster name -role Role Name

"volume offline" -access all

security login role create -vserver Cluster name

"volume online" -access all

security login role create -vserver Cluster name

"volume gtree create" -access all

security login role create -vserver Cluster name

"volume gtree delete" -access all

security login role create -vserver Cluster name

"volume gtree modify" -access all

create
—-access all

security login role
"volume gtree show"

security login role create

"volume restrict" -access all

security login role create -vserver Cluster name

"volume show" -access all

security login role create -vserver Cluster name

"volume snapshot create" -access all

-vserver Cluster name

-vserver Cluster name

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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security login role create -vserver Cluster name

"volume snapshot delete"

—-access all

security login role create -vserver Cluster name

"volume snapshot modify" -access all

security login role create -vserver Cluster name

"volume snapshot promote”

—-access all

security login role create -vserver Cluster name

"volume snapshot rename"

—-access all

security login role create -vserver Cluster name

"volume snapshot restore"

—-access all

security login role create -vserver Cluster name

"volume snapshot restore-file" -access all

security login role create -vserver Cluster name
"volume snapshot show" -access all

security login role create -vserver Cluster name
"volume snapshot show-delta" -access all

security login role create -vserver Cluster name

"volume unmount"

security login role create -vserver

"vserver"

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security

—-access all

Cluster name

—-access all

login role

cifs create"

login role

cifs delete"

login role

cifs modify

login role
cifs share

login role
cifs share

login role
cifs share

login role
cifs share

login role
cifs share

login role
cifs show"

login role
create"

login role

create -vserver Cluster_name

—-access all

create -vserver
—-access all

Cluster name

create -vserver
" —access all

Cluster name

create -vserver Cluster name
modify" -access all
create -vserver Cluster name
create" -access all
create -vserver Cluster name
delete" -access all
create -vserver Cluster name

modify" -access all

create -vserver Cluster name

show" -access all

create -vserver Cluster name
—access all

create -vserver Cluster name

—-access all

create -vserver Cluster name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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-cmddirname
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"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

export-policy create" -access all

login role create -vserver Cluster name -role
export-policy delete" -access all

login role create -vserver Cluster name -role

export-policy rule create" -access all

login role create -vserver
export-policy rule delete"

Cluster name -role
—access all

login role create -vserver Cluster name -role

export-policy rule modify" -access all

login role create -vserver Cluster name -role
export-policy rule show" -access all

login role create -vserver Cluster name -role
export-policy show" -access all

login role create -vserver Cluster name -role
iscsi connection show" -access all

login role create -vserver Cluster name -role
modify" -access all

login role create -vserver Cluster name -role

show" -access all
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Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name
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2. i Alicense showan < ~ RE R E L HEN RS B Z4ESnapManagerSuite R o

wHEEA)

clusterl::> license show
(system license show)

Serial Number: 1-80-0000xx
Owner: clusterl
Package Type Description Expiration

Serial Number: 1-81-000000000000000000000000xx
Owner: clusterl-01

Package Type Description Expiration
NF'S license NFS License =
CIFS license CIFS License =
iSCSI license 1SCSI License =
FCP license FCP License =
SnapRestore license SnapRestore License -
SnapMirror license SnapMirror License =
FlexClone license FlexClone License =
SnapVault license SnapVault License =

SnapManagerSuite license SnapManagerSuite License -

TEUEEEHIH ~ SnapManagerSuiteiZ#EE &4t ~ EIlt R SnapCenter EEMITHMBITHAEREFEBNE ©

TER 3 | RREUERIZR AR

@%EE?’%U%&F% 7 BEREEIZE | SSANIZHERIFSRE o IR IUEFAONTAP TFIas < FIREEIE S 2S5 © IRFE%
2 FAS - AFF 5 ASA &4 F EEEIES -
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2. #i Asystem show -instance@p < ~ ZAE G RIENH A HIEHI SR 5%



wHEEA)

clusterl::> system show -instance

Node: fasxxXX—-XX—XX—XX
Owner:

Location: RTP 1.5

Model: FAS8080

Serial Number: 123451234511
Asset Tag: -

Uptime: 143 days 23:46
NVRAM System ID: XXXXXXXXX
System ID: XXXXXXXXXX
Vendor: NetApp

Health: true

Eligibility: true
Differentiated Services: false
All-Flash Optimized: false

Node: fas8080-41-42-02
Owner:

Location: RTP 1.5

Model: FAS8080

Serial Number: 123451234512
Asset Tag: -

Uptime: 144 days 00:08
NVRAM System ID: XXXXXXXXX
System ID: XXXXXXXXXX
Vendor: NetApp

Health: true

Eligibility: true
Differentiated Services: false
All-Flash Optimized: false
2 entries were displayed.
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ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"
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ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-—
key.pem"
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ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/client-
key.pem"
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. /ProgramData/NetApp/SnapCenter/MySQL Data/Data/ /&5 S84 o

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
key.pem"

T EEFIEE T my.initE ZE B [client| B EX R EHTRYERIX ©

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
key.pem"
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5. f£SnapCenter M{EHAEIZ: _EHInternet Information Server (1IS) H{E LA IEINAENIWebFEATER o
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7. EHMmIE HA 2589 SnapManager + Web.ui.dll - config #£ZEH#) MySQLProtocol & ©
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<add key="MySQLProtocol" value="SSL" />
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<add key="ssl-client-cert" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-cert.pem" />

<add key="ssl-client-key" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-key.pem" />

<add key="ssl-ca" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/ca.pem" />
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