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| Lag in to the SnapCenter Server using a web browser. |

-

| |dantify storage types supportad, |

+

Reviaw installation prerequisites and install plug-in
package for Linux or Windows

v

| Set up credentials. |

v

| Download or create a custom plug-in. |
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Uplead, install, and canfigure the plug-in.

v

Add resources and assign them to users

v

Cenfigure and enable CA Certificate.
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%= Jetc/sudoers FEZE o
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Cmnd Alias HPPLCMD = sha224:checksum value== /home/

LINUX USER/.sc_netapp/snapcenter linux host plugin.bin,
/opt/NetApp/snapcenter/spl/installation/plugins/uninstall,
/opt/NetApp/snapcenter/spl/bin/spl, /opt/NetApp/snapcenter/scc/bin/scc
Cmnd Alias PRECHECKCMD = sha224:checksum value== /home/

LINUX USER/.sc_netapp/Linux Prechecks.sh

Cmnd Alias CONFIGCHECKCMD = sha224:checksum value==
/opt/NetApp/snapcenter/spl/plugins/scu/scucore/configurationcheck/Config
_Check.sh

Cmnd Alias SCCMD = sha224:checksum value==
/opt/NetApp/snapcenter/spl/bin/sc_command executor

Cmnd Alias SCCCMDEXECUTOR =checksum value==
/opt/NetApp/snapcenter/scc/bin/sccCommandExecutor

LINUX USER ALL=(ALL) NOPASSWD:SETENV: HPPLCMD, PRECHECKCMD,
CONFIGCHECKCMD, SCCCMDEXECUTOR, SCCMD

Defaults: LINUX USER env_keep += "IATEMPDIR"

Defaults: LINUX USER env_keep += "JAVA HOME"

Defaults: LINUX USER !visiblepw

Defaults: LINUX USER !requiretty

LINUX_USER Z1&EIIRYIF root (EFAERIHTE o
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MRIGER JAVA AR ERFhRA > BIERERALL
Ivar/opt/snapcenter/spl/etc/spl.properties BY

JAVA HOME EIE:RE A IEFERY JAVA RRZASFIEFERY
BRIE o

BERRIERANRNTES » 5527 "NetAppEEMERTA"

2 AIX EH#A9IE root EAEABLE sudo #[R
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* Sudo hi7s 1.8.7 HESHRZA °

* #REE_/etc/ssh/sshd_config_ M4 > SREM BB EHE L - MACs hmac-sha2-256 ~ MACs hmac-sha2-
512 ©
B EIE R B E sshdfRTS o

&l

#Port 22

#AddressFamily any

#ListenAddress 0.0.0.0

#ListenAddress

#Legacy changes

#KexAlgorithms diffie-hellman-groupl-shal
#Ciphers aesl28-cbc

#The default requires explicit activation of protocol
Protocol 2
HostKey/etc/ssh/ssh host rsa key

MACs hmac-sha2-256

RN IEAETS
1T f&Z#IE root EFAEECE sudo HEFRUIRMEH LI T RREAITFEEIR :

* /home/AIX_USERI/.sc_netapp/snapcenter_aix_host_plugin.bsx
* Jcustom_location/ NetApp/snapcenter/spl/Z25E 4G {4/ EN &,

* /custom_location/ NetApp/snapcenter/spl/bin/spl

1. ZABLEBRAM AIX B9SnapCenterffifF B89 AIX 1% o
2. {#H visudo Linux BB TITIEE /etc/sudoers FEZE o
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Cmnd Alias HPPACMD = sha224:checksum value== /home/

AIX USER/.sc_netapp/snapcenter aix host plugin.bsx,
/opt/NetApp/snapcenter/spl/installation/plugins/uninstall,
/opt/NetApp/snapcenter/spl/bin/spl

Cmnd Alias PRECHECKCMD = sha224:checksum value== /home/
AIX USER/.sc _netapp/AIX Prechecks.sh

Cmnd Alias CONFIGCHECKCMD = shaZ224:checksum value==
/opt/NetApp/snapcenter/spl/plugins/scu/scucore/configurationcheck/Config
_Check.sh

Cmnd Alias SCCMD = sha224:checksum value==
/opt/NetApp/snapcenter/spl/bin/sc_command executor

AIX USER ALL=(ALL) NOPASSWD:SETENV: HPPACMD, PRECHECKCMD,
CONFIGCHECKCMD, SCCMD

Defaults: LINUX USER env_keep += "IATEMPDIR"

Defaults: LINUX USER env_keep += "JAVA HOME"

Defaults: AIX USER !visiblepw

Defaults: AIX USER !requiretty

@ WMRIEE RAC :RE » UWKEMASFN®GS » KEZSEUTARARRIME /etc/sudoers 182

. “I<crs_home>/bin/olsnodes”

&R AT Jetc/oracle/olr.loc_#EHEYS crs_home HI(E o
AIX_USER 2{T#IIHIE root EAERIRTE o
&R LUHE sc_unix_plugins_checksum.txt 1£ZHEYS checksum_value » SZFEZEAIM -

* C:\ProgramData\ NetApp\ SnapCenter\Package Repository\sc_unix_plugins_checksum.txt (40
FRSnapCenter Server Z&£7E Windows F# L) o

* /opt/ NetApp/snapcenter/SnapManagerWeb/Repository/sc_unix_plugins_checksum.txt 1R SnapCenter
Server Z4ETE Linux FH#§ L o

() nepEREsRITESRRNNSE .

ZEE AT Windows BYSnapCenterifift B89 T i E

EZEFAR Windows BISnapCentertfiff & 2 A » QBT — LB AR F 1 R4 2R
ERFMANEK o

Y ER
EERGR & Windows

BERRXERAENRHESR > 552H "NetAppEiEER
TA"o
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b
F# _FSnapCenterififFF9&/)\ RAM

F 1 _ESnapCenterffiff B9 &/ V&2 &EM H 55 2=/

23K
1GB

5GB

SR Z D BT B 50 R HARR ZE A b BR 12 A 56
BRRAYETHFE - PRER BRI
@ RN BRENEBRNBENERRER
ERYSRR o YIRIRA ESBIMAERER] -
AR EARITHITHIRERILASS -

* ASP.NET Core Runtime 8.0.12 (UUKFIE%EE
8.0.x IETER) TEE®

* PowerShell #Zi) 7.4.2
* Java 11 Oracle Java £ OpenJDK

Java 11 Oracle Java ] OpenJDK £ AR SAP
HANA ~ IBM Db2 ~ PostgreSQL ~ MySQL
NetApp3ziEAVHEMHF UK F] 2245 7E Windows 1% b
HNEMBETERRE -

BRZZERANRNER > 552/ "NetApp EiEMER
TH"-

BHRA NET RENSIEHRE R » 52K "HIVE2EHE
BRIV EAR AL 0 SnapCenterFHRE R G
Bron

ZEBEAR Linux 1 AIX BSnapCenterififf G189 F 155
FEREBEARN Linux 3 AIX B9SnapCenterflifF B2 fi > EREZBEREMITEENK °

(D) AX B Oracle FERRE o

¥)am
(5

F# _FSnapCenterififtf9&/)\ RAM

3K
* ATMEEE Linux
e Oracle Linux

* SUSE Linux (21mAREE (SLES)

1GB
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Ivar/opt/snapcenter/spl/etc/spl.properties B
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1. EEAEEERT - 7T IRE °

2. 7% TRE) BEEY > #—T U&HE -

3. BhEEGHTRR

4. 11 DEsE) BEF > i5EkERERBHNEN

HEEESE... B
R B AREEHI TS o
fERERTE WARRSMRERENERERBNEE o

* MBS EESRHENERRE

?tﬁgff%SnapCenter?ﬁffFE’\J%%ﬁtﬂ@%ﬂiﬁ%ﬁ
EREEESFHENTMME - BRAFERNEN
B4

° NetBIOS\fERE TS
° 15 FQDN\E %
c KBRS ((EBERMRIIEEE)

HRBRIEBENRG » FEER
Hz%SnapCenter?ﬁffFE’\J?r"l.‘éfEJﬂﬁ EARNSEEIE
8 - NRFEAEIRF AFIRANERIEHAR
HERTEREFEUESRIThEE - BRI LUSERBR
AR EIESFHANTIEFERERE - FAERF
ERMIBMIENA - UserName

ZHE AR BRI o
B ERsaEn RECEEFRENSDEREER -
&£ sudo H#ERR WRICEAIE root FHEREIGE » S5RE ER

sudo R #EEEIE o

@ &R Linux A AIX ERE -

5. B—TFHE o
SREERTEE > CAREEE (EAENES SSRGS AERERERERE -

7£ Windows Server 2016 3{E =4 L& E gMSA
Windows Server 2016 3¢ S R4 Al 2 2 T B HFE B IRTZIR P (QMSA) » 2R ZEEE
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EEERPIREEERBIRPBHERE
FAsAZ Al
* {CFEZIER Windows Server 2016 508 S hRASFOAEITEHI Y
* {CFEZ A —18 Windows Server 2016 EShRAMEH » ©EAHHIKE
HER
1. 1L KDS 1R£18k%A gMSA FINEEY4EEE—IEDS ©
2. B EEAE > 7 Windows AIFIERILEHITLA T A< - Add-KDSRootKey -Effectivelmmediately
3. BIWEIE gMSA -
a. IR EHENRSE - X -

domainName\accountName$
.. HERYHIEEEE o
.. EREHIBEIAERERFEREIL gMsa °

fuan -

New-ADServiceAccount -name <ServiceAccountName> -DNSHostName <fgdn>
-PrincipalsAllowedToRetrieveManagedPassword <group>
-ServicePrincipalNames <SPN1, SPNZ2,..>

.. ¥ “Get-ADServiceAccount R KEEIRFEIRE ©

4. IEIEHIER FERE gMSA ¢
a. EEFEH gMSA tRSERIE B Windows PowerShell B9 Active Directory 1#48 o

Al > 2B PowerShell BI1TUT&H%< -
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PS C:\> Get-WindowsFeature AD-Domain-Services

Display Name Name Install State

[ ] Active Directory Domain Services AD-Domain-Services Available

PS C:\> Install-WindowsFeature AD-DOMAIN-SERVICES

Success Restart Needed Exit Code Feature Result
True No Success {Active Directory Domain Services,
Active ...

WARNING: Windows automatic updating is not enabled. To ensure that your
newly-installed role or feature is
automatically updated, turn on Windows Update.

a. EMREER -

b. B PowerShell S LR FITHITU TR SEET M ELEE gMSA ¢ Install-AdServiceAccount
<gMSA>

C. FRMITUT I LTEREMRM gMSAIRE | Test-AdServiceAccount <gMSA>

S. BEIERIRIEIRA 1% FECER gMSA ©
6. EiBESnapCenterfafR23PIEEECE M gMSA IR FEEIE Windows 1 o

SnapCenter Server &1 F 1% 48 F AN » W BISER gMSA iS7EiRM 2R B EIRISEARE ©

ZEENetAppZ1BRVIGEME
FTIZ N TR IR IR 1 E G E

Sy ‘B A SnapCenterii i i R E G 8 T4 - ?’?i?ﬁi‘? SRR o Mg BB RERR
imER L o RIS T A E —F SR E R R -

ez Al
*© CREZERIEREA B L RNESERNABHIAR > flfiSnapCenterEEE A o

* CREZERASTIIRFFEEET
* MMREFERBFETERFIRE (9MSA) » RIEFERERERRE gMSA °

"T£ Windows Server 2016 s E=ikd 4 B EARENREBH AL ERSIRA"
* ¥ Windows E1% > IS BRE(REEFEAR Windows BSnapCenteriEff o

BRI AETS
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1. BX&h PowerShell ©

2. 7£SnapCenter Server 1 I » 85/ Open-SmConnection cmdlet I E:E > ABEATIREE ©
3. M Install-SmHostPackage cmdlet FIFFE S BTE S 1% L2 EEEMH -
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SnapCenter\Package Repository #8545 2 L4 ENetApp I HUHEMFAY 14 o

R AT 22 4E T SnapCenterfal iR 28 AY = 14 /7 BV BRI o
2. R LRAFE TR EEEERTEEZNBER -

3. L8R | path to_installation bin file/snapcenter linux host plugin.bin -i
silent -DPORT=port number for host -DSERVER IP=server name or ip address
-DSERVER HTTPS PORT=port number for server

° -DPORT #5%E SMCore HTTPS i@:li#E%18 o

° -DSERVER_IP 5% SnapCenterfaliR23 IP il o

° -DSERVER_HTTPS_PORT #5% SnapCenter{aliRas HTTPS EiZIE o
-DUSER_INSTALL_DIR 5 EE%4E Linux HkSnapCenteriffF S8 E % o
° DINSTALL_LOG_NAME 157 H:5iEZMETE o

o

/tmp/sc-plugin-installer/snapcenter linux host plugin.bin -i silent
-DPORT=8145 -DSERVER IP=scserver.domain.com -DSERVER HTTPS PORT=8146
-DUSER_INSTALL DIR=/opt

-DINSTALL LOG NAME=SnapCenter Linux Host Plugin Install 2.log
-DCHOSEN FEATURE LIST=CUSTOM

4. {5/ Add-Smhost cmdlet FIFFEE 2 8#% 1% Fi = SnapCenterfal IR2s ©
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a. BEIZHE o
b. 7£ THEE) HFEHREP » H—T MFHEZER BH -
c. HERIEMOCFELR—T Meku ©
d. AR 7NEUFTT ©
e. MlbR+7ERIBZ BRI o

fFan > YNRIEAZ © “a9 09 50 2d d8 2a e4 14 33 €6 f8 38 86 b0 0d 42 77 a3 2a 7b” » MHIPFZENE » #&
# : “a909502dd82ae41433e68383883" ©

2. 1t PowerShell #{TU TH2E :
a. MITUTHLYH B L& RENIeAI E A T EAER RO RERERE o

Get-Childitem -Path 7&58:\LocalMachine\My
b. EHIEAY o
f£F8 Windows T H#E(HHARFSRE CA RE
1HEZER Windows EEIMIMETARFS KR E CA BEURMBI ELENHNIEE ©
fESnapCenterfal A2 FFAIE E5E CA RFERVIEMH MK EHITTIILER o

1. FBBITUT < MBREL SMCore TASREIZIE 8145 WIRA/RBHITE -

> netsh http delete sslcert ipport=0.0.0.0: <SMCore Port>

fugn

> netsh http delete sslcert ipport=0.0.0.0:8145
. BIBRIT TR SR ZEAREE windows FHIEMARTEAIE

> Scert = “ <certificate thumbprint> ”

> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=Scert
appid="$guid"

fgn
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> Scert "a909502dd82ae41433e6£83886b00d4277a32a7b”

> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=Scert
appid="$guid"

7% Linux £ ENetAppZ IZRIHEFIRTFSECE CA /&5E

TEZERAHSREREFRENEDE > icE CARE » RIRES NP HERESRE D
12/ > W fEFASnapCentertlifh ArF5#F CA TR HEC & FIEMHEEEUREN E R KR

IR ©
HRIEERNLR /opt/ NetApp/snapcenter/scc/etc BItEZE Tkeystore.jks) 1EAHSEEMNRIRRE o

BB SRENEBUKREEERRN CA EEEZRHGS

1 R SMIE IR B B R PR RIMIMEN R IR ETER TS

B KEYSTORE _PASS"#FERIE o

Fﬁ,

E&

N
I

E&,\

B
5

5

keytool -storepasswd -keystore keystore.jks

. REWEPFIALRRE N EEEES RS RERRRZES

keytool -keypasswd -alias "alias name in cert" -keystore keystore.jks

¥} agent.properties #EZHHIE 8 KEYSTORE_PASS #{THEREIAVES o

3. (ERUENE R ERIART -

() EtemmnEEALRNORE BRI RNREEZARR -

REMRRENFEEZUIEASEE
TREZACE R B TARRIR/RE NP RERERIEAGEE

1. EMEASIEUSIBENSZRIRK | /opt/ NetApp/snapcenter/sccletc ©
2. ¥ EHEZE keystore.jks” °
3. P HEEPHILARE -

keytool -list -v -keystore keystore.jks
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4. IMEIREE PGS

keytool -import -trustcacerts -alias myRootCA -file
/root/USERTrustRSA Root.cer -keystore keystore.jks

REMRARE N R /&REE LB A S EER ERRRENARTS

(D) fCmessmuE CABE - SAMEHER CARE -

FoE CA HESMHLUAAGEE
CHEZR CA ZENZRHYEEIGHEEE -

1. EHiE G S1EMHEIRE /opt/ NetApp/snapcenter/sccletc BIERIZE o
2. HEIFE%E keystore jks” °

3. FIHEZ R EPHTIENRE

keytool -list -v -keystore keystore.jks

4. g B BTABF AR CA REE
keytool -importkeystore -srckeystore /root/snapcenter.ssl.test.netapp.com.pfx
-srcstoretype pkcsl2 -destkeystore keystore.jks -deststoretype JKS

S. B HEREPINERE o
keytool -list -v -keystore keystore.jks

6. BETRERSE I EMEESWEN CA REEHEMNAIL o

7. B HICAREM IR IEE T Akeystore B ©

TERIGEH e EZIEE agent.properties 1£Z2H1%7$& KEYSTORE_PASS fI{& ©

keytool -keypasswd -alias "alias name in CA cert" -keystore
keystore. jks

NRCABRENRIGEE » BRATRRIHTT (o
) R BB BT

keytool -changealias -alias "long alias name" -destalias "simple alias"
-keystore keystore.jks

£ agent.properties ERFEERE ca KREMRI% °

IR#E$HE SCC_CERTIFICATE_ALIAS E#It(E -
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* SnapCenterffiff#y CRL #2Z2rITE B %2 lopt/ NetApp/snapcenter/sccletc/crl) ©

1. R LURIESE CRL_PATH 182415 #7 agent.properties 12 AYTER B &E ©
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SMEHFRVERNLFY C:\Program Files\ NetApp\ SnapCenter\Snapcenter Plug-in Creator\etc BIT&ZE keystore jks
EABHEHEEENSRE °

EREMERENEBUKREEERRN CA BESRHEG%

T
1. eI UM R IR B MR R PR RIMME N R IRETER TS

EREER_KEYSTORE_PASS_HERIE °
2. BORFIREETS |

keytool -storepasswd -keystore 38 jks

@ MR Windows 8 SR TFTCEZS Mkeytools 855 @ 551 keytool 8545 E A HT R

&o
C:\Program Files\Java\<jdk_version>\bin\keytool.exe”-storepasswd -keystore keystore.jks
3. BEWETFIELRIRE R LNBBEES ELERERRRZS
keytool -keypasswd -alias TR TE/REEH ] -keystore keystore.jks
¥t agent.properties t&ZE 248 KEYSTORE_PASS #E{THHEIRIEHT o
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RENRRENFEERUIEAGEE
TREZAECE QB TMBRR/RE NP REEERIEAGEE -

1. EEZTOSIMIERSIBEMB RIS C:\Program Files\ NetApp\ SnapCenter\Snapcenter Plug-in
Creator\etc

2. ¥ EHEZE keystore.jks” °

3. FI| i E SR EE R ATIGHYRGE
keytool -list -v -keystore keystore.jks
4. FIIBIREEHPHEEE ¢
keytool -import -trustcacerts -alias myRootCA -file /root/USERTrustRSA_Root.cer -keystore keystore.jks

5. BB B LB A SEE G BT AT -
()  fomEssmgR CABE - ZAERERT CABE -

ficE CA EEEZRHLUAAGEE
TRz CA BENSRBECEINREERE -

1. EEFTOSIMIERSIBEMB R C:\Program Files\ NetApp\ SnapCenter\Snapcenter Plug-in
Creator\etc

2. R EFIFEZE keystore.jks_ ©
3. B F IR E P ATIE R RE -

keytool -list -v -keystore keystore.jks
4. IMEABTARANAEH CARE o

keytool -importkeystore -srckeystore /root/snapcenter.ssl.test.netapp.com.pfx -srcstoretype pkcs12
-destkeystore keystore.jks -deststoretype JKS

S. FHEBEPIILAYREE o
keytool -list -v -keystore keystore.jks

6. BATRESSE S EMEESRERR CARERLEGS
7. RHERCARE B EISEE SkeystoreHE ©

TER IR 8BRS agent.properties 1EZEHZ i KEYSTORE_PASS #Y&
keytool -keypasswd -alias TH)%TECA/REFHISAFE] -keystore keystore.jks

8. #£_agent.properties_1EZRFECE R BCAREIRI% ©
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PS C:\> Open-SmConnection
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PS C:\> Add-SmStorageConnection -Storage test vsl -Protocol Https
-Timeout 60
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IEEEFIER Windows &5 —{E% % FinanceAdmin BHT/&:E ¢

PS C:> Add-SmCredential -Name FinanceAdmin -AuthMode Windows
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PowerShell cmdlet

1. {#F Open-SmConnection cmdlet &35 {EAE B E £ SnapCenter@R2SEVELF ZEE ©

Open-smconnection -SMSbaseurl
https:\\snapctr.demo.netapp.com:8146\

BT ERAERBNEERET -

2. {# Add-SmResources cmdlet HTIZE R o

IEEEAIFTIEER

Add-SmResource -HostName 'scc55.sccore.test.com' -PluginCode

'DummyPlugin' —-ResourceName QDBVOL1 -ResourceType Database

-StorageFootPrint (
@{"VolumeName"="qgtree voll scc55 sccore test com";"QTREENAME"="gtree

Voll";"StorageSystem"="vserver scauto primary"}) -Instance QTREE]

3. f#M Add-SmPolicy cmdlet ZE I {5 5REK o
HEEE IR I —EFT AR AL -

'test2' -PolicyType 'Backup'

Add-SMPolicy -PolicyName
—-description 'testPolicy'

-PluginPolicyType DummyPlugin

4. {5/ Add-SmResourceGroup cmdlet ZSnapCenterFi#TAYE R4H o

tEEE B fE AR E MR E R —EMEIRAE

Add-SmResourceGroup -ResourceGroupName
'Verify Backup on Multiple Qtree different vserver windows'

—-Resources
@(@{"Host"="scc55.sccore.test.com";"Uid"="QTREE2"; "PluginName"="Dumm

yPlugin"}, @{"Host"="sccb55.sccore.test.com";"Uid"="QTREE" ; "PluginName
"="DummyPlugin"}) -Policies test2 -plugincode 'DummyPlugin'

-usesnapcenterwithoutfilesystemconsistency
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5. f£/A New-SmBackup cmdlet EXBIFTRIEIDER o

New-SMBackup -DatasetName
Verify Backup on Multiple Qtree different vserver windows -Policy
test2

6. £ Get-SmBackupReport cmdlet ZE {3 {EXAIHREE o

IEsE I BERIEIEE BHRITRVPR B (FEERIERRRRRK !

Get-SmBackupReport -JobId 149

BackedUpObjects : {QTREE2, QTREE}
FailedObjects : {1}

IsScheduled : False

HasMetadata : False

SmBackupId 1

SmJobId : 149

StartDateTime : 1/15/2024 1:35:17 AM
EndDateTime : 1/15/2024 1:36:19 AM
Duration : 00:01:02.4265750
CreatedDateTime : 1/15/2024 1:35:51 AM
Status : Completed

ProtectionGroupName
Verify Backup on Multiple Qtree different vserver windows

SmProtectionGroupId 1
PolicyName : test2
SmPolicyId H
BackupName

Verify Backup on Multiple Qtree different vserver windows sccb55 01-
15-2024 01.35.17.4467

VerificationStatus : NotApplicable
VerificationStatuses :

SmJobError

BackupType : SCC_BACKUP
CatalogingStatus : NotApplicable
CatalogingStatuses
ReportDataCreatedDateTime

PluginCode : SCC
PluginName : DummyPlugin
PluginDisplayName : DummyPlugin
JobTypeId

JobHost : sccbb.sccore.test.com
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Define a restore strategy. ﬂj

Restore the resource.
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Monitor the restore operation,
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10. ZEEWE » ABE—TF T °
M. FEIE TR > TEE) REIRIRIFEE -
PowerShell cmdlet

1. {8 Open-SmConnection cmdlet 257 {5 A& BB E2SnapCenterf@lARAFAVELR B 5T ©

PS C:\> Open-Smconnection

2. {§F Get-SmBackup # Get-SmBackupReport cmdlet R A EERN—ER ZEFHHIEN ©

s RARFA T RHOIER

PS C:\> Get-SmBackup

BackupId BackupName
BackupTime BackupType

1 Payroll Dataset vise-f6 08... 8/4/2015
AM Full Backup

2 Payroll Dataset vise-f6 08... 8/4/2015
AM

IEEEFIFETRARI 2015 F 1 B 29 HE 2015 & 2 B 3 BHHRIFHASE ¢

11:02:32

11:23:17



PS C:\> Get-SmBackupReport -FromDateTime "1/29/2015" -ToDateTime

"2/3/2015"
SmBackupId : 113
SmJobId : 2032
StartDateTime : 2/2/2015 6:57:03 AM
EndDateTime : 2/2/2015 6:57:11 AM
Duration : 00:00:07.3060000
CreatedDateTime : 2/2/2015 6:57:23 AM
Status : Completed
ProtectionGroupName : Clone
SmProtectionGroupId : 34
PolicyName : Vault
SmPolicyId : 18
BackupName : Clone SCSPR0019366001 02-02-2015 06.57.08
VerificationStatus : NotVerified
SmBackupId : 114
SmJobId : 2183
StartDateTime : 2/2/2015 1:02:41 PM
EndDateTime : 2/2/2015 1:02:38 PM
Duration : -00:00:03.2300000
CreatedDateTime : 2/2/2015 1:02:53 PM
Status : Completed
ProtectionGroupName : Clone
SmProtectionGroupId : 34
PolicyName : Vault
SmPolicyId : 18
BackupName : Clone SCSPR0019366001 02-02-2015 13.02.45
VerificationStatus : NotVerified

3. f§F8 Restore-SmBackup cmdlet R’ EPERE K} o



Restore-SmBackup -PluginCode 'DummyPlugin' -AppObjectId
'scch54.sccore.test.com\DummyPlugin\NTP\DB1' -BackupId 269
-Confirm:S$false

output:

Name : Restore
'scch54.sccore.test.com\DummyPlugin\NTP\DB1"

Id : 2368
StartTime : 10/4/2016 11:22:02 PM
EndTime

IsCancellable : False
IsRestartable : False
IsCompleted : False
IsVisible : True
IsScheduled : False
PercentageCompleted : 0
Description

Status : Queued
Owner

Error

Priority : None
Tasks : {1
ParentJobID : 0
EventId : 0
JobTypeId

ApisJobKey 8
ObjectId : 0
PluginCode : NONE
PluginName

AILUEBHIT Get-Help command_name_ ZKREVF A RAE £ cmdlet —EF AN B EUREBMMNEN - &
» IR AT L2 "SnapCenter#if& Cmdlet 2E$5/" ©
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LR EIRE TS e S B ME o

BARSULIERS
BREREHEL T BRIFREZ BB RIAKIUR G LR ERE—TBIRIEE

UTEREIRE [EE) BEL > $5RIRIERARES

#EITH

58


https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html

FRIN5ER
© o KB

EERERES  EESMEERE

© D X
* @ BUH
1. EEAEEERS - BT M&E -
2. 7f TEE¥E) HES BT TMEH#) -
3. 7£ Jobs HET > HIT FFIHER :

a. BhiE IR RS B LSS AR E o

b. t5ERETERBH o

C. W HRE THIBEF - EE IR -

d. e RREFHRDBER » FIFMIEARE o

e #%—T TR UEBEMINTTRHRE o
4. FEBWIEMRE > AREE—T THEBER UBEFEESFEEY -
o £ TEFsiB) HEEFR > #%—T MRRAE -

“EE B IR IR FRsFAA B o

sefZNetApp< IRRIIMI EIRE D
SEFENetApp T BIIIMNIE R

R TIERZ B RN T e RIRIFAEE IR IR(E -

BRAS I ERS

TR ERAUTRAMERERED
- HEAEAREERPARLAERBENBE RGBS EIRINE
* AR E M2 HRNERERARELR
* B ISR PRI E PRV B

T IR T MITRIURERERNIER



Define a clone strategy. ﬂj

Clone the backup.

|

Monitor the clone operation.

:

If required, split the clone.

S UAFENHEM A ER PowerShell cmdlet ZREVITHED ~ IBRRFNERIEZE o BB PowerShell cmdlet BY5%
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8. EMAREF » WADHEERMERMEZAINZRIEBETHRCENERED S ° WA mount I5LHRIHE
ERFHEEIEH -

fuan
° RERTIES : MRIRANERERE
© RIERIET | REENERRBERE -

Linux EBAS_EHAIR&E DR qtree AUEMERIES © mount<VSERVER_NAME>:%<VOLUME_NAME_Clone
/mnt>

O. E B EEY » WEFHHERE THUFEY » BECHREGXEFHHNESR
T RIEEFHENREENEFHAMI IR B FERAFRIERE -

10. EERHEIWFLEE TR
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PowerShell cmdlet
HER
1. {#F3 Open-SmConnection cmdlet A5 A& EEhESnapCenterfARESHVELR S EE ©

Open-SmConnection -SMSbaseurl
https:\\snapctr.demo.netapp.com:8146/

2. B eI LAER Get-SmBackup T Get-SmResourceGroup cmdlet Fef£RIHED ©

e RA PR T RHNNER

C:\PS>PS C:\> Get-SmBackup

BackupId BackupName
BackupTime BackupType

1 Payroll Dataset vise-f6 08... 8/4/2015 11:02:32
AM Full Backup

2 Payroll Dataset vise-f6 08... 8/4/2015 11:23:17
AM

IR ARfEE BIRENE -

PS C:\> Get-SmResourceGroup

Description



CreationTime
ModificationTime
FEnableEmail
EmailSMTPServer
EmailFrom

FEmailTo
EmailSubject
EnableSysLog
ProtectionGroupType
EnableAsupOnFailure
Policies
HostResourceMaping
Configuration

LastBackupStatus
VerificationServer

EmailBody

EmailNotificationPreference

VerificationServerInfo
SchedulerSQLInstance
CustomText
CustomSnapshotFormat
SearchResources
ByPassCredential
IsCustomSnapshot
MaintenanceStatus
PluginProtectionGroupTypes
Tag

IsInternal
EnableEmailAttachment
VerificationSettings
Name

Type

Id

Host

UserName

Passphrase

Deleted

Auth

IsClone

Clonelevel

Hosts

StorageName
ResourceGroupNames
PolicyNames

10/10/2016 4:45:53 PM
10/10/2016 4:45:53 PM
False

False
Backup
False
{}

{}

SMCoreContracts.SmCloneConfiguration

Completed

Never

False
False

Production
{SMSQL}

False
False
{}
NFS DB
Group
2

False

SMCoreContracts.SmAuth

False
0
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Description

64

CreationTime 10/10/2016 4:51:36 PM
ModificationTime 10/10/2016 5:27:57 PM
EnableEmail False

EmailSMTPServer

EmailFrom

EmailTo

EmailSubject

EnableSysLog False
ProtectionGroupType Backup
EnableAsupOnFailure False

Policies {}

HostResourceMaping
Configuration

LastBackupStatus Failed
VerificationServer

EmailBody
EmailNotificationPreference Never
VerificationServerInfo
SchedulerSQLInstance

CustomText

CustomSnapshotFormat

SearchResources False
ByPassRunAs False
IsCustomSnapshot

MaintenanceStatus Production
PluginProtectionGroupTypes {SMSQL}
Tag

IsInternal False
EnableEmailAttachment False
VerificationSettings {1}

Name Test
Type Group
Id 3

Host

UserName

Passphrase

Deleted False
Auth SMCoreContracts.SmAuth
IsClone False
Clonelevel 0

Hosts

StorageName

ResourceGroupNames
PolicyNames

{}

SMCoreContracts.SmCloneConfiguration



3. {#F New-SmClone cmdlet {tE R E R4 IR A HIEENENEREE
LB B SFrE Betis BRS¢

New-SmClone -BackupName

Verify delete clone on gtree windows scc54 10-04-2016 19.05.48.0886
-Resources @{"Host"="scc54.sccore.test.com";"Uid"="QTREE1"} -
CloneToInstance sccb4.sccore.test.com -Suffix ' QtreeCloneWin9'
-AutoAssignMountPoint -AppPluginCode 'DummyPlugin' -initiatorname
'ign.1991-

05.com.microsoft:sccb4.sccore.test.com' -igroupprotocol 'mixed'

o

4. {#F Get-SmCloneReport cmdlet ZEEHE B /EXAIARAE

omm

IEEEHIFRTISEER ID BIERIRE :

PS C:\> Get-SmCloneReport -JobId 186

SmCloneId 1

SmJobId 186

StartDateTime 8/3/2015 2:43:02 PM

EndDateTime 8/3/2015 2:44:08 PM

Duration 00:01:06.6760000

Status Completed

ProtectionGroupName Draper

SmProtectionGroupId 4

PolicyName OnDemand Clone

SmPolicyId 4

BackupPolicyName OnDemand Full Log

SmBackupPolicyId 1

CloneHostName SCSPR0054212005.mycompany.com

CloneHostId 4

CloneName Draper clone 08-03-2015 14.43.53

SourceResources {Don, Betty, Bobby, Sally}

ClonedResources {Don DRAPER, Betty DRAPER, Bobby DRAPER,
Sally DRAPER}

SmJobError

ESHENetApps IR AVIEMA HIR e 1R 1E

e UER TEZ) BEmEEESnapCenteri@BUFEMERE o [SR] s BT IRIERVERELL

FEERERRTHRREE A RE
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