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> netsh http delete sslcert ipport=0.0.0.0:8145
. BBRIT TR SRMMZRARER windows FHEIEHARTFHIE

> Scert = Y <certificate thumbprint> ”
> Sguid [guid] : :NewGuid () .ToString ('
> netsh http add sslcert ipport=0.0.0.
appid="s$guid"

'B")
0: <SMCore Port> certhash=Scert

fugn -
> Scert = “a%909502dd82aed41433e6£83886b00d4277a32a7b”
> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=Scert
appid="$guid"
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1. 7£FA DAG 25 E{EF PowerShell » FEESnapDrive for Windows VSS FERSiR It E R R M | vssadmin
list providers

C:\Program Files\NetApp\SnapDrive>vssadmin list providers

vssadmin 1.1 - Volume Shadow Copy Service administrative command-line
tool

(C) Copyright 2001-2013 Microsoft Corp.

Provider name: 'Data ONTAP VSS Hardware Provider'
Provider type: Hardware

Provider Id: {ddd3d232-a96f-4ac5-8f7b-250£fd91£fd102}
Version: 7. 1. 4. 6845

2. {%¢SnapDrive B#tH » #¢SnapDrive for Windows BUHE VSS EEEIR 2 © navssprv.exe -r service —u
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[PS] C:\Windows\system32>vssadmin list providers
vssadmin 1.1 - Volume Shadow Copy Service administrative command-line
tool

(C) Copyright 2001-2013 Microsoft Corp.

Provider name: 'Data ONTAP VSS Hardware Provider'
Provider type: Hardware
Provider Id: {31fcab584-72be-45b6-9419-53a3277301d1}
Version: 7. 0. 0. 5561

6. {=1ESnapManager for Microsoft Exchange Server #5{4 5t o
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service -u

C:\Program Files\NetApp\SnapCenter\SnapCenter Plug-in for Microsoft
Windows>navssprv.exe —-r service -u

b. # C:\Program Files\ NetApp\ SnapDrive\ B+ > 7EFiE DAG Ei%s L sFftSnapDrive for Windows
. navssprv.exe -r service -a hostname\\username -p password
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Define a backup strategy.

v

Determine whether the resources are
available for backup.

|

Create a backup policy.

If you have multiple resources, create a
resource group, attach policies, and create
an optional schedule.

l

Back up the resource or resource group.

Y

hMonitor the backup operation.

:

View related backups in Topology page.
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s IRFEZ B EHEYF PowerShell IRIER#1T PowerShell cmdlet ©
s REZBEERREEEE AR ENEIRIEIHBFELR o
© EEZRERIGHZEERBIETETH

M RERAEGR » AEETERIMIERZE ) EATHIRENAEREEHN - BEREREY
7ESnapCenter GUI FREERA TARIEIRER 1 3 TR7ENetAppf#EFE Ll ©

* RERRLBEZER—R -

SnapCenterfAZIERFEE FEEHERARBNZEREFERD o SnapCenteri IEMNEEEERFEHEEGMH
—By R FBFME—RYE R LIF IP {3k o

TR
1. {# "Open-SmConnection' &% ©

& 5IFAER—1E PowerShell &&5 :

PS C:\> Open-SmConnection

2. f$5F "Add-SmStorageConnection' #5% °

HEEB BT —(ERBIHEFRAER

PS C:\> Add-SmStorageConnection -SVM test vsl -Protocol Https
-Timeout 60

3. EAUTAHEIIMAVGEITHNIRE "Add-Credential &< ©
LLEEEBIER Windows /&8 —{E% % ExchangeAdmin BYFTEITHUIRE -

PS C:> Add-SmCredential -Name ExchangeAdmin -AuthMode Windows
-Credential sddev\administrator

AILUEBBIT Get-Help command_name ZREVS AR EL cmdlet —fEE AN R EBUREFHMANET - (& » &
HA[IL £ "SnapCenterif& Cmdlet 2E35R/" o

%15 Exchange &#}E
MREREFRBREMEREAE SR EREEFAEMENERERE BMEHE -
FtEZ Al

* W RBERIL T HIDRES o
* B ABREN PR ERERNR SR B EERN SVM -
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all] #R o B2 > NREEA vsadmin’A & > BIREE “snapmirror all’#ER o

* INRCEHTENetAppHIIENetAppl#fFE LR B T BB BRI ERI AN E R ESE R E R B IEEHEHRITHD
I BSEBERPEE T RO TBRIAN I HRHEEHED FERIFEEENARS LHBIAETR > BIfRH1E
FREALE SR - HINetApp#F LV EN/RENERERIZA > BIORERT) ; HILIENetAppf#fFiE L8y
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* MREBHNHERE > FHR—TENERE -
I WIREETRIERE © BT Rl o
ii. NREETERE - RESREE > FRESR 3 -
* MREBHOERERBANEE  FiE—TENE R ERME -

3. WIRBISE BFIRERRE > FEEREAPERERBTLER N EARERINEEE  ARAAR
BRRIR LB BT BRI o

40 > customtext_policy hostname BY, resource_hostname ° T8:&1E R T » BERIEEE 2 MINRIRE4
T o

4. 7 THRBR) BEYP > ITUTIHR
a. LR EFEE—(ESERE o

@ AT LUBEREEE * RIS -

MRER O R BRI EIRBIRIRES FHNEIANIE > BIRET RSN
() mmEmE—ERSEERS - CRSEEBEESE LARES B NetApp
HIFEE FHORIRS -

T THEERBEESE BoH > JIHTEERREE o

b.
ghig « Y ECEERTEHENBRN R BT

C. FEAER_policy_name_#TEstEIRE S » BCESHE > ARIR—THEE"
Hrh > policy_name RITIEZENBERAIATE o
EENFESIE TEERAEEL MAF -
S EENEEY > WEFEHHEHEETHIREYF » EEEEEXEFHENGR
T BEEEFHEMBAERNEF MU BFEHREE - IREMINEE RN TR FE



BURRE - SREE TIPS -

@ R EFEAE > A BFER GUI 8§ PowerShell 5% Set-SmSmtpServer 15
SMTP falfrZss+AEM ©

6. EEWE > ABE—T xpu -
EABHEHREET -
7. BEEIENER o

8. ERMEEF  MITUTIR
a. MREEHREFERT SEREE > 7t [RE& ThUEBEPEZFEZRNERRIRE o

MR BT RN EFARBEGN FEERN > ARBHORRESFTERIEENREREET

fREg o
b. — Tt o

9. EREREmES NI BRPIEEREITHEMERE » MR MEEFAER) BE -
° fEMetroClusterfit ™+ > SnapCenterr] SEE AT HIIEEFE B A2 RER% ©

ERER > 5520 : "MetroClustertfE8#% & #4188 SnapMirrorZ SnapVault B {&"

o MNRTCIEERHED VMDK ERFEARATEEHE » i HSnapCenter Plug-in for VMware vSpherefJJava
HARNRK > BB AIREE KM o

BEN Java A/ 0 B EIRIZSHTEZE /opt/netapp/init_scripts/scvservice o TEzZilZs

» do_start method 5<% EXEISnapCenter VMware $GFARTS o iFILIESEFHAUTAR  Java -jar
-Xmx8192M -Xms4096M

PowerShell cmdlet
1. {#F3 Open-SmConnection cmdlet &5 A& EEhEiSnapCenterfAARESHVELR S EE ©

Open-smconnection -SMSbaseurl
https://snapctr.demo.netapp.com:8146/
BETRERAERBNEERT o
2. {#F Add-SmPolicy cmdlet Z 37 {5 5REK o
IEEEHIE T —E BB B E DA B55M15 Exchange H{nREAVFRED SRR :
C:\PS> Add-SmPolicy -PolicyName SCE w2kl2 Full Log bkp Policy

-PolicyType Backup -PluginPolicytype SCE -SceBackupType
FullBackupAndLogBackup -BackupActiveCopies

43


https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_detect_SnapMirror_or_SnapVault_relationship_after_MetroCluster_failover
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_detect_SnapMirror_or_SnapVault_relationship_after_MetroCluster_failover
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_detect_SnapMirror_or_SnapVault_relationship_after_MetroCluster_failover
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_detect_SnapMirror_or_SnapVault_relationship_after_MetroCluster_failover
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_detect_SnapMirror_or_SnapVault_relationship_after_MetroCluster_failover
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_detect_SnapMirror_or_SnapVault_relationship_after_MetroCluster_failover
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_detect_SnapMirror_or_SnapVault_relationship_after_MetroCluster_failover
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_detect_SnapMirror_or_SnapVault_relationship_after_MetroCluster_failover
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_detect_SnapMirror_or_SnapVault_relationship_after_MetroCluster_failover
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_detect_SnapMirror_or_SnapVault_relationship_after_MetroCluster_failover
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_detect_SnapMirror_or_SnapVault_relationship_after_MetroCluster_failover
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_detect_SnapMirror_or_SnapVault_relationship_after_MetroCluster_failover
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_detect_SnapMirror_or_SnapVault_relationship_after_MetroCluster_failover
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_detect_SnapMirror_or_SnapVault_relationship_after_MetroCluster_failover
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_detect_SnapMirror_or_SnapVault_relationship_after_MetroCluster_failover
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_detect_SnapMirror_or_SnapVault_relationship_after_MetroCluster_failover
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_detect_SnapMirror_or_SnapVault_relationship_after_MetroCluster_failover
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_detect_SnapMirror_or_SnapVault_relationship_after_MetroCluster_failover
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_detect_SnapMirror_or_SnapVault_relationship_after_MetroCluster_failover
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_detect_SnapMirror_or_SnapVault_relationship_after_MetroCluster_failover
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_detect_SnapMirror_or_SnapVault_relationship_after_MetroCluster_failover
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_detect_SnapMirror_or_SnapVault_relationship_after_MetroCluster_failover
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_detect_SnapMirror_or_SnapVault_relationship_after_MetroCluster_failover
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_detect_SnapMirror_or_SnapVault_relationship_after_MetroCluster_failover
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_detect_SnapMirror_or_SnapVault_relationship_after_MetroCluster_failover

LEsEFIE I —ER BV A1 RS - HR a3 s/ \F2m{HM B HE{( Exchange fA{n4EE

C:\PS> Add-SmPolicy -PolicyName SCE w2kl2 Hourly Full Log bkp Policy
-PolicyType Backup -PluginPolicytype SCE -SceBackupType
FullBackupAndLogBackup -BackupActiveCopies -ScheduleType Hourly
-RetentionSettings

@{'BackupType'='DATA"'; 'ScheduleType'="Hourly'; 'RetentionCount'="10"}

HESEAIR I FTBIE (D SRERLUEHD Exchange HEE !

Add-SmPolicy -PolicyName SCE w2kl2 Log bkp Policy -PolicyType Backup
-PluginPolicytype SCE -SceBackupType LogBackup -BackupActiveCopies

3. {£A Get-SmResources cmdlet 2REEIR T E R o

&322 IRT5E T 14 _EAY Microsoft Exchange Server SMIMER VR :

C:\PS> Get-SmResources -HostName vise-f6.sddev.mycompany.com
-PluginCode SCE

4. £/ Add-SmResourceGroup cmdlet ZSnapCenterfi& iy R4E

I8 s E BRI B IRIR I —{EFT8Y Exchange Server Bl EHHE R

C:\PS> Add-SmResourceGroup -ResourceGroupName SCE w2kl2 bkp RG
-Description 'Backup ResourceGroup with Full and Log backup policy'
-PluginCode SCE -Policies

SCE w2k12 Full bkp Policy,SCE w2kl2 Full Log bkp Policy,SCE w2klZ2 Lo
g bkp Policy -Resources @{'Host'='sce-w2kl2-exch';'Type'="'Exchange
Database'; 'Names'='sce-w2kl2-exch.sceqga.com\sce-w2kl2-exch DB 1, sce-

w2kl2-exch.scega.com\sce-w2kl2-exch DB 2'}

LEEE R IEE MBS B RE L —EF#TEY Exchange BRIERI A 484 (DAG) BN EIREFE

Add-SmResourceGroup -ResourceGroupName SCE w2kl2 bkp RG -Description
'Backup ResourceGroup with Full and Log backup policy' -PluginCode
SCE -Policies

SCE w2k1l2 Full bkp Policy,SCE w2kl2 Full Log bkp Policy,SCE w2kl2 Lo
g bkp Policy -Resources @{"Host"="DAGSCEQ1l02";"Type"="Database
Availability Group";"Names"="DAGSCE0102"}

5. f#£/A New-SmBackup cmdlet EXBIETRIEIDEE o



C:\PS> New-SmBackup -ResourceGroupName SCE w2kl2 bkp RG -Policy
SCE w2k1l2 Full Log bkp Policy

LESEBIEIL T ZERBh TR -

New-SMBackup -DatasetName ResourceGroupl -Policy
Secondary Backup Policy4

6. {3 Get-SmBackupReport cmdlet ZE 15 {EXRIHREE o

IEsEHIBERIETEE B HAITRUPR B (FEERIERRERK !

C:\PS> Get-SmJobSummaryReport -Date ?1/27/2018?

IEEERIBETAFE (E2E ID NIEEHERSR !

C:\PS> Get-SmJobSummaryReport —-JobId 168

AILUEBRBIT Get-Help command_name ZREVS A RAR B2 cmdlet —fEFE AN R EBMANEN c &
» 21 "SnapCenteréi% Cmdlet 2£&357" -
%19 Exchange &iR4H

BIR4EE oY Exchange DAG J:E’Jﬁ BRES » BRATUEIEEE DAG HE—ER
[ o KRI U E R EmED EIRA

R Z Al

* CHAEZRIMINA REBNEIREHE -
* B AERER FEEEEANR SIS BEREERHETERESE (SYM)

* MR EHR B 4K #FEE SnapMirrorBZE IR » E'J?az)ﬁ“ﬁ:%fﬁﬁﬁ%ﬁ’]ﬁ@ﬁ’é@ﬁ lsnapmirror
alll H#[R o B2 > NREER vsadmin’A > BIREE“snapmirror all"#E[R o

* MREFEABRBFAEENZEERE E'JEEIE"*HE%F’?% » FLEET B FRVEMDEECTRE G EERE) o [TFE
'%E% MaxRetryForUninitializedHosts 7£ “web.config BB {EF "Set-SmConfigSettings' PowerShell 35
7 o

* EEREHAT > MRIEEE—EENetAppFIIENetAppfEFEEE F B A T BB BN ERIANE R ER B
EERT B4R - W BISTEIRAIFEET B TEEIE 5 HEHRERGIFEEILNFEEZENFRSS LB 2
IH > BB IFEREAT SRS o

HINetAppf#F LRI EBNARBNERIERIZA - BRI ; BIIENetAppfETFiE LR EE/WB B ERI 4
» FHITRE R -
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Define a restore strategy. &J

Restore the resource,

v

Monitor the restore operation,
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PS C:\> Get-SmBackup

BackupId BackupName

BackupTime BackupType

341 ResourceGroup 36304978 UTM...
12/8/2017 4:13:24 PM Full Backup

342 ResourceGroup 36304978 UTM...
12/8/2017 4:16:23 PM Full Backup

355 ResourceGroup 06140588 UTM...
12/8/2017 6:32:36 PM Log Backup

356 ResourceGroup 06140588 UTM...
12/8/2017 6:36:20 PM Full Backup
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-IsRecoverMount:Strue
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C:\ PS> Restore-SmBackup -PluginCode SCE -AppObjectId 'sce-w2kl2-
exch.scega.com\sce-w2kl2-exch DB 2' -BackupId 341
-IsRecoverMount:$true -LogRestoreType ByTransactionlLogs -LogCount 2
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