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1. # certificate.pem & 3Z| /etc/pki/ca-trust/source/anchors/
2. BURBHIGE Linux EHBVEEEEF o
° cp root-ca.pem /etc/pki/ca-trust/source/anchors/
° cp certificate.pem /etc/pki/ca-trust/source/anchors/
° update-ca-trust extract
3. R EE RO EEEBEE o trust list | grep "<CN of your certificate>"
4. E#SnapCenter nginx H&ZZHH ssl_certificate 1 ssl_certificate_key M EFELH o
° vim /etc/nginx/conf.d/snapcenter.conf
° systemctl restart nginx
5. RI#rSnapCenterf@fkes GUI &4

6. FIAIM _ /<LEEERIE>/ NetApp /snapcenter/SnapManagerWeb_ #J * SnapManager .Web.UI.dIl.config* #
I} /<ZeHEFRIE>/ NetApp/snapcenter/SMCore ¥ SMCoreServiceHost.dll.config FRfy 5 &% IBE K
=R

° <add key="SERVICE_CERTIFICATE_PATH" value="<z&2 pfx BIBRIE>" />
° <Fri#E="SERVICE_CERTIFICATE_PASSWORD"{E="<ZHE>"/>

7. SEHEENATARTS ©
° systemctl restart smcore.service

° systemctl restart snapmanagerweb.service

8. ERE /R RS EMINIESnapManager Web %8 o openssl s _client -connect localhost:8146
-brief

9. BR:E /B RS EMIINE smcore I o openssl s client -connect localhost:8145 -brief
10. EI% SPL £HREMAILAIES o

a. WERIEIRE SPL BH1EZR Y SPL_KEYSTORE_PASS ##1Y SPL £i#ETER 205 ©

b. EENZRBEZE © keytool -storepasswd -keystore keystore.jks

C. FFRATAIRIRE B RBIEES o keytool -keypasswd -alias "<alias name>" -keystore
keystore.jks



d. % spl.properties FRE 4% SPL_KEYSTORE_PASS FE#BREIAYZRHE o
e. EHEENARTS o
1. fE@fF Linux L > 78 SPL idEHFRI IR E PG R/EEM P RE&E o

° keytool -import -trustcacerts -alias <any preferred alias name> -file <path
of root-ca.pem> -keystore <path of keystore.jks mentioned in spl.properties
file>

° keytool -importkeystore -srckeystore <path of certificate.pfx> -srcstoretype
pkcsl2 -destkeystore <path of keystore.jks mentioned in spl.properties file>
-deststoretype JKS

i. 187 keystore.jks FRYEE o keytool -list -v -keystore <path to keystore.jks>

i. NREE > BFEHHBEMGISG © keytool -changealias -alias "old-alias"
-destalias "new-alias" -keypass keypass -keystore </path/to/keystore>
-storepass storepas

12. {EEETFETE keystore. jks Y certificate.pfx BYBISEET spl.properties &MY
SPL_CERTIFICATE_ALIAS B{& > AR EH#1ENE) SPL BRFS . systemctl restart spl

13. Ex:R /R 2R EMNINE smcore #H3EIE o openssl s _client -connect localhost:8145 -brief
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1. AT IRELUR R EEE SSL @3 ©
a. & ASnapCenter GUI ©
b. f— TR >R SEIEHETESnapCenter( RS H BRI -
C. H—TEW>EEER » ABREEERAER SSL AEMHFERK -

El‘jiffﬁl?f@ ) RER— TR REERE
2. f¢SnapCenter Server Linux 4B A& SSL & ©
° Open-SmConnection

° Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="true"}
-HostName <Plugin Host Name>

° Set-SmConfigSettings —-Agent -configSettings @{"EnableTwoWaySSL"="true"}
-HostName localhost

° Set-SmConfigSettings -Server -configSettings @{"EnableTwoWaySSL"="true"}
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